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Abstract: There are changes in the development of wireless technology systems every decade. 6G (sixth generation) wireless networks improve on previous generations by increasing dependability, accelerating networks, increasing available bandwidth, decreasing latency, and increasing data transmission speed to standardize communication signals. The purpose of this article is to comprehend the current directions in 6G studies and their relationship to the Internet of Things (IoT). Also, this paper discusses the impacts of 6G on IoT, critical requirements and trends for 6G-enabled IoT, new service classes of 6G and IoT technologies, and current 6G-enabled IoT studies selected by the systematic literature review (SLR) method published from 2018 to 2021. In addition, we present a technical taxonomy for the classification of 6G-enabled IoT, which includes self-organization systems, energy efficiency, channel assessment, and security. Also, according to the articles reviewed, we consider the evaluation factors in this domain, including data transmission, delay, energy consumption, and bandwidth. Finally, we focus on open issues and future research challenges in 6G-enabled IoT. To mention important future challenges and directions, we can point to migration, data storage, data resource, data security, data sharing, data offloading, availability, scalability, portability, user experience, reliability, authentication, and authorization.
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1  Introduction

The International Telecommunication Union (ITU) standardizes wireless generations every decade. The next generation of wide-area wireless technology, 6G, will impact IoT technologies. Many sensors, vehicles, automobiles, drones, and robots may be connected in the IoT era, making the world sharper and smaller.

6G is the replacement of 5G technology. 6G networks will utilize greater frequencies than 5G networks, resulting in significantly increased capacity and reduced latency. One of the 6G internet aims will allow one-microsecond latency communication [1]. The possibility of 5G to allow a significant shift of the IoT has been an important selling point. However, many of these applications are thought to be at least a few decades away since they rely on 5G requirements yet to be defined. Another roadblock to 5G has been the speed vs. distance issue of the high-frequency or millimeter-wave spectrum. It can transmit vast amounts of data at high speeds but struggles to travel long distances and penetrate certain materials due to its shorter wavelength [2].

Future 6G communication systems would also significantly outperform the current 5G communication system. IoT can be a critical component of 5G and beyond communication systems [3]. IoT and Mobile Edge Computing (MEC) technologies play an essential role in people's daily lives by allowing them to control and monitor objects, changing how people interact with the physical world. Due to its decentralized nature, blockchain can be a valuable tool for addressing IoT issues. Blockchain technology is critical for realizing the promise of 6G networks and meeting current and future needs [4].

Unmanned aerial vehicles (UAVs) are getting very popular, opening up new commercial opportunities for cellular networks. 6G networks have significantly increased data transmission rates and system capacity. Furthermore, existing technologies such as transmission use distinct communication protocols to create IoT-enabled UAVs that meet 6G standards. The combination of UAV and satellite provides a potential solution to technological limitations, system integration, and network complexity [5].

IoT is one of the industries that will benefit the most from deploying 6G networks. Many IoT applications are prevented from becoming a reality due to current mobile network limitations in latency, throughput, and device density. IoT is a technology that connects physical devices to and from the Internet to collect and share data. Washing machines, cell phones, refrigerators, wearable devices, headphones, self-driving cars, televisions, and other products are examples of these devices. 5G networks are not expected to meet all future requirements in the next decade and beyond, and 6G networks are estimated to deliver worldwide coverage, improved spectral, energy, cost efficiency, higher intelligence, greater security, and other benefits.

Even if these IoT-enabled applications improve people's lives, supporting them will be a difficult challenge for 5G. 6G investigates novel communication methods in the absence of existing network technology. It contains new ideas, methods, and solutions to support current and future applications. A smart connection, deep connectivity, holographic connectivity, and normal connectivity distinguish the 6G system [6].

6G enables IoT devices to wirelessly transmit data collected from their neighborhoods to support several new applications. A 6G network solves some of the shortcomings of the 5G network; as a result, advancements in non-public communications increase smart platforms in the 5G networks, such as industry Internet, remote education, healthcare, and smart homes and cities. IoT plays a critical role in enabling these new platforms throughout this paradigm shift [7].

In the field of 6G and IoT, many published articles can be divided into several subgroups, which are as follows: Security of 6G in IoT [8–10], IoT applications of healthcare using 6G technology [11–13], IoT applications of the smart city using 6G technology [14–16], IoT applications of smart transportation using 6G technology [17–19], IoT applications of wearables using 6G technology [20,21], integration of machine learning and 6G-enabled IoT [22,23], 6G and IoT networks [1,24,25] and energy-efficient effect on 6G enabled IoT [26–28].

Several survey papers are available, but they are not systematically focused on 6G-enabled IoT [3–5]. Therefore, in this paper, we presented an SLR method for a high-level overview of 6G-enabled IoT to address the following weaknesses: Most existing studies do not offer any taxonomy for 6G-enabled IoT. In most of the reviewed articles, the method of research selection was not mentioned. Also, some studies do not mention factors or metrics in IoT domains used to evaluate the impact of 6G-enabled IoT.

The paper's main contributions are as follows:

•   Drawing a taxonomy to organize various aspects of 6G-enabled IoT

•   Presenting some Research Questions (RQs) and answering them about 6G-enabled IoT

•   Discussing future research directions and open issues in the 6G-enabled IoT domain

The remainder of the article contains the following sections: the overviews of related work are mentioned in Section 2. Section 3 discusses the purpose of this study and provides further details on how to choose relevant work and how to categorize the content. Section 4 presents various analytical comparisons of previous research articles. Section 5 summarizes current research activities, trends, and outstanding topics for further study. Section 6 is the conclusion.

2  Definition and Related Work

The related definitions are presented in Section 2.1, and a summary of the associated studies on 6G and IoT is presented in Section 2.2.

2.1 Related Definitions and Review of Concepts

2.1.1 Related Definitions

Table 1 defines important evaluation factors and basic terms definitions used in 6G-enabled IoT research.
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2.1.2 Review of Concepts

Special features are required for communicating with smart devices. With the growth of the connections impacting the world around us these days, we will soon have a new aspect of life to use. Different generations of information transmission technologies in mobile networks include 1G, 2G, 3G, 4G, 5G, and, shortly, 6G. The “G” stands for “Generation”, and as the number increases with the letter, the concept is that the technology used in the previous generation of G has been enhanced, and we are now faced with new features [35–37].

Fig. 1 shows a history of communication networks that; in the following, we summarize each generation of communication networks.
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Figure 1: Development of communication networks

First Generation (1G)

1G was an analog-based technology that first appeared in the 1980s. 1G was the first generation of wireless cellular technology, and it could only enable voice calls, with no simple messaging services (SMS) or data transfer capabilities. The main disadvantage of this service was that it received noise from its surroundings, resulting in poor data transfer quality and speed. The maximum speed of 1G technology was only 2.4 kbps [6].

Second Generation (2G)

Instead of analog, 2G focused on digital technologies. 2G capabilities were achieved by allowing the user to channel into a channel via multiplexing. We can mention protected digital phone calls, more efficient in the long-distance spectrum for probe-level mobile phones, SMS, video messaging, and multimedia messaging services (MMS) as 2G advancements and advantages. The maximum speed of 2G technology was only 64 kbps [38].

Third Generation (3G)

With the passing of time and growing requirements such as transmitting and receiving huge multimedia files, video conferencing, playing online games, and so on, the 3G wireless mobile communications technology was created with a multimedia approach. The 3G improvements over the previous generation include high-speed Internet connection, making a video call with someone, video download, mobile phones with the ability to receive TV images, and making a wide range of digital content available on the mobile network platform. The maximum speed of 3G technology was only 2 Mbps [38].

Fourth Generation (4G)

In addition to all of the standard 3G features, 4G can provide users with bandwidth-enhancing services for Internet access. So that using a wireless modem in laptops can be connected to smartphones and other mobile devices. Other services offered in the 4G generation include improved mobile browsers, IP technology, high-quality mobile TV, high-quality video conferencing, enhanced online gaming services, 3D TVs, and cloud computing technology. The main goal in launching the 4G was to increase the capacity, speed, and quality of services, expand the covered areas and reduce costs [39–41]. The maximum speed of 4G technology was only 1 Gbps [38].

Fifth Generation (5G)

After 4G, 5G is the next generation of wireless communication. It can connect everything, such as humans, robots, cars, and even everyday things. 5G technology provides tremendous speed, very low latency, a more secure network, more access, and improved performance, resulting in a new and perfect user experience [40–42].

Usage of 5G technology includes:

•   High-speed download and upload

•   More stability in sending and receiving files

•   Development of self-driving cars

•   Possibility of remote surgery

•   Development of IoT

•   Network slicing

•   Less and more efficient energy consumption

The maximum download speed on the 5G network is up to 20 Gbps, and the maximum upload speed is up to 10 Gbps [38].

Sixth Generation (6G)

The sixth generation of wireless communication technologies supporting mobile data networks is 6G technology. This technology is considered to be a 5G replacement. 6G networks, like previous generations, are broadband cellular networks with small geographic service areas. 5G was introduced in 2019, and by 2030, it is predicted to be the most widely used mobile communication technology. Although this is an estimate, an initial 6G deployment might begin between 2030 to 2035. The maximum speed of 6G technology is predicted to be 1 Tbps [41–43].

The IoT will be characterized as the internet of everything shortly, resulting in tremendously vast connections that will put 5G networks in the investigation. Users are searching for 6G wireless communication networks because they hope they will be human-centered, full-bandwidth, highly secure, and smart everywhere. 6G networks were intended as the disruptive technology in the next generation of wireless communication systems, meeting the constraints of limiting data speeds encountered by many data apps on present 5G networks. Some of the essential radical technologies in 6G, in conjunction with the existing 5G option concepts, provide the quality of desired experience for establishing universal wireless Internet connection from the communications sector to the digital smart industry. The IoT has begun to convert the present industry into an intelligent infrastructure with a 6G data-driven architecture. Presently, 6G technology is in adolescence, with many unresolved challenges.

The most obvious difference between the 5G and 6G technologies is speed. 6G uses higher-tech radio hardware and more volume and bandwidth than 5G, including ultra-high frequency spectrum, which offers ultra-high speed and, across short distances, large capacity.

While the 5G of artificial intelligence is used to optimize, allocate dynamic resources and data processing, the delay is lower than a millisecond. Because of its distributed design, 6G will provide complete intelligence.

Due to the challenges of developing IoT devices for 5G networks, we will experience 6G networks in the coming decade. Some of the challenges are as follows: First of all, the need for bandwidth increases with the demand and use of cloud computing, the need for bandwidth, and the speed of the Internet. Failure to address these requirements with the revelation of 6G may lead to many problems. Second, there is big data management. As IoT technologies gain acceptance and demand, data management for 5G networks is becoming more sophisticated. Industrial IoT devices are expected to last for many years, even under challenging conditions, and the increasing demand for bandwidth and security from these devices alone is driving this trend. As time passes, the 6G network should pay attention to this issue. Finally, as 5G technology enhances device mobility with IoT technologies, data security becomes more sensitive than ever [6,39,42].

In the following years, the influence of IoT devices on 5G networks will become increasingly apparent. The mentioned challenges demonstrate how the IoT might disrupt 5G networks.

Fig. 2 shows 5G and 6G interaction with IoT, just like 5G and IoT today are considered together, 6G will most likely give us a whole new viewpoint on wireless Internet. 6G networks look to be another revolution, much as 5G networks were designed to develop the IoT platform and are likely to redefine Internet connectivity [44,45]. Naturally, because there is still a long way to go until 6G networks are established and commercialized, the primary purposes and functions of this sort of high-speed network are unknown. Because 6G is significantly more efficient than 5G, low-power IoT devices may even be charged through the network, an established economy. Changes the mass and helps to keep the network stable. As 4G and 5G have been together for a while and contain a central network, 6G and 5G will likely work together for a while [6,42].
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Figure 2: 6G and IoT interaction

With the advancement of IoT and the emergence of 5G networks, as shown in Fig. 2, 5G starts to connect users with things. As a result, 5G's ability to deliver communication services to people and things has been enhanced. Also, with the advancement of 6G technology, intelligence things and intelligence things will be able to communicate in the future.

2.2 Related Studies on 6G and IoT

Guo et al. [7] presented a study on 6G-enabled massive IoT that mention the following goals:

1.    To summarize the requirements for developing IoT-enabled applications, as well as the limitations of 5G.

2.    To demonstrate 6G visions for use cases, essential needs, and trends.

3.    To create an innovative network architecture for 6G to allow massive IoT.

4.    The motivations, applications, and outstanding issues of 6G technologies, such as ML and blockchain, were discussed.

5.    A completely autonomous driving sample was provided to demonstrate how 6G enables massive IoT.

Deebak et al. [5] reviewed the integration of IoT wireless technologies, satellites, and UAVs to represent the IoT application paradigm. Significant concerns about future 6G technologies were thoroughly investigated to assess cellular networks’ capabilities. This study has the advantage of introducing the concept of 6G communication systems by presenting a possible application scenario and the technology involved. The primary drawback of this survey is that the research taxonomy was not proposed.

Chowdhury et al. [3] presented widespread research on how optical wireless communication technologies can be used to deploy future 6G and IoT networks successfully. It also defined the terms 5G, 6G, and IoT systems. Each 5G, 6G, and IoT requirement was discussed in-depth and how optical wireless communication (OWC) systems support such functionality. The benefit of this study is that it provides valuable and comprehensive statistics on studies and efforts in the context of 6G and IoT. The study's disadvantage is that there is no explanation of the related work.

Sekaran et al. [4] addressed the significant challenges in integrating Blockchain and IoT technologies with a 6G communication network to provide high-level solutions by overcoming IoT and Blockchain technology limitations. The study's considerable point is that blockchain technology designed for IoT networks performs poorly due to increased communication overhead, energy consumption, and execution time. In some research approaches, data confidentiality and integrity are also insufficient. Also, they presented future research recommendations for blockchain-enabled IoT with 6G communication. The lack of taxonomy is the paper's disadvantage. However, the article points to most of the necessary information from related works.

Barakat et al. [46] developed a novel approach by presenting various IoT use cases in the industry that demonstrate various performances. The use cases chosen from the most active research fields benefit from 6G and technologies enabled by 6G. Healthcare, smart grid, transportation, and industry are among these industries. The primary criteria of the scenarios were also discussed and how they relate to the main factors for the next generation of wireless networks. This review has the advantage of presenting open problems and challenges in the context of the 6G relation to IoT.

Zhang et al. [47] presented 6G visions with three parts: artificial intelligence, super IoT, and mobile ultra-broadband. They also reviewed key technologies to achieve each part. The basic principles, significant issues, and solutions for each technology were then presented.

Gupta et al. [48] examined the approaches for assessing dependability and predicting availability used in developed modeling 6G. Wireless systems are creating new wireless communication applications that make use of cloud computing, edge computing, and fog computing. In the recent decade, technologies such as IoT have been utilized to construct various consumer and provider networks.

Based on a comprehensive review of the literature and survey research, Table 2 summarizes the related survey studies on 6G-enabled IoT issues. Table 2 lists the main topic, publication year, publisher, covered year, open issues, paper review type, and main contributions and drawbacks for each study.
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3  Method of Research Selection

This section provides an overview of the 6G-enabled IoT classification method based on the SLR process.

Sections 3.1 and 3.2 describe the research objectives and database selection and search terms, respectively.

3.1 Research Goals and Research Questions

The purpose of this section is to clearly state the RQs that are expected to be found in the area of “6G-enabled IoT”. This SLR paper aims to answer the following RQs because of the importance of the chosen topic and other factors, such as the lack of a comprehensive paper on the selected subject.

RQ1: What are the critical requirements and trends for 6G-enabled IoT?

RQ2: What are the most essential 6G enabling technologies for IoT that require further investigation?

RQ3: What new service classes are available in the 6G-enabled IoT domain? And why do these services need to be provided?

RQ4: What are the evaluation factors or metrics used in IoT domains to measure the impact of 6G in IoT?

RQ5: What are the future research directions and open issues in the 6G-enabled IoT domain that need to be addressed?

3.2 Database Selection and Search Terms

Fig. 3 shows exploration string was defined in terms of synonyms and other alternatives for the required key components:
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Figure 3: Search terms

When selecting the final articles, the following inclusion guidelines are taken into account:

•   The relevant studies published after 2018

•   All 2021 available articles

•   More relevant articles

When selecting the final articles, the following exclusion guidelines are taken into account:

•   Articles published before 2018

•   The studies were not written in English

Finally, as described in Section 5, 39 peer-reviewed articles were chosen to answer the previously specified RQs. The goal of our study, which is based on a systematic review, is to investigate the current strengths and achievements in the field of 6G-enabled IoT while also introducing open issues for future research. Fig. 4 depicts the research strategy, which is divided into five stages.
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Figure 4: Research study selection criteria and assessment chart

Fig. 5 illustrates a complete taxonomy of 6G-enabled IoT aspects, including self-organization systems, energy efficiency, channel assessment, and security.
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Figure 5: The taxonomy of 6G-enabled IoT

4  Organization of 6G-Enabled IoT

This section provides a technical overview of the 6G-enabled IoT chosen for recent studies using the SLR process.

The studies in this paper were classified into four categories: self-organization systems, energy efficiency, channel assessment, and security. Furthermore, the studies were compared with the main context, discoveries, app domain, case studies, benefits, and drawbacks.

4.1 Self-Organization Systems

Table 3 shows the classification of the analyzed articles of the self-organization systems category in 6G-enabled IoT, including the following subcategories:

•   Unmanned aerial vehicle

•   Autonomous vehicles

•   Drones
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Liu et al. [49] investigated a multi-domain resource allocation algorithm using a satellite and a set of UAVs to enhance massive access effectiveness over large areas. Cell-free on-demand coverage, in particular, was designed to outperform traditional cellular architecture's ineffectiveness. Opportunistic spectrum sharing was implemented to address the issue of spectrum scarcity. Iterative multi-domain resource allocation methods were also proposed to improve network effectiveness while ensuring user fairness. In addition, the adaptive cell-free coverage pattern was observed, indicating a suitable method for efficiently serving IoT devices with various applications in the upcoming 6G era.

Wang et al. [50] presented a multi-UAV cooperative scheduling and trajectory optimization method. The user transmitted power was optimized to achieve the highest average possible rate among all users by optimizing UAV-multi-UAV trajectory, sub-slot duration, and user association. The proposed algorithm, in particular, is capable of efficiently solving the non-convex optimization problem. The following findings were discovered as a consequence of the results:

1.    The proposed collaborative design method may be used to successfully optimize multi-UAV trajectory and flexibility to alter multi-UAV flight path when user position changes.

2.    The proposed iteration algorithm was robust and converged well.

3.    The proposed method improves the minimum average achievable rate considerably.

The suggested algorithm's significant advantages are that it can successfully optimize multi-UAV trajectory, adjust the flight route of the multi-UAVs as needed, and increase the minimal attainable average.

Yang et al. [51] proposed a novel data-oriented model for developing a wireless transmission approach, with the specific goal of improving IoT systems in future wireless networks. In particular, the fundamental design principle was proven and illustrated with novel performance metrics and their characterization for tiny means of data exchange with a perfect rapid rate and power adaptation. The data-driven design introduces novel design insights into wireless communications. The proposed data-oriented strategy was presented for 6G systems because its implementation involves a fully flexible transceiver structure that can change on the fly based on channel state and traffic type. The performance of the provided model is quite demanding. Unfortunately, they did not offer any detailed analysis of the suggested idea.

Kouroshnezhad et al. [52] proposed a novel approach for UAVs that aims to enhance the energy efficiency of large IoT systems. Localization delay and energy waste were reduced at the cost of some localization errors using a graph reduction strategy and a search algorithm. It reduces complexity while lowering the drone's energy consumption and positioning latency. The simulation results were performed to confirm the advantage of the presented approach—it benefits from reduced lower errors, energy consumption, and localization latency.

Mukherjee et al. [53] presented a ubiquitous computing and networking architecture by combining the healthcare Internet with the Internet of Drone Things (IoDT) using a 5G and 6G communication infrastructure. Stride data was collected using a smart shoe, and the data were processed on a group of edge-enabled UAVs. A software-defined network transport data between the edge and cloud levels. Furthermore, a classifier is created at the edge level to assess the recordings and predict likely neurological illnesses. The experimental results indicated that the classification accuracy for abnormal stride detection improved when the CPU was fully utilized. The suggested IoDT-based ultra-low latency health care environment may open up new research avenues to implement fully mission-critical and social IoT applications.

Hong et al. [54] designed a pattern antenna array comprised of several sub-arrays separated at periodic times. The pattern antenna array employs flexible material, which allows for changes in the physical design to obtain adaptable efficiency. Following that, they look at the micro-movement of IoT objects. The simulation results indicate the usefulness and the effectiveness of the suggested strategies for identifying UAVs in an IoT context.

Na et al. [55] presented a synergistic method for UAVs to optimize the uplink average attainable sum rate of IoT terminals while preserving high-speed uplink and UAV mobility limitations. Because the formulated problem is non-convex and complex, an effective iterative method is offered to handle it. Initially, all terminals are clustered for a specific UAV trajectory, and a sub-slot allocation mechanism based on the bisection method and the Lagrange multiplier is proposed. After that, the UAV trajectory was optimized for a given clustering state and sub-slot duration. Finally, the two sub-problems were solved alternately until the goal function converged. The numerical results validate the efficacy of the suggested method in the C-NOMA system supported by UAVs.

Zhen et al. [56] presented a robust design of high-efficiency satellite-assisted for 6G-enabled IoT. Convolving concatenated and circumferentially altered clones of a single root sequence allowed for one-step computation, eliminating the need for extra detection processes and communication overhead. Formerly, a new timing metric with immunity and noise mitigation was presented, and finally, statistical analysis confirmed its superiority at the proper timing index. The proposed idea's fundamental weakness is that it does not address data transmission reliability. It would also be helpful if they described their work in greater detail.

Li et al. [57] developed a unique machine learning-based technique in IoT for collecting data from numerous sensing devices through collaboration among vehicles and UAVs. A genetic algorithm was used to pick vehicle collectors to gather vast amounts of data from sensor devices to maximize the collection period while minimizing costs. They create a new Deep Reinforcement Learning (DRL)-based route strategy to strategize routing of UAVs with limited fuel, which streamlines the network, expedites training speeds, and enables dynamic flying routing. Experimental results showed that the presented technique could significantly enhance the coverage ratio of large data compilations and decrease costs in smart IoT for 6G.

4.2 Energy Efficiency

Table 4 shows the classification of the analyzed articles of the energy efficiency category in 6G-enabled IoT, including the following subcategory:

•   Static

•   Dynamic
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Qi et al. [58] developed a framework that combines communication, computation, and energy criteria to address the major challenges of 6G cellular IoT. First, the base station charges multiple IoT devices concurrently via wireless power transfer in the downlink. The collected energy was then used by IoT devices to perform computing and communication tasks in the uplink across the same frequency, and a combined beamforming design technique for base station and IoT devices was proposed to improve overall performance. Finally, simulation results confirm the proposed algorithm's efficacy in 6G cellular IoT. The main disadvantage of their work is that they did not consider a delay.

To improve the effectiveness of a 6G-enabled cognitive IoT (CIoT) network, Lu et al. [59] proposed two collaborative spectrum sharing strategies. In particular, in phase 1, the CIoT network's transmitter decodes and harvests energy from the incoming signal. The transmitter uses orthogonal subcarriers with gathered energy to deliver signals from the primary system to the matching receiver in phase 2 to avoid interference. The rates of a CIoT network with amplify-and-forward and decode-and-forward relaying modes are optimized. As opposed to, the primary system's goal rate is maintained by optimizing power and subcarriers simultaneously. The benefit of recommended techniques is that they improve spectrum efficiency and save energy.

Sodhro et al. [60] concentrated on four steps for capturing energy-efficient communication and user QoE level during multimedia transmission via UT device:

1.    Based on QoS, a joint energy and entropy optimization method was proposed.

2.    A model and framework for modeling 6G-driven multimedia data structures and assessing QoE with acquisition time were developed.

3.    A link was established between test results and performance metrics and the speed and mobility of IoT devices used for multimedia services.

4.    A correlation model was suggested for integrating QoS and estimated QoE parameters.

Integration of QoE and QoS parameters was modeled and assessed with acquisition time during multimedia transmission in 6G networks to improve customer satisfaction. The advantage of the proposed model is improved energy-efficient communication, and the disadvantage is not presenting any detailed analysis.

Khan et al. [61] proposed a three-step power allocation method for NOMA-enabled IoT networks that is energy-efficient. It operates as follows:

1.    Power allocation was formulated as a non-convex optimization problem.

2.    The SQP-based scheme presented here was used in NOMA-enabled IoT networks to discover a trustworthy answer to the non-convex power allocation problem.

3.    The suggested method's efficacy was compared to standard KKT-based NOMA and OFDMA techniques.

They used the Monte Carlo simulation to implement their idea. The proposed method's advantage was that the performance evaluation revealed that it outperformed the benchmark KKT-based NOMA scheme.

Li et al. [62] presented a multilevel programming approach to minimize energy efficiency, divided into three sub-problems: power allocation, time slot scheduling, and offloading task assignment. These subproblems must be addressed by wisely examining their convexity and monotonicity. Furthermore, the multi-user scenario was investigated, and a near-optimal method with minimal complexity for dividing users into distinct categories with different time slots was presented. The benefits of the paper include good convergence, increasing the average achievable sum rate, and offering an approach for different UAV flight modes.

Hu et al. [63] proposed a meta-IoT sensing system (RMSE), including IoT sensors built with specially designed meta-materials. There was no need for a power supply because the meta-IoT sensors perform simultaneous sensing and transmission. The authors investigated both the sensing and transmission of meta-IoT sensors to develop a meta-IoT sensing system with optimal sensing accuracy.

They demonstrated an effective method for optimizing both the meta-IoT structure and the sensing function at the system's receiver. The simulation results validated the proposed algorithm's effectiveness in minimizing the sensing RMSE of the meta-IoT sensor for temperature and humidity levels and the trend that sensing accuracy declines as transmit power or measure distance increases. As advantages of the proposed idea, we can point to transmission power reductions and measurement distance increases.

Yang et al. [64] examined spatially coupled protograph systems. First, an information-theoretic approach was developed that can be used to assess the performance limitations of various layers in systems. Furthermore, a two-stage approach was proposed to create a new constellation called structural quadrant celestial objects. In addition, a tool known as the multi-stream-based extrinsic information transfer method was developed to analyze the effectiveness of the systems for estimating all separate coded-bit streams’ decoding thresholds.

Hadi et al. [65] proposed an interdisciplinary strategy in a 6G network that involved big data analytics, healthcare, and radio resource optimization. Three machine learning methods were used to forecast the risk of an imminent stroke to analyze stroke outpatient medical data and body-worn IoT sensors. The benefits include increasing the system's total SINR, improving fairness, and lowering the margin of error.

Huang et al. [66] investigated machine learning algorithm implementations to optimize the efficiency of 6G-enabled IoT networks. They generally concentrated on the current design GBDT2NN, which summarizes the information obtained by gradient boosting decision tree (GBDT) models into a neural network (NN) models to keep the learning capacity of numeric values while also enhancing the capacity of online learning, although it loses comprehensibility. They conducted an empirical investigation on understanding individual forecasts of GBDT2NN using the selected features learned from GBDT and then investigated whether the explanation may enhance the approximation method. Furthermore, two strategies for obtaining interpretations were presented in this paper:

1.    the Independent method

2.    the Joint method

Investigations on various datasets of IoT networks reveal that the suggested approaches perform better on both performances.

He et al. [67] suggested an ultra-reliable multiuser multiple-input multiple-output (MU-MIMO) sensor based on deep learning for 5G/B5G enabled IoT. They employed an incremental detecting architecture of a traditional signifier detector and a deep neural network (DCNN) to reduce the radio interference by collecting the properties via deep learning for this system. Consequently, the suggested MU-MIMO detector can minimize the effect of related disruptions while requiring little computing complexity, eventually improving the dependability of practical MU-MIMO systems in the presence of relevant interactions. To improve system detection accuracy even further, user scheduling was used, in which different user selection processes were presented to pick the best user from several candidates. Finally, simulation results confirm the effectiveness of the suggested sensor.

Xu et al. [68] presented the architecture of the machine-learning-based cyber twin for 6G-IIoT. Furthermore, the cyber twin concept uses deep reinforcement learning (DRL) to execute the integration framework through methodical experimentation, which was otherwise expensive and risky in actual industrial facilities. Furthermore, they developed the adaptable observing window for deep Q-network (AOW-DQN), which provided the system's status that is adaptable to the actual dynamics of the controller. Finally, the test findings proved the usefulness and efficiency of the given technique.

4.3 Channel Assessment

Table 5 shows the classification of the analyzed articles of the channel assessment category in 6G-enabled IoT, including the following subcategories:

1. Random-access

2. Orthogonal multiple access

•   Orthogonal frequency-division multiplexing

•   Time division multiple access

3. Non orthogonal multiple access

4. Supermassive multiple-input and multiple-output
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Arslan et al. [69] proposed OFDM-IM NOMA, a new method for multi-user communication systems in the future. The newly proposed method enabled many users to share resources more effectively. It was shown that by adjusting their subcarrier activation ratios, OFDM-IM NOMA could support both high and low data rate users concurrently. The benefits include reduced latency, service failure, and collision probability, while the drawbacks include not addressing scalable collision management and not taking channel traffic characteristics into account.

Liu et al. [70] presented a NOMA-based hybrid spectrum access strategy for 6G-enabled CIoT. The approach improved CIoT resource allocation by increasing the CIoT's average overall transmission rate while ensuring each node's minimum rates. The presented approach has the advantages of enhancing the guaranteed rate, improving transmission performance, increasing transmission rate, and reducing the number of nodes with access to the network.

Jang et al. [71] proposed a new resources-based GFMA (RH-GFMA) framework with resource hopping schemes for supplying adequate bandwidth in 6G cellular IoT networks. In this architecture, every IoT device might observe physical radio resources by utilizing a pre-assigned resource pattern with no need for a resource request or a permission process. They calculate the pattern traffic load, maximum permitted packet delay, and intervention efficiency of the system quantitatively. Furthermore, they calculate the proposed framework's accommodation capacity, described as the projected number of IoT devices hosted in a cell with a maximum permissible packet delay and an intervention limitation. According to simulation results, the Latin-square group approach outperforms the suggested RH-GFMA strategies throughout a diverse variety of activating chances for a given number of IoT devices.

Ma et al. [72] offered to spread slotted ALOHA (SSA), a NOMA SA approach that does not require any sensing or power regulation. The outage paradigm, rather than the collision framework, was recommended to be utilized for NOMA SA, and both physical and medium access control layers were examined. Because a wide variety of codes might be used, SSA employs random non-orthogonal code distribution to lessen collisions. The code domain has much higher freedom than the power domain. With invisible detecting techniques, it may be used with no cooperation. In addition, collision correction variety SSA (CRDSSA) was utilized to enhance user loading even more. The simulation results verify the study in most situations, demonstrating that the suggested SSA-based approaches offer a larger user load and significantly greater flexibility than conventional NOMA SA works.

Lv et al. [73] investigated the dual-channel architecture in 6G and the Internet of Everything (IoE), then proposed a viable approach to reduce signal interference so that related signals could be transmitted more effectively. Furthermore, node data from sensors, fog, and edge computing were evaluated, and transmission energy usage and packet loss rate were used to assess network communication quality. A disadvantage of the analysis is that no simulation or implementation is used, whereas improving information transmission performance benefits.

Deebak et al. [74] proposed a segment re-routing and dynamic-driven congestion control to meet the standard limits of 6G networks. It performs two critical functions:

1.    To alleviate signal congestion and flow rate.

2.    To improve the path adjustment and monitoring process.

They used the IMSCore platform to implement and configure forward-backward interface and segment re-routing, focusing on efficiency parameters such as transmission delay and throughput rate. The benefits of the suggested approach include reducing transmission rates and signaling congestion, but the disadvantage is that it does not have link-flooding.

Dong et al. [75] developed an intense method for breaking down the practical implementation challenge into on-scene subproblems. A user-specified DoF control approach for small-size cases was freely designed and created an appropriate transfer. In addition, a hierarchical subarray design method for large-size situations was provided. Both design techniques successfully ensured acceptable sensor radiation performance while remaining engineering-friendly. Several tests were used to demonstrate the efficacy and potential of the proposed technique. This technique has the advantage of lowering manufacturing and assembly costs.

Saeidi et al. [76] demonstrated a metamaterial-based foldable wearable ultra-wideband antenna for IoT and wireless body area network (WBAN) applications in sub-6G frequency bands. In addition, the ellipsoidal update has an L-shaped slot, a stub at the back, and chamfered ground to eliminate stopbands and increase bandwidth (BW). The antenna was then combined with six arrays of modified grain rice shapes in a split ring resonator (SRR) to improve bandwidth, gain, and directivity. Furthermore, the antenna has a high degree of agreement between the predicted and measured data, providing outstanding quality than equivalent current antennas despite having smaller sizes.

To provide an effective interaction mechanism in the context of the 6G IoT, Shakeel et al. [77] proposed a new collision carrier avoidance protocol using multiple machine access learning. Terahertz (THz) network synchronization is accomplished using the media access control protocol based on Media Access Control (MAC). The simulation results demonstrated the stability of the suggested protocol by increasing service usage while decreasing collision probability, service failure, and latency. High complexity is the main drawback of the presented protocol.

Abbas et al. [78] presented a new deep learning technique for simultaneous user identification and decoding. The need for resource allocation and grant-free coexistence NOMAs with other orthogonal or grant-based systems was also discussed. After some time, research techniques for enabling 6G-IoT were made available. According to the findings, deep learning can reach the optimal decoder with significantly reduced complexity. The advantages of the presented technique are reduced energy consumption, low complexity, and high performance, and Its disadvantage is its lack of scalability.

Liang et al. [79] proposed a convolution-based transfer compressed sensing (CTCS) model based on transfer learning to recover the compression signals. To assess CTCS effectiveness, an ultra-wideband (UWB) radar echo signal and a hand-written dataset from Mnist were used. It was demonstrated that the suggested model exceeds existing standard reconstructing techniques in 6G-IoT under various noise levels, measure numbers, and signal sparsities. This research revealed how transfer learning may be used to spectrum sensing in signal reconstruction and demonstrates its benefit in 6G-IoT. Future studies may extend the CTCS methodology to critical technologies in 6G-IoT.

Zhou et al. [80] proposed a three-step Gaussian kernel density estimation approach:

1.    A Gaussian kernel density estimate was used in this approach to computing the standardized dispersion density of the signal propagation distance.

2.    The multi-source RSS information was integrated using the proof synthesis criteria, and the trust function was used to select the best-matching RPs for placement. The proposed technique was found to be superior when its performance was compared to the other three current positioning approaches.

Their idea has the advantages of more accurate positioning and more positional sturdiness, but presenting a more detailed analysis would be preferable.

4.4 Security

Table 6 shows the classification of the analyzed articles of the security category in 6G-enabled IoT, including the following subcategories:

•   Privacy

•   Vulnerability

•   Access control
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Liao et al. [81] presented the Information-centric massive IoT, which enabled large-scale VR/AR content delivery over 6G networks. It increases the effectiveness of the proposed system in the three below steps and ultimately ensures user QoS:

1.    Developed a blockchain for IC-mIoT nodes and a new Proof-of-Cache-Offloading consensus mechanism.

2.    Demonstrated a blockchain-based VR/AR architecture based on IC-mIoT.

3.    A Stackelberg game structure and a technique for selecting and computing cache indexes were developed for blockchain-enabled memory offloading.

The results show that the proposed system was superior and more effective than previous ones.

Ghorbani et al. [82] proposed a hypothesis for potential work and effort on developing hostile traffic detection modeling in 5G and 6G networks. Finally, they may devise a method to improve future security. A novel approach for detecting malicious traffic inside a 6G network has been presented, enhancing effectiveness and allowing for more dependable and secure transmission. The advantages of the proposed work include increasing efficacy and ease of experience and more secure and reliable communication.

Mao et al. [83] presented an AI-based security definition approach for 6G-enabled IoT networks, which uses cellular networks for IoT devices via various frequency bands, including THz and millimeter-wave. The Extended Kalman Filtering technique was used to forecast future harvesting power. A mathematical model was created for each energy-conscious cycle, using a mathematical formula to determine the energy needed for various security techniques. The benefit of the model is to obtain the highest protection level that meets service requirements while reducing energy consumption.

Nazar et al. [84] described malicious activity on SDN switches that cause network disruption. The suggested approach is based on attack patterns and can detect malfunctioning switches that discard and shift packets for malicious reasons instead of connection failure. Each attack has a signature, and these attacks are distinguished by preset signatures and distinct behavior. Three separate attacks are identified to analyze network performance:

1.    Traffic diversion attack.

2.    Port scanning.

3.    DDoS attack.

Finally, the experimental findings showed anomaly detection and analyzing network performance. The empirical results confirm the efficacy of the presented work. Many concerns will be studied in the future to increase attack detection efficiency.

Lin et al. [85] presented an ant colony optimization-based multi objective model that conceals sensitive private information by deleting transactions. The results demonstrated the efficacy of the pointed model in the various measures studied. Offloading some computing activities to the edge of IoT networks may become necessary in the future. The advantages of the proposed approach include low computing cost and fewer side effects, but the downside is that it is less flexible.

Dosti et al. [86] used Karush-Kuhn-Tucker situations to develop algorithms that allow hyper operation at any failure probability target while consuming the least amount of power in the finite block length domain. To begin, they demonstrated that using an open-loop system to achieve a low packet loss probability requires high power consumption. To mention a few benefits of this study, we can indicate low complexity and optimal power allocation. It was better to investigate the best power allocation strategy when the maximum power consumption is limited.

Liu et al. [87] suggested a machine learning framework based on data in two phases to improve the effectiveness of the vessel's network tracing records. In the first phase, a density-based clustering technique was used to discover unwanted outliers automatically. The second phase demonstrated learning under supervision using long-term and short-term memory that works in both directions to recover timestamped points from vessel trajectory data impacted by random outliers. The benefits include increased security, increased throughput and working time, and reduced energy consumption.

Table 7 list the evaluation factors for 6G-enabled IoT. The evaluation factors are data transmission, delay, energy consumption, and bandwidth.
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5  Discussion and Comparison

Previous sections described the method for analyzing the selected studies in 6G-enabled IoT. Furthermore, we classified and compared the studies based on various criteria, such as the primary context, simulation/implementation, application domains, benefits, drawbacks, evaluation factors, etc. This section provides a statistical and comparative breakdown of 6G-enabled IoT categories.

The proposed idea has been implemented in 23% of the research studies. Furthermore, we discovered that simulation methods were used in 56% of the studies published to evaluate the proposed idea. As simulation tools, we can mention MATLAB and Monte Carlo simulation platforms. Furthermore, as shown in Fig. 6, 13% of the papers did not include any implementation or simulation, but 8% of articles used both implementation and simulation methods.
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Figure 6: Percentage of evaluation environments presented

Furthermore, the following analytical reports on the RQs from Section 2 were presented:

RQ1: What are the critical requirements and trends for 6G-enabled IoT?

Scalability: IoT connects many devices to the Internet, including high-end gadgets, sensors, actuators, smartphones, tablets, wearables, household appliances, automobiles, and many others. Such connected devices generate massive amounts of data. Machine learning is required to extract the relevant hidden information [88].

In reality, compared to the 5G cellular networks, the 6G mobile networks are expected to provide more coverage and greater scalability to support IoT connection and delivery of services [89].

The evolution of IoT towards IoE: IoT aspires to create worldwide interconnected objects and equipment networks. As a result of the growth of applications such as Industrial IoT, an estimated 24 billion IoT devices are expected to be in use by 2030. IoE is estimated to broaden the reach of IoT, resulting in a highly linked world, easing business and industrial processes while improving human lives [73,90].

Even while the 5G may support a range of IoT devices, it may not fully meet the needs of IoE new devices. As a result, 6G is designed to overcome the limits of 5G. IoE-based smart services necessitate the deployment of 6G. They are comprised of four pillars: data, things, people, and processes that are intelligently connected and depict a world in which billions of items have sensors to differentiate measurement and assess their state [91].

Integration with satellites: Satellite telecommunications are widely regarded as an essential support technology for meeting IoT service needs in the 6G [92]. 6G employs satellite communication technology for worldwide coverage. 6G satellites include communication satellites, ground imaging satellites, and navigation satellites for localization, distribution, and Internet access. Satellites can be used to expand terrestrial 5G penetration. On the other hand, Satellites are limited by their high latency and comparatively low data throughput. Merging satellite and terrestrial networks to use satellite's extensive coverage and terrestrial networks’ high capacity in the 6G era is of significant interest [93]. Energy less IoT: IoT devices with no energy can collect energy from their surroundings and generate infinite electricity. Energy collaboration allows nodes to share their excess energy with other nodes. It is expected that as destiny communication technologies and applications advance, the remaining devices will be connected in an energy-efficient manner as well [60].

6G will be substantially higher energy-efficient, turning off equipment and scaling down capacity when demand is low. Energy efficiency will be a key design consideration in 6G [94], with capacity, peak data rate, latency, and reliability.

RQ2: What are the most important 6G enabling technologies for IoT that require further investigation?

6G innovation can occur at multiple layers, including network architecture, communication protocols, network intelligence, and so on. The answer to this question is dedicated to 6G technology, which impacts IoT.

Non-Terrestrial Technologies: The advancement of 5G systems has resulted in a paradigm change utilizing sophisticated technology, projected to extend with 6G technologies [95]. Wireless technologies of the next generation are proliferating, connecting everything and humans. IoT connects many devices and makes the world around us more intelligent. IoT devices will be required to wirelessly communicate a wide collection of environmental data to support a plethora of new implementations. The ultimate goal is to gain insights from this data and create services that enhance people's lives while generating new revenue. The main challenge in enabling a wearable world is to provide large-scale, long-term, reliable, and near real-time communication [96].

Current cellular networks built on legacy terrestrial technology have solved the difficulties of providing widespread wireless coverage to remote locations and a lack of availability, dependability, and weakness to natural and manufactured actions. 6G networks are integrated with non-terrestrial technologies such as satellite connectivity to tackle these challenges, providing comprehensive coverage and high-capacity connectivity [83,88].

•   UAV-assisted wireless communications: UAV-assisted communications are expected applications for 6G-enabled IoT networks. UAVs can prevent biogeographic wireless communication limitations such as ships at sea, sensors in remote locations, and areas outside of terrestrial connectivity zones [88]

•   Satellite connectivity: Satellite connectivity is expected to be an alternative to grounded and UAV-supported communication technologies for providing the purpose of the system for electronic objects on the ground and may thus be used in IoT scenarios. Some companies are developing dedicated satellites for IoT networks, encouraged by the major benefits of satellite-assisted IoT communications [88]

Transmission without a grant: Grant-free transmission technology is a key trend in upcoming mobile networks. This technique is a medium access control method for using massive IoT connections via mobile networks. Given the growing number of intelligent devices on the market and the attraction of these various systems, more effective grant-free transmission solutions for 6G networks are required. Because of NOMA's lower latency, GF-NOMA, a hybrid of NOMA and grant-free transmission, could be a feasible alternative for 6G-enabled IoT devices. Most previous NOMA approaches utilized a centralized scheduling strategy in which IoT devices are attached before, and various network characteristics are predefined [56,70,88].

Sparse signal processing: Although 5G is in its early stages, there is a growing interest in telecommunications beyond 5G in the research. Sparse signal processing techniques can be used in the grant-free transmission approach to detect active IoT devices reliably and effectively. Identifying the active IoT devices for data decoding is one of the most difficult challenges with grant-free IoT connections. Due to the low data rates, sparse signal processing is also required for THz communications over 6G networks. Because THz networks are sparse, THz channels can be estimated using compressive sensing techniques for sparse channel restoration [97,98].

RQ3: What new service classes are available in the 6G-enabled IoT domain? And why do these services need to be provided?

In the IoT domain, new service classes for 6G are intended to improve on service classes of the 5G core, such as enhanced Mobile Broadband (eMBB), massive Ultra-Reliable Low Latency Communications (mURLLC), massive Machine Type Communications (mMTC), extremely high Reliability and Low Latency with Security (eRLLCS), eMBB-Plus and Secure ultra-reliable low-latency communications (SURLLC). This subsection goes over the newly discovered service classes of 6G-enabled IoT.

eMBB: Certain communication technologies, such as augmented reality, virtual reality, and virtual meetings, may be used in 5G applications. Communications with high transmission speeds, high reliability, and low latency are typically required [81]. Compared to eMBB and URLLC in 5G technologies, this anticipated service class must be capable of significantly improving digital communication systems in switching, interference, and huge data transmission. Moreover, the security risks and privacy issues associated with enhanced mobile broadband URLLC communication services must be considered [84]. 6G expands the consumer IoT industry in its early deployments by providing high-speed, low-latency, dependable, and secure enhanced mobile broadband (eMBB). eMBB allowed for the delivery of high-definition consumer video (such as TV and gaming), augmented and virtual reality, video calling, and smart city services such as IoT video cameras in a secure manner [99,100]. 6G benefits, which apply to IoT, are not currently available with 5G or previous technologies. 5G will continue to be used by consumers and commercial IoT businesses, but 6G offers several advantages for IoT that 5G and other technologies do not [101]. One of the 6G's abilities is to handle many static and mobile IoT devices with varying QoS requirements. As the IoT grows, the flexibility of 6G will become increasingly crucial for businesses desiring to meet the strict needs of essential communications [88].

Massive eMBB: Tactile Internet is the most common 6G use case, requiring high data speeds, ultra-low latency, and dependable communications. Massive eMBB in 6G replaces its 5G partnership and offers excellent experience (QoE) in information consumption and guidance. Surprisingly, additional critical components of the remote correspondence of organization development, handover, and impedance should have the alternative to promote these activities by utilizing big data concepts [88].

mURLLC: URLLC applications are projected to be widespread, and 6G is supposed to maintain its functioning in the mURLLC scenario. URLLC causes significant problems for many devices in communication systems [98]. 6G must significantly expand the 5G URLLC service, creating a new service class called mURLLC, integrating 5G URLLC and traditional mMTC [88]. Today's IoT and networks support various services by providing pervasive all-purpose connectives. To meet the demands of IoT applications, mURLLC of 6G must provide high throughput, dependability, data rate, massive connection, and complete mobility [6,88].

mMTC: 6G is still in its early stages and needs to envision and improve its concept, development, distribution, and use cases [101–103]. MMTC technology aims to connect many devices, such as sensors, that send and receive tiny amounts of data on an irregular basis. An mMTC network is designed to be latency-tolerant, efficient for the transfer or reception of small data blocks, and capable of being delivered over low bandwidth pipes. The key success need for an mMTC network service is a high connection density. mMTC is available in MTC networks for 6G-enabled IoT applications such as smart cities [104,105].

eRLLCS: High dependability and ultra-low latency will be required in smart mobiles and robotics communications development. Smart homes, smart vehicles, smart industries, smart schools/universities, and smart industries will become a component of future cities. Planes, fast trains, and UAVs will all be linked to smart cities. Healthcare systems, military, tracking, and security are just a few of the key applications that call for ultra-reliability and low latency. In 6G wireless systems, the Extremely high reliability and low latency with security (eRLLCS) will merge security capabilities with mMTC and URLLC in 5G with higher accuracy needs. Autonomous cars will be linked to one another, and connectivity among them must be extremely dependable, else people may be killed in incidents. Many houses and other sensors will connect with one other in 6G networks, which necessitates ultra-reliability to avoid accidents [13].

eMBB-Plus: In addition, the IoT includes mMTC and uRLLC. Other essential aspects of 6G networking will include URLLC, which will enable ideal data speeds for critical device connections for robotics, human-machine interfaces, UAVs, and other devices. 6G will also rely significantly on mMTC+ to build IoT throughout smart cities, transportation, agricultural, and other public infrastructure. The eMBB-Plus in 6G replaces the eMBB in 5G, supporting traditional mobile communications with substantially higher needs and standards. It must also improve cellular networks in terms of interruption, touch, and large data transfer and analysis. Other capabilities, such as exact indoor location and worldwide interoperable connectivity across various mobile operating networks, will also be made available to customers at a low cost. Most significantly, extra attention will be devoted to the eMBBPlus communication services regarding security, secret, and confidentiality [106].

SURLLC: With enhanced quality and durability, the SURLLC in 6G is a merged improvement of the URLLC and mMTC in 5G. In the 6G era, the SURLLC primarily supports industrial and military connections, such as a range of robots, high accuracy machine tools, and conveyor systems. Furthermore, vehicle telecommunications on 6G might benefit substantially from the SURLLC [106].

RQ4: What are the evaluation factors or metrics used in IoT domains to measure the impact of 6G in IoT?

According to the classification in Section 4, the percentage of evaluation shows that data transmission has the highest rate in the analyses of the recommended techniques by 35%. Fig. 7 shows that it is 33% related to delay, 17% related to energy consumption, and 15% related to bandwidth.
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Figure 7: Evaluation factors in 6G-enabled IoT

RQ5: What are the future research directions and open issues in the 6G-enabled IoT domain that need to be addressed?

Below are listed several future research directions and open issues in the 6G-enabled IoT domain. Also, Table 8 shows a summary of potential significant challenges, research directions, and open issues for future research efforts in 6G-enabled IoT based on the studies reviewed in Section 4.
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Mobility: Due to Fig. 8, 6G has been specified as a breakthrough concept to take the capabilities of 5G wireless networks. 6G network structures have generally proved to be exceedingly varied, densely distributed, and dynamic. Furthermore, sophisticated mobility management and resource allocation will ensure that services are ultra-reliable and have minimal latency. The mobility of 6G devices, such as satellites, UAVs, and vehicles, would result in frequent handovers, rendering connections and communications unstable and unreliable. Furthermore, low latency and high transmission rate service standards would make effective mobility more difficult. For improving network connectivity in the upcoming 6G networks, numerous promising technologies will necessitate different critical mobility management systems. Legacy network architectures offer unique skills for smooth device mobility all over multiple networks. Still, they cannot adequately cover the huge deployment of new wireless networks that can provide advanced services for various vertical domains with varying requirements for mobile broadband rates, ultra-low end-to-end delays, and massive device interconnectivity [107,108]. In order to accommodate high-frequency bands in the THz spectrum, 6G will have to move from existing microcells to tiny cells. This needs the creation of a new design methodology capable of allowing for bigger network deployments and mobility management at higher frequencies [109]. The eMTC can deliver high bandwidth data rates and high mobility to numerous 6G-enabled applications, such as the Internet of Vehicles [110]. The convergence of 6G, IoT, and artificial intelligence is expected to overcome several significant mobility concerns. 6G systems should provide on-demand mobility ranging from high mobility, such as high-speed trains/airplanes, to low mobility or stationary devices, such as smart meters. The primary necessity for variable speeds, on the other hand, is based on the deployment and operating situations. In general, high mobility endpoints provide a variety of obstacles to 5G network modeling, architecture, analysis, and assessment. It is critical to enable high mobility while maintaining QoS provisioning and user satisfaction in high mobility scenarios [111].
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Figure 8: Mobility in 6G-enabled IoT

Random access protocols: Random access asserts multiple access methods that enable users to compete for channel capacity without centralized planning, as shown in Fig. 9. Random access helps in sharing radio resources assertively without precise scheduling. Modern random access protocols are developing as a practical but straightforward option for developing IoT in 6G systems [94,112,113]. Bandwidth transfer and large connectivity define satellite-based IoT, necessitating effective multiple access systems for satellite communication. Because of its criteria, such as reduced overhead, satellite-based IoT will employ the random access method. The random access method enables many users’ signals to be collinear and broadcast on the same physical resources at the chance. As a result, the satellite access demonstrates no orthogonal transmission features such as unpredictability and synchronization. It produces asynchronous time-frequency confusion and the random activating of many users. Satellite communications are widely regarded as a promising technological enabler for meeting IoT service needs in the 6G future [114,115]. The present random access and NOMA technologies do not support the service prototype model of a satellite-based IoT platform to meet the complex transmission needs. Although attractive increases may be gained with current random access protocols, more research is required to comprehend their possibilities in 6G fully. While similar techniques have been successfully used in satellite communications, their application to local contexts brings new obstacles. Not only, recognizing the synergies of current random access with methods like massive MIMO, OFDM, NOMA, or sparse signal processing opens up the possibility of 6G-optimized system design. Specific channel and traffic characteristics also must be considered. The use of data-driven approaches allows for new generalized random access protocols in which the receiver knows specific additional features on the devices’ brain activation. Given their capabilities and speed, the 6G ecosystem inherently necessitates contemporary random access schemes as primary facilitators for IoT use-cases [115,116].
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Figure 9: Random access protocols in 6G-enabled IoT

Energy and power utilization: Due to Fig. 10, the emergence of 6G has made essential and industrial activities increasingly dependable, effective, and valuable, precipitating the emergence of the next-generation IoT. 6G industrial equipment has many wireless sensors that gather essential data by monitoring the local environment [28]. The 6G networks are predicted to increase energy efficiency over their predecessors, the 5G networks, and a highly complicated structure owing to extensive interconnections. Based on its ability to perform in higher frequency bands than previous generations, 6G technologies require significantly more energy than previous generations. As a result, energy consumption and efficiency are critical concerns that should be handled immediately. Once different methods are introduced, energy efficiency will improve, and battery-free IoT devices will become a reality [117]. 6G will achieve and outperform a variety of energy-efficient communication standards, including enabling high-energy performance, particularly in the context of massive IoT use [118]. 6G will need the development of a comprehensive strategy for energy-efficient wireless communication. one of the goals of 6G is to run battery-free possible. To combine energy and IoT in 6G, various previous efforts were to create techniques to tackle different issues in wireless communications [119,120].
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Figure 10: Energy consumption in 6G-enabled IoT

Security (including privacy, access control, etc.): 3G and 4G had high vulnerability against cyber-attacks. Therefore, 5G and 6G technology providers should use more powerful security standards to eliminate previous defects and create a safe and functional technology. This is not consistent with the current security systems with the new 5G standards and the probability of middle male attacks in 6G networks, which is the leading cause of these concerns. Studies have shown that essential security gaps and the lack of security goals allow perpetrators to disrupt 5G communications and steal the data. The convenience and facilities provided by 6G also lead to many crises to leak information and violate individual privacy. IoT connects billions of devices to the Internet and includes the use of billions of data points that should all be safe. Due to the expansion of the attack level, IoT security and privacy are listed as the main concerns [8,10,121]. Novel technologies allow 6G to interconnect all elements of human activity to the network, but this will also offer a significant challenge to network security. Essentially, today's security is based on bit-level encryption technology and many degrees of security standards. There are several vulnerabilities to the 6G at the levels of identity authentication, access control, network communication, and data transmission [106,122,123]. The development of 6G will necessitate the use of various technologies. Security will be a crucial aspect in developing 6G [124]. Fig. 11 shows several important security directions in 6G-enabled IoT.
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Figure 11: Security in 6G-enabled IoT

Artificial intelligence: The 6G paradigm and the new generation of IoT are expected to move technology from related devices to the Smart Communication Network. The intelligent network has a broader meaning of automatic systems. The most important attribute is the continuous connection of the system with artificial intelligence and permanent decisions at the moment of the artificial intelligence system. The disconnection of this relationship can lead to any damage. IoT and artificial intelligence that is rapidly in progress can create intelligent machines that simulate intelligent behavior and make conscious decisions with little or no human intervention [47,83,125]. 6G networks will focus on wireless technology and artificial intelligence. In the 6G period, artificial intelligence technology will be equivalent to human brain analysis [126,127]. 6G infrastructure of mobile technology is like body veins. If we assume the human brain as artificial intelligence, different body organs are like robots and IoT. The current blood in the body is a metaphor for information and brain orders to these organs, and 6G is the same as the body veins, which are possible through information and communication, as shown in Fig. 12. Such a system initially receives artificial intelligence in the 6G bed, then analyzes the data and sends its analysis in the form of specific commands on the 6G substrate [125,126,128]. IoT has become more advanced and offers applications with more data and capabilities. Real-time artificial intelligence can transform robotics while expanding the 6G coverage to the seas, and the sky can help marine, aviation, and even connected environments. Since 6G is much more efficient than 5G, it may even be low IoT devices. Consumption is charged through the network, which changes the economic deployment economy and helps network sustainability [129].
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Figure 12: Artificial intelligence in 6G-enabled IoT

Reliable communication: 5G, which provides high-speed, low-latency, and reliable communication services, has had a significant influence on our everyday lives. Nevertheless, meeting the expanding needs of IoT based on current techniques may be problematic in the future; thus, the concept of 6G networks was proposed to improve existing 5G networks and further enhance the development of application domains [130,131]. It is stated that 5G, the most complicated communication network, would promote the growth of the information revolution in the next years. However, 5G network applications are still in their early stages, and it is critical to improving essential technologies to build intelligent applications in the future. Due to Fig. 13, as more trade agreements are thoroughly investigated, the number of IoT devices is expected to rise. An ecosystem with many elements frequently needs greater speed, lower latency, and more reliable wireless communication services, resulting in a series of insoluble challenges that 5G networks may not address [132–134]. While uRLLC offers excellent reliability and delay effectiveness, many links and bandwidth are still insufficient. As a result, 6G networks are designed to deliver high speed and throughput, low latency, and reliable communication services. Many devices might link them at any time and from any location. With the further expansion of the 6G service, 6G will substantially influence telehealth, particularly for remote patient monitoring. Telehealth tracking is one of the rising IoT-based applications. It is especially crucial for the elderly, where reliable communication is critical for relaying monitoring systems data to the cloud over the internet [8,134,135]. One significant design aim of 6G networks is to adapt to complicated, diverse conditions while offering a steady and reliable communication channel for particular applications such as vehicular communication. Mobile communication technology has advanced considerably in recent years. With the widespread commercialization of 5G networks, research into 6G networks is also underway. Vehicular communication may soon become a key landing scenario for 6G networks [134–136]. People anticipate that 6G networks would provide better capacity, more reliable transmission, broader adaptability possibilities, and more extensive coverage regions for vehicle communication. Adapting to complicated, diverse settings and providing consumers with a robust and reliable transmission channel has become an essential aim of 6G network research [60,137,138].
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Figure 13: Reliable communication in 6G-enabled IoT

Hardware complexity: 6G communication is expected to outperform 5G in developing services and applications [70,121]. Until then, massive 6G-IoT devices will be linked to enable sophisticated smart services like manufacturing robots, drones, and self-driving automobiles [139–141]. Hardware complexity is critical for the future 6G-enabled IoT device, as shown in Fig. 14. As new radio access techniques emerge, hardware restrictions will become crucial in designing 6G-enabled IoT communication systems [100,142,143]. The fact is that the hardware, techniques, and novel components needed to successfully satisfy the enormous efficiency requirements necessary for future 6G services and network operators have yet to be built, verified, or even available. Currently, there is a lack of a clear perspective of the cost-benefit trade-offs of machine learning and artificial intelligence assistance for 6G network and service operation optimization. This comprises potential hardware performance, operational efficacy, and the incalculable cost of data acquiring. Due to the numerous transmission and receiving concerns, the new short-communication range concept and the requirement for new hardware and technology is a set design, which presents several challenges. To allow connections over 90 GHz, performance as a result hardware components and robust technologies must be devised. A key issue for the future 6G hardware strategy is obtaining cost-effective and practical downsizing elements for sub-Terahertz transmitting and receiving [144,145].
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Figure 14: Hardware complexity in 6G-enabled IoT

6  Conclusion

This paper presented a thorough understanding of 6G-enabled IoT and perspectives on unresolved issues. An SLR-based approach is presented in this paper. Therefore, by filtering on 190 publications published between 2018 and 2021, we selected and reviewed 36 articles about 6G-enabled IoT. The trend demonstrates that 6G-enabled IoT has emerged as an essential research topic. Furthermore, the statistical analysis of 6G-enabled IoT studies was conducted, and results with the highest repetition were identified. According to the studies conducted in this paper, we can say that the most important 6G-based technologies in the IoT will include wider bandwidth, improved massive MIMO, evolution in network topology, and high accuracy. It can also be argued that in IoT, new 6G service classes are being developed to improve 5G core service classes, such as eMBB, mURLLC, and mMTC will consider. Finally, we conducted extensive research on 6G-enabled IoT concepts for more than 100 authors and studies. However, due to the growing number of studies in this field, it is impossible to review all studies.

Funding Statement: The authors received no specific funding for this study.

Conflicts of Interest: The authors declare that they have no conflicts of interest to report regarding the present study.

References

 1.  Chataut, R., Akl, R. (2020). Massive MIMO systems for 5G and beyond networks—Overview, recent trends, challenges, and future research direction. Sensors, 20(10), 2753. DOI 10.3390/s20102753.

 2.  Akhtar, M. W., Hassan, S. A., Ghaffar, R., Jung, H., Garg, S. et al. (2020). The shift to 6G communications: Vision and requirements. Human-Centric Computing and Information Sciences, 10(1), 1–27. DOI 10.1186/s13673-020-00258-2.

 3.  Chowdhury, M. Z., Shahjalal, M., Hasan, M., Jang, Y. M. (2019). The role of optical wireless communication technologies in 5G/6G and IoT solutions: Prospects, directions, and challenges. Applied Sciences, 9(20), 4367. DOI 10.3390/app9204367.

 4.  Sekaran, R., Patan, R., Raveendran, A., Al-Turjman, F., Ramachandran, M. et al. (2020). Survival study on blockchain based 6G-enabled mobile edge computation for IoT automation. IEEE Access, 8, 143453–143463. DOI 10.1109/Access.6287639.

 5.  Deebak, B. D., Al-Turjman, F. (2020). Drone of IoT in 6G wireless communications: Technology, challenges, and future aspects. In: Unmanned aerial vehicles in smart cities, pp. 153–165. Cham: Springer.

 6.  Lu, Y., Zheng, X. (2020). 6G: A survey on technologies, scenarios, challenges, and the related issues. Journal of Industrial Information Integration, 19, 100158. DOI 10.1016/j.jii.2020.100158.

 7.  Guo, F., Yu, F. R., Zhang, H., Li, X., Ji, H. et al. (2021). Enabling massive IoT toward 6G: A comprehensive survey. IEEE Internet of Things Journal, 8(15), 11891–11915. DOI 10.1109/JIOT.2021.3063686.

 8.  Tang, F., Kawamoto, Y., Kato, N., Liu, J. (2019). Future intelligent and secure vehicular network toward 6G: Machine-learning approaches. Proceedings of the IEEE, 108(2), 292–307. DOI 10.1109/PROC.5.

 9.  Nguyen, T., Tran, N., Loven, L., Partala, J., Kechadi, M. T. et al. (2020). Privacy-aware blockchain innovation for 6G: Challenges and opportunities. 2020 2nd 6G Wireless Summit (6G SUMMIT), pp. 1–5. Levi, Finland.

10. Wang, M., Zhu, T., Zhang, T., Zhang, J., Yu, S. et al. (2020). Security and privacy in 6G networks: New areas and new challenges. Digital Communications and Networks, 6(3), 281–291. DOI 10.1016/j.dcan.2020.07.003.

11. Kaiser, M. S., Zenia, N., Tabassum, F., Mamun, S. A., Rahman, M. A. et al. (2021). 6G access network for intelligent internet of healthcare things: Opportunity, challenges, and research directions. Proceedings of International Conference on Trends in Computational and Cognitive Engineering, pp. 317–328. Singapore, Springer.

12. Janjua, M. B., Duranay, A. E., Arslan, H. (2020). Role of wireless communication in healthcare system to cater disaster situations under 6G vision. Frontiers in Communications and Networks, 1, 6. DOI 10.3389/frcmn.2020.610879.

13. Nayak, S., Patgiri, R. (2021). 6G communication technology: A vision on intelligent healthcare. In: Health informatics: a computational perspective in healthcare, pp. 1–18. Singapore: Springer.

14. Han, H., Zhao, J., Zhai, W., Xiong, Z., Lu, W. (2021). Smart city enabled by 5G/6G networks: An intelligent hybrid random access scheme. arXiv preprint arXiv:2101.06421.

15. Jamil, S. U., Khan, M. A., Ur Rehman, S. (2020). Intelligent task off-loading and resource allocation for 6G smart city environment. 2020 IEEE 45th Conference on Local Computer Networks (LCN), pp. 441–444. Sydney, NSW, Australia.

16. Kamruzzaman, M. M. (2021). 6G-enabled smart city networking model using lightweight security module.

17. Zhou, Z., Wang, M., Huang, J., Lin, S., Lv, Z. (2021). Blockchain in big data security for intelligent transportation with 6G. IEEE Transactions on Intelligent Transportation Systems, 10, 1–11. DOI 10.1109/TITS.2021.3107011.

18. Liu, R., Liu, A., Qu, Z., Xiong, N. N. (2021). An UAV-enabled intelligent connected transportation system with 6G communications for Internet of Vehicles. IEEE Transactions on Intelligent Transportation Systems, 1–15. DOI 10.1109/TITS.2021.3122567.

19. Bajracharya, R., Shrestha, R., Hassan, S. A., Konstantin, K., Jung, H. (2021). Dynamic pricing for intelligent transportation system in the 6G unlicensed band. IEEE Transactions on Intelligent Transportation Systems, 10, 1–6. DOI 10.1109/TITS.2021.3120015.

20. Xu, L. (2021). Application of wearable devices in 6G Internet of Things communication environment using artificial intelligence. International Journal of System Assurance Engineering and Management, 12(4), 741–747. DOI 10.1007/s13198-021-01070-6.

21. Mahmoud, H. H. H., Amer, A. A., Ismail, T. (2021). 6G: A comprehensive survey on technologies, applications, challenges, and research problems. Transactions on Emerging Telecommunications Technologies, 32(4), e4233. DOI 10.1002/ett.4233.

22. Yuan, Y., Cai, X. (2021). A human–machine interaction scheme based on background knowledge in 6G-enabled IoT environment. IEEE Internet of Things Journal, 8(20), 15292–15302. DOI 10.1109/JIOT.2021.3050880.

23. Qi, F., Li, W., Yu, P., Feng, L., Zhou, F. (2021). Deep learning-based BackCom multiple beamforming for 6G UAV IoT networks. EURASIP Journal on Wireless Communications and Networking, 2021(1), 1–17. DOI 10.1186/s13638-021-01932-4.

24. Singh, A. P., Nigam, S., Gupta, N. K. (2007). A study of next generation wireless network 6G. International Journal of Innovative Research in Computer and Communication Engineering, 4(1), 871–874. DOI 10.15680/IJIRCCE.2016.0401058.

25. Gawas, A. U. (2015). An overview on evolution of mobile wireless communication networks: 1G–6G. International Journal on Recent and Innovation Trends in Computing and Communication, 3(5), 3130–3133. DOI 10.17762/ijritcc.v3i5.4404.

26. Malik, U. M., Javed, M. A., Zeadally, S., Ul Islam, S. (2021). Energy efficient fog computing for 6G enabled massive IoT: Recent trends and future opportunities. IEEE Internet of Things Journal, 9, 1. DOI 10.1109/JIOT.2021.3068056. DOI 10.1109/JIoT.6488907.

27. López, O. L., Alves, H., Souza, R. D., Montejo-Sánchez, S., Fernández, E. M. G. et al. (2021). Massive wireless energy transfer: Enabling sustainable IoT toward 6G era. IEEE Internet of Things Journal, 8(11), 8816–8835. DOI 10.1109/JIOT.2021.3050612.

28. Mukherjee, A., Goswami, P., Khan, M. A., Manman, L., Yang, L. et al. (2020). Energy-efficient resource allocation strategy in massive IoT for industrial 6G applications. IEEE Internet of Things Journal, 8(7), 5194–5201. DOI 10.1109/JIOT.2020.3035608.

29. Rebecchi, F., de Amorim, M. D., Conan, V., Passarella, A., Bruno, R. et al. (2014). Data offloading techniques in cellular networks: A survey. IEEE Communications Surveys & Tutorials, 17(2), 580–603. DOI 10.1109/COMST.9739.

30. Lv, Z., Lou, R., Li, J., Singh, A. K., Song, H. (2021). Big data analytics for 6G-enabled massive Internet of Things. IEEE Internet of Things Journal, 8(7), 5350–5359. DOI 10.1109/JIOT.2021.3056128.

31. Sokolov, V., Vovkotrub, B., Zotkin, Y. (2019). Comparative bandwidth analysis of low-power wireless IoT-switches. arXiv preprint arXiv:1910.13892.

32. Pereira, C., Pinto, A., Ferreira, D., Aguiar, A. (2017). Experimental characterization of mobile IoT application latency. IEEE Internet of Things Journal, 4(4), 1082–1094. DOI 10.1109/JIoT.6488907.

33. Ateeq, M., Ishmanov, F., Afzal, M. K., Naeem, M. (2019). Multi-parametric analysis of reliability and energy consumption in IoT: A deep learning approach. Sensors, 19(2), 309. DOI 10.3390/s19020309.

34. Gupta, A., Christie, R., Manjula, P. R. (2017). Scalability in internet of things: Features, techniques and research challenges. International Journal of Computational Intelligence Systems, 13(7), 1617–1627.

35. Tomkos, I., Klonidis, D., Pikasis, E., Theodoridis, S. (2020). Toward the 6G network era: Opportunities and challenges. IT Professional, 22(1), 34–38. DOI 10.1109/MITP.6294.

36. Chen, N., Okada, M. (2020). Toward 6G Internet of Things and the convergence with RoF system. IEEE Internet of Things Journal, 8(11), 8719–8733. DOI 10.1109/JIOT.2020.3047613.

37. Verma, S., Kaur, S., Khan, M. A., Sehdev, P. S. (2020). Toward green communication in 6G-enabled massive Internet of Things. IEEE Internet of Things Journal, 8(7), 5408–5415. DOI 10.1109/JIOT.2020.3038804.

38. Huang, T., Yang, W., Wu, J., Ma, J., Zhang, X. et al. (2019). A survey on green 6G network: Architecture and technologies. IEEE Access, 7, 175758–175768. DOI 10.1109/Access.6287639.

39. You, X., Wang, C. X., Huang, J., Gao, X., Zhang, Z. et al. (2021). Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts. Science China Information Sciences, 64(1), 1–74. DOI 10.1007/s11432-020-2955-6.

40. Mihret, E. T., Haile, G. (2021). 4G, 5G, 6G, 7G and future mobile technologies. Journal of Computer Science and Information Technology, 9(2), 75.

41. Chowdhury, M. Z., Shahjalal, M., Ahmed, S., Jang, Y. M. (2020). 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions. IEEE Open Journal of the Communications Society, 1, 957–975. DOI 10.1109/OJCOMS.

42. Slalmi, A., Chaibi, H., Chehri, A., Saadane, R., Jeon, G. (2021). Toward 6G: Understanding network requirements and key performance indicators. Transactions on Emerging Telecommunications Technologies, 32(3), e4201. DOI 10.1002/ett.4201.

43. Husen, A., Chaudary, M. H., Ahmad, F. (2022). A survey on requirements of future intelligent networks: Solutions and future research directions. ACM Computing Surveys, 1–36. DOI 10.1145/3524106.

44. Sharma, T., Chehri, A., Fortier, P. (2021). Review of optical and wireless backhaul networks and emerging trends of next generation 5G and 6G technologies. Transactions on Emerging Telecommunications Technologies, 32(3), e4155. DOI 10.1002/ett.4155.

45. Raj, V., A, C. A. (2021). Understanding the future communication: 5G to 6G. International Research Journal on Advanced Science Hub, 3, 17–23. DOI 10.47392/irjash.2021.159.

46. Barakat, B., Taha, A., Samson, R., Steponenaite, A., Ansari, S. et al. (2021). 6G opportunities arising from Internet of Things use cases: A review paper. Future Internet, 13(6), 159. DOI 10.3390/fi13060159.

47. Zhang, L., Liang, Y. C., Niyato, D. (2019). 6G visions: Mobile ultra-broadband, super Internet-of-Things, and artificial intelligence. China Communications, 16(8), 1–14. DOI 10.1109/CC.6245522.

48. Gupta, A., Fernando, X., Das, O. (2021). Reliability and availability modeling techniques in 6G IoT networks: A taxonomy and survey. 2021 International Wireless Communications and Mobile Computing (IWCMC), pp. 586–591. IEEE. Harbin City, China.

49. Liu, C., Feng, W., Chen, Y., Wang, C. X., Ge, N. (2020). Cell-free satellite-UAV networks for 6G wide-area Internet of Things. IEEE Journal on Selected Areas in Communications, 39(4), 1116–1131. DOI 10.1109/JSAC.2020.3018837.

50. Wang, J., Na, Z., Liu, X. (2020). Collaborative design of multi-UAV trajectory and resource scheduling for 6G-enabled Internet of Things. IEEE Internet of Things Journal, 8(20), 15096–15106. DOI 10.1109/JIOT.2020.3031622.

51. Yang, H. C., Alouini, M. S. (2019). Data-oriented transmission in future wireless systems: Toward trustworthy support of advanced Internet of Things. IEEE Vehicular Technology Magazine, 14(3), 78–83. DOI 10.1109/MVT.10209.

52. Kouroshnezhad, S., Peiravi, A., Haghighi, M. S., Jolfaei, A. (2020). Energy-efficient drone trajectory planning for the localization of 6G-enabled IoT devices. IEEE Internet of Things Journal, 8(7), 5202–5210. DOI 10.1109/JIOT.2020.3032347.

53. Mukherjee, A., Mukherjee, P., De, D., Dey, N. (2021). QoS-aware 6G-enabled ultra-low latency edge-assisted Internet of Drone Things for real-time stride analysis. Computers Electrical Engineering, 95, 107438. DOI 10.1016/j.compeleceng.2021.107438.

54. Hong, H., Zhao, J., Hong, T., Tang, T. (2021). Radar-communication integration for 6G massive IoT services. IEEE Internet of Things Journal, 9, 1. DOI 10.1109/JIOT.2021.3064072.

55. Na, Z., Liu, Y., Shi, J., Liu, C., Gao, Z. (2020). UAV-supported clustered NOMA for 6G-enabled Internet of Things: Trajectory planning and resource allocation. IEEE Internet of Things Journal, 8(20), 15041–15048. DOI 10.1109/JIOT.2020.3004432.

56. Zhen, L., Bashir, A. K., Yu, K., Al-Otaibi, Y. D., Foh, C. H. et al. (2020). Energy-efficient random access for LEO satellite-assisted 6G Internet of Remote Things. IEEE Internet of Things Journal, 8(7), 5114–5128. DOI 10.1109/JIOT.2020.3030856.

57. Li, T., Liu, W., Zeng, Z., Xiong, N. N. (2021). DRLR: A deep reinforcement learning based recruitment scheme for massive data collections in 6G-based IoT networks. IEEE Internet of Things Journal, 9, 1. DOI 10.1109/JIoT.6488907.

58. Qi, Q., Chen, X., Zhong, C., Zhang, Z. (2020). Integration of energy, computation and communication in 6G cellular Internet of Things. IEEE Communications Letters, 24(6), 1333–1337. DOI 10.1109/COML.4234.

59. Lu, W., Si, P., Huang, G., Han, H., Qian, L. et al. (2020). SWIPT cooperative spectrum sharing for 6G-enabled cognitive IoT network. IEEE Internet of Things Journal, 8(20), 15070–15080. DOI 10.1109/JIOT.2020.3026730.

60. Sodhro, A. H., Pirbhulal, S., Luo, Z., Muhammad, K., Zahid, N. Z. (2020). Toward 6G architecture for energy-efficient communication in IoT-enabled smart automation systems. IEEE Internet of Things Journal, 8(7), 5141–5148. DOI 10.1109/JIOT.2020.3024715.

61. Khan, W. U., Jameel, F., Jamshed, M. A., Pervaiz, H., Khan, S. et al. (2020). Efficient power allocation for NOMA-enabled IoT networks in 6G era. Physical, 39, 101043. DOI 10.1016/j.phycom.2020.101043.

62. Li, H., Fang, F., Ding, Z. (2020). Joint resource allocation for hybrid NOMA-assisted MEC in 6G networks. Digital, 6, 241–252. DOI 10.1016/j.dcan.2020.05.005.

63. Hu, J., Zhang, H., Di, B., Bian, K., Song, L. (2020). Meta-material sensors based Internet of Things for 6G communications. arXiv:2107.01432.

64. Yang, Z., Fang, Y., Han, G., Huq, K. M. S. (2020). Spatially coupled protograph LDPC-coded hierarchical modulated BICM-ID systems: A promising transmission technique for 6G-enabled Internet of Things. IEEE Internet of Things Journal, 8(7), 5149–5163. DOI 10.1109/JIOT.2020.3027889.

65. Hadi, M. S., Lawey, A. Q., El-Gorashi, T. E., Elmirghani, J. M. (2020). Patient-centric HetNets powered by machine learning and big data analytics for 6G networks. IEEE Access, 8, 85639–85655. DOI 10.1109/Access.6287639.

66. Huang, J., Li, G., Tian, J., Li, S. (2021). Accurate interpretation of the online learning model for 6G-enabled Internet of Things. IEEE Internet of Things Journal, 8(20), 15228–15239. DOI 10.1109/JIOT.2020.3048793.

67. He, K., Wang, Z., Li, D., Zhu, F., Fan, L. (2020). Ultra-reliable MU-MIMO detector based on deep learning for 5G/B5G-enabled IoT. Physical Communication, 43, 101181. DOI 10.1016/j.phycom.2020.101181.

68. Xu, H., Wu, J., Li, J., Lin, X. (2021). Deep-reinforcement-learning-based cybertwin architecture for 6G IIoT: An integrated design of control, communication, and computing. IEEE Internet of Things Journal, 8(22), 16337–16348. DOI 10.1109/JIOT.2021.3098441.

69. Arslan, E., Dogukan, A. T., Basar, E. (2020). Index modulation-based flexible non-orthogonal multiple access. IEEE Wireless Communications Letters, 9(11), 1942–1946. DOI 10.1109/LWC.5962382.

70. Liu, X., Ding, H., Hu, S. (2020). Uplink resource allocation for NOMA-based hybrid spectrum access in 6G-enabled cognitive Internet of Things. IEEE Internet of Things Journal, 8(20), 15049–15058. DOI 10.1109/JIOT.2020.3007017.

71. Jang, H. S., Jung, B. C., Quek, T. Q., Sung, D. K. (2021). Resource-hopping-based grant-free multiple access for 6G-enabled massive IoT networks. IEEE Internet of Things Journal, 8(20), 15349–15360. DOI 10.1109/JIOT.2021.3064872.

72. Ma, Y., Yuan, Z., Li, W., Li, Z. (2021). Novel solutions to NOMA-based modern random access for 6G-enabled IoT. IEEE Internet of Things Journal, 8(20), 15382–15395. DOI 10.1109/JIOT.2021.3073367.

73. Lv, Z., Kumar, N. (2020). Software defined solutions for sensors in 6G/IoE. Computer Communications, 153, 42–47. DOI 10.1016/j.comcom.2020.01.060.

74. Deebak, B. D., Al-Turjman, F., Alazab, M. (2020). Dynamic-driven congestion control and segment rerouting in the 6G-enabled data networks. IEEE Transactions on Industrial Informatics, 17(10), 7165–7173. DOI 10.1109/TII.2020.3023944.

75. Dong, W., Xu, Z. H., Li, X. X., Xiao, S. P. (2020). Low-cost subarrayed sensor array design strategy for IoT and future 6G applications. IEEE Internet of Things Journal, 7(6), 4816–4826. DOI 10.1109/JIoT.6488907.

76. Saeidi, T., Mahmood, S. N., Alani, S., Ali, S. M., Ismail, I. et al. (2020). Sub-6G metamaterial-based flexible wearable UWB antenna for IoT and WBAN. 2020 IEEE International Conference on Dependable, pp. 7–13. Calgary, AB, Canada.

77. Shakeel, P. M., Baskar, S., Fouad, H., Manogaran, G., Saravanan, V. et al. (2021). Creating collision-free communication in IoT with 6G using multiple machine access learning collision avoidance protocol. Mobile Networks and Applications, 26(3), 969–980. DOI 10.1007/s11036-020-01670-9.

78. Abbas, R., Huang, T., Shahab, B., Shirvanimoghaddam, M., Li, Y. et al. (2020). Grant-free non-orthogonal multiple access: A key enabler for 6G-IoT. arXiv preprint arXiv:2003.10257.

79. Liang, J., Li, L., Zhao, C. (2021). A transfer learning approach for compressed sensing in 6G-IoT. IEEE Internet of Things Journal, 8(20), 15276–15283. DOI 10.1109/JIOT.2021.3053088.

80. Zhou, M., Li, X., Wang, Y., Li, S., Ding, Y. et al. (2020). 6G multisource-information-fusion-based indoor positioning via Gaussian kernel density estimation. IEEE Internet of Things Journal, 8(20), 15117–15125. DOI 10.1109/JIOT.2020.3031639.

81. Liao, S., Wu, J., Li, J., Konstantin, K. (2020). Information-centric massive IoT-based ubiquitous connected VR/AR in 6G: A proposed caching consensus approach. IEEE Internet of Things Journal, 8(7), 5172–5184. DOI 10.1109/JIOT.2020.3030718.

82. Ghorbani, H., Mohammadzadeh, M. S., Ahmadzadegan, M. H. (2020, April). Modeling for malicious traffic detection in 6G next generation networks. 2020 International Conference on Technology and Entrepreneurship-Virtual (ICTE-V), pp. 1–6. San Jose, CA, USA.

83. Mao, B., Kawamoto, Y., Kato, N. (2020). AI-based joint optimization of QoS and security for 6G energy harvesting Internet of Things. IEEE Internet of Things Journal, 7(8), 7032–7042. DOI 10.1109/JIoT.6488907.

84. Nazar, M. J., Alhudhaif, A., Qureshi, K. N., Iqbal, S., Jeon, G. (2021). Signature and flow statistics based anomaly detection system in software-defined networking for 6G Internet of Things network. International Journal of System Assurance Engineering and Management, 1–11. DOI 10.1007/s13198-021-01162-3.

85. Lin, J. C. W., Srivastava, G., Zhang, Y., Djenouri, Y., Aloqaily, M. (2020). Privacy-preserving multiobjective sanitization model in 6G IoT environments. IEEE Internet of Things Journal, 8(7), 5340–5349. DOI 10.1109/JIOT.2020.3032896.

86. Dosti, E., Shehab, M., Alves, H., Latva-Aho, M. (2020). Ultra reliable communication via optimum power allocation for harq retransmission schemes. IEEE Access, 8, 89768–89781. DOI 10.1109/Access.6287639.

87. Liu, R. W., Nie, J., Garg, S., Xiong, Z., Zhang, Y. et al. (2020). Data-driven trajectory quality improvement for promoting intelligent vessel traffic services in 6G-enabled maritime IoT systems. IEEE Internet of Things Journal, 8(7), 5374–5385. DOI 10.1109/JIOT.2020.3028743.

88. Shahraki, A., Abbasi, M., Piran, M., Taherkordi, A. (2021). A comprehensive survey on 6G networks: Applications, core services, enabling technologies, and future challenges. arXiv preprint arXiv:2101.12475.

89. Nguyen, D. C., Ding, M., Pathirana, P. N., Seneviratne, A., Li, J. et al. (2021). 6G Internet of Things: A comprehensive survey. IEEE Internet of Things Journal, 9(1), 359–383. DOI 10.1109/JIOT.2021.3103320. DOI 10.1109/JIOT.2021.3103320.

90. Saad, W., Bennis, M., Chen, M. (2019). A vision of 6G wireless systems: Applications, trends, technologies, and open research problems. IEEE Network, 34(3), 134–142. DOI 10.1109/MNET.65.

91. Padhi, P. K., Charrua-Santos, F. (2021). 6G enabled industrial Internet of Everything: Towards a theoretical framework. Applied System Innovation, 4(1), 11. DOI 10.3390/asi4010011.

92. Ye, N., Yu, J., Wang, A., Zhang, R. (2021). Help from space: Grant-free massive access for satellite-based IoT in the 6G era. Digital Communications and Networks, 1–16. DOI 10.1016/j.dcan.2021.07.008.

93. Fang, X., Feng, W., Wei, T., Chen, Y., Ge, N. et al. (2021). 5G embraces satellites for 6G ubiquitous IoT: Basic models for integrated satellite terrestrial networks. IEEE Internet of Things Journal, 8(18), 14399–14417. DOI 10.1109/JIOT.2021.3068596.

94. Jiang, X., Sheng, M., Zhao, N., Xing, C., Lu, W. et al. (2021). Green UAV communications for 6G: A survey. Chinese Journal of Aeronautics, 1–17. DOI 10.1016/j.cja.2021.04.025.

95. Kota, S., Giambene, G. (2021). 6G integrated non-terrestrial networks: Emerging technologies and challenges. 2021 IEEE International Conference on Communications Workshops (ICC Workshops), pp. 1–6. Montreal, QC, Canada.

96. Giordani, M., Zorzi, M. (2020). Non-terrestrial networks in the 6G era: Challenges and opportunities. IEEE Network, 35(2), 244–251. DOI 10.1109/MNET.011.2000493.

97. Liu, L., Larsson, E. G., Yu, W., Popovski, P., Stefanovic, C. et al. (2018). Sparse signal processing for grant-free massive connectivity: A future paradigm for random access protocols in the Internet of Things. IEEE Signal Processing Magazine, 35(5), 88–99. DOI 10.1109/MSP.2018.2844952.

98. Jagannath, A., Jagannath, J., Melodia, T. (2020). Redefining wireless communication for 6G: Signal processing meets deep learning with deep unfolding. arXiv preprint arXiv:2004.10715.

99. Dizdar, O., Mao, Y., Xu, Y., Zhu, P., Clerckx, B. (2021). Rate-splitting multiple access for enhanced URLLC and eMBB in 6G. 2021 17th International Symposium on Wireless Communication Systems (ISWCS), pp. 1–6. Berlin, Germany.

100. Letaief, K. B., Chen, W., Shi, Y., Zhang, J., Zhang, Y. J. A. (2019). The roadmap to 6G: AI empowered wireless networks. IEEE Communications Magazine, 57(8), 84–90. DOI 10.1109/MCOM.35.

101. Alsharif, M. H., Kelechi, A. H., Albreem, M. A., Chaudhry, S. A., Zia, M. S. et al. (2020). Sixth generation (6G) wireless networks: Vision, research activities, challenges and potential solutions. Symmetry, 12(4), 676. DOI 10.3390/sym12040676.

102. Yaacoub, E., Alouini, M. S. (2020). A key 6G challenge and opportunity—Connecting the base of the pyramid: A survey on rural connectivity. Proceedings of the IEEE, 108(4), 533–582. DOI 10.1109/JPROC.

103. Janbi, N., Katib, I., Albeshri, A., Mehmood, R. (2020). Distributed artificial intelligence-as-a-service (DAIaaS) for smarter IoE and 6G environments. Sensors, 20(20), 5796. DOI 10.3390/s20205796.

104. Mahmood, N. H., Böcker, S., Moerman, I., López, O. A., Munari, A. et al. (2021). Machine type communications: Key drivers and enablers towards the 6G era. EURASIP Journal on Wireless Communications and Networking, 2021(1), 1–25. DOI 10.1186/s13638-021-02010-5.

105. Nawaz, S. J., Sharma, S. K., Mansoor, B., Patwary, M. N., Khan, N. M. (2021). Non-coherent and backscatter communications: Enabling ultra-massive connectivity in 6G wireless networks. IEEE Access, 9, 38144–38186. DOI 10.1109/Access.6287639.

106. Dang, S., Amin, O., Shihada, B., Alouini, M. S. (2020). What should 6G be? Nature Electronics, 3(1), 20–29. DOI 10.1038/s41928-019-0355-6.

107. Du, J., Jiang, C., Wang, J., Ren, Y., Debbah, M. (2020). Machine learning for 6G wireless networks: Carrying forward enhanced bandwidth, massive access, and ultrareliable/low-latency service. IEEE Vehicular Technology Magazine, 15(4), 122–134. DOI 10.1109/MVT.10209.

108. de Alwis, C., Kalla, A., Pham, Q. V., Kumar, P., Dev, K. et al. (2021). Survey on 6G frontiers: Trends, applications, requirements, technologies and future research. IEEE Open Journal of the Communications Society, 2, 836–886. DOI 10.1109/OJCOMS.2021.3071496.

109. Xing, Y., Rappaport, T. S. (2018). Propagation measurement system and approach at 140 GHz-moving to 6G and above 100 GHz. 2018 IEEE Global Communications Conference (GLOBECOM), pp. 1–6. Abu Dhabi, United Arab Emirates.

110. Mahmood, N. H., Böcker, S., Munari, A., Clazzer, F., Moerman, I. et al. (2020). White paper on critical and massive machine type communication towards 6G. arXiv preprint arXiv:2004.14146.

111. Fan, P., Zhao, J., Chih-Lin, I. (2016). 5G high mobility wireless communications: Challenges and solutions. China Communications, 13(2), 1–13. DOI 10.1109/CC.6245522.

112. Balevi, E., Gitlin, R. D. (2018). A random access scheme for large scale 5G/IoT applications. 2018 IEEE 5G World Forum (5GWF), pp. 452–456. IEEE, Silicon Valley, CA, USA.

113. Clazzer, F., Munari, A., Liva, G., Lazaro, F., Stefanovic, C. et al. (2019). From 5G to 6G: Has the time for modern random access come? arXiv preprint arXiv:1903.03063.

114. Narayanan, K. R., Pfister, H. D. (2012). Iterative collision resolution for slotted ALOHA: An optimal uncoordinated transmission policy. 2012 7th International Symposium on Turbo Codes and Iterative Information Processing (ISTC), pp. 136–139. Gothenburg, Sweden.

115. de Carvalho, E., Bjornson, E., Sorensen, J. H., Popovski, P., Larsson, E. G. (2017). Random access protocols for massive MIMO. IEEE Communications Magazine, 55(5), 216–222. DOI 10.1109/MCOM.35.

116. Munari, A., Clazzer, F. (2019). Modern random access for beyond-5G systems: A multiple-relay ALOHA perspective. arXiv preprint arXiv:1906.02054.

117. Mahdi, M. N., Ahmad, A. R., Qassim, Q. S., Natiq, H., Subhi, M. A. et al. (2021). From 5G to 6G technology: Meets energy, Internet of Things and machine learning: A survey. Applied Sciences, 11(17), 8117. DOI 10.3390/app11178117.

118. Alsharif, M. H., Kim, J., Kim, J. H. (2017). Green and sustainable cellular base stations: An overview and future research directions. Energies, 10(5), 587. DOI 10.3390/en10050587.

119. Memon, M. L., Saxena, N., Roy, A., Shin, D. R. (2019). Backscatter communications: Inception of the battery-free era—A comprehensive survey. Electronics, 8(2), 129. DOI 10.3390/electronics8020129.

120. Huang, C., Hu, S., Alexandropoulos, G. C., Zappone, A., Yuen, C. et al. (2020). Holographic MIMO surfaces for 6G wireless networks: Opportunities, challenges, and trends. IEEE Wireless Communications, 27(5), 118–125. DOI 10.1109/MWC.7742.

121. Rappaport, T. S., Xing, Y., Kanhere, O., Ju, S., Madanayake, A. et al. (2019). Wireless communications and applications above 100 GHz: Opportunities and challenges for 6G and beyond. IEEE Access, 7, 78729–78757. DOI 10.1109/Access.6287639.

122. David, K., Elmirghani, J., Haas, H., You, X. H. (2019). Defining 6G: Challenges and opportunities [from the guest editors]. IEEE Vehicular Technology Magazine, 14(3), 14–16. DOI 10.1109/MVT.10209.

123. Soderi, S. (2020). Enhancing security in 6G visible light communications. 2020 2nd 6G Wireless Summit (6G SUMMIT), pp. 1–5. Levi, Finland.

124. Lu, Y. (2020). Security in 6G: The prospects and the relevant technologies. Journal of Industrial Integration and Management, 5(3), 271–289. DOI 10.1142/S2424862220500165.

125. Deng, J., Zeng, J., Mai, S., Jin, B., Yuan, B. et al. (2021). Analysis and prediction of ship energy efficiency using 6G big data Internet of Things and artificial intelligence technology. International Journal of System Assurance Engineering and Management, 12(4), 824–834. DOI 10.1007/s13198-021-01116-9.

126. Sheth, K., Patel, K., Shah, H., Tanwar, S., Gupta, R. et al. (2020). A taxonomy of AI techniques for 6G communication networks. Computer Communications, 161, 279–303. DOI 10.1016/j.comcom.2020.07.035.

127. Xiao, Y., Shi, G., Krunz, M. (2020). Towards ubiquitous AI in 6G with federated learning. arXiv preprint arXiv:2004.13563.

128. Qiao, X., Huang, Y., Dustdar, S., Chen, J. (2020). 6G vision: An AI-driven decentralized network and service architecture. IEEE Internet Computing, 24(4), 33–40. DOI 10.1109/MIC.4236.

129. Manogaran, G., Baabdullah, T., Rawat, D. B., Shakeel, P. M. (2021). AI assisted service virtualization and flow management framework for 6G-enabled cloud-software-defined network based IoT. IEEE Internet of Things Journal, 9, 1. DOI 10.1109/JIoT.6488907.

130. Dogra, A., Jha, R. K., Jain, S. (2020). A survey on beyond 5G network with the advent of 6G: Architecture and emerging technologies. IEEE Access, 9, 67512–67547. DOI 10.1109/ACCESS.2020.3031234.

131. Zheng, Z., Wang, L., Zhu, F., Liu, L. (2021). Potential technologies and applications based on deep learning in the 6G networks. Computers Electrical Engineering, 95, 107373. DOI 10.1016/j.compeleceng.2021.107373.

132. Song, H., Bai, J., Yi, Y., Wu, J., Liu, L. (2020). Artificial intelligence enabled Internet of Things: Network architecture and spectrum access. IEEE Computational Intelligence Magazine, 15(1), 44–51. DOI 10.1109/MCI.10207.

133. Zhao, Y., Yu, G., Xu, H. (2019). 6G mobile communication network: Vision, challenges and key technologies. arXiv preprint arXiv:1905.04983.

134. Zhang, Y., Zhao, W., Dong, P., Du, X., Qiao, W. et al. (2022). Improve the reliability of 6G vehicular communication through skip network coding. Vehicular Communications, 33, 100400. DOI 10.1016/j.vehcom.2021.100400.

135. Wang, J., Jiang, C., Zhang, K., Quek, T. Q., Ren, Y. et al. (2017). Vehicular sensing networks in a smart city: Principles, technologies and applications. IEEE Wireless Communications, 25(1), 122–132. DOI 10.1109/MWC.2017.1600275.

136. Zhang, Y., Tian, F., Song, B., Du, X. (2016). Social vehicle swarms: A novel perspective on socially aware vehicular communication architecture. IEEE Wireless Communications, 23(4), 82–89. DOI 10.1109/MWC.2016.7553030.

137. Wang, J., Jiang, C., Han, Z., Ren, Y., Hanzo, L. (2018). Internet of Vehicles: Sensing-aided transportation information collection and diffusion. IEEE Transactions on Vehicular Technology, 67(5), 3813–3825. DOI 10.1109/TVT.25.

138. Adeogun, R., Berardinelli, G., Mogensen, P. E., Rodriguez, I., Razzaghpour, M. (2020). Towards 6G in-X subnetworks with sub-millisecond communication cycles and extreme reliability. IEEE Access, 8, 110172–110188. DOI 10.1109/Access.6287639.

139. Kong, L., Khan, M. K., Wu, F., Chen, G., Zeng, P. (2017). Millimeter-wave wireless communications for IoT-cloud supported autonomous vehicles: Overview, design, and challenges. IEEE Communications Magazine, 55(1), 62–68. DOI 10.1109/MCOM.2017.1600422CM.

140. Al-Fuqaha, A., Guizani, M., Mohammadi, M., Aledhari, M., Ayyash, M. (2015). Internet of Things: A survey on enabling technologies, protocols, and applications. IEEE Communications Surveys Tutorials, 17(4), 2347–2376. DOI 10.1109/COMST.2015.2444095.

141. Mozaffari, M., Saad, W., Bennis, M., Nam, Y. H., Debbah, M. (2019). A tutorial on UAVs for wireless networks: Applications, challenges, and open problems. IEEE Communications Surveys Tutorials, 21(3), 2334–2360. DOI 10.1109/COMST.9739.

142. Mondal, S., Paily, R. (2017). On-chip photovoltaic power harvesting system with low-overhead adaptive MPPT for IoT nodes. IEEE Internet of Things Journal, 4(5), 1624–1633. DOI 10.1109/JIoT.6488907.

143. Zhang, J., Lu, L., Sun, Y., Chen, Y., Liang, J. et al. (2017). PoC of SCMA-based uplink grant-free transmission in UCNC for 5G. IEEE Journal on Selected Areas in Communications, 35(6), 1353–1362. DOI 10.1109/JSAC.2017.2687218.

144. Chen, J., Li, S., Xing, J., Wang, J., Fu, S. (2020). Multiple nodes access of wireless beam modulation for 6G-enabled Internet of Things. IEEE Internet of Things Journal, 8(20), 15191–15204. DOI 10.1109/JIOT.2020.3045084.

145. Strinati, E. C., Belot, D., Falempin, A., Doré, J. B. (2021). Toward 6G: From new hardware design to wireless semantic and goal-oriented communication paradigms. ESSCIRC 2021-IEEE 47th European Solid State Circuits Conference (ESSCIRC), pp. 275–282. Grenoble, France.







	[image: images]
	This work is licensed under a Creative Commons Attribution 4.0 International License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.




   



Table of Contents


	
6G-Enabled Internet of Things: Vision, Techniques, and Open Issues






Guide


	
6G-Enabled Internet of Things: Vision, Techniques, and Open Issues





OEBPS/Images/CMES_21094-fig-8.png
(B
(e





OEBPS/Images/CMES_21094-fig-11.png
Device Authentication Network attacks

Device Authorization
User Authentication

Intrusion detection .
User Authorization

Access control -
Network vulnerabilities





OEBPS/Images/CMES_21094-fig-3.png
[(“Intomot of Things" OR “loT") AND (“6G") AND (“survey” OR “review" OR “challenges™) AND (“6G enabled loT")] [Q]






OEBPS/Images/table-3.png
Table 3: Analyzed articles in the self-organization systems classification
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Table 8: Open 1ssues, challenges, and future directions of 6G-enabled IoT
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efficient manner
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between current random access
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power expenditure is limited
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- A reasonable and reliable
communication using software-defined
radio hardware

- Storage and computation can be used
to provide reliable and low-latency
communications.

- Create an acceptable level of
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Table 4: Analyzed articles in the energy efficiency classification
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Sodhroetal. 6G - Proposed a Smart Energy- Improves Not
[60] architecture  framework automation  efficient energy, com-  presenting
for smart - Proposed systems communica- munication any
automation  an optimized tion detailed
systems in QoFE model analysis
IoT-enabled
for decreasing
energy
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Huetal [63] Meta-material Proposeda  Simulation with 6G communi- Meta-material - Decreases -
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Yang et al. [64] Transmission - Develop an Implementation 6G-enabled  Promising More quality -
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6G-enabled  theoretic technique
TIoT methodology
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Huangetal.  Online Proposed No simulation  6G-enabled  The Better No
[66] learning two concrete IoT interpretations performance simulation
model methods implementation of machine or imple-
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Heetal [67] Ultra-reliable Presented a IoT - Better Not
detector based new platform performance mentioned
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Xuetal [68] Deep- Presented an Implementation IloT - Effectiveness -
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Table 7: Evaluation factors in 6G-enabled IoT
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Table 1: Definition of evaluation factors and essential terms definitions in the 6G-enabled 10T

Terms

Definition/description

Offloading data

Data transmission
Bandwidth

Latency

Energy consumption
Energy harvesting

Scalability

Data offloading refers to using complementary network
technologies to deliver previously intended data for cellular
networks [29]

The transfer of data over a communication channel [30]

The maximum rate of data transfer across a given path [31]

A measure of the time delay experienced by a system [32]

The amount of energy or power used [33]

The process of obtaining energy from external sources and storing
it for small, wireless autonomous devices such as wearable
electronics and wireless sensor networks [33]

A system’s ability to handle increasing amounts of jobs by adding
resources to the system [34]
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Table 6: Analyzed articles in the security classification

Research Main context Discovery Simulation or App domain  Case study Advantage Drawback
implementa-
tion
Liaoetal.[81] Massive [oT - Proposed an Simulating Massive IoT ~ Ubiquitous - Improves -
based for algorithm using Connected effectiveness
Ubiquitous MATLAB VR/AR in 6G
Connected
VR/AR in 6G
Ghorbani et al. Modeling for Proposed a No implemen- 6G networks  Malicious traffic -Improves No
[82] malicious novel model  tation or detection effectiveness and simulation
traffic simulation facilitate the or imple-
detection in 6G experience mentation
- More secure
and reliable
transmission
Mao et al. [83] Data-driven - Developed a - Simulating  6G-enabled Data-driven - Increases the - Not
trajectory framework using TIoT trajectory quality effectiveness of considering
quality - Proposedan MATLAB intelligent vessel improve-
improvement algorithm 2016b traffic services  ment of the
- Implementing effectiveness
in natural and
water areas reliability
- Capable of
detecting outliers
automatically
- Restores
degraded points
accurately under
various
degradation
conditions
Nazaretal. [84] An anomaly  Proposed an  Implementation 6G loT Anomaly - Earna good -
detection identification network detection detection
system in system performance
software- - Low
defined false-positive
networking for rate
6G IoT
network
Linetal.[85]  Privacy- - Presented Implementation 6G IoT Privacy- - Low Less flexible
preserving PACO2DT environment  preserving computational
multiobjective model multiobjective  cost
sanitization - Proposed an sanitization - Fewer side
model in 6G  algorithm effects
IoT
environments
Dosti et al. [86] Optimum Developed Implemen Wireless Communication - Low Not
power algorithms tation communication that is complexity analyzing
allocation systems ultra-reliable to - Optimal power the optimal
based on optimal power  allocation power
hybrid allocation allocation
automatic scheme
repeat request when the
(HARQ) maximum
retransmission power
schemes for expenditure
ultra-reliable is limited
communication
Liuetal.[87]  Energy - Proposeda  Simulation 6G IoT QoS and security - Security -
harvesting for security networks optimization protection
6G-enabled configuration - Minimizes
IoT method energy
considering - Designed a - Improvements
security and ~ mathematical in throughput
QoS model and working

time
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Table 2: Relevant studies of 6G-enabled IoT

Reference  Main topic Publication Publisher Covered  Main contributions Shortcomings
year year
Guoetal. Enabling 2021 IEEE 2013-2021 - Discussion of the future challenges - Did not present
[71 massive [oT of massive [oT any taxonomy
toward 6G - Discussion of the responsibilities of - Did not point to
6G for massive [oT requirements of
- Presentation of 6G visions IoT for the next
- Presentation of 6G’s technological wireless
needs as well as use cases generation
- Discussion of several 6G-related
trends
- Improvement of a novel four-tier
network architecture for massive IoT
- Examination of latest 6G
technologies for massive [oT
Deebak et The drone 2020 Springer  2014-2019 - Discussion of IoT wireless - Did not present
al. [5] of IoT in 6G technologies, UAVs with IoT any taxonomy
wireless com- integration, and satellite and IoT - Did not consider
munications network the integration of
- Investigation of critical challenges 6G and IoT
regarding emerging 6G technology
- Presentation of the importance of
6G networks
Chowdhury 5G/6G and 2019 MDPI 2008-2019 - Discussion of the essential aspects - Did not present
et al. [3] ToT solutions of 5G and IoT networks open issues
using optical - Overview of prospective 6G needs - Did not present
wireless com- - Examined different OWC any taxonomy
munication technologies
technologies - Described 5G/6G and ToT needs
- Review of a recent study on OWC
techniques for 5G and IoT
applications
Sekaran et Blockchain- 2020 IEEE 2015-2020 - Presentation of a detailed study on Did not present
al. [4] enabled 6G blockchain-enabled IoT with 6G any taxonomy
mobile edge - Examination of the security issues
computing for with blockchain-enabled [oT with
IoT 6G
- Conduction of an analysis of the
research issues associated with
integrating blockchain with a 6G
- Discuss outstanding challenges and
suggest future research in
blockchain-enabled IoT using 6G.
Barakat et Opportunities 2021 MDPI 2006-2021 - Presentation of IoT use cases that  Did not present
al. [46] for 6G illustrate a wide range of [oT open issues
emerging [oT approaches
use cases - Investigation of the practical
problems and critical incidents
throughout the execution of [oT use
cases
- Presentation of requirements of [oT
for the next generation of wireless
networks
Zhanget  Artificial 2019 IEEE 2016-2019 Overview of 6G’s fundamental - Did not present
al. [47] intelligence, principles, critical difficulties, open issues
super IoT, and techniques, and solutions - Did not present
mobile ultra- requirements of
broadband 6G and IoT
- Did not present
any taxonomy
Guptaet  Reliability and 2021 IEEE - Examination of the approaches for -
al. [48] availability in assessing dependability and

6G IoT

predicting availability used in the
modeling of advanced 6G
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Table 5: Analyzed articles in the channel assessment classification

Research Main context Discovery Simulation or  App domain  Case study Advantage Drawback
implementation
Arslan et al. Collision-Free Proposeda  Simulation 6G IoT Collision-Free - Reduces - Not
[69] communica-  protocol using NS-3 communica- latency considering
tion in simulator tion in - Reduces scalable
6G-enabled ToT-enabled  service failure collision
IoT 6G - Reduces control
collision - Not
probability considering
channel
traffic
features
Liuetal [70] Resource Proposeda  Simulation 6G-enabled  Resource - Improves -
allocation in ~ scheme cognitive [oT  allocation guarantee rate
6G-enabled - Improves
cognitive [oT transmission
performance
- Increases the
transmission
rate
- Reduces the
number of
nodes that
have access
Jangetal.[71] Grant-Free Proposeda  Simulation IoT networks Grant-Free Better -
multiple novel multiple access performance
access for framework
6G-enabled
massive [oT
networks
Maetal. [72] Random Proposeda  Simulation 6G enabled Random Better -
access for 6G method IoT access performance
enabled IoT
Lvetal. [73]  Software- - Proposed a No simulation 6G/IoE Software- -Enhanced the No
defined reasonable  or defined network’s simulation
solutions for  solution implementation solutions information  or imple-
sensors in - Presented transmission — mentation
6G/ToE an performance
architecture -Enables the
continued use
of 6G/IoE
Deebak et al.  Segment Presented a Implementation The Segmentation - Minimizing Not
[74] re-routing and segment using IMSCore 6G-enabled  re-routing and the incorporate
dynamic- re-routing  platform data networks dynamic transmission  link-
driven congestion rate flooding
congestion control - Signaling
control in the congestion
6G-enabled
networks
Dong et al. Low-cost - Proposed a No ToT and Low-cost sub Reduces the - Not
[75] sensor strategy sensor array implementation Future 6G arrayed sensor costs of developing
for IoT and  strategy or simulation  applications  array manufacturing technology
future 6G - Proposed and assembly for realistic
applications  an algorithm utilization
- No
simulation
or imple-
mentation
Saeidi et al. 6G wearable  Presented a  Simulation ToT and Wearable - Efficiency Not
[76] antenna for ~ metamaterial- WBAN Antenna - Better mention
TIoT based performance enough
antenna detail
Shakeel et al. Random - Proposed  Implementation 6G Internet of Energy Enhances High
[77] access with an improved Remote efficiency access complexity
low energy preamble Things performance
consumption sequence and efficiency
for LEO - Presented a
satellite- novel
assisted 6G timing metric
IoT
Abbas et al. Joint resource - Proposed a Simulation/ 6G networks  Joint resource - Reduces the Low
[78] allocation scheme Implementation allocation energy scalability
using hybrid - Proposed consumption
NOMA- an algorithm - Low
assisted MEC complexity
in 6G High
performance
Liang et al. A transfer Proposeda  Simulation 6G-1oT A transfer Effectiveness -
[79] learning model learning
technique for
compressed
sensing in
6G-IoT
Zhou et al. 6G Proposed an Simulation 6G-1oT Multi-source - More exact - Not
[80] multi-source  approach information  positioning checking
information - More approach in
positioning small AP
sturdiness number
condition
- Not
presenting
any
detailed

analysis
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