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Abstract: With the development of information technology, more and more devices are connected to the Internet through wireless communication to complete data interconnection. Due to the broadcast characteristics of wireless channels, wireless networks have suffered more and more malicious attacks. Physical layer security has received extensive attention from industry and academia. MIMO is considered to be one of the most important technologies related to physical layer security. Through beamforming technology, messages can be transmitted to legitimate users in an offset direction that is as orthogonal as possible to the interference channel to ensure the reception SINR by legitimate users. Combining the symbiotic radio (SR) technology, this paper considers a symbiotic radio anti-jamming MIMO system equipped with a multi-antenna system at the main base station. In order to avoid the interference signal and improve the SINR of the signal received by the user. The base station is equipped with a uniform rectangular antenna array, and using Null Space Projection (NSP) Beamforming, Intelligent Reflecting Surface (IRS) can assist in changing the beam’s angle. The simulation results show that NSP Beamforming could make a better use of the null space of interference, which can effectively improve the received SINR of users under directional interference, and improve the utilization efficiency of signal energy.
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1  Introduction

With the rapid development of mobile communication technology and portable electronic communication devices, wireless communication is becoming the main access method for most Internet applications and IoT devices. As the foundation of wireless communication networks, cellular networks carry the network access and data intercommunication in heterogeneous wireless networks, but due to the broadcast characteristics of wireless channels, wireless communication networks are vulnerable to eavesdropping and blocking attacks [1]. Traditional methods of ensuring information security mainly rely on data encryption and decryption algorithms deployed at the upper layers of the protocol stack. However, with the rapid development of mobile Internet and high-performance computing devices, traditional high-level encryption technology also has many risks, and eavesdroppers can invoke powerful computing power to carry out brute force attacks or analyze message content [2]. Fortunately, physical layer security only realizes secure communication by exploiting the characteristics of wireless channels. Nowadays, secure communication based on various multi-antenna technologies has become an important research topic in the field of physical layer security. In MIMO systems, beamforming technology can transmit the signal to the legitimate destination by using spatial freedom, which can greatly reduce the influence of the jammer on the signal blocking of the receiver, and improve the signal-to-interference-noise ratio at the legitimate user [3–5].

In [6], a physical layer security transmission method based on a 4-D antenna array was proposed by combining traditional directional modulation and beamforming techniques. A new approach to physical layer security was implemented in [7] using large cylindrical antenna arrays. Part of the array was used for beamforming to reliably transmit the signal from the source to the destination, and the rest can be used to transmit a highly directional beam with an interfering signal to an eavesdropper. In [8], the game theory of physical layer secure transmission of cognitive IoT network was studied, and a joint game-based power control and beamforming scheme is proposed. In [9], two legitimate users are considered to communicate through multiple relays in the presence of eavesdroppers, and jointly design the relay beamforming weights and minimize the total relay transmit power, while guaranteeing the quality of service for users and preventing Information was eavesdropped. Dong et al. [10] took advantage of the high degree of freedom brought by the high mobility of UAVs to the wireless communication system, and optimized beamforming and bandwidth allocation strategies based on UAV swarm relay cooperation.

With the exponential growth of heterogeneous wireless services and traffic, a new technology called Symbiotic Radio (SR) was proposed to take advantage of cognitive radio (CR) and ambient backscattering communications, (AmBC) and address its shortcomings, enabling mutually beneficial spectrum sharing and highly reliable backscatter communications [11]. Chen et al. [12] studied a reconfigurable smart surface-enhanced symbiotic radio system with multi-antenna base stations to minimize the transmit power of the BS, subject to the signaling-to-noise ratio constraints of the decoded backscattered signals and the rate constraints of the primary communication, The active beamforming of BS and the passive beamforming of RIS are jointly designed. Huang et al. [13] studied on Basic Intelligent Reflective Surface (IRS) Deployment Problem for Downlink Multi-User Communication System Assisted by IRS in Certain Area to Enhance Desired Signals and Suppress Interference. Yang et al. [14] maximized the energy efficiency of SR systems including multiple BDs by jointly optimizing primary transmitter (PT) transmission power and backscatter devices (BD) and time division multiple access. With the goal of bit error rate minimization, Hua et al. [15] proposed a penalty-based algorithm for common SR (CSR) by jointly optimizing the active beamformer at the base station and the phase shift at the IRS, and for parasitic SR (PSR) A computationally efficient algorithm is developed based on the method of binary search, successive convex approximation and convex programming difference. Hua et al. [16] used UAVs to help the IRS reflect its own signal to the base station, and at the same time enhanced UAV transmission through passive beamforming, and jointly optimized UAV trajectory, IRS phase shift matrix and IRS scheduling.

This paper considers a symbiotic radio anti-jamming system equipped with a multi-antenna system at the main base station. Equipped with a uniform rectangular array antenna at the base station, the anti-jamming beamforming based on null-space projection is used, and the IRS can assist in changing the beam angle to avoid interference signals, to improve the signal-to-interference-noise ratio of the received signal at the user.

2  System Model

As shown in Fig. 1, the symbiotic radio anti-jamming system consists of a main base station, an interference source, an IRS device and several users. The main base station is equipped with a large uniform rectangular antenna array. The jammer adopts the same configuration as the base station, and transmits electromagnetic wave noise signals with the same frequency and power as the base station. The IRS can assist in changing the beam angle to avoid interfering signals and improve the SINR of the received signal at the user. We assume that the transmitter has M antennas and the receiver has N antennas, and information is transmitted through a single antenna relay with cooperation. We also assume that both hops of the channels are block fading with a flat frequency and all nodes are synchronized for transmission and reception. Assuming that both the source and destination know the Channel State Information (CSI), beamforming is used for both transmission and reception to increase the system’s diversity gain and array gain. Assuming the first hop channel h=[h1h2⋯hM] is a M×1 random vector whose elements are independently and identically distributed, similarly, the second hop channel g=[g1 g2⋯gN]T is a N×1 random vector with elements that are also independently and identically distributed. s is the source signal with normalized energy E{|s|2}=1. The transmit power of the transmission is Ps. The signal is independent of noise. The precoding vector at the transmitter is ωS, the processing factor at the relay is ωr and the decoding vector at the receiver is ωD. The received signal at the relay is r, the transmitted signal from the relay is t and the relay’s noise is given by the Gaussian white noise vector n with zero mean and variance of σr2. The jamming signal from the jammer is z, and M>N≫K.
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Figure 1: System model

The received signal from the relay is:

r=Psωshs+nR(1)

The signal transmitted by the relay node is:

t=ωrρr(2)

The signal received by the relay node is normalized by the energy coefficient ρ, and the relay amplification factor ‖ωr‖2=Pr

ρ=Ps‖h‖22+σR2(3)

The received SINR at the relay node is:

γSR=∑i=1MPS‖hi‖2σR2(4)

The signal received by the destination node is:

y=∑j=1NωDj(gjt+∑k=1KPJβkzk+nd)=∑j=1NωDj(ωrρgjr+∑k=1KPJβkzk+nd)=∑j=1NωDj(ωrρgj(Psωshs+nR)+∑k=1KPJβkzk+nd)=∑j=1NωDj(ωrρgj∑i=1MPsωSihis+ωrρgjnR+∑k=1KPJβkzk+nD)=Psωrρ∑j=1N∑i=1MωDjgjωSihis+∑j=1N∑k=1KPJωDjβkz+∑j=1N(ωrρgjnR+nD)=A1+A2+A3(5)

Among them, A1 is the useful signal received, A2 is the jamming signal received and A3 is the received noise.

A1=Psωrρ∑j=1N∑i=1MωDjgjωSihis(6)

A2=∑j=1N∑k=1KPJωDjβkz(7)

A3=∑j=1N(ωrρgjnR+nD)(8)

The receiver’s SINR is:

γ=Ps(ωrρ)2∑j=1N∑i=1M‖ωDj‖2‖gj‖2‖ωSi‖2‖hi‖2PJ∑j=1N∑k=1K‖ωDj‖2‖βk‖2+∑j=1N((ωrρ)2‖gj‖2σR2+σD2)(9)

3  Null Space Projection Beamforming

Most of the existing beamforming methods that can mitigate interference in massive MIMO systems require instantaneous channel state information, and instantaneous channel estimation in massive MIMO systems will bring high feedback overhead and hardware overhead to the system. NSP beamforming does not require instantaneous channel state information, but only needs the second-order statistics of the channel state information, including the signal covariance matrix and the interference covariance matrix. This method is more feasible when only statistical channel state information is available.

With the knowledge of the statistical CSI, NSP beamforming can be employed to mitigate the interference. The equivalent channel from the source node to the destination node is denoted as HSD, whose covariance matrix is RSD. Similarly, the equivalent channel from the interferer to the destination node is denoted as HJD, whose covariance matrix is RJD, and M>N≫K. Their eigenvalue decompositions (EVDs) can be expressed as:

RSD=USDdiag(δ1δ2⋯δN)VSDHRJD=UJDdiag(η1η2⋯ηK)VJDH(10)

To improve the receiver’s and the relay’s signal-to-noise ratio γ and γSR of formulas (9) and (4), it is recommended to use the beamforming vector wi,j to arrange the signal according to the channel condition with better spatiality, thereby generating the maximum signal coverage and avoiding interference from the disturbed channel space as much as possible. Thus, The wi,j should be in the column space of USD and in the zero space of UJD. The projection of the approximate column space, Si,j, on the null space, NJi,j is employed as the weight vector [17]:

wi,j=NJi,jNJi,jHsi,j‖NJi,jNJi,jHsi,j‖(11)
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4  Simulation Results

Fig. 2 compares the SINR of the NSP Beamforming scheme and the scheme provided in [5] under different receiving SNRs. Under low SNR, the studied NSP Beamforming scheme is anti-jamming. The performance is significantly improved. When the receiving signal-to-noise ratio is −20 dB, the signal-to-interference noise ratio of the NSP Beamforming scheme in [5] is improved by 13 dB. The projected NSP Beamforming can also bring a minimum 6 dB improvement in anti-jamming performance.
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Figure 2: The receiver’s SINR (P > 0.95)

Fig. 3 shows the influence of the number of users in the cell on the received signal-to-interference and noise ratio of the base station. With the increase of the number of users in the cell, the received signal-to-interference and noise ratio of the base station continues to decrease. At this time, the base station needs to deal with external interference and multi-users in the cell at the same time. When the number of users increases, the performance of the NSP Beamforming scheme decreases slightly, and with the increase of the number of users in the cell, the scheme reported in [5] is more resistant to interference than the NSP Beamforming scheme. The performance gap of the interference beamforming scheme gradually increases. When the number of users is 10, the (P > 0.95) receive signal-to-interference-noise ratio of the NSP Beamforming beamforming scheme was improved by about 8 dB compared with the reference [5] scheme.
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Figure 3: SINR vs. number of users

Fig. 4 compares the effect of the number of antennas on the receiving (P > 0.95) signal-to-interference-noise ratio between the NSP Beamforming scheme and the reference [5] scheme. With the increase of the number of antennas, the difference between the received signal-to-interference and noise ratio of the two schemes gradually decreases, but when the number of antennas is small, the NSP Beamforming scheme has obvious advantages. When the number of antennas is 49, the signal-to-interference-to-noise ratio of the NSP Beamforming scheme is about 13 dB higher than that of the reference [5] scheme. A smaller number of antennas is beneficial to control the complexity and power consumption of the system.
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Figure 4: SINR vs. number of antennas

Fig. 5 describes the SINR cumulative distribution function of the NSP Beamforming scheme under different numbers of interference sources. In the simulation, the number of users in the cell is set to 10, the number of uniform rectangular antenna array antennas is 49, and the transmission power of the interference source and the base station is the same, the interference source is less than or equal to 300 m from the base station. When the number of interference sources increased, the signal space occupied by interference increased the available non-interference signal space decreased the signal transmission is limited, the SINR and CDF curves move to the left, and the system performance decreases.
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Figure 5: CDF with different number of jammers

Fig. 6 depicts the relationship between the number of antennas and the (P > 0.95) SNR of the NSP Beamforming scheme under different numbers of interference sources. In the simulation, the number of users in the cell is set to 10, and the antenna array type at the base station is Uniform rectangular antenna array, the interference source is the same as the base station transmit power, and the distance between the interference source and the base station is less than or equal to 300 m. When the number of antennas increases, the resolution of the azimuth and pitch angles of the signal and the interference by the antenna array of the base station is improved, the accuracy of the distribution estimation of the signal and the interference in the channel is improved, and the received signal-to-interference-noise ratio increases. When the number of interference sources is less than When there are 5, the base station receives the signal to interference and noise ratio increases approximately linearly with the increase of the number of antennas. When the number of interference sources is greater than or equal to 5, the signal space occupied by the interference is large, and the base station only uses the channel covariance matrix statistical information to estimate The null space of interference is difficult, and the signal-to-interference-noise ratio received by the base station increases approximately logarithmically with the increase of the number of antennas.
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Figure 6: SINR (P > 0.95) with different number of antennas

Fig. 7 depicts the relationship between the number of users in the cell and the (P > 0.95) SINR under the NSP Beamforming scheme with different numbers of interference sources. In the simulation, the antenna array type at the base station is set to be a uniform rectangular antenna array, and the number of antennas is 49, the interference source and the base station have the same transmit power, and the distance between the interference source and the base station is less than or equal to 300 m. When the number of users in the cell increases, the multi-user interference increases, the interference null space of the signal decreases, and the received signal-to-interference-noise ratio decreases. When the number of interference sources is less than or equal to 5, the NSP Beamforming scheme can better separate the signal subspaces with less interference, and transmit information through the subspaces of these signals with less interference. When the number of sources is greater than 5, it is difficult for this scheme to separate the null space of interference using only secondary statistics.

[image: images]

Figure 7: SINR (P > 0.95) with different number of users

5  Conclusion

In this paper, we consider a symbiotic radio anti-jamming system equipped with a multi-antenna system at the main base station, equipped with uniform rectangular array antennas at the base station, and adopting anti-jamming beamforming based on null-space projection. The IRS can assist in changing the beam angle to avoid opening the interference signal to improve the signal-to-interference-noise ratio of the received signal at the user. The simulation results show that the anti-jamming performance of the zero-space projection anti-jamming beamforming scheme is significantly improved, which can effectively improve the signal-to-noise ratio at the user in the case of directional interference. When the number of antennas increases, the azimuth and pitch of the base station antenna array to the signal and interference The resolution of the angle is improved, the accuracy of the distribution estimation of the signal and the interference in the channel is improved, the received signal-to-interference-noise ratio increases, and when the number of interference sources increases, the signal space occupied by the interference increases, the available space for non-interference signals decreases, and the signal transmission is limited. When the number of interference sources is less than or equal to 5, NSP Beamforming can better separate the signal subspace with less interference.
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