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Abstract: As a distributed machine learning method, federated learning (FL) has the advantage of naturally protecting data privacy. It keeps data locally and trains local models through local data to protect the privacy of local data. The federated learning method effectively solves the problem of artificial Smart data islands and privacy protection issues. However, existing research shows that attackers may still steal user information by analyzing the parameters in the federated learning training process and the aggregation parameters on the server side. To solve this problem, differential privacy (DP) techniques are widely used for privacy protection in federated learning. However, adding Gaussian noise perturbations to the data degrades the model learning performance. To address these issues, this paper proposes a differential privacy federated learning scheme based on adaptive Gaussian noise (DPFL-AGN). To protect the data privacy and security of the federated learning training process, adaptive Gaussian noise is specifically added in the training process to hide the real parameters uploaded by the client. In addition, this paper proposes an adaptive noise reduction method. With the convergence of the model, the Gaussian noise in the later stage of the federated learning training process is reduced adaptively. This paper conducts a series of simulation experiments on real MNIST and CIFAR-10 datasets, and the results show that the DPFL-AGN algorithm performs better compared to the other algorithms.
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1  Introduction

In recent years, with the continuous innovation of algorithms and the continuous collection of training data, deep learning technology (Deep Learning, DL) has been applied in the field of image processing [1–3], natural language processing [4–6] and speech recognition [7–9] Rapid development. The success of current deep learning is based on a large amount of data. However, with the increase in training data, the risk of privacy leakage also increases accordingly. In addition, people’s attention to user privacy and data security is also increasing. Existing studies have shown that launching privacy attacks on deep learning models will lead to the leakage of training data, and data privacy issues hinder the improvement of deep learning algorithm models.

FL is a key technology to solve the data privacy problem in deep learning. The core concept of federated learning is that the data does not move and the model moves, while the data is usable but not visible. This can ensure that all participants collaborate to train the model on the premise that the data does not leave the local area. On the one hand, the privacy of users’ data can be well protected by keeping the data out of the local area; on the other hand, it can make full use of the data of all participants to collaboratively train the model. Compared with traditional centralized machine learning methods, federated learning effectively reduces the risk of user privacy data leakage. However, attackers may launch attribute inference attacks or membership inference attacks on the model by analyzing the parameters of the model [10–17], etc. For example, Phong et al. [18] pointed out that the attacker recovers private data based on the gradient of the weights being proportional to the gradient of the bias. Reference [19] proposed a reconstruction attack based on generative adversarial networks (GANs), which also used a shared model as a discriminator to train a GAN model and generates raw samples of the model’s training data. Therefore, additional measures are required to protect data privacy in federated learning.

In recent years, DP [20] has become an important means of privacy protection and is widely used for privacy protection in machine learning. In order to prevent the model from leaking the private information in the dataset, there have been a series of works applying DP to deep learning [21–28]. For example, Abadi et al. [21] first used DP for deep learning and proposed a differential privacy stochastic gradient descent algorithm (DPSGD). Truex et al. [29] proposed a hybrid approach based on DP and Secure Multi-Party Computation (SMC) to prevent inferred threats and generate high-precision models, but this also consumed more communication resources. Recently, DP has also been applied to privacy protection in federated learning [29–38]. For example, Wei et al. [30] proposed a new framework (NbAFL) based on the concept of differential privacy, that is, artificial noise is added before client parameter aggregation, and the loss function of the trained federated learning model is given. Xu et al. [37] proposed an Adaptive Rapidly Convergent Learning Algorithm (ADADP) with provable privacy guarantees, which outperformed differential privacy methods in terms of both privacy cost and model accuracy. When clients participate in model training, the model could achieve good training performance at a given level of privacy. However, this does not guarantee that the client’s private data will not be leaked by an honest but curious server. Therefore, it is necessary to design an algorithm that can not only ensure the security of local private data but also improve the performance of the model.

To address these challenges, this paper proposes a novel differential privacy federated learning scheme based on adaptive Gaussian noise. In summary, our contributions are as follows:

•   This paper proposes a DPFL-AGN scheme, which solves the privacy problem existing in the training process of federated learning.

•   This paper adds adaptive Gaussian noise to the DPFL-AGN algorithm to hide the real parameters uploaded by the client during federated learning training. Furthermore, this paper proposes an adaptive noise reduction method, as the model converges, the noise is reduced adaptively in the later stages of the federated learning training process. The algorithm balances data security and availability under a shared model.

•   This paper conducts comparative experiments on two real datasets, MNIST and CIFATR-10, and the experimental results show that the DPFL-AGN method proposed in this article is superior to other methods.

The rest of this paper is organized as follows. Section 2 presents the related work. Section 3 details our approach. Section 4 presents the privacy analysis. Section 5 presents the experimental results and related analysis. The conclusion of this paper is in Section 6. The basic concepts and meanings of the symbols are summarized in Table 1.
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2  Related Work

2.1 Federated Learning

As shown in Fig. 1, a federated learning system with one aggregation server 𝒩 clients is considered. 𝒩 clients are recorded as {ℱj}j=1𝒩, and their respective training data sets are recorded as {Dj}j=1𝒩. Let Dj represent the local dataset held by the j−th client, where j∈{1,2,⋯,𝒩}. The goal of the server is to learn a model with data from 𝒩 related clients and minimize the model's loss function. Formally, the server adds weights received from 𝒩 clients as:
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Figure 1: A federated learning training model with a hidden adversary

ω=∑j=1𝒩pjωj(1)

where ω is the parameter vector aggregated by the server, ωj is the parameter vector trained on the j−th client, and 𝒩 is the number of clients. pj=|Dj||D|≥0, ∑j=1𝒩pj=1, |D|=∑j=1𝒩|Dj| is the total number of all data samples. The optimization task of federated learning can be expressed as:

ω∗=argminω∑j=1𝒩pjℱj(Dj,ω)(2)

where ℱj(.) is the local loss function of the j−th client. Usually, the local loss function is given by the local empirical risk. Each round of training in the federated learning system can usually be divided into the following steps:

•   Step 1: local training:All clients perform isolated calculations based on original data locally, each use local samples to update the model, and send the locally trained parameters to the aggregation server.

•   Step 2: model aggregation:The aggregation server securely aggregates the parameters uploaded by each client, and updates the global model parameters according to the local statistical results of each client.

•   Step 3: parameter broadcasting:The aggregation server broadcasts the aggregated updated parameters to each client.

•   Step 4: model updating:Each client updates the local model parameters with the new parameters received and tests the performance of the updated model.

In the FL process, the server and 𝒩 clients collaborate to learn a machine learning (ML) model, and finally the optimization Eq. (2) converges to the solution of the globally optimal model.

2.2 Threat Model

In this paper, we assume that the aggregator server is honest but curious, suggesting that while it honestly follows the FL protocol, it may also try to learn information other than output from locally received information.

Semi-honest adversary models are vulnerable to reconstruction attacks and membership inference attacks. Specifically, the adversary can extract training data during model training, or extract feature vectors of training data to carry out reconstruction attacks [39–43]. As Lacharité et al. [39] proposed an approximate refactoring attack, current approaches to enabling range queries provide little security to the model. Furthermore, Salem et al. [40] proposed a hybrid generative model (CBM-GAN) based on generative adversarial networks (GANs) with strong attack performance. Assuming that the adversary has black-box access to the model and has a specific sample as its prior knowledge, the adversary can judge whether the training set of the model contains a specific sample to launch membership inference attacks. For example, Hu et al. [41] proposed a new over representation-based membership inference attack. Carlini et al. [13] improved a new likelihood-ratio-based membership inference attack (LiRA). To sum up, the adversary may integrate the parameter information stolen during model training to launch an attack. Therefore, our threat model is reasonable and realistic.

2.3 Differential Privacy

Differential privacy strictly defines the privacy loss of data analysis algorithms mathematically, and its implementation process is relatively simple and the system overhead is smaller, so it is widely used. It uses a random mechanism when a single sample in the input is changed, but the distribution of the output does not change significantly.

Definition 1: ((ε,δ)−DP[18]). A randomized mechanism ℳ:D→ℛ with domain D and range ℛ satisfies (ε,δ)−DP if for any two adjacent datasets d,d′∈D and for any subset of outputs 𝒪∈ℛ it holds that

Pr[ℳ(d)∈𝒪]≤Pr[ℳ(d′)∈𝒪]×eε+δ(3)

If δ=0, ℳ is the original definition of ε—differential privacy. Generally. 1/|d| is selected for δ, and the default δ=10−5 in this paper.

Definition 2: (RényiDivergence [42]). For two probability distributions P and Q defined over R, the Renyi divergence of order α>1 is

Dα(P∥Q)≜1α−1log⁡Ex∼Q(P(x)Q(x))α(4)

Definition 3: ((α,ε) – RDP [42]). randomized mechanism ℳ:D→ℛ is said to have ε−Rényi differential privacy of order α, or (α,ε)−RDP for short, if for any adjacent datasets d,d′∈D it holds that

Dα(ℳ(d)∥ℳ(d′))≤ε(5)

3  Our Approach

Using an adaptive learning rate can make the model converge faster. Therefore, DPFL-AGN adds Gaussian noise to the gradient and uses an adaptive learning rate for gradient descent training, thereby improving the performance of model training. To further reduce the impact of noise on model performance, we adaptively reduce noise in the later stages of federated learning training. In this section, we introduce methods for adaptive Gaussian noise (AGN), adaptive noise reducton (ANR), and differential privacy federated learning scheme with adaptive Gaussian noise (DPFL-AGN).

3.1 Adaptive Gaussian Noise (AGN)

Gradient descent is the most commonly used method for training deep learning models. The goal of training the model is to obtain the minimum loss function ℱ(w) value. In order to minimize ℱ(w), stochastic gradient descent (SGD) is usually used, that is, in each iteration training Randomly select a subset of the data and update the parameter ωt+1←ωt−α∇ωtℱi(xi,ωt). The step size of the gradient descent update is determined by the learning rate. If the learning rate is too large, it is easy to skip the optimal solution and fall into the embarrassment of the local optimal solution. However, if the learning rate is too small, it takes a lot of time to obtain the optimal solution. Therefore, how to set the appropriate learning rate and how to avoid falling into the local optimal solution are the challenges we face. To solve the above problems, more advanced optimizers, such as Adam, Adagrad, Adadelta, RMSprop, Nadam, etc. are proposed. They are self-Adaptively adjust the learning rate to update the parameters.

DPFL-AGN uses a similar approach to Adam’s adaptive learning rate. It is worth noting that the framework proposed in this paper is not only applicable to other types of adaptive gradient descent algorithms, but also adaptive gradient descent algorithms with noise added.

In DPFL-AGN, let Δωt be expressed as the update item of step t, which is

•   Calculate moving average of noise gradients

mt←β1mt−1+(1−β1).g~t(6)

vt←β2νt−1+(1−β2).g~t2(7)

•   Bias Correction for Noise Gradients

m^t←mt/(1−β1t)(8)

v^t←vt/(1−β2t)(9)

•   Update the parameters after adding noise

ωt←ωt−1−ηv^t+ϵ.m^t(10)

We have Δωt=ηv^t+ϵ.m^t, where g~t is the noise gradient of the noise with Gaussian added, g~t2 is the square of the noise gradient with Gaussian noise added. In other words, DPFL-AGN uses ηv^t+ϵ.m^t to perform adaptive gradient descent on gradients with Gaussian noise added train.

3.2 Adaptive Noise Reduction (ANR)

Usually in the early training stages of federated learning, adding noise to the gradient has less impact on the model. During training, the gradient gets smaller and smaller, and adding noise to the gradient gradually increases the impact on the model. Excessive noise in the later stages of training can prevent the model from converging to the optimum. Therefore, as the model converges, we expect to adaptively reduce the noise later in the training, resulting in better model performance. Improvement stops when the convergence performance is determined by the following formula.

ν(ωt)−ν(ωt+1)<μ(11)

The ANR method is triggered when the server satisfies Eq. (11). Among them, μ is the threshold, which is used to predict whether the training process stops and determine when to trigger the ANR method. Therefore, in our experiments, we use a positive value of 0.001 as the value of μ. ν(ωt) is the test loss of the model ωt, and ν(ωt+1) is the test loss of the next round of training model ωt+1.

When the server detects that the test loss reaches the condition to trigger ANR, the noise scale of all clients decays according to Eq. (12).

σt+1={ ρ*σt,ν(ωt)−ν(ωt+1)  < μσt,else(12)

where ρ(0<ρ<1) is the decay rate. σt is the Gaussian noise added to the gradient by the t−th round of federated learning, and σt+1 is the Gaussian noise added to the gradient by the t+1 round of federated learning.

3.3 Differential Privacy Federated Learning Scheme with Adaptive Gaussian Noise (DPFL-AGN)

Combining the above two methods, we propose the DPFL-AGN method. Its training process is shown in Algorithm 1, including the following steps:

Initial:The server initializes and broadcasts the global model ω0, initial noise scale σ0 to all clients.

Step 1: Gradient calculation:At each client, gradients are computed using a per-sample gradient algorithm.

Step 2: Gradient clipping: The contribution of each sample to the local gradient is bounded by a clipping threshold Θ. Each gradient vector will be clipped in the L2 norm, the j−th local gradient vector gt(xj) of the t−th communication cycle is replaced by gt(xj)/max(1,‖gt(xj)‖2Θ).

Step 3: Adaptive Gaussian noise:Each client adds artificial noise according to the differential privacy rule of the Gaussian mechanism, and performs gradient descent with an adaptive learning rate on the gradient with Gaussian noise added to obtain the model ωt+1j.

Step 4: Model uploading:Each client updates the local model and uploads the updated model to the server.

Step 5: Model aggregating:The server weights and averages the models uploaded by each client.

Step 6: Adaptive noise reduction:The server executes Eq. (12) for adaptive noise reduction to obtain σt+1 for the next round of all clients.

Step 7: Model broadcasting:The server broadcasts the current global model and noise level to each client.
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4  Privacy Analysis

All clients participating in local training add Gaussian noise satisfying differential privacy to the model, which can resist the inference attack in the above threat model. The privacy loss of each client will be analyzed next.

Theorem1:(Privacy Loss of Algorithm 1). Given the sampling probability q=ℋ/𝒩. The number of steps T, the Gaussian mechanism satisfies (ε,δ)−DP if σ satisfies:

ε≤Tα−1∑j=0α(αj)qj(1−q)α−jexp(j(j−1)2σ2)+log1/δα−1(13)

where (..) denotes the binomial coefficient and α can be any integer satisfies α≥2.

To prove Theorem 1, we adopt the sampling Gauss theorem of RDP to analyze the privacy cost, and then convert the obtained RDP to DP.

Lemma 1: (RDP Privacy Budget of Subsampled Gaussian Mechanism): A Gaussian mechanism function f sensitivity is 1 and satisfies (α,ε)−RDP whenever

ε≤1α−1log⁡max(E1,E2)(14)

Let μ0 denotes the probability density function (pdf) of N(0,σ2), μ1 denote the pdf of N(1,σ2), and μ=(1−q)μ0+qμ1.

E1=Ez∼μ0[(μ0(z)/μ1(z)α](15)

E2=Ez∼μ0[(μ(z)/μ0(z)α](16)

Further, reference [42] described the compute method of E1 on integer α.

E1=∑j=0α(αj)qj(1−q)α−jexp(j(j−1)2σ2)(17)

The two Gaussian distribution μ0 and μ1 used in the RDP, and they satisfy E1≥E2. Thus, f satisfies (α,1α−1log⁡(E1))−RDP.

Lemma 2. (Composition of RDP [42]). For two randomized mechanisms, f and g, such that f is (α,ε1)−RDP and g is (α,ε2)−RDP, the composition of f and g which is defined as (X,Y), where X∼f and Y∼g, satisfies (α,ε1+ε2)−RDP.

Lemma 3. Given the sampling probability q=ℋ/𝒩, after T training steps of DPFL-AGN, we could obtain the total privacy loss Tε′(α) via composing such T subsampled Gaussian mechanism depending on Lemma 2 for any integer α≥2. Tε′(α) can be expressed as:

Tε′(α)≤Tα−1∑j=0α(αj)qj(1−q)α−jexp(j(j−1)2σ2)(18)

Definition 4. (From RDP to (ε,δ)−DP [42]). If f is an (α,ε)−RDP mechanism, it also satisfies (ε+log1/δα−1,δ)−DP for any 0<δ<1.

With Lemma 3 and Definition 4, Theorem 1 is proved. We use the result of Theorem 1 to calculate the privacy cost. Specifically, given ε, σ, and q, at each communication round, we select α from {2,3,…,64} and determine the smallest ε∗ in Theorem 1.

5  Experiment

In this section, we conduct three comparative experiments on the MNIST dataset and the CIFAR-10 dataset. We choose the state-of-the-art research methods [21,31] as the baseline for comparison. First, we analyze the impact of the model on the performance of the model in the adaptive Gaussian noise method. Second, we compare the impact of adaptive noise reduction methods on model performance. Finally, the effect of differential privacy federated learning methods with adaptive Gaussian noise on model performance is compared.

Experiment setup:MNIST is a standard dataset for handwritten digit recognition, consisting of 60,000 training samples and 10,000 testing samples. Each sample is a 28 × 28 grayscale image. CIFAR-10 consists of 6000 labeled samples of 32 × 32 RGB images. There are 50,000 training images and 10,000 testing images. This article performs non IID partitioning of data from 10 clients. The training data is sorted based on digital tags and divided into an average of 400 segments. Each customer is assigned 40 random data segments, so each customer’s sample has two or five tags. Each round of experiments is set at 1000 epochs. This paper uses a shallow convolutional neural network, which consists of two convolutional layers and two fully connected layers. Convolutional Layer Use 5 × 5 convolutions with stride 1. The first convolution outputs 12 for each image 6 × 6 × 64 tensors, second convolution for each image output 6 × 6 × 64 Tensor. The experiment was completed under NVIDIA GeForce RTX 2080TI GPU (64 GB RAM) and Windows10 system, and the model training was implemented under the PyTorch framework.

Parameter settings:In order to facilitate the experiment, we use a fixed value δ=10−5, the initial learning rate of the experiment using the MNIST dataset is 0.001, and the initial learning rate of the experiment using the CIFAR-10 dataset is 0.002. β1 in adaptive Gaussian noise is set to 0.9 and β2 is set to 0.999. The threshold ρ in the adaptive noise reduction method was set to 0.001. The parameter clipping threshold C is a popular component of SGD and ML, and for DP-based FL frameworks, an appropriate value of clipping threshold Θ should be considered. In the following experiments, we use the method in [31] and choose Θ by taking the median of the norm of the unclipped parameters during training.

5.1 Adaptive Gaussian Noise

Figs. 2 and 3 investigate the effect of the adaptive Gaussian noise approach on model performance. The accuracy and loss of the adaptive Gaussian noise method (AGN) and the method without adaptive noise (DP-SGD) are compared. We set cropping threshold Θ=1 and privacy budget ε=2 in MNIST dataset and CIFAR-10 dataset. Both methods in MNIST dataset and CIFAR-10 dataset use constant noise scale σ=1.0 and constant δ=10−5. Set the initial learning rate of the experiment to 0.001 in the MNIST dataset, set the initial learning rate of the experiment to 0.002 in the CIFAR-10 dataset, set β1 to 0.9, and β2 to 0.999. We can see that in the MNIST dataset, the final convergence accuracy of the adaptive Gaussian noise model is 94.31%, and the final convergence accuracy of the DP-SGD method without adaptive noise is 92.43%. In the CIFAR-10 dataset, the final convergence accuracy of the model using adaptive Gaussian noise is 92.21%, and the final convergence accuracy of the DP-SGD method without adaptive noise is 87.92%. For both datasets, the adaptive Gaussian noise method converges faster and the final accuracy is higher than the method without adaptive noise.
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Figure 2: The effect of adaptive Gaussian noise method on model performance on MNIST dataset
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Figure 3: The effect of adaptive Gaussian noise method on model performance on CIFAR-10 datasets

5.2 Adaptive Noise Reduction

Figs. 4 and 5 investigate the impact of adaptive noise reduction methods on model performance. The accuracy and loss of adaptive noise reduction (ANR) and constant noise are compared. We set the clipping threshold Θ=1 in MNIST dataset and CIFAR-10 dataset. The two methods in the MNIST dataset and the CIFAR-10 dataset have constant noise scale σ=4.0 and constant δ=10−5, privacy budget ε=2, and noise decay rate ρ is set to 0.001. We can see that in the MNIST dataset, the final convergence accuracy of the model using adaptive noise reduction is 93.74%, and the final convergence accuracy of the model using constant noise is 92.56%. In the CIFAR-10 dataset, the final convergence accuracy of the model using adaptive noise reduction is 91.43%, and the final convergence accuracy of the model using constant noise is 88.38%. For these two datasets, the final accuracy with adaptive noise reduction is 1.18% and 3.05% higher than the method with constant noise, respectively, and the model with adaptive noise reduction converges faster.
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Figure 4: The effect of adaptive noise reduction method on model performance on MNIST dataset
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Figure 5: The effect of adaptive noise reduction method on model performance on CIFAR-10 dataset

5.3 DPFL-AGN

Figs. 6 and 7 investigate the effect of a differential privacy federated learning method with adaptive Gaussian noise on model performance. The accuracy and loss of differential privacy federated learning methods with adaptive Gaussian noise and constant noise without adaptation are compared. We set the clipping threshold Θ=1 in MNIST dataset and CIFAR-10 dataset. The two methods in the MNIST dataset and the CIFAR-10 dataset have constant noise scale σ=4.0 and constant δ=10−5, privacy budget ε=2, and noise decay rate ρ is set to 0.001. Set the initial learning rate of the experiment to 0.001 in the MNIST dataset, set the initial learning rate of the experiment to 0.002 in the CIFAR-10 dataset, set β1 to 0.9, and β2 to 0.999. We can see that in the MNIST dataset, the final convergence accuracy of the model using adaptive Gaussian noise for differential privacy federated learning is 95.23%, and the final convergence accuracy of the model using non-adaptive constant noise is 94.68%. In the CIFAR-10 data set, the final convergence accuracy of the model using adaptive Gaussian noise for differential privacy federated learning is 92.78%, and the final convergence accuracy of the model using non-adaptive constant noise is 89.68%. For these two datasets, the final accuracy of differential privacy federated learning with adaptive Gaussian noise is 0.55%, 3.1% higher than the method with constant noise without adaptation, and the differential privacy with adaptive Gaussian noise Federated learning models converge faster. Additionally, we also observe that the DPFL-AGN method (combining AGN and ANR) outperforms previous AGN and ANR methods on both datasets. On the MNIST dataset, the final accuracy of DPFL-AGN is 2.8% and 1.49% higher than that of AGN and ANR methods alone. On the CIFAR-10 dataset, the final accuracy of DPFL-AGN is 4.86% and 4.4% higher than that of AGN and ANR methods alone.
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Figure 6: The effect of differential privacy federated learning method with adaptive Gaussian noise on model performance on MNIST dataset
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Figure 7: The effect of differential privacy federated learning method with adaptive Gaussian noise on model performance on CIFAR-10 dataset

Fig. 8 studies the effect of different algorithms on model performance. The accuracy and loss of DPSGD, NbAFL, and the proposed algorithm are compared. The final accuracy of DPSGD without adaptive algorithm is 88.42%, and the convergence speed is the slowest. The final accuracy of NbAFL that adds precisely calculated Gaussian noise to the gradient before federated learning training is 92.75%, which is slightly higher than DPSGD and has a slower convergence speed. The final accuracy of the proposed algorithm is 94.86%, which has the fastest convergence speed, and is 6.66% and 2.11% higher than that of DPSGD and NbAFL.
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Figure 8: The effect of different algorithms on model performance

6  Conclusion

The main contributions of this paper are in three aspects. Firstly, a differential privacy joint learning scheme based on adaptive Gaussian noise (DPFL-AGN) is proposed, which converges faster and has higher accuracy compared to existing methods. Secondly, this article mathematically rigorously proves that DPFL-AGN satisfies differential privacy through RDP. Thirdly, DPFL-AGN is applied to train models on deep learning networks on real datasets. Experimental results show that DPFL-AGN has a better performance compared to previous methods.
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Algorithm 1: DPFL-AGN

Input: Example {x,,--- , x,}, learning rate n, noise scale o, noise reduction vate p (0 < p < 1), local
clipping threshold ®, The number of communication rounds 7, « = 0.001, 8, = 0.9, 8, = 0.999 and
e = 1078, with B! and B, we denote B, and B, to the power ¢, batch size H.

1: Initialize: w,, m, < 0,v, < 0,t =0

2: While? < T do
3: Broadcast: w,, o, to all clients
4. Local Training process
5: for Vi € N do
6: Take a random sample H, with sampling probability H /N
7 Compute gradient
8: foreachj € H,, g.(x;)) < VL(w, X))
9: Clip gradient
10: g.(x) < gt(x,-)/max(l, M)
11: Adaptive Gaussian noise
12: g« %(Z/ g.(x) + N(0,0%0%)
13: m, < pm,_, + (1 — B)).g
14: v, <= Bv+(1—pB).g
15: m, < m,/(1 — B})
16: v, «—v,/(1 =B
17: W W, — ——,.
VIV +e
18: Update the local parameters to the server
19: end for

20:  Model aggregating process
21: Wiy = Z/e/\fpjw/tﬂ

22:  Adaptive noise reduction

23: ifv(w) —v(wy) < uthen

24: O, = p*0,

25: end if

26:  The server broadcasts the current global model and noise to all clients
27 t=t+1

28:  end while
29:  Return: o,
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