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Abstract: Due to the presence of a large amount of personal sensitive information in social networks, privacy preservation issues in social networks have attracted the attention of many scholars. Inspired by the self-nonself discrimination paradigm in the biological immune system, the negative representation of information indicates features such as simplicity and efficiency, which is very suitable for preserving social network privacy. Therefore, we suggest a method to preserve the topology privacy and node attribute privacy of attribute social networks, called AttNetNRI. Specifically, a negative survey-based method is developed to disturb the relationship between nodes in the social network so that the topology structure can be kept private. Moreover, a negative database-based method is proposed to hide node attributes, so that the privacy of node attributes can be preserved while supporting the similarity estimation between different node attributes, which is crucial to the analysis of social networks. To evaluate the performance of the AttNetNRI, empirical studies have been conducted on various attribute social networks and compared with several state-of-the-art methods tailored to preserve the privacy of social networks. The experimental results show the superiority of the developed method in preserving the privacy of attribute social networks and demonstrate the effectiveness of the topology disturbing and attribute hiding parts. The experimental results show the superiority of the developed methods in preserving the privacy of attribute social networks and demonstrate the effectiveness of the topological interference and attribute-hiding components.
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1  Introduction

The social network comprises a set of nodes associated with edges, where the node represents the user of social platforms like Facebook, Twitter, and WeChat, and the edge indicates a social interaction between the users connected by it [1]. Due to their enormous impact on understanding the formation of human social relations, behavior characteristics, and the law of information dissemination, social networks have drawn wide attention in recent years [2]. However, owing to privacy concerns, many users are unwilling to provide their personal information to build social networks. To alleviate the privacy concern of users, many privacy-preserving methods have been developed to prevent the attacker from recognizing a specific user from a social network, such as disturbing the edges in social networks, restricting queries in social networks, and so on [3–7].

Although existing methods have achieved a promising performance in preserving the privacy of social networks, they mainly spotlight the topology structure of social networks. A node in a social network, namely a social software user, usually owns various attributes, such as sex, age, and career, which are important for analyzing social networks, but also increase the risk of privacy disclosure, given that the attacker can recognize a specific user from a social network by using these attributes [8]. Fig. 1 gives an illustrative example, where the original attribute social network is shown in Fig. 1a, and the social network that has been preserved by a privacy-preserving method specifically tailored to the topology of the social networks [9] is shown in Fig. 1b. In Fig. 1, there are only four nodes that represent girls including nodes 1, 5, 7, and 8. Among these nodes, only node 7 owns three friends. Therefore, if the attacker knows that Alice is a girl, and she has three friends, then the attacker can uniquely recognize that node 7 in Fig. 1b is Alice. Therefore, the node attributes deserve more attention when it comes to preserving the privacy of social networks.
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Figure 1: An example of attribute social network. (a) The attribute social network. (b) The anonymous attribute social network

Recently, there have been a few works on preserving the privacy of attributed social networks. For example, in [10], an early fusion-based method was developed to publish attribute networks by Wang et al., in which the structure of network and node characteristics are merged with a private probability model to construct anonymous networks that satisfy differential privacy. Moreover, Ren et al. [11] employed k-anonymity and expanded on it proposing a personalized (α,β,l,k)-anonymity model of social networks, so that the multiple attacks can be resisted, including d-neighborhood attacks of graphs, background knowledge attacks, and homogeneity attacks. Meanwhile, a variety of vertex-sensitive properties can be obtained. However, the majority of these methods treat attributes as labels for nodes. That is to say, the attributes concerned by these methods are discrete. In a social network, the nodes not only have many discrete attributes but also own various real-value attributes, such as height, weight, and salary. Consequently, the preserving-privacy methods of social attribute networks should also pay attention to real-value attributes.

The negative representation of information is a branch of the artificial immune system [12], which has been employed to collect and hide sensitive information and formed two new branches called negative survey (collect sensitive information) [13] and negative database (hide sensitive information) [14,15].

As one of the branches of negative representation of information, the negative survey was first developed by Esponda et al. [13,16] to collect sensitive information through questionnaires. To give a simple example, in the traditional survey(positive survey), the respondent may be requested to answer the following questionnaire question, which involves personally sensitive information.

Q1: In the past semester, how many of the courses did you fail?

A. 0B. 1∼3C. 4∼6D. 7∼9E. More than 10

In the positive survey, based on the respondent’s actual situation he/she needs to make a choice directly from all options, whereas in the negative survey, the respondent needs to make a different choice from the positive survey based on the following question:

Q2: In the past semester, the number of courses you failed is NOT?

A. 0B. 1∼3C. 4∼6D. 7∼9E. More than 10

A respondent who should choose B (called positive category) in Q1, when answering Q2, that is, namely in the negative survey, he/she is required to make a random choice from A, C, D, and E (called negative category) and feedback to the investigator. Following the collection of the negative categories from all respondents, the investigator estimates the distribution of positive categories from the distribution of negative categories by using the reconstruction approaches of the negative survey, such as NStoPS-I [17] and NStoPS-LP [18]. During above the process, given that the investigator cannot get the specific positive category of any respondent, the private information of the respondents can be preserved by the negative survey. Although the negative survey has been utilized in social networks to preserve their topological privacy [19], where the negative survey is used to alter the relationship between different nodes, privacy preservation is limited when there are a few nodes in social networks.

The negative database conceals sensitive information using a complementary set rather than the original dataset, and it has been shown that it is NP-hard to retrieve the original string from the negative database [15,20]. Table 1 gives an illustrative example of the negative database. In Table 1, the original information is listed in the column of database (DB) (called a hidden record), which contains only one record with three bits, namely ‘001’. The complementary information for the original data is given in the column of U−DB. Here, U={0,1}3 represents the universal set of all the binary strings. From Table 1, it can be found that the number of complementary information in U−DB is much larger than in DB, which usually consumes too much memory. To remedy this problem, the wildcard ‘*’, which can represent ‘0’ or ‘1’, is introduced into the negative database so that the complementary set of original information can be compressed, and finally, the negative database is obtained. The column of negative database (NDB) in Table 1 displays a negative database of the hidden record. For each record in the NDB, the bit represented by ‘*’ is called an unspecified bit, while the bit represented by ‘0’ or ‘1’ is called a specified bit.
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Since the negative database supports directly estimating Hamming and Euclidean distance between the hidden information, it is suitable to preserve the privacy of attributes in social networks. Therefore, the distance between different node attributes is seminal to analyzing social networks.

In this paper, a negative representation information-based method, called AttNetNRI, is developed to preserve the privacy of attributed social networks, where the negative survey is used to disturb the topology structure, while the negative database is designed to hide the attributes of nodes. The contributions of this paper are summarized as follows:

1.    Based on the negative information representation, a privacy-preserving method called AttNetNRI is proposed to preserve both the topology and node attribute privacy of the social network. Different from existing methods tailored for the attributed social network, the AttNetNRI can preserve the privacy of social networks with real-value node attributes. Moreover, compared to the existing negative information representation-based method, the AttNetNRI can still provide sufficient privacy preservation even though there are a few nodes in social networks.

2.    With the aim of verifying the effectiveness of AttNetNRI in preserving privacy in social networks, comprehensive theoretical analysis and experiments are conducted. The theoretical analyzing results demonstrate that the AttNetNRI can resist friendship, subgraph, and attribute attacks, while the experimental results indicate that compared to three privacy-preserving algorithms targeted at social attributed networks, the AttNetNRI can achieve better utility when providing the same level of privacy preservation.

The remainder of this paper is organized as follows. In Section 2, the existing privacy-preserving methods tailored for attribute networks are reviewed, and the negative representation of information is briefly introduced. Sections 3 and 4 provide the details of the developed AttNetNRI as well as the privacy analysis. In Section 5, the performance of the developed AttNetNRI is confirmed. In the end, Section 6 concludes this paper.

2  Related Work

2.1 Privacy-Preserving Methods for Attribute Networks

To resist various types of attacks in the social attribute network, some methods have been proposed. To name a few, in [21], Zhou et al. introduced the generalization method for discrete attributes to satisfy the k-anonymity aiming to anonymize social networks and proposed a coding technique for neighborhood subgraphs to deal with neighborhood attacks, which generates anonymized social networks that can still provide highly accurate answers to aggregated network queries. Moreover, Sun et al. [22] defined a new anonymity concept, called k-number of mutual friends (NMF) anonymity which aims to ensure that at any time there are k−1 pairs of friends sharing the same number of mutual friends in the attribution graph, and proposed two effective anonymization methods to satisfy the k-NMF anonymity with the preservation of utility.

In addition, differential privacy techniques are also commonly used to preserve sensitive information in social attribute networks [23]. To address the issues of poor data availability due to overprotection and the attacker obtaining the target user’s data indirectly by capturing the information of the neighbors of the target user, Zhou et al. [24] proposed a structure-attribute model to meet the requirements of differential privacy regarding the data publishing in social networks, where uncertainty graphs are introduced to maximize the maintenance of the community structure. Meanwhile, some studies are concerned about the privacy of high-dimensional data. Such as in [25], an algorithm based on local difference private high-dimensional data publishing (LoPub) was designed by Ren et al., which decreases the dimensionality and sparsity of the original dataset by partitioning the original dataset into multiple compact clusters based on the distribution and correlation information of the original dataset. In [26], Zhang et al. presented a fine-grained tailored differential privacy data publishing strategy for social networks, namely APDP, where a novel mechanism is designed to define the level of privacy protection for each user depending on the attribute values. Furthermore, to obtain a good trade-off concerning privacy and accuracy, Macwan et al. [27] developed a new differentially private recommendation algorithm that maintains the privacy of friend links and attribute values, which is primarily based on the inclusion of calibration noise in the appropriate matrix representation of the social network.

In addition to the above methods, clustering-based privacy-preserving methods for discrete attributes have been proposed to preserve attribute networks. In [28], a technique based on greedy clustering was presented by Su et al., which groups nodes according to the distance of the nodes in the attribute network and the properties of discrete attribute values.

Although there are a few works aimed at preserving the privacy of attribute networks, these works mainly focus on discrete attributes. When dealing with the widespread real-valued attributes in social networks, the performance of existing work will considerately deteriorate.

2.2 Negative Representation of Information

2.2.1 Negative Survey

The negative survey has been employed in various scenarios to accomplish the collection of sensitive information. To name a few, Xie et al. [29] proposed a method called Gaussian Negative Survey for spatial data collection. Luo et al. [30] developed a negative evaluation model to gather the rating information of goods. To preserve the privacy of users’ location information when they move, Jiang et al. [31] proposed a negative survey-based location information collection method to find the population gathering places. In addition, Jiang et al. [32] designed a real-value negative survey model to obtain data on users’ electricity consumption.

In addition to the structured data, a new method called NetNS, which is based on negative surveys, was created recently to preserve the topological privacy of social networks without node attributes [33]. In NetNS, the social network (called positive social network) is first divided into several subnetworks (called positive subnetworks) with M nodes. After that, the NetNS generates the corresponding negative subnetwork using the specific Gaussian negative survey model for each positive subnetwork. Here, the negative subnetwork indicates the network with the same node set but a different node relationship with the corresponding positive subnetwork. Subsequently, the NetNS substitutes the generated negative subnetwork for each positive subnetwork within the positive social network and finally obtains the negative social network as the output. Although the existing negative survey-based method has achieved promising performance in preserving the topology privacy of social networks, it is not very effective at striking a compromise between privacy and the utility of social networks. Even in cases when there are few nodes in the network, it is unable to maintain social network anonymity. Furthermore, the NetNS does not take into account how node properties affect social network privacy.

2.2.2 Negative Database

The negative database owns several fine properties. Firstly, it can preserve the privacy of the hidden record. It has been proved that it is NP-hard to retrieve the original string from the negative database [12]. Therefore, when the original information is long enough, the converting process is computationally infeasible. Based on the privacy-preserving property, Dasgupta et al. [34] developed a negative authentication system that utilizes the negative database to preserve the privacy of passwords. Moreover, in [15], the negative database was employed to preserve the privacy of personal information when the monitoring agency is tracking the procurement information of the target. Secondly, there is a one-to-many relationship between the hidden record and the negative database. In other words, for a hidden record, various negative databases can be generated. By utilizing this property, Zhao et al. [35] presented a dynamic password authentication scheme based on a negative database, which can resist the replay attack, guessing attack, and exhaustive attack. Thirdly, the negative database supports the similarity estimation between the hidden record and plaintext record. That is to say, for a record hidden in the negative database, its similarity with the other record (not hidden in the negative database) can be estimated directly from the corresponding negative database. Therefore, Liu et al. [36] developed a privacy-preserving clustering algorithm, where the cluster data are converted to the negative database to preserve their privacy. Furthermore, in [37], Zhao et al. presented the negative iris recognition method, which stores the iris data as a negative database so that the privacy of iris data can be preserved while implementing iris verification.

From the above analysis, it can be found that the negative database is suitable to preserve the node attributes, given that it has been proved to be NP-hard to recover the original data by negative database inverse, which can preserve the privacy of node attributes while allowing estimation of similarity between hidden information on the negative database directly. However, for an attribute with a small value range, directly converting its value to the negative database cannot guarantee the hardness of reversing the generated negative database. Moreover, estimating the similarity between two hidden records deserves further research.

2.3 Motivation

From the above analysis, it can be found that both topology structure and node attribute are important for the privacy-preserving of social networks. Although various methods have been suggested to preserve the privacy of attribute networks, these works mainly focus on discrete attributes. When dealing with the widespread real-valued attributes in social networks, the performance of existing work will considerately deteriorate. Although the negative information representation is suitable for preserving the privacy of attribute networks, existing models of negative information representation own some deficiencies, such as the limited ability to balance privacy and utility when preserving the privacy of topology structure, and limited privacy preservation when the node attributes own small value range.

To alleviate the above questions, a method based on negative representation information, called AttNetNRI, is proposed to preserve the social networks with real-value attributes in this paper, whereas an improved negative survey-based method is intended to disturb the topology structure of social networks, while a negative database based method is suggested to hide the real-value attributes. The details of the AttNetNRI will be given in the next section.

3  The Developed AttNetNRI

The process of developing AttNetNRI preserving the privacy of social attribute networks can be divided into two parts, including the disturbing of topology structure and the hiding of node attributes. In this section, we first elaborate on the steps of the AttNetNRI to disturb the topology structure. Then, we give the details of hiding the real value in the negative database. Finally, we deduce how to estimate the Euclidean distance between the hidden attributes from the negative database.

3.1 Steps of Disturbing Topology Structure

As analyzed in Section 2, the existing negative survey-based method only disturbs the edges in the social networks. Furthermore, the nodes in the networks do not change before and after disturbance, which leads to several deficiencies. To alleviate these problems, the developed AttNetNRI adds several noise nodes to the social attribute networks at the beginning of disturbing topology structure. For a social network, noise nodes refer to the nodes that do not exist but are added to the original social networks to disturb the topology structure of social networks. To add noise nodes, the following three points need to be considered:

1.    How to determine the relationship between the noise nodes and the other nodes?

2.    How to determine the attributes of the noise nodes?

3.    How to determine the number of noise nodes added to the social network?

For the first question, the noise nodes directly participate in the division of social networks. The relationship between it and the other nodes is determined by the steps of disturbing the structure of the subnetwork, where the connection between each pair of nodes in the subnetwork is randomly disturbed by the method based on developed in [33]. Here, it is worth mentioning that if there are isolated nodes, namely the nodes without any edge connected to them, in the disturbed network, the AttNetNRI will disturb the subnetwork again. The reasons for doing this are twofold. On the one hand, if the noise nodes have too many edges connected to the other nodes, it will affect the utility of the whole network. On the other hand, if the noise nodes only own a few connections with the other nodes, the networks outputted by the AttNetNRI might contain isolated nodes, which is impractical in the social network.

For the second question, the AttNetNRI randomly selects a neighbor node of the noise node and then assigns the attribute of the neighbor node to the noise node. It is because if the attributes of noise nodes are selected from the nodes belonging to the same community, the impact on community structure will be significantly reduced. However, in application, the community structure of social networks is usually unknown. Although we can employ community detection algorithms to obtain a community structure, different algorithms usually yield different results, and this process is time-consuming. In the real world, friends usually have similar interests and hobbies, and taking the attributes of neighbor nodes as that of noise nodes can reduce the effect of noise nodes on community structure. Therefore, the AttNetNRI directly selects the attributes of neighboring nodes to assign to the noise nodes. Here, the neighbor nodes of noise nodes are determined from the disturbed subnetwork.

As for the last question, the AttNetNRI adds ⌈NM⌉∗M−N+a∗M noise nodes to the social networks, where N represents the size of networks, M represents the number of nodes in the subnetworks that can be turned according to the demand of privacy preservation, and a≥0 is a parameter for controlling the level of noise nodes, which is also determined by the demand of privacy preservation. By doing so, the ability of privacy preservation can be enhanced, given that the noise nodes can mislead the attacker and decrease the probability of the attacker recognizing a specific user from a social network. In particular, when there are a few nodes in the social networks, the AttNetNRI can provide sufficient privacy preservation by increasing the parameter a. Furthermore, the parameter M in the AttNetNRI can be set greater than N2, which enhances the capability of the algorithm to compromise privacy preservation and utility.

When adding noise nodes to the social network, the connectivity of the network needs to be ensured, given that the isolated noises are easily filtered out and therefore meaningless. Consequently, the first consideration when adding noise nodes is how to determine the relationship between the noise nodes and the other nodes. Since the purpose is to preserve the privacy of attribute social networks, the noise nodes should also have attributes. However, if the attributes of noise nodes are randomly generated, the utility of social networks will be significantly reduced. Therefore, the second consideration of adding noise nodes is determining the attribute of noise nodes so that the utility of social networks can be ensured. As for the last consideration, the developed AttNetNRI divides the network into several subnetworks, and the privacy-preserving ability will be affected when the nodes in the network cannot be evenly partitioned into different subnetworks. Therefore, when adding noise nodes, we not only need to consider the demand for privacy preservation but also ensure that there are the same number of nodes in each subnetwork. The above three considerations have also been widely taken into account in [38].
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Based on the answer to the above three questions, the steps of disturbing the topology structure of the social network are outlined in Algorithm 1. A social network G(V,E,A) that needs to be disturbed (Here, V is the set containing all the nodes in the network, E is the set containing all the connections between different nodes in the network, and A is the set containing the different attributes of each node in the network), the size of a subnetwork M, a parameter a that is used to control the level of noise nodes, and the variance of the Gaussian distribution σ as the inputs to Algorithm 1. The disturbed social network G′(V′,E′,A′), namely the negative social network, as the output of Algorithm 1. In Algorithm 1, the AttNetNRI first initializes G′(V′,E′,A′) (Line 1), i.e., assigns V, E, and A to V′, E′, and A′ separately, and then adds the noisy nodes Noisy_nodes to network G′ (Lines 2–3). Next, the AttNetNRI calculates a series of probability P=(p1,p2,...,pM∗(M−1)/2) according to parameter M and σ, where pi represents the probability that there are i pairs of nodes in the generated negative subnetwork having different relationship from those in the corresponding positive subnetwork. The pi can be calculated as follows:

pi=12πσexp−(i−1)22σ2∑j=1M∗(M−1)/212πσexp−(j−1)22σ2.(1)

After that, the AttNetNRI generates negative subnetworks to disrupt the topology structure of the social network (Lines 6–23). Specifically, M nodes are first randomly selected from G′ as the positive subnetwork (Line 6), and set as visited (Line 7). Then, several pairs of nodes are randomly selected from the subnetwork according to P, and the relationship between them is flipped (Lines 8–17). Specifically, the AttNetNRI will eliminate any edges present in the subnetwork if there are any between the chosen pair of nodes. If there is no edge between them, the AttNetNRI will add an edge to the subnetwork. The flipping steps will be repeated until the generated negative subnetwork is a connected graph. Next, the AttNetNRI assigns the attributes to the noise nodes (Lines 19–23), where the attribute of a noise node is set to the same as one of its neighbor nodes. The AttNetNRI will repeat the above steps until all nodes are visited.

Although the negative survey has been used to preserve the topology structure of social networks, there are two differences between the AttNetNRI and the existing method. Firstly, the existing method primarily concentrates on the private social network topology structure, while the AttNetNRI can preserve not only topology but also node attributes. Secondly, when the network contains fewer nodes, the effectiveness of existing methods to reconcile privacy concerns with the utility of social networks is constrained. By contrast, given that the AttNetNRI adds several noise nodes to networks, the AttNetNRI can always provide a better ability to balance privacy and utility no matter the size of the social network.

3.2 Steps of Hiding Node Attributes

Although directly concatenating all attributes of a node and converting the attribute string to a negative database can hide the information of attributes, it is a trivial task to recover the attribute value from the negative database when the range of attribute value is small. For a negative database with m bits in each record, the hidden record can be obtained after 2m attempts. We have tried to recover the hidden string from a negative database with different m on a computer with a 2.10 GHz CPU, and the results are given in Fig. 2. From Fig. 2, it can be found that when m<30, a computer with regular configuration can recover the attribute within 0.35 s. Therefore, it is necessary to ensure the length of the node attribute string before converting it to the negative database. However, directly copying the attribute string to multiple samples is useless, given that the attacker can significantly reduce the number of attempts by keeping the values of bit in the attribute string the same as that in each sample. For this purpose, a dedicated strategy is proposed to expand the attribute string. For each node v, the AttNetNRI randomly selects one of its neighbor nodes and then concatenates the attribute strings of the node v and the selected neighbor node. The reason for this is that the neighbor nodes usually have similar attributes, and concatenating them can not only expand the attribute string but also keep the community structure of the social network. If the length of the attribute string is still not enough after concatenating, the AttNetNRI expands the concatenated string to multiple samples. To diversify the samples, the AttNetNRI adds Gaussian noise to each attribute for every sample.
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Figure 2: The time changes with the size of the attribute string m
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After expanding the node attribute string, the AttNetNRI converts it to the negative database to hide the attribute information. Recently, Zhao et al. [39] designed a new negative database generation method called QK-hidden algorithm (QK-NDBs for short), which can control not only the probability of generating different types of records but also the probability of flipping each bit of a record, so that the QK-NDBs can provide more flexibility to balance the estimation accuracy and privacy level of hidden information. Therefore, the AttNetNRI employs the QK-NDBs to convert the expanded attribute string to the negative database. To better understand the steps of hiding the node attributes, here we briefly introduce the steps of QK-NDBs, of which pseudo codes are given in Algorithm 1. In Algorithm 1, s is the original string with m bits, and L is the maximum length of the attributes. To illustrate with a simple example, if the original string s contains three attributes, of which binary strings have three, four, and five bits separately, then for this string s, m=3+4+5=12 and L=max{3,4,5}=5. The size of NDBs is controlled by the parameter r, and K is the number of different types of records contained in the negative database. Here, different types of records refer to the records which have different numbers of specified bits that differ in the original string. The probability of adding a record with i specified bits to the negative database is pi, while qi indicates the probability of inversing the ith bit of an attribute when generating records in the NDB. The QK-NDBs starts with the initialization, where the negative database NDBs is set as an empty set (Line 1), and the size of NDBs is calculated by using the parameter r (Line 2). Then, the QK-NDBs repeatedly generates the record v and adds v to NDBs until its size reach Nsize (Lines 3–16). More specifically, the QK-NDBs first determines the type of the record, namely the number of specified bits in the record that are different from the original string, according to the probability P′=(p1′,p2′,...,pK−1′) (Lines 5–12). Then, the QK-NDBs randomly selects i bits from the record according to the probability Q=(q1,...,qL) and sets them as the values that are different from s (Line 13). After that, the QK-NDBs randomly selects K−i bits from the rest m−i bits and sets them as the values same as that in the string s (Line 14). At this moment, a record v is completely generated and the QK-NDBs adds it to the negative database NDBs (Line 15).
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On the whole, the steps of hiding the node attributes are summarized in Algorithm 3. For each node, v in the social network, the AttNetNRI first expands the attribute string of v until its size is greater than MinSize (Lines 3–11). To be specific, a neighbor node of v is randomly selected (Line 3), and then the attribute strings of the neighbor node and v are concatenated. Here, the sequence of them is randomly assigned by the algorithm. Then, the value of each attribute in the concatenated attribute string is disturbed by Gaussian noise (Line 8) and appended to the string s (Line 9). The steps of disturbing and appending are repeated until the size of s is greater than MinSize. After obtaining the expanded attribute string, the AttNetNRI employs the QK-NDBs algorithm, namely Algorithm 2, to generate the negative database for the expanded attribute string (Line 12). Finally, the AttNetNRI updates the attribute of node v with the NDBs, to preserve the privacy of its attributes (Line 13).

An example of the steps of Algorithm 3 is given in Fig. 3, where the attribute social network with six nodes obtained by steps of disturbing topology structure of AttNetNRI is plotted in Fig. 3a. Here, each node has four attributes. For node 5, according to the steps of Algorithm 3, its neighboring node namely node 4 is first randomly selected, and then the attribute strings of nodes 4 and 5 are randomly concatenated by aligning as Att, which is plotted in Fig. 3b. Then, the value of each attribute in the Att is disturbed by Gaussian noise, which is randomly determined by the algorithm. Next, expand the value of each attribute in the set s by the same factor so that each attribute value has the length of 10 when converted to binary, and overwrite the original value in s with the expanded value. The steps of disturbing and appending are repeated until the size of s is greater than the threshold MinSize. Fig. 3c gives the size of s is greater than MinSize after the above steps are repeated i times, at which point the resulting set s is the final attribute string. After obtaining the expanded attribute string, the QK-NDBs is employed to generate the negative database for the expanded attribute string s. Next, AttNetNRI updates the attribute of node 5 with the NDB5. Repeat the above steps in Algorithm 3 until all the node attributes in the attribute social network are hidden by the negative database. Finally, the disturbed social network with hidden attributes G′ is the output of AttNetNRI, which is plotted in Fig. 3d.
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Figure 3: An illustrative example of Algorithm 3. (a) The attribute social network. (b) The process of expanding the attributes for the first time in Algorithm 3. (c) The process of expanding the attributes for the last time in Algorithm 3. (d) The social network with hidden attributes

3.3 Euclidean Distance Estimation for Negative Databases

The reason for using Euclidean distance is that it is a widely used similarity metric for real-value attributes [40]. Of course, many other metrics can be exploited to provide a measure of the similarity of the attributes of different nodes. These distance estimations are similar to the estimation of the Euclidean distance, which is easy to deduce from the derivation of Euclidean distance estimation. When calculating the Euclidean distance between attributes of different nodes, the value of each attribute is required. However, in the AttNetNRI, the node attributes are hidden in the negative database, which makes the values of attributes unavailable. Therefore, how to estimate the Euclidean distance between two hidden attributes is key to the AttNetNRI. Here, it is worth mentioning that in [39], Zhao et al. suggested a method to estimate the Euclidean distance from the negative database, but it cannot be used by the AttNetNRI. It is because the method proposed in [39] is designed for estimating the Euclidean distance between the NDB and a binary string, but the AttNetNRI converts all node attributes to negative database.

From the steps shown in Algorithm 2, it can be found that the probability that each record in the QK-NDBs is different from the hidden string s in a certain binary bit is able to be calculated by the Eq. (2).

Pdiff[i]=Ndiff[i]Ndiff[i]+Nsame[i],(2)

where Ndiff[i] and Nsame[i] are the total number of records contained in the negative database where ith bit is different from or the same as the corresponding bit of the hidden string s, respectively.

Specifically, based on the characteristics of the QK-NDBs, when generating the record of the ith type, it is necessary to select i fetching inverse bits, so the total number of records for which the ith bit of the attribute is different from the corresponding bit of the hidden string s can be calculated by the following equation:

Ndiff[i]=∑j=1Km∗r∗pj∗j∗qi,(3)

Similarly, since the probability of selecting a positive bit is random, the probability of taking a positive bit for the ith bit of the attribute is 1/L. When generating the record of the ith type, K−i inverse bits need to be selected, so the total number of records where the ith bit of the attribute is the same as the corresponding bit of the hidden string s is calculated as follows:

Nsame[i]=∑j=1Km∗r∗pj∗(K−j)∗L−1,(4)

Substitute Eqs. (3) and (4) in Eq. (2), the value of Pdiff[i] can be calculated as follows:

Pdiff[i]=∑j=1Kj∗pj∗qi∑j=1Kj∗pj∗qi+∑j=1Kpj∗(K−j)∗L−1,(5)

If the jth bit of the hidden string s is at the ith bit of one attribute, then the probability that the value of the jth bit of s is ‘1’ can be estimated by the following equation:

P(sj=‘1′)=(Pdiff[i])n0∗(Psame[i])n1(Pdiff[i])n0∗(Psame[i])n1+(Pdiff[i])n1∗(Psame[i])n0(6)

where n0 and n1 are the number of ‘0’ s or ‘1’ s at the ith bit of all the records in NDBs, and Psame[i] = 1-Pdiff[i]. Based on this, the probability Qsd that the decimal value of the hidden string s is sd can be calculated as follows:

Qsd=∏i=1mP(si=sid)(7)

where m is the length of the hidden string s, and sid is the value of i-bit in the binary representation of si. Furthermore, the Euclidean distance between two hidden strings x and y from NDBx and NDBy can be estimated as follows:

E(x,y)=∑i=02m−1∑j=02m−1(i−j)2∗Qix∗Qjy(8)

where Qix is the probability that the value of the hidden string x after converting it to decimal is i, similarly, Qjy is the probability that the value of the hidden string y after converting it to decimal is j. It can be found that the length of the hidden string x and y is m, in which case the possible decimal values of x and y are 0, 1, 2,..., 2m-1.

In general, nodes of social networks may contain multiple attributes, i.e., the attributes of a node are an n-dimensional vector. Suppose that X and Y are two n-dimensional attribute vectors, and the binary length of each dimensional attribute is m1, m2,..., mn, respectively. Then, the Euclidean distance between vectors X and Y can be estimated as follows:

E(X,Y)=∑k=1n∑i=02mk−1∑j=02mk−1(i−j)2∗Qixk∗Qjyk(9)

4  Privacy Analysis of the AttNetNRI

In this paper, the attack model is assumed as follows. The attacker has several background knowledge about a user and then tries to identify the user from the social networks. Here, three different kinds of attack methods including friendship attack, subgraph attack, and attribute attack are considered, where the attacker owns different background knowledge.

4.1 Friendship Attack

In the friendship attack, the background knowledge known by the attacker is the degree of the target user and one of his/her friends in the social network. Fig. 4a gives an illustrative example of friendship attack. If the attacker knows that the degrees of the target user Alice is three and her friend Bob only owns one friend, then the attacker can uniquely identify that node 5 in Fig. 4a is Alice.
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Figure 4: The illustrative example of three kinds of attacks. (a) Friendship attack. (b) Subgraph attack. (c) Attribute attack

The network outputted by the AttNetNRI can defend against the friendship attack, given that the AttNetNRI disturbs the topology structure of social networks which probably changes the degree of the nodes in the social network, which prevents the attacker from uniquely identifying the target node from the network based on the degree of the target node and its friends. To further analyze the probability of the AttNetNRI successfully defending the friendship attack, the probability that the AttNetNRI does not change the degree of two given nodes n1 and n2 is calculated as follows. Here, the connection between nodes n1 and n2 is represented by an edge. In the AttNetNRI, ⌈NM⌉∗M−N+a∗M noise nodes are first added to the network, and then the network is divided into several subnetworks. Therefore, the probability of nodes n1 and n2 are divided into the same subnetwork, namely Psame, and the calculations can be made according to the following formula:

Psame=M−1(⌈NM⌉+a)∗M−1,(10)

After obtaining all subnetworks, the AttNetNRI disturbs the structure of each subnetwork. If nodes n1 and n2 are divided into different subnetworks, then the probability that the degree of nodes n1 and n2 do not change, namely Punchangeddiff, can be calculated as follows:

Punchangeddiff=[∑i=1(M−1)∗(M−2)/2pi∗((M−1)∗(M−2)/2i)(M∗(M−1)/2i)]2,(11)

where pi is the probability that the AttNetNRI flips the relationship between i pairs of nodes in the positive subnetwork. If nodes n1 and n2 are divided into the same subnetwork, then the probability that nodes n1 and n2 do not change in degree, namely Punchangedsame, can be calculated as follows:

Punchangedsame=∑i=1(M−2)∗(M−3)/2pi∗((M−2)∗(M−3)/2i)(M∗(M−1)/2i).(12)

Accordingly, the probability that the AttNetNRI does not change the degree of two given nodes n1 and n2, namely the probability that the attacker successfully executes friendship attack can be calculated according to Eq. (13).

pfriend=psame∗Punchangedsame+(1−psame)∗Punchangeddiff.(13)

Fig. 5 displays the probability that an attacker conducts a successful friendship attack under different parameters M. In Fig. 5, the pfriend is below 0.02 when M>15, which implies that the attacker can only successfully execute friendship attack with a relatively low probability. That is to say, the network outputted by the AttNetNRI can defend the friendship attack.
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Figure 5: The probability of an attacker successfully conducting a friend attack on a negative social network under different M (N = 1000, σ = 1, a = 100)

4.2 Subgraph Attack

Different from the friendship attack, the subgraph attack supposes that the attacker has knowledge of the subgraph including the target user and its neighborhood structure. As shown in Fig. 4b, if the attacker obtains a subgraph about the relationship of Alice that is plotted at the bottom of Fig. 4b, then Alice can be recognized by the attacker as node 5, even though the personal information of each node is hidden.

Since the AttNetNRI disturbs the structure of the network, the network outputted by the AttNetNRI can also resist the subgraph attack. To further analyze the probability of the AttNetNRI successfully defending the subgraph, here we suppose that the number of nodes in the subgraph known by the attacker is V. In the AttNetNRI, each node in the network is randomly segmented into several subnetworks, and there are ∑i=1C1i!∑k=0i(−1)k(ik)(i−k)n different divisions of the subgraph known by the attacker. Here, C=⌈N/M⌉+a is the number of subnetworks included in the network. For simplification, in this paper, we assume that these V nodes are evenly divided into each subnetwork, and thus there are v=VC nodes of subgraph known by the attacker in each subnetwork. According to the steps of AttNetNRI flipping the relationship between the nodes in each subnetwork, the probability that the AttNetNRI does not change the relationship between v nodes of subgraph included in one subnetwork, namely Punchangedone, can be calculated by the following equation:

Punchangedone=∑i=1(M−v)∗(M−v−1)/2pi∗((M−v)∗(M−v−1)/2i)(M∗(M−1)/2i).(14)

Since the AttNetNRI independently disturbs the structure of each subnetwork, the probability of AttNetNRI not changing the structure of the subgraph known by the attacker, namely Psubgraph, can be calculated as follows:

Psubgraph=∏i=1CPunchangedone.(15)

The curve of Psubgraph changing with parameter M is plotted in Fig. 6, where the probability of AttNetNRI not changing the structure of subgraph known by the attacker is less than 4.5∗10−18 when M<83. That is to say, it is a tiny probability event for the attacker to successfully execute a subgraph attack when M<83. Consequently, the network outputted by the AttNetNRI can defend the subgraph attack.
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Figure 6: The effect of different M on the probability of an attacker successfully conducting a subgraph attack on a social network disturbed by AttNetNRI (N = 1000, σ = 1, a = 100, V = 30)

4.3 Attribute Attack

For the attribute attack, it allows the attacker not only to own the structure of a subgraph but also the attributes of the nodes in the social networks. Take the social network displayed in Fig. 4c as an illustrative example. If the attacker only knows a subgraph of Alice shown at the bottom of Fig. 4c, the attacker cannot uniquely determine Alice from the network, given that there are two subnetworks, namely {1,2,3} and {1,5,6}, own the same structure of the subgraph. However, with the help of node attributes, the attacker can directly confirm that node 5 represents Alice. For the networks outputted by the AttNetNRI, the attacker cannot know the value of node attributes, given that the node attributes are hidden in the negative database, and recovering the original string from a negative database is an NP-hard problem. To show the difficulty of an attacker recovering the attribute value from the negative database more intuitively, here we display how the number of attempts changes with the size of the attribute string in Fig. 7. Due to dramatic growth, Fig. 7 shows the logarithmic value of attempts under different sizes of the attribute string. In Fig. 7, it can be found that with the growth of attribute string size, the number of attempts required by the attacker to recover the attribute string from the negative database exponentially increases. Furthermore, even if the attacker recovers the attribute string from the negative database, he/she still cannot identify the specific value of the attributes of the node according to the attribute string. It is because the attribute string contains the attribute of two nodes with a random order, and the value of each attribute is disturbed by Gaussian noise. Therefore, the AttNetNRI can effectively preserve the privacy of topology and node attributes in the attribute social networks even though the attacker has knowledge of the structure of a subgraph and the values of the node attributes.
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Figure 7: The number of attempts changes with the size of the attribute string m

5  Experimental Studies

5.1 Compared Algorithms and Data Sets

5.1.1 Compared Algorithms

In this paper, the proposed method AttNetNRI is compared with three privacy-preserving methods that are specifically tailored for attributed social networks, including KDLD [8], ACA [41] and CANA for short [42]. To be specific, to preserve the privacy of social networks, the KDLD combines k-degree anonymity with l-diversity, where for each node, there are at least k-1 other nodes sharing the same degree, and the number of nodes with the same degree having different attribute labels is l. To prevent the attacker from using node attributes to identify specific nodes, the ACA generalizes the node attributes so that for each pair of nodes, where at least k-1 pairs of nodes owing the same attributes. For the CANA, it uses a node addition strategy as well as an attributes generalization strategy to disturb the attribute social networks, which reduces the number of modified edges while ensuring the social network satisfies k-couplet anonymity.

5.1.2 Tested Data Sets

The performance of the developed AttNetNRI is verified in this paper using two groups of attribute social networks. The topology structures of them are all generated by using the LFR benchmark, which is developed by Lancichinetti et al. [43] and called after the authors with parameters including N (the number of nodes), davg (the average degree of the nodes), dmax (the maximum degree of the nodes), Cmin (the minimum of the community size), Cmax (the maximum of the community size) and μ (the mixing parameter). Here, the higher the value of μ is, the more ambiguous the structure of the network is. For the first group of social networks, their node attributes are generated by the LFR-EA method, based on the LFR benchmark, designed by Elhadi et al. [44] and also called after the authors, where the fluctuation of node attributes among one community is controlled by a parameter v. A large value of v indicates a higher fluctuation in the attributes. The second group of social networks directly uses real-world numerical datasets as their node attributes, where the nodes in the same community are assigned the attribute values belonging to the same cluster of real-world numerical datasets so that the node attributes within a community are similar to each other.

In the experiments, seven networks without node attributes are first generated by using the LFR benchmark, of which parameters are given in Table 2. For the first four networks, four types of attributes are generated by using the LFR-EA, where the attribute ranges are set as [1,5], [1,10], [1,12] and [1,10], and the fluctuating parameter v are set as 0.2, 0.5, 0.2, and 0.5 separately. For the rest two networks, the iris [45] and breast cancer datasets [46] are employed to generate their node attributes, where each record owns four numerical attributes and with classification results. Then, each community of networks is randomly assigned a cluster of the dataset. Finally, each node randomly selects a record from the assigned cluster as its attribute. The details of these seven different networks are summarized in Table 3.
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5.2 Privacy and Utility Metrics

5.2.1 Privacy Metric

The information entropy is an indicator to evaluate the complexity and diversity of a system, which can be calculated as follows:

Privacy=−∑i=1Npi∗log2pi,(16)

where N is the number items in the system, and pi is the proportion of the i-item appearing in the system. The larger the value of entropy is, the more complex a system is.

In attribute social networks, two different types of information need to be preserved, namely structure information and attribute information. To this end, two types of information entropy are employed as privacy metrics in this paper. The first privacy metric is the structure information entropy, which calculates the entropy of node degree in a disturbed network to estimate the ability to preserve the privacy of structure information [47]. Regarding the structure information entropy, N represents the highest degree of nodes in social networks, and pi represents the percentage of nodes having degree i. The second metric is attribute information entropy, where the entropy of node attributes is taken into account to evaluate the privacy level of attributes [48]. In the other world, for the attribute information entropy, N represents the number of different node attribute values in attribute social networks, and pi is the probability of the value i appearing in the node attributes. It is significant to highlight that, in this paper, the attributes of the datasets used for the experiments are continuous, so it is necessary to discretize the continuous attributes to calculate the attribute information entropy. Here, the equal-width method is used for discretization, where the width of each attribute that is processed by different methods is 2.

5.2.2 Utility Metric

In this paper, the utility of a network is estimated from four aspects. The first metric is the number of triangles in the network [49], which indicates the extent of close ties and information flow in the network. The second metric is the clustering coefficient, which quantifies the extent to which nodes within the network are clustered [50]. The third metric is the cosine similarity between the shortest path of each pair of nodes in the original and disturbed networks, which assesses how each pair of nodes in the network has changed in relationship [51]. The fourth metric is the normalized mutual information [52], which estimates the similarity between the community detection results on the original and perturbed networks. The NMI can be calculated as follows:

NMI(A,B)=−2∑i=1MA∑j=1MBMi,jlog(Mi,jnMi.M.j)∑i=1MAMi.log(Mi.n)+∑j=1MBM.jlog(M.jn),(17)

where n is the size of the network, A and B are the result of community detection in original and disturbed networks, respectively, and M is the confusion matrix whose element Mi,j denotes the number of nodes belonging to the community i in partition A that are also belonging to the community j in partition B. MA(MB) is the number of communities in the partition A(B), and Mi.(M.j) is the total of M in row i(column j). In the experiments, the dual-population-based multi-objective evolutionary algorithm (DP-MOEA) [53] is used to detect communities from the attribute social networks.

5.3 Performance Analysis

5.3.1 Normalized Mutual Information

Fig. 8 plots the values of NMI of different algorithms for disturbed social networks, where a higher value of NMI signifies a better utility of the social network. From Fig. 8, it can be observed that the social networks disturbed by the AttNetNRI own the best overall utility, given that on all seven networks, the performance of the AttNetNRI consistently ranked in the top two. In contrast, the ACA and CANA are always worse than AttNetNRI. Although the KDLD performs slightly better than the AttNetNRI when the Privacy is relatively lower, its performance considerably deteriorates as the Privacy increases. The performance of KDLD is worse than that of AttNetNRI when the Privacy is higher than 4.98 on the networks of 150_0.2_v0.2 and 150_0.2_v0.5, 6.13 on the networks of 500_0.2_v0.2 and 500_0.2_v0.5, 4.99 on the networks of 150_0.2, and 6.45 on the networks of 500_0.2. Therefore, the AttNetNRI can better preserve the community structure of attribute social networks than the three comparison algorithms, especially when the Privacy is high.
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Figure 8: The comparisons of NMI between AttNetNRI and three compared algorithms under different Privacy. (a) 150_0.2_v0.2. (b) 150_0.2_v0.5. (c) 500_0.2_v0.2. (d) 500_0.2_v0.5. (e) 150_0.2. (f) 500_0.2. (g) 699_0.2

5.3.2 Clustering Coefficient

The absolute value of the difference in clustering coefficient between the original social networks and attribute social networks disturbed by four algorithms(CC for short) is plotted in Fig. 9. The smaller the value of the CC is, the higher the utility the network has. Note that, to show the performance differences between different algorithms, the values of CC greater than 0.05 are directly set as 0.05. In Fig. 9, the value of CC on networks disturbed by the CANA is always greater than 0.05 on most attribute social networks. On the network with 150 nodes, the KDLD reaches competitive performance when the Privacy is relatively small, its performance considerately deteriorates with the increase of Privacy. Moreover, the performance of KDLD is far greater than 0.05 on the social network with 500 nodes when the Privacy is relatively small. Although the networks obtained by the ACA have a competitive on CC, they are still greater than that of the AttNetNRI. In comparison, the values of CC on networks disturbed by the AttNetNRI are always less than 0.05 on all networks. Consequently, the attribute social networks disturbed by the AttNetNRI own better utility than that of the other algorithms.
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Figure 9: The comparisons of CC between AttNetNRI and three compared algorithms under different Privacy. (a) 150_0.2_v0.2. (b) 150_0.2_v0.5. (c) 500_0.2_v0.2. (d) 500_0.2_v0.5. (e) 150_0.2. (f) 500_0.2. (g) 699_0.2

5.3.3 Number of Triangles

Fig. 10 displays the trade-off between the Privacy and the absolute value of the difference in clustering coefficient between the original social networks and attribute social networks disturbed by different algorithms (NoT for short). It can be found from Fig. 10 that the networks disturbed by the AttNetNRI have better utility than that of the other three algorithms. Further, the superiority of the AttNetNRI is more obvious on the networks with more nodes. On the networks with 150 nodes, the AttNetNRI achieves a competitive performance when the Privacy is less than 4.99, and the best performance on most of the remaining cases. Although on the network 150_0.2_v0.2, the values of NoT of the AttNetNRI are greater than that of the ACA, their values are very close together. On the networks with 500 nodes, the AttNetNRI exhibits the best performance in most cases of Privacy. Although on the network 500_0.2_v0.2, when the Privacy is greater than 6.13, the AttNetNRI does not achieve the best performance, its performance is still similar to the best results. Accordingly, the AttNetNRI can receive social networks with better utility than the three other compared algorithms in terms of the NoT.
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Figure 10: The comparisons of NoT between AttNetNRI and three compared algorithms under different Privacy. (a) 150_0.2_v0.2. (b) 150_0.2_v0.5. (c) 500_0.2_v0.2. (d) 500_0.2_v0.5. (e) 150_0.2. (f) 500_0.2. (g) 699_0.2

5.3.4 The Cosine Similarity of Shortest Path between Different Nodes

The cosine similarity between the shortest path of each pair of nodes in the original and disturbed networks (PLS for short) under different Privacy is given in Fig. 11. It can be noticed that the cosine similarity achieved by the AttNetNRI is the highest in most cases, and in those cases where the performance is not the best, the utility of networks disturbed by the AttNetNRI is close to the best one. For the CANA, the similarity achieved by it is less than that of the AttNetNRI in most cases. As for the KDLD and ACA, although they achieve better cosine similarity than the AttNetNRI in a few cases, their performance fluctuates greatly as the changes of Privacy. In contrast, the cosine similarity achieved by the AttNetNRI is always greater than 0.94. Therefore, the values of PLS in networks after being anonymized by the AttNetNRI is the most similar to the original networks among the networks disturbed by all four algorithms.
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Figure 11: The comparisons of PLS between AttNetNRI and three compared algorithms under different Privacy. (a) 150_0.2_v0.2. (b) 150_0.2_v0.5. (c) 500_0.2_v0.2. (d) 500_0.2_v0.5. (e) 150_0.2. (f) 500_0.2. (g) 699_0.2

To summarize, from Figs. 8–11, the following three observations can be obtained. First, among the algorithms employed for comparison the developed AttNetNRI owns an overall best performance. Second, the AttNetNRI is more suitable for social networks with more nodes. Third, the superiority of AttNetNRI is more obvious when the privacy level is high. The reasons for the better performance of the AttNetNRI can be attributed to the following two points. On the one hand, the developed AttNetNRI modifies the topology structure is by affecting only the relationships between nodes within the same subnetwork, and the relationship between the nodes belonging to different subnetworks is unaltered, which reduces the effect on the network structure. In contrast, the compared algorithms randomly change the relationship between different nodes across the entire network, which might potentially destroy the relationships between nodes and result in low utility. On the other hand, when preserving the privacy of node attributes, the AttNetNRI only adds Gaussian noise to the attributes and then hides them in the negative database, which has little impact on the node attributes. In comparison, the other algorithms generalize node attributes to satisfy certain data publishing models, which makes the attributes of different nodes tend to be the same, and thereby decreases the utility of social networks.

5.3.5 The Comparison of Performance Stability of Different Algorithms

To confirm the stability of the performance between the proposed AttNetNRI and the other three comparison algorithms, the variance of NMI values distributed among four algorithms on network 500_0.2_v0.5 is calculated and displayed in Table 4. From Table 4, it can be found that the developed AttNetNRI owns the minimum variance on the network 500_0.2_v0.5, which indicates that the performance of the AttNetNRI is more stable than the other three comparison algorithms. As a result, the proposed AttNetNRI has superior stability over compared algorithms in addition to achieving improved utility.

[image: images]

5.4 Effectiveness of Topology Disturbing and Attribute Hiding

To verify the effectiveness of two parts of the developed AttNetNRI, two variants of AttNetNRI are developed, which are called AttNetNRI_PBCN and AttNetNRI_KAB. The AttNetNRI_PBCN is generated by replacing the topology disturbing part with PBCN [49], which is a privacy-preserving method for the topology structure, and randomly alters the relations between nodes in the social network to satisfy the differential privacy. The AttNetNRI_KAB replaces the attribute hiding part of the AttNetNRI with the KAB [54], which is a privacy-preserving method for node attributes, and clusters the data into k groups based on the clustering method and uses the black hole algorithm to find the optimal solution and then preserves the privacy by generalizing the attribute.

Table 5 lists the values of Privacy and NMI for the social networks disturbed by the AttNetNRI and its two variants under different parameter settings. Note that the values in Table 5 is the minimum and maximum values that the Privacy or NMI can reach. Here, the maximum and minimum values are used because the Privacy obtained by adjusting the parameters of different methods cannot achieve the same continuous value, and it is not possible to measure the effectiveness of the methods with the same Privacy. From Table 5, the following two observations can be obtained. First, both of topology disturbing and attribute hiding parts can improve the ability of privacy-preserving of the AttNetNRI while ensuring the utility of networks disturbed by the AttNetNRI. In Table 5, the AttNetNRI achieves the best NMI and Privcay on the first group of attribute social networks. Although the AttNetNRI_PBCN has the same Privcay as that of AttNetNRI, its NMI is worse than AttNetNRI on the four networks. In addition, as for the second group of social networks, compared to AttNetNRI_PBCN with the same value of NMI, AttNetNRI can achieve better utility of networks. Compared to AttNetNRI_KAB, AttNetNRI only obtains slightly lower NMI values, but the Privacy obtained by AttNetNRI is much higher than AttNetNRI_KAB.
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Second, compared to the topology distributing part, the attribute hiding part plays a more important role in the performance of AttNetNRI. In Table 5, the variant with other topology distributing methods, namely AttNetNRI_PBCN, achieves better Privacy than the variant having other attribute hiding methods, namely AttNetNRI_KAB, on the first group of attribute social networks, and better NMI on two networks. Conversely, the AttNetNRI_KAB only exhibits better NMI on the network 500_0.2_v0.2. Although the value of NMI obtained by AttNetNRI_PBCN on the second group of attribute social networks is lower than that of AttNetNRI_KAB, the difference is not significant. However, the value of Privacy obtained by AttNetNRI_KAB is much smaller than that of AttNetNRI_PBCN. Thus, the attribute-hiding part is more effective than the topology-distributing part.

6  Conclusion and Future Work

In this paper, we have proposed a privacy-preserving method for attributed social networks based on the negative representation of information, called AttNetNRI, in which a negative survey-based method is designed to disturb the topological structure to preserve the privacy of the topology structure, and a negative database method is suggested to hide the node attributes to preserve the privacy of them. The simulation experimental results indicate that both topology disturbing and attribute hiding parts are effective and can help the AttNetNRI to achieve an overall better performance than the other three algorithms tailored for attributed social networks.

There is also some work about the AttNetNRI that needs to be further studied. First, the social networks outputted by the AttNetNRI can only support the Euclidean distance estimation between different node attributes. However, there are many other distance metrics. In the future, it is interesting to develop an attribute hiding method that supports various distance metrics. Second, different people usually have different demands for privacy level. Therefore, the personalized privacy preservation method for attributed social networks deserves further study.
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Table 3: The information of seven synthetic attribute social networks

Network Nodes Edges Attribute number  Attribute range

150_0.2_v0.2 150 602 4 [1, 5],[1, 10], [1, 12], [1, 10]
150_0.2_v0.5 150 602 4 [1, 5],[1, 10], [1, 12], [1, 10]
500_0.2_v0.2 500 4976 4 [1, 5],[1, 10], [1, 12], [1, 10]
500_0.2_v0.5 500 4976 4 [1, 5],[1, 10], [1, 12], [1, 10]
150_0.2 150 602 4 [0, 7.71, [0, 4.4], [0, 6.9], [0, 2.5]
500_0.2 500 4976 4 [1, 10],[1, 10], [1, 10], [1, 10]
699_0.2 699 48280 4 [1, 10],[1, 10], [1, 10], [1, 10]
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Table 4: The variance of N M1 values distributed among four algorithms on network 500_0.2_v0.5

6.11 6.12 6.13 6.14 6.15
AttNetNRI 0.0048 0.0044 0.0034 0.0052 0.0016
KDLD 0.0066 0.0084 0.0072 0.0093 0.0054
ACA 0.019 0.0223 0.008 0.0126 0.0105

CANA 0.0081 0.0047 0.0053 0.0072 0.0040
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Algorithm 1: The steps of disturbing topology structure

Input: G( V,E, A): The positive social network

M: The number of nodes in a subnetwork
a: The parameter to control the level of noise nodes
o: The variance of the Gaussian distribution

Output: G'(V', E’, A'): The negative social network

1G <« G;

2 Noisy_nodes < Randomly generate (ﬁM/'} * M — |A'| 4+ a x M noisy nodes;

3 V' <« V'U Noisy_nodes;

4 P <« Calculate the probability of generating negative subnetworks with different structures according
to the parameters M and o;

5 while there are unvisited nodes in G’ do

6 Subnetwork <— Randomly select M unvisited nodes from G’;

7 Set all nodes in Subnetwork as visited;

8 do

9 index < Generate a rand number between (0, 1);

10 flag < 0;

11 fori=1— Mx(M—1)/2do

12 flag < flag + p;;

13 if index < flag then

14 break;

15 end

16 end

17 NegSubnetwork < Randomly flip the relationship between i pairs of nodes in Subnetwork;

18  while NegSubnetwork is a connected graph;

19  for each node v in Subnetwork do

20 if v € Noisy_nodes then

21 Randomly select a neighbor node u of node v and assign the attribute value of node u to
node v;

22 end

23 end

24 end

25 Return G'.
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Table 1: An example of negative database
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Algorithm 3: The steps of hiding node attribute

Input: G: The attribute social network

MinSize: The minimum length of attribute string

L: The maximum length of attritues

r: The parameter that is employed to control the number of records contained in the NDB
K: The number of different types of records contained in the NDB

P = (), p,,...,p,): The probability of producing different types of records

Q = (g, ¢, ..., q.): The inverse probability of attributes

Output: G': The social network with hidden attributes
1G <~ G;
2 for each node v in G’

3 Randmly select a neighbor node u of v from network G;

4 Att < Randomly concatenate the attribute strings of u and v;
5 s <~ @

6 while the size of s is less than MinSize do

7 for each attribute att in Att do

8 temp < Add a Gaussian noise to the value of att;
9 Append temp after s;

10 end

11  end

12 NDB, < QK-hidden (s, L, r, P*, Q); // Algorithm 2

13 Update the attribute of node v with NDB,i;

14 end

15 Return G'.






OEBPS/Images/CMES_48653-fig-5.png
p friend

0.2

0.18

0.16

0.14

0.12

0.1

0.08

0.06

0.04

0.02

20

30 40 50 60 70
The number of nodes in a group M

80

90





OEBPS/Images/CMES_48653-fig-13.png
Algorithm 2: QK-hidden (s, L, 1, P’, Q)
Input: s: The original string with m bits
L: The maximum length of attributes in s
r: The parameter that is employed to control the number of records contained in the NDB
K: The number of different types of records contained in the NDB
P = (p,,p.,....P_,): The probability of producing different types of records
Q = (¢1, ¢, ..., q): The inverse probability of attributes
Output: NDB,
1 NDB, < #;
2 N,., < mx*r;
3 while [NDB,| < N,.., do

4 v < {*};

5 rnd < Generate a random number between (0, 1);

6 flag < 0;

7 fori=1— Kdo

8 flag < flag + pj;

9 if rnd < flag then

10 break;

11 end

12 end

13 Randomly select i bits from v and set them as the values that are different from s with the
probability Q;

14 Randomly select the other K-i bits from v, and set them as the values that are same with s;

15 NDB, < NDB, U v;

16 end

17 Return NDB..
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Table 2: LFR benchmark settings

Network N g Ao Cin Chax I

150_0.2_v0.2 150 4 6 49 50 0.2
150_0.2_v0.5 150 4 6 49 50 0.2
500_0.2_v0.2 500 10 20 10 50 0.2
500_0.2_v0.5 500 10 20 10 50 0.2
150_0.2 150 4 6 49 50 0.2
500_0.2 500 10 20 249 250 0.2
699_0.2 699 10 20 349 350 0.2
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Table 5: The values of Privacy and N MI obtained by the AttNetNRI and its two variants on different
social networks

Method 150_0.2_v0.2 150_0.2_v0.5 500_0.2_v0.2 500_0.2_v0.5
Privacy NMI Privacy NMI Privacy NMI Privacy NMI
AttNetNRI 5.780, 6.104 0.855,0.920 7.394,7.565 0.775,0.912 7.126,7.309  0.810,0.856 7.583,7.745 0.803, 0.834

AttNetNRI_PBCN 5.780, 6.104 0.841,0.916  7.394,7.565 0.722,0.878  7.126,7.309  0.710,0.746  7.583,7.745 0.713, 0.734
AttNetNRI_KAB 3.970, 5.646 0.786,0.870  5.687,6.775 0.544,0.686 6.086,6.967  0.745,0.815 6.149,6.992 0.711, 0.748

Method 150_0.2 500_0.2 699_0.2
Privacy NMI Privacy NMI Privacy NMI
AttNetNRI 2.976,3.35 0.659,0.773  8.326,8.758 0.640,0.750  11.696, 12.184 0.667, 0.758

AttNetNRI_PBCN 2.976, 3.35  0.631,0.762  8.326,8.758 0.627,0.726  11.696, 12.184 0.654, 0.739
AttNetNRI_KAB 1.535,3.704 0.707,0.774  5.831, 6.647 0.641,0.749  6.278,7.375  0.729, 0.759
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