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Mobile internet technologies have transformed our daily lives, allowing us to connect, communicate, and access various services and applications anytime and anywhere. These technologies are set to play a significant role in the next generation of digital transformation, further increasing their impact by integrating with emerging technologies like 6G, quantum computing, and generative AI.

However, the increasing reliance on mobile internet technologies also brings significant security challenges. As mobile devices become central to both personal and professional activities, they become attractive targets for cyber threats. The convergence of advanced technologies introduces new vulnerabilities that can be exploited by malicious actors. For instance, with 6G’s anticipated ultra-low latency and massive connectivity, the attack surface for potential cyber threats expands dramatically. Similarly, quantum computing can break existing encryption methods. Therefore, this brings a need for the development of quantum-resistant algorithms. Generative AI, while offering enhanced capabilities, may also be used to create sophisticated phishing attacks, malicious codes, or deepfake content that could affect users and bypass traditional security measures.

In this Special Section of the CMES Journal, 18 high-quality papers with rigorous reviews have been published. This section attracted top-quality papers from various researchers in future mobile internet security. With CMES Journal broad reach, we are optimistic that these articles will grab significant attention and popularity among researchers working in similar domains.

Malware detection in the context of future mobile internet security is becoming increasingly critical as mobile devices continue to be the primary gateway for digital interactions. The future of mobile internet, with advancements such as 6G, quantum computing, and the proliferation of IoT devices, will introduce both new opportunities and challenges for malware detection. Ban et al. [1] presented a study on the effectiveness of adversarial examples in Malware Detection. An et al. [2] proposed a new approach to counter cyberattacks using the increasingly diverse malware in cyber security. In this scheme, authors proposed a dual Siamese network-based detection framework that utilizes byte images converted from malware binary data to grayscale and opcode frequency-based images generated after extracting opcodes and converting them into 2-gram frequencies. Han et al. [3] introduced a machine-learning framework for analyzing network traffic in IoT security incidents. Kim et al. [4] proposed a response strategy using a Reinforcement-Learning-based cyber-attack-defense simulation tool to address continuously evolving cyber threats.

For effective intrusion detection and anomaly detection, Kim and Kim [5] proposed a reconstruction error-based anomaly detection method using an autoencoder (AE) that utilizes packet metadata excluding specific node information. Furthermore, Kil et al. [6] focused on a memory-efficient intrusion detection approach incorporating multi-binary classifiers using optimal feature selection. Jeon et al. [7] examined methods for effectively utilizing machine learning-based malicious traffic detection approaches for lightweight devices. Furthermore, Jeon et al. [8] proposed an Internet of Wearable Things threat analysis framework (IWTW) framework that can derive security threats through systematic analysis of IoWT attack cases and possible security threats and perform cyber threat analysis based on them. Ji et al. [9] proposed an encrypted cyberattack detection system for IoT (ECDS-IoT), which derives valid features through statistical analysis of encrypted traffic and performs cyberattack detection in encrypted network traffic occurring in the IoT environment.

Network security is critical to securing communication and data integrity within any connected system, and its importance is magnified in the context of future mobile internet technologies. Hermosilla et al. [10] addressed the complex security challenges of 5G Networks by developing a dual-system model that integrates a proactive Network Application Validator with a Reactive, AI/ML-Driven Security System. Park et al. [11] presented a study on the investigation of Open-RAN specifications. Sánchez et al. [12] presented a probabilistic trust model and control algorithm designed to detect and mitigate malicious information injection attacks within edge computing environments. Cho et al. [13] proposed a novel system for encrypting personal information within the footage.

Furthermore, Chen et al. [14] proposed a low-energy data encryption (LEDE) method in which a modified version of AES and device system time are employed to enhance the security of the transmitted data and reduce the energy consumption of mobile devices. Park et al. [15] proposed a cross-domain bilateral access control protocol for blockchain-cloud-based data trading systems. Quantum-resistant encryption and cryptography for future mobile internet security grab significant attention. Jeon et al. [16] presented a new framework to construct quantum circuits of substitution boxes (S-boxes) using system modelling. Sarang et al. [17] focused on privacy and security concerns in Avtar and metaverse technologies. The authors determined the most significant threat for each component’s cyberattacks that will affect user data and Avatars. ML and AI are poised to play a transformative role in advancing security for the future mobile internet, addressing the growing complexity and scale of threats in the digital landscape. Xu et al. [18] proposed the FedAdaSS algorithm, an adaptive parameter server selection mechanism designed to optimize the training efficiency in each round of FL training by selecting the most appropriate server as the parameter server.

Finally, we are pleased with the technical depth of this special section and believe that it will significantly contribute to the advancement of future mobile internet security. We also hope the research presented here will inspire further exploration and innovation in these focused areas. In conclusion, we sincerely thank all the authors for their high-quality contributions and the reviewers for their efforts in ensuring the quality of this special section. We also extend our thanks to the Editor-in-Chief and the dedicated staff members for their invaluable support and guidance.
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