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Abstract: The digital text media is the most common media transferred via the internet for various purposes and is very sensitive to transfer online with the possibility to be tampered illegally by the tampering attacks. Therefore, improving the security and authenticity of the text when it is transferred via the internet has become one of the most difficult challenges that researchers face today. Arabic text is more sensitive than other languages due to Harakat’s existence in Arabic diacritics such as Kasra, and Damma in which making basic changes such as modifying diacritic arrangements can lead to change the text meaning. In this paper, an intelligent hybrid solution is proposed with highly sensitive detection for any tampering on Arabic text exchanged via the internet. Natural language processing, entropy, and watermarking techniques have been integrated into this method to improve the security and reliability of Arabic text without limitations in text nature or size, and type or volumes of tampering attack. The proposed scheme is implemented, simulated, and validated using four standard Arabic datasets of varying lengths under multiple random locations of insertion, reorder, and deletion attacks. The experimental and simulation results prove the accuracy of tampering detection of the proposed scheme against all kinds of tampering attacks. Comparison results show that the proposed approach outperforms all of the other baseline approaches in terms of tampering detection accuracy.
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1  Introduction

Nowadays, most digital media exchanged via the internet is in text form. The security challenges of text media have increased especially in terms of tampering by illegal attacks during the transmission process over the internet [1]. The reliability and security of text media have been improved regarding several information security techniques for preserving authentication of information transmission [2]. Several solutions and algorithms have been proposed for various purposes of digital media security such as copyright protection, verification of integrity, identification of owners, and access control. Most of these solutions are limited and applicable solely for images, audio, and video media in which hiding secure information within pixels of images, waves of audio, and frames of video to validate their authenticity later after transmission is easy, however, there is lack of such applicable solutions for text media [3–5].

A technique of digital watermarking (DWM) is one of the most used techniques for text media security, which can be embedded inside a digital text to provide security and reserve the watermarked text to have an authentic text without change [6].

Three core issues must be resolved in the text watermarking area: accuracy, security, and robustness [7]. Proposing high reliable approaches and strategies for sensitive text documents, especially in Arabic and English languages, is the most common challenge in this area [8]. Therefore, authentication of content, verification of honesty, and detection of tampering of sensitive text are major issues in different systems that require critical solutions [9].

The common critical examples of such critical sensitive digital contents are the Arabic Holy Qur’an, eChecks, online tests, and marks. Different Arabic alphabet characteristics such as diacritic lengthened letters and extra symbols of Arabic make it simple to modify the key meaning of the text material by making basic changes such as modifying diacritic arrangements [10,11]. The most popular soft computation and natural language processing (NLP) techniques that support the analysis of the text are hidden Markov model (HMM) and Entropy analysis.

In this paper, a hybrid method has been proposed for improving the detection accuracy of illegal tampering of Arabic text exchanged via the internet. The proposed method uses NLP and entropy analysis to analyze the given Arabic text and extract its interrelationship features. In addition, it utilizes the extracted features of the given Arabic text as a watermark key by embedding them logically within the original text and checks the authenticity of the given Arabic text after the transmission process. As a result, when any illegal tampering attacks are detected, one can then truly say whether the text was, indeed, tampered. The main contribution of the proposed method is to meet the high accuracy of identification of sensitive tampering attacks that can occur on the Arabic text transmitted through the internet.

The rest of the paper has four more sections. Section 2 presents a related work. Section 3 provides the proposed method. Section 4 describes the implementation, simulation, comparison, and results discussion and Section 5 offers conclusions.

2  Related Work

According to the literature reviewed in this paper of text watermarking area, the existing methods and solutions are classified into linguistic, structural, and zero-watermark methods[1,3,12]

In [12], a zero-watermarking technique has been proposed to tamper detection in the plain text based on the quality of the given context which can later be obtained using the extraction algorithm to define the tampering position in the text document. A zero-watermarking scheme has been presented in [13] for authentication purpose using the properties of the Arabic alphabets as series of verses without changing the original file. The proposed scheme applied to Holy Quran authentication in which the watermark key is produced by checking the surah name, number and verse numbers and then matching them with the one stored at the certification authority. A new tamper locating technique has been proposed in [14] to authenticate the contents of DOCX documents. The key mechanism of the proposed technique is storing the authentication information in the key file with .xml extension based on the segmentation of the displayed letters.

To enhance the imperceptibility and capacity of the Arabic text, a method of text watermarking suggested based on the accessible words [15]. In this method, any word-space is used to mask the Boolean bit 0 or 1 that physically modifies the original text. A new text-based steganography scheme was proposed to hide secure data in the Arabic documents [16]. The mechanism of this scheme considers Harakat’s and features exist in Arabic diacritics such as Kasra, Fatha, and Damma as well as reverses Fatha to cover the message.

A Kashida-marks invisible method of watermarking [17], based on the features of frequent recurrence of document security and authentication characters, was proposed. The method is based on a predetermined watermark key with a Kashida placed for a bit 1 and a bit omitted.

The method of steganography of the text was proposed to use Kashida extensions depends on the characters ‘moon’ and ‘sun’ to write digital contents of the Arabic language [18]. Also, Kashida characters are seen alongside with characters from Arabic to decide which hidden secret bits are kept by specific characters. In this form, four instances are included in the Kashida characters: moon characters representing ‘00’; sun characters representing ‘01’; sun characters representing ‘10’; and moon characters representing ‘11’. In ref. [19], a Kashida-based algorithm has been presented to enhance the capacity and security issues based on the insertion of variable numbers of Kashida per word. The proposed algorithm was designed to hiding the secret information within the texts using the Arabic script features based on the extension of theKashida.

A Unicode extended characters scheme has been presented in [20] to secure the textual information from illegal attacks. The mechanism of the proposed scheme depends on three main steps, the development, incorporation, and extraction of the watermark. The added watermark key is focused on the development of predefined coding tables. However, the scrambling strategies are often used to generate or remove the watermark key in safe mode. The substitution-based attack method has been proposed in [21] based on preserving the position of words in the text document. This method depends on manipulating word transitions in the text document.

Zero-based watermarking models have been proposed in [22,23] for authenticating information and detecting the malicious tampering of the Arabic text media. The proposed models use the Markov model to analyze the Arabic text and extract its characteristics to utilize them as watermark data. The findings of the experiment of the proposed models provide good efficiency and sensitivity to all kinds of tamper attacks that can occur randomly in any position of the Arabic text. Chinese text-based watermarking methods have been proposed in [24,25] for authentication of Chinese text documents based on the combination of the properties of sentences. The proposed methods are presented as follows: a text of the Chinese language is split into a group of sentences, and for each word, the code of semantic has been obtained. The distribution of semantic codes influences sentence entropy.

In reference [26], zero-watermarking technique has been presented to resolve the security issues of English text-documents such as verification of content and copyright protection. Azero-watermarking methods have been suggested based on Markov-model authentication of the content of English text [27,28]. In these methods, to extract the safe watermark information, the probability characteristics of the English text are involved and stored to confirm the validity of the attacked text-document. These methods provide good security against popular text attacks. For the defense of English text copyright, based on the present rate of ASCII non-vowel letters and terms, the conventional watermark technique [29] has been suggested.

All those approaches review in the literature of this paper make use of traditional techniques and lack addressing solutions for Arabic text in terms of tampering detection issues due to the complexity, nature, and structure of the Arabic text. However, the proposed method is an efficient hybrid model which makes use of both mentioned mechanisms and addresses the problem of content authentication and tampering detection even on very low tampering.

3  Proposed Method

An intelligent method has been proposed in this paper named (Intelligent Hybrid Scheme for Tamper Detection of Arabic Text) and abbreviated as IHSTDAT. NLP, Entropy, and zero watermarking techniques have been integrated with IHSTDAT to improve the detection accuracy of tampering attacks. The proposed method involved four core steps starting with a pre-processing step. The second step includes the Arabic text feature extraction and watermark generation. The third step involves the attack process and watermark extraction. The final step is the matching process. The details of these steps are explained below.

3.1 Pre-Processing Step

Spaces and newlines in the Arabic text can directly affect the meaning of the Arabic text and accuracy results. This step is responsible of checking the existing spaces and newlines within the given text and creating or removing them as required for the Arabic text. This step should be performed for both the original and attacked Arabic text. The output of this step is the pre-processed original or attacked Arabic text which will be used as an input for the next step (Arabic text analysis and feature extraction) as illustrated in Fig. 1 below.
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Figure 1: Pre-processing step of IHSTDAT

3.2 Feature Extraction and Watermark Generation Step

The proposed method is based on text analysis and feature extraction of the given text. These extracted features represent the interrelationships between the contexts of the given text which will be used as a watermark key. Watermark embedded has taken place logically in this method without any need to change the original text. This step can be divided into three sub-processes: text analysis, feature extraction, and watermark generation and embedding. The details of these sub-activities are explained below by using the following Arabic text sample.
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3.2.1 Arabic Text Analysis and Feature Extraction

This sub-process represents a core activity of the proposed method. Text analysis will be performed using the Markov model to analyze the context of the given Arabic text. The pre-processed original Arabic text is required as an input for this subprocess. Features of the given Arabic text will be extracted as a result of this process. The extracted features refer to the interrelationship between the given Arabic text. Three processes should be performed in this step: building Markov chain matrix, representing the given Arabic contexts as unique states and transitions, and finally finding the interrelationship between the given Arabic contexts. The available states and their transitions in the Arabic text sample are illustrated in Fig. 2 below.
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Figure 2: The available states and their transitions using IHSTDAT

The author assumes that “[image: images]” is a current state, and its next transitions are “ [image: images],” “ [image: images],” and “ [image: images].” It is observed that [image: images] transition occurs three times.

Building the Markov chain matrix and using it for representing the states and transitions of the given Arabic contexts and initializing zero value for all available transitions are shown inFig. 3.

[image: images]

Figure 3: Representation of the available states and their transitions using IHSTDAT

The text analysis and feature extraction of the given Arabic text sample are performed by the proposed method IHSTDAT to obtain the interrelationship of the given Arabic contents by computing the number of appearances of the potential conversions for every present state of a single unique Arabic word as calculated by Eq. (1) and illustrated in Fig. 4.
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Which n is a total number of available states and ts refers to the total of transitions.
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Figure 4: Text analysis and feature extraction of the provided Arabic-text using IHSTDAT

3.2.2 Watermark Generation and Embedding

The results of the text analysis and feature extraction process are utilized as inputs to this process in which entropy analysis will be applied to them for all transitions of each state by Eq. (2). However, the summation of all entropy values represents the watermark key which is calculated by Eq. (3) and illustrated in Fig. 5.
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where si is a transition(s) of each state.
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Figure 5: Entropy-analysis and generating watermark process of IHSTDAT
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In this method, the extracted features of the given Arabic-text and the generated watermark key are embedded logically with no need to change the original text by identifying all non-zero values in the Markov chain matrix.

3.3 Attack Process and Watermark Extraction Step

The core input of this step is the pre-processed attacked Arabic text. This process is a reverse process of the embedding process which is responsible for extracting the Arabic text features that are embedded logically within both the original and the attacked given Arabic text. The outputs of this process will be used as inputs for the matching process in the next step. The algorithm of attack and watermark extraction step is illustrated below in Algorithm 1.

 Algorithm 1: The algorithm of attack and watermark extraction step using IHSTDAT
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:

3.4 Matching Step

The extracted features of both the original and the attacked of the given Arabic text should be provided as inputs to run this algorithm. However, the status of the given Arabic-text is a core output of this step which can be authentic or tampered. The matching process is performed by two levels which are:

•    1st level: matching the whole original and attacked watermark keys. If these two watermark keys are similar in values and appearance, then the matching process will be stopped and the authentic Arabic text will be notified.

•    2nd level: matching based on the state level: this matching will be performed for each entropy value of every state’s transition which is calculated by Eq. (4).

[image: images]

where ERMS is the matching rate at the entropy of state level, ERO is the original entropy rate, and ERA is the attacked entropy rate.

The accuracy of the tampering detection is computed by Eq. (5) below.
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The matching step is illustrated in Fig. 6.
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Figure 6: Matching step using IHSTDAT

In addition, Algorithm 2 shows the whole pseudocode scheme of the proposed method IHSTDAT.

Algorithm 2: The general algorithm of the proposed IHSTDAT method
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:

4  Implementation, Results Discussion, and Comparison

The implementation of the proposed method IHSTDAT has been performed by self-developed software via the use of PHP vs code. Different simulation scenarios have been carried out using standard Arabic datasets of various sizes categorized as small, mid, and large datasets under predefined random attacks with their volumes categorized as low, mid, and high volumes.

4.1 Simulation Results of IHSTDAT

To evaluate the accuracy of tampering detection of IHSTDAT, scenarios of many studies are performed as shown in Tab. 1, for all forms of attacks and their volumes.

Table 1: Detection accuracy evaluation of IHSTDAT
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From Tab. 1 above and Fig. 7 below, it seems that the IHSTDAT approach gives sensitive results of detection of tampering in all attacks that the structure, semantics, and syntax of the content of Arabic text may have been carried out. As a comparison of detection accuracy based on attack types, the results show that the most sensitive tampering detection in all attack volume scenarios is the insertion attack.
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Figure 7: Accuracy evaluation of IHSTDAT using all attack’s rates

4.2 Comparison Results

This subdivision provides a comparison of the proposed IHSTDAT methods with other baseline methods named HNLPZWA presented in [22] and ZWAFWMM presented in [23]. The comparison analyzes their results in conjunction with key affected variables (i.e., scale of databases, forms of attacks, and volumes).

4.2.1 Comparison Results Under Low Attack Rate

Tab. 2 shows a comparison of the low attack rate effect on tampering detection accuracy of the proposed IHSTDAT method and other baseline methods HNLPZWA and ZWAFWMM.

Table 2: Detection accuracy comparison under low attack rate
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As a comparison of the general performance of all compared methods based on attack type, the results shown in Tab. 2 and Fig. 8 show that the insertion attack is the most sensitive for tampering and provides better accuracy than deletion and reorder attacks in all comparison scenarios. As a comparison of detection accuracy based on the compared methods, it seems that the proposed IHSTDAT method outperforms other baseline methods in all scenarios. This means the proposed IHSTDAT method is very sensitive to detect any tampering on Arabic text whenever the tampering volume is very low.
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Figure 8: Detection accuracy comparison under low attack rate

4.2.2 Comparison Results Under Mid Attack Rate

Tab. 3 shows a comparison of the mid-attack volume effect on tampering detection accuracy of the proposed IHSTDAT method and other baseline methods HNLPZWA and ZWAFWMM.

Table 3: Detection accuracy comparison under mid-attack rate
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According to the attack type factor, the results shown in Tab. 3 and Fig. 9 show that the insertion attack gives the best detection accuracy in all comparison scenarios. As a comparison of detection accuracy based on the compared methods, it seems the proposed IHSTDAT method outperforms other baseline methods in all scenarios. This means the proposed IHSTDAT method is very sensitive to detect any tampering on Arabic text whenever the tampering volume is very low or mid.
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Figure 9: Detection accuracy comparison under mid-attack rate

4.2.3 Comparison Results Under High Attack Rate

Tab. 4 shows a comparison of the high attack rate effect on tampering detection accuracy of the proposed IHSTDAT method and other baseline methods HNLPZWA and ZWAFWMM.

Table 4: Detection accuracy comparison under high attack rate
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Tab. 4 and Fig. 10 demonstrate how the accuracy of tampering detection is affected under the high volume of attacks against all compared methods. According to the attack type factor, the results show that the insertion attack gives the best detection accuracy as the same cases of low and mid volumes of attacks. As a comparison of detection accuracy based on the compared methods, results show that the proposed IHSTDAT method outperforms other baseline methods in all scenarios. This means the proposed IHSTDAT method is very sensitive to detect any tampering on Arabic text whenever tampering volume is very low, mid or high.

[image: images]

Figure 10: Detection accuracy comparison under high attack rate

5  Conclusion

In this paper, an intelligent method has been proposed to enhance the accuracy of tampering detection of Arabic text based on hybrid techniques (entropy, NLP, and watermarking techniques). The contribution of the proposed method is to meet high tampering detection accuracy of sensitive Arabic text exchanged via the internet without limitations in contents, nature, structure, or size of Arabic text. The types and volumes of tampering attacks are also addressed by the proposed method which has no limitations in the type of tampering attacks (insertion, deletion, or reorder attacks with very low, low, mid, or high volumes). The proposed method IHSTDAT has been implemented using self-developed software. However, the performance and detection accuracy of IHSTDAT have been simulated and evaluated under various scenarios of simulation and various regular Arabic datasets by different amounts of attacks. The baseline techniques HNLPZWA and ZWAFWMM were compared to the proposed IHSTDAT method. The findings reveal that IHSTDAT beats HNLPZWA and ZWAFWMM in terms of general performance and tampering detection accuracy. Furthermore, the findings illustrate that IHSTDAT refers to all Arabic literature, numbers, spaces, and special characters. For future research, the enhancement of detection accuracy and watermark fragility for all kinds of attacks should be considered.
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