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Abstract: Background: Electronic Health Record (EHR) systems are used as an efficient and effective technique for sharing patient’s health records among different hospitals and various other key stakeholders of the healthcare industry to achieve better diagnosis and treatment of patients globally. However, the existing EHR systems mostly lack in providing appropriate security, entrusted access control and handling privacy and secrecy issues and challenges in current hospital infrastructures. Objective: To solve this delicate problem, we propose a Blockchain-enabled Hyperledger Fabric Architecture for different EHR systems. Methodology: In our EHR blockchain system, Peer nodes from various organizations (stakeholders) create a ledger network, where channels are created to enable secure and private communication between different stakeholders on the ledger network. Individual patients and other stakeholders are identified and registered on the network by unique digital certificates issued by membership service provider (MSP) component of the fabric architecture. Results: We created and implemented different Chaincodes to handle the business logic for executing separate EHR transactions on the network. The proposed fabric architecture provides a secure, transparent and immutable mechanism to store, share and exchange EHRs in a peer-to-peer network of different healthcare stakeholders. It ensures interoperability, scalability and availability in adapting the existing EHRs for strengthening and providing an effective and secure method to integrate and manage patient records among medical institutions in the healthcare ecosystem.
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1  Introduction

Electronic Health Record (EHR) is a health-related critical and highly sensitive information for the diagnosis and treatment of patients under care [1,2]. There is a continuous and dramatic increase in the volume of patient’s data through multiple EHRs as existing EHRs have limited scope and accessibility because of scattered data as it belongs to specific patients and hospitals. One of the most significant and severe challenges the healthcare industry currently facing is the access, sharing, and rational distribution of EHRs among innumerable healthcare stakeholders such as hospitals, doctors, pharmacies, labs, insurance companies, researchers, and patient families. For instance, a patient with HIV or cancer disease has to keep and maintain a long history of treatment plan, medical diagnostic tests and reports, and post-treatment rehabilitation and monitoring process. Providing access to this information, storing, sharing, and distributing it among multiple healthcare stakeholders is crucial for keeping the patient’s medical history up-to-date, proper laboratory tests and diagnosis, treatment, and wellbeing of the patient [3]. It gives rise to several vulnerabilities and challenges, including tampering, stolen, deletion, privacy, secrecy, and interoperability of this personal healthcare information resulting in delayed and erroneous treatment that ultimately endangers patient’s life [4–7].

The EHRs are usually stored in the repositories of healthcare service providers and are often not shared between service providers or even with patients. On the contrary, when these medical records are shared, there are barriers to achieving it [8,9]. For example, interoperability stemming from various healthcare platforms and data standards can lead to both administrative and clinical errors [10]. Furthermore, the integration of large volumes of medical data causes inefficiencies and tiresome while recounting and re-informing the history of patients, repeated laboratory tests and their results, as well as different prescriptions of pharmaceutical drugs and unnecessary tests. It leads to severe confusion and clinical errors because of duplicated and incomplete information from various stakeholders [11].

So far, countries like the U.S, Canada, and the European Union have already started several projects to build redesign and upgrade existing EHR systems to integrate patient’s health records and medical histories. One of the most significant healthcare projects run and managed by CommonWell Health Alliance in the U.S. [12] provides a nationwide interoperability mechanism to connect and share existing EHRs, hospitals and healthcare information technology (HIT) systems and networks via certified integration platforms and intermediaries. However, this system is complicated, slow, difficult to achieve scalability, security, and privacy among patients EHRs leading to situations where lack of security and privacy measures and information shortage can cause severe clinical repercussions [13]. The centralized architecture also poses a grave threat and risk of single-point-of-failure and efficiency issues such as bottleneck of patient’s data flow when its volume increases in size and quantity. These existing EHR systems also need to keep and protect the log files used for recreating the previous state of medical records and histories of patient’s data, and this file is a legal document. It must be protected against all types of vulnerabilities.

In this paper, we reflect on the potential of blockchain technology for providing a decentralized, secure, and trustable EHR system using a private permissioned blockchain architecture to address the problems and challenges in sharing and exchanging patient records among the existing EHRs systems. The proposed Hyperledger Fabric architecture is immensely compliant and acquiescent with the Health Insurance Portability and Accountability Act (HIPAA) and ISO/TS 18308 [14]. It enables us to create a shared, immutable, secure, scalable, and interoperable architectural solution that empowers patients and hospitals with more transparency, privacy and security while collecting and retrieving sensitive patient data from various integrated, connected but independently managed EHR systems. The significant contributions of our work are as follows:

•    We review and highlight the reasons as to why the existing EHRs needs a private permissioned blockchain-enabled EHR solution.

•    We present Hyperledger Fabric blockchain architectures for EHRs to create a trusted and transparent encyclopedia of patient data in EHRs that pledges controlled data access and integrity among the stakeholders of the EHR system.

•    We present how our proposed hyperledger fabric architecture strengthens the privacy and secrecy of patient data by incorporating more enhanced encryption methods to provide an undeniable audit trail based on an immutable access log compared to existing solutions.

•    We present a complete sequence flow of all medical transaction record activities among the stakeholders to illustrate a completely scalable and interoperable solution among the existing EHRs of regional or core hospitals without relying on a centralized controlled and management system.

•    We identify, enumerate, and discuss several future research challenges that may hinder the successful deployment of blockchain solutions in the drug supply chain.

The rest of this paper is organized as follows; in the next section we present problem background highlighting existing solutions in EHR. In section 3 we present and discuss the proposed blockchain enabled hyperledger fabric architecture for the efficient and secure management of EHRs, in section 4, we discuss the implementation of proposed solution through sequence diagrams between various stakeholders in the healthcare ecosystem. In section 5, several limitations and open challenges pertaining to adoption of blockchain technology are addressed. In section 6, we present the conclusions and future work.

2  Problem Background and Existing Solutions

The current EHR management systems provide a tedious way to keep track of the chronological progression of the patient’s current health status [15]. These existing systems have left an incompletely digitized complex where paper records remain ubiquitous at various levels in hospitals, labs, and pharmacies with disconnected trustless electronic systems leading to the administrative problems of security, integrity, scalability, and interoperability [16]. The healthcare industry has been a significant target of cybercrime-related attacks where patient-related information (EHR) such as names, social security numbers, and addresses are being theft and modifies, instigating data integrity, privacy, and confidentiality related problems in the existing EHR systems. In the year 2015, around 79 million patients’ records were hacked and stolen from the servers of the Anthem insurance corporation [17]. In the year 2017, the attacks on the U.S. Department of Health affected around 2.6 million patient’s data [18]. Furthermore, in the year 2017, WannaCry, a global ransomware cybercrime attack, directly affected, and crippled 80 of the total 236 National Health Service (NHS) trusts [19]. It also affected FedEx and more than 300000 server machines were infected in over 150 countries around the world and is considered as the “the biggest ransomware outbreak in history” [20].

Recently, the theft of EHRs is rapidly becoming ubiquitous as a result of feeble security measures, systems, and policy enforcement as the records are stored in standard databases controlled and maintained by service providers. A blockchain-enabled EHRs management system provides transparency, interoperability, security, and creates trust amongst the healthcare stakeholders by replacing the third-party service providers [21]. It enables us to trace and track all the patient-related activities and events by providing individual details of patient-related transactions such as (medical history, tests, diagnosis, medicines, and post medical care) and stores it in an immutable and shared ledger [22]. Tab. 1 provides a summary of healthcare data management mechanisms in blockchain technology.

Table 1: Comparison of the medical record management for healthcare in blockchain technology
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3  Current EHR Challenges

The transition of blockchain technology from hype to reality poses serious challenges, especially in the context of the healthcare industry, where the storage, transfer, and interoperability of EHR are the significant concerns that need to be solved using blockchain-enabled solutions. To ensure the better utilization and implementation of blockchain, it requires a good understanding of the technology as well as what it entails to achieve the desired objectives. Some of the challenges that current hyperledger forum and business organizations facing described below:

Data privacy:A blockchain network is a distributed ledger where all healthcare stakeholders, including patients, store their core electronic medical data, and everyone has access to this sensitive private data on the platform. It creates serious privacy challenges as the majority of patients, and other stakeholders do not want to leverage their private data against their competitors. Subsequently, many potential stakeholders feel shy and reluctant to participate in the network for fear of losing their competitive advantage, especially when other organizations are business rivals in the supply chain such as insurance companies and pharmacies.

Data and enterprise platform interoperability: Interoperability is defined as a mass adaption of business software and platforms across multiple organizations to provide effective and efficient services to the end-users as well as users of different platforms and software to interact and conduct meaningful businesses. The existing EHR solutions, as well as blockchain-enabled solutions and platforms, lack interoperability solutions as there is a disconnection among these implementation platforms, which makes adaptability and implementation difficult. Recently different blockchain platforms under the umbrella of hyperledger are trying to cope up with this issue to provide interoperability solutions to ensure maximum scalability and adaptability for enabling inter-communication among different healthcare organizations.

Security:One of the most significant advantages and selling points of blockchain technology is its resilience against various types of attacks, including cyberattacks. A recent cybersecurity report highlights several security risks, including bad actors involved in the blockchain network and exposing the implementation network to the hackers. The current blockchain implementations are leaving inherent vulnerabilities and bugs due to the development of immature processes and systems. For instance, phishing scams, technology vulnerabilities, implementation exploits, and malware due to the unavailability of standards and procedures are causing severe challenges.

Lack of Standardized Regulations:The role of health regulatory authorities includes checking and maintaining the quality, safety, efficacy, transfer, and exchange of EHR among various healthcare stakeholders. These health authorities oversee the retrieval, storage, transfer, and exchange of EHR data in a more secure, transparent, scalable, and interoperable way so that patient’s health-related issues and challenges can be dealt with in a more efficient and well-organized way to provide better health solutions. In blockchain-enabled solutions, the role of regulatory agencies become more pertinent and complicated as it becomes hard for these health authorities to define the legal boundaries and environment for blockchain technology. For instance, when a new patient transaction is executed on the network, it is difficult for these authorities to clearly define the jurisdiction and correct legal obligations for the stakeholders involved. Another challenge is to cope with the requirements of upcoming legislations such as DSCSA, FDA, CFDA, and GDPR, in blockchain networks. Therefore, blockchain technology is still not precise on recent laws and regulations regarding the existing healthcare systems.

4  Private Permissioned Blockchain-Enabled EHR Management

The recent advancement and evolution in EHRs data, IoT enabled EHRs data sharing and storage systems, and healthcare regulations pertaining patient’s data privacy, confidentiality and secrecy are creating new opportunities and challenges for the efficient management of EHRs data. Blockchain technology has immense potential to cater to these critical issues robustly and effectively. Blockchain is an encryption enabled system that provides decentralized and distributed ledger for storing, transferring, and viewing secure peer-to-peer (P2P) healthcare-related transactions across mutually untrusted network stakeholders [46]. According to IBM, 75% of healthcare leaders envisage that the most significant impact of blockchain in the health domain will be the improvement of efficient management of storing and sharing of different types of EHRs, clinical trial management, and drug traceability and provenance solutions [47].

Blockchain ensures that the majority of the network nodes must validate the information blocks stored on the ledger before being posted to the ledger based on stated and agreed rules. One of the strengths of blockchain is that the stored blocks are immutable, reliable, secure, and trusted as they require verification and validation from the majority of the network nodes and have no single point of failure. It enables us to create trust between various healthcare entities, stores immutable records, provides consensus mechanisms, uses private keys, and decentralized networks to enable secure and transparent communication between untrusted parties in the EHR data management system. A private permissioned blockchain is suitable in achieving patient’s privacy and confidentiality, such as their healthcare-related private details. It focuses on specific security and interoperability vulnerabilities and challenges and solves the barriers of existing EHR systems described in the above section. It bridges the gap between the existing EHR systems and enables us to create an immutable, auditable, scalable, and interoperable systems for efficient management of EHRs in the healthcare industry. Blockchain-enabled efficient EHRs system showing the secure workflow of patient records and activities are illustrated and explained in Fig. 1. It comprises of seven (7) steps mentioned below:

Step-1: Initially, the patient visits the physician (doctor) by registering itself to the hospital counter. This patient data consists of medical history, current problem and other physiological information and is stored in the local database connected to the system.

Step-2: An EHR is generated from the initial data collected in step (1) for each patient. Additionally, other medical information such as laboratory test results, medical imaging, nursing care, and drug history-related data will also encompass the EHR.

Step-3: The patient who is the owner of EHR has the sole authority to give different access rights and permissions of sharing and using the sensitive information to various stakeholders of the healthcare ecosystems to achieve data privacy and secrecy.

Step-(4–6): The EHRs have now been stored permanently in the blockchain ledger and other decentralized storage systems. The local database is used to make sure that patient records at initial stage can be modified and stored locally before being updated at the ledger.

Step-7: Hospitals and ad hoc clinics, are one of the critical stakeholders who have authorized access to the blockchain ledger to provide better and efficient medical services to the patient using the EHRs. This blockchain-enabled EHR system ensures the secure and transparent transfer of EHRs to various healthcare providers in the globe so that the patient’s records can be made available and accessible any time at any place validated and verified through a distributed ledger.
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Figure 1: Blockchain-enabled EHRs management in healthcare

4.1 Proposed Hyperledger Fabric Enabled Blockchain Architecture for EHRs

In this section, we describe the development and working principles of our proposed hyperledger fabric architecture for efficient healthcare data management such as storage and transfer of EHRs between healthcare service providers to attain better treatment for patients. We choose Hyperledger Fabric as it provides privacy, scalability, transaction efficiency, interoperability, and fine-grained access control over EHR data and significantly reduces the turnaround time for EHR storage and sharing, improves decision making for medical care, and reduce the overall cost. The proposed fabric architecture enables us to create private permissioned blockchains where different healthcare stakeholders and their end-users are identified, registered, and connected using different channels to provide maximum privacy, confidentiality, data secrecy, and scalability. It provides a secure and transparent Byzantine-fault tolerant (BFT) consensus algorithms for ensuring secure and reliable communication and exchange of health-related data amongst the group of untrusted stakeholders [48].

We choose Hyperledger enabled private permissioned consortium blockchain, which uses the Hyperledger Fabric platform. In the proposed architecture, multiple hospitals are connected to form a private peer-to-peer consortium network. The permission to join the fabric network is determined based on consensus among the participating stakeholders. The fabric uses the Byzantine fault-tolerant consensus protocol for ordering and execution of transactions to the ledger. Furthermore, the efficiency of fabric is much more compare to other public blockchains as it executes more than 3,500 transactions per second. Some of the unique features of fabric relative to other distributed ledger technologies are:

•    It provides a private permissioned and modular architecture for executing different transactions in peer-to-peer blockchain network.

•    The flexible, pluggable endorsement model helps in realizing and attaining consensus among the stakeholders in the network.

•    It provides a mechanism that supports transaction privacy and integrity by using channels. It enables us to create channels among separate member organizations to communicate to accomplish the notion of privacy and secrecy.

•    It provides appropriate governance and versioning of chaincodes.

•    The transaction processing has less latency compared to other blockchain platforms.

•    The smart contracts can be written in multiple languages such as Go, Java, JavaScript.

•    It supports different types of queries such as keyed queries, range queries, and JSON on-chain queries.

•    It provisions continuous organizational operations, such as rolling upgrades and asymmetric version support.

4.2 Working of Hyperledger Fabric

In the fabric architecture, a permissioned private blockchain network is created where all the participating healthcare stakeholders and their end-users are identified and registered by the health authority using the membership service (MSP) component of the fabric using certificate issuing (C.A.) authorities. These C.A.s can be fabric-based (local) or external to the participating organizations in the blockchain network. To create a trusted environment between untrusted participants, the fabric provisions an identity management system that introduces the notion of membership service that established rules and regulations by which different stakeholders (identities) are governed, authenticated, validated, and verified to be part of the network and allowed to access the EHRs systems for ensuring secrecy, privacy, and confidentiality among the stakeholders in the network. The membership service is a new comprehensive novel design that revamps the whole process of nondeterminism, resource exhaustion, and performance attacks in the participating stakeholders in health record management systems [49]. The fabric network comprises different peer nodes, and each peer node can be an endorser or committer node. It also contains an ordering service component, also called Orderers. This service accepts the endorsed transactions from the client (patient), orders them into groups of blocks with cryptographic signatures of the ordering peers, and finally broadcasts these blocks to the committing peers in the blockchain network for validations against the endorsement policies as shown in Fig. 2.
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Figure 2: Hyperledger fabric blockchain architecture for EHRs

5  Implementation of Proposed EHR Architecture

In this section, we describe how electronic health record-related transactions are executed and communicated between different stakeholders using execute-order-validate architecture in the fabric. The proposed fabric enabled EHRs system perpetually records and stores all transaction-related activities and events involving all the participating stakeholders in the blockchain’s immutable ledger linked with a peer-to-peer decentralized storage system for providing maximum transparency and storage facility to store extensive medical records. The fabric-based decentralized EHRs system significantly diminishes the likelihood of meddling with stored data in the ledger. Additionally, all participating entities are required to identify and authenticate themselves using digital certificates and cryptographic functions through MSP service. Initially, all the participating stakeholders in the healthcare ecosystems are identified and registered by the healthcare authority in peer-to-peer blockchain network.

A registration function will be executed in the smart contracts (chaincode) to register the stakeholders by the designated private regulator health authority that manages and controls the fabric network. It creates a private permissioned network, visible only to the stakeholders registered with the healthcare authority. All stakeholders will be running an extra layer of security by connecting to the registration system through a virtual private network (VPN). While Registering, patient will only provide the registration (Add(Patient Record)) information, e.g., Name, SSN, Address, Contact etc. Similarly, the primary physician, hospital, laboratory, pharmacy, researcher and insurer will also register with the regulator healthcare authority, as shown in Fig. 3. above. Once registered, the health authority will verify the record (Verify(Patient Record)) and assigns a chaincode address (Create(Patient Address)). This procedure completes the registration process, and all the stakeholders are ready to perform the transactions on the network.
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Figure 3: Stakeholder registration in EHRs healthcare ecosystem

5.1 Transaction Flow in Hyperledger Fabric EHR Architecture

In the proposed fabric architecture, initially, the patient proposes a transaction or transaction proposal (execute a specific function on the chaincode). The transaction proposal request will be submitted to the peer nodes (endorsers) as determined by the endorsement policy in the fabric. The EHR proposal consists of different parameters such as patient identification information according to the membership service provider, the transaction payload that includes the list of operations to be performed, the chaincode identifier, a nonce value (counter or random value) to be used only once by the submitting user and transaction proposal identifier as given in algorithm below. The algorithm describes a chaincode where different transaction activities performed by the patient are shown in the form of different functions. This phase is called the endorsement phase or the proposal phase.
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The patient transaction proposal will be simulated and executed by a specific number of endorsement peers, as listed in the endorsement policy. The patient transaction proposal has to satisfy the defined endorsement policy for that particular chaincode. This endorsement policy specifies the set of peers on a given channel that must endorse or approve the given transaction proposal. These peers must execute the chaincode and endorse the results acheived after the execution of chaincode functions in order to validate the proposed transaction proposal. The execution results in the form of output will be encrypted and recorded along with the cryptographic signatures of the endorsement peers, and the resulting message is called an endorsement. This endorsement consists of R.W. (readset and writeset) values along with other useful information called metadata that includes transaction I.D., endorser I.D., and endorser signature. This endorsement will be sent back to the patient as a response to the transaction proposal submitted. It is essential to highlight that; the patient node will continue to collect all the endorsements until it satisfies the endorsement policy, and until this time, the transaction will not be committed to the ledger. After the proposal endorsement phase, the patient, after receiving enough responses from the endorsing nodes, assembles all the endorsements and broadcasts them to the ordering-service (O-S) in the fabric. The transaction response consists of transaction payload, transaction metadata, and set of endorsements. The ordering service uses pluggable consensus protocols to calculate and establish the execution order of all the submitted transactions in sequence per channel [50]. Furthermore, multiple similar EHR transactions are consigned into blocks (hash chained sequence of blocks) containing submitted endorsed transactions by the ordering service. The consignment process into blocks helps to improve the overall throughput of the broadcast protocols in the transaction flow cycle in the fabric. This phase is called the execution phase. The ordering service then collects all the transactions combined with state dependencies in groups for distribution purposes and broadcasts them to the committing peers in the fabric network, as shown in Fig. 4.

[image: images]

Figure 4: Implementation of transactions in fabric architecture

5.2 Sequence Diagrams

In this section, we describe a secure and efficient working procedure in which a patient’s registration information will be recorded on the blockchain ledger. In the first step, when a patient visits a hospital for a checkup, the patient registration process is initiated at the registration desk, and the patient’s registration information is recorded in the local EHR database if it’s not already available in the database.

This information is encrypted using an appropriate encryption technique with a symmetric key. This private symmetric key is then further encrypted using patient’s public key and attached with the patient’s encrypted data. This process not only secures the key and data but also fastens the encryption-decryption process while patient data is stored on the ledger. Furthermore, this encrypted information is appended to the ledger in the next step, as shown in Fig. 5 below.
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Figure 5: Sequence diagram for patient registration

In the next step, we describe the transaction flow when a patient visits the primary physician. In this phase, the primary physician sends a transaction proposal to get the patient-related previous metadata information (if any) if patient has already visited the physician from the ledger in the hospital. The patient information is returned to the physician if it’s available in the ledger; otherwise, the patient will be considered as new patient and physician will do the checkups and sends the updated patient information to the ledger after checking the patient. This process is shown in Fig. 6 below. Where patient records are updated and appended in the ledger after visiting physician and the same information will be shared to the patient and other stakeholders participating in the fabric network. The patient visits the primary physician (AppointmentGranted(Patient, Physician, HealthRecord, Date & Time)) after requesting an appointment (AppointmentRequest(Patient, Physician, HealthRecord)). Fig. 6 illustrates a sequence diagram where transaction between patient and primary physician, which later involves all other stakeholders are shown in the hyperledger fabric. After the initial consultation (CheckupDone(Patient, Physician, HealthRecord) the physician refers the patient to the diagnostic laboratory for conducting tests (LabTestsConducted(Patient, Physician, HealthRecord, LabTests, Results)).
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Figure 6: Sequence diagram showing patient checkup process by the physician

Based on the results, the physician recommends medicine (MedicineCollected(Patient, Physician, HealthRecord, Prescribed Medicine)). The patient pays the bill either via insurer (InsuranceClaimed(Patient, Physician, HealthRecord, InsuranceCost)) or self in case patient is not insured (SelfPayingPatient(Patient, Physician, HealthRecord, Cost)). In countries where healthcare is mostly free, this may never happen. Patient may visit the Physician for follow-up consultation and physician will submit the report about the condition of the patient (PatientUpdate(Patient, Physician, HealthRecord, Condition)). Once the patient gets well, all the completed transactions, including physician decision transaction PhysicianDecision (Patient, Physician, HealthRecord, PhysicianNote, Decision) will be appended as a block to the fabric hyperledger after a particular transaction is complete and validated by a designated number of peers (endorsers and committers) on the network.

Some of the transactions that require more storage will be stored in the decentralized storage, and their hash values will be stored at the ledger. It is essential to highlight that some of the transaction such as patient registration will remain in a temporary database until it is complete and patient no longer need to see the physician for the consultation until the situation arises next time. A Researcher may request for the access to data for research purpose (RequestToAccessData(Patient, HealthRecord)) and a patient may either grant or deny the access to medical data (RequestStatus(Patient, AccessGranted/Denied)). This permission may vary from country to country depending on the privacy and data protection laws. Permission to grant or deny access to EHRs lies with the patient or the health authority.

The functional transactions between the patient and the hospital are described and illustrated in Fig. 7. It is possible that after the initial consultation, the primary physician may refer the patient to the hospital depending on the severity of the condition (PhysicianRecommendsHospital(Patient, Physician, HealthRecord, Hospital)). It is also possible that the patient can be directly admitted to the hospital instead of being referred by the physician. In this case, the patient is referred to the hospital by another physician from another hospital. The hospital gives an appointment to the patient and does the initial consultation (HospitalAppointmentGranted(Patient, HealthRecord, Hospital, Date & Time))(CheckupDone(Patient, Hospital, HealthRecord)).
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Figure 7: Transaction flow between patient and doctor

Patient will then go through the diagnostic process in which the laboratory tests and their results will play an essential role in determining the root cause of the disease (LabTestsConducted(Patient, Physician, HealthRecord, LabTests, Results)). The hospital will perform a surgical or non-invasive procedure after the diagnostics (MedicalProcedureRecommended(Patient, Hospital, HealthRecord, Procedure)) and may admit the patient into the ward for the recovery (PatientAdmitted(Patient, Hospital, HealthRecord, Room/Ward)). The patient will collect the medicines before being discharged (MedicineCollected(Patient, Hospital, HealthRecord, Prescription)) from the hospital. Payment can either be made via insurer or self (SelfPayingPatient(Patient, Physician, HealthRecord, Cost)) (InsuranceClaimed(Patient, Physician, HealthRecord, InsuranceCost)). All these transactions once complete and validated and verified by appropriate number of peers (endorsements) will then be permanently stored to the hyperledger as shown in Fig. 8.
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Figure 8: Transaction process flow between patient and hospital

6  Hyperledger Fabric Implementation Challenges and Opportunities

To ensure the better exploitation and implementation of blockchain architecture, it necessitates a good understanding of the technology as well as what it entails to achieve the desired objectives. The private permissioned Fabric architecture poses several significant challenges and opportunities for the healthcare industry as it’s not a fully matured platform nor a remedy solution to be implemented proximately. It requires us to address different organizational, technical and performance-related challenges before a blockchain-enabled EHRs solution can be implemented and adopted by various organizations worldwide. Some of the problems current hyperledger forum and business organizations facing today are described below:

Scalability Limitations: The global spending on blockchain solutions will reach around $12 billion by 2022, as reported by IDC, pushing for highly demanding and proficient blockchain-enabled solutions for different enterprises. A majority of the existing blockchain platforms are untested and unregulated to provide scalability services at large scale with high success rates. The scalability also restricts the size of the data, transaction processing speed, and latency in data processing capabilities in the blockchain network. In the context of healthcare EHRs, permissioned private blockchain solutions are considered more useful as they provide broader access control mechanism, allow for better innovative solutions and have much higher processing and executing efficiency (35000 transactions per second) as well as higher computing power across the network compare to permissionless public blockchain solutions [50]. It is, therefore, imperative to highlight that numerous enterprise blockchain projects must undertake assurance for the global market that their platforms are sufficiently scalable for implementing the blockchain solutions at the enterprise level. A comprehensive blockchain solution, with a large number of healthcare stakeholders, would make the EHRs system more interoperable and secure [51].

Data Standardization and Scope: It is significant for organizations to cater to what type of data will be stored on the blockchain ledger and how it will be stored, i.e. on-chain or off-chain storage. For healthcare EHRs, the majority of the patient data is private data and must be stored and verified against on-chain hash evidence. One of the significant aspects of data standardization is the size of the data stored on the ledger. Storing unimportant data on the ledger creates additional large transaction sizes that will affect the efficiency and performance of the blockchain [52]. To standardize the data stored on the blockchain ledger to achieve better efficiency and performance, enterprises need to align and adequately define the size, type and format of the data stored at the blockchain ledger. Furthermore, restricting the access to the blockchain network also helps in standardizing the data stored and exchanged on the network.

Adoption and Enticements for Stakeholders: Incentives and motivations are utmost necessary for blockchain-enabled systems to succeed. To perform and execute an EHR transaction on the blockchain network, we need to create a peer-to-peer network of interconnected nodes that enables computing power required to accomplish and process the submitted transaction on the ledger network. Furthermore, additional support can be provided for the adoption of private permissioned blockchains. Different organizations are already implementing and testing the technology to track and trace the medical records and claims of individual patients and hospitals. This process incentivizes healthcare service providers to switch to electronic health records, and it increases the adoption and facilitates global blockchain-enabled health exchange system.

Costs of Operating Blockchain Technology: As blockchain technology enables us to provide efficient and well-organized systems for performing real-time transactions, finding and choosing the best-suited blockchain platform is not an easy task as the majority of the solutions are not fully developed. Implementation, energy and operating costs are one of the leading challenges faced by enterprises as the costs of running and implementing private permissioned blockchain systems are yet to be known to enable the efficient management of EHRs [53]. The existing platforms and legacy software systems are inefficient and centralized while executing the transactions causing massive implementation and maintenance costs. Blockchain’s open-source technology, properties, and distributed nature can help reduce the operating and management cost. As blockchain is an immutable and transparent technology, the storage, backups and recovery become obsolete and gratuitous, along with the abolishing of data exchange integration points and time-consuming reporting activities.

Regulatory Consideration and Compliance: Healthcare policymakers need to consider and develop different healthcare policies, and guidelines regarding blockchain technology implications and insinuations such as the distributed storage, ownership of blocks and records in the ledger and when does this ownership change, along with different access permissions and rights on the blockchain network [54]. The healthcare industry needs to genuinely collaborate and facilitate with existing regulatory frameworks such as HIPPA framework for privacy and interoperability for the development and evolution of the healthcare ecosystem to formulate new administration policy objectives.

7  Conclusion

In this paper, we discussed how blockchain technology could be leveraged to improve and enrich the existing EHRs systems in healthcare. We proposed a Hyperledger Fabric Architecture for the secure and efficient management of EHRs systems. It enables us to create a private permissioned peer-to-peer blockchain network of various identified and registered healthcare stakeholders to achieve maximum interoperability, security, privacy, scalability, and permissioning. The other aspects of the paper lie in the illustration and discussion of functional transaction activities and events performed between various stakeholders such as patient, primary physician and hospital. In the future work, we are planning to implement the proposed blockchain architecture as it demands a lot of coding and professional technical details as the existing hyperledger fabric architecture 2.0 is too new and not very much stable to be easily implemented.
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Algorithms: Chaincode of various patient’s activities in proposed EHR system

Chaincode 1: Patient Hospital Appointment

@Hospital Appointment( )
Public AppointmentRequest(String PatientID, String PhysicianID, String HealthRecord)
If Slotavaiable(DateAndTime)
GrantAppointment(String PatientID, String PhysicianID, String HealthRecord, Time
DateandTime)

Return DateandTime

Chaincode 2: Patient Check-up and Treatment
@CheckupAndTreatment( )
Public Checkup(String PatientID, String HospitallD, String PhysicianID, String HealthRecord)
Return PhysicianRecommendations
If PhysicianRecommendations contains LabTests
ConductLabTests(String Patient, String Hospital, String HealthRecord, String TestType)
Return LabTestReport
If PhysicianRecommendations contains MedicalProcedure
ConductMedicalProcedure(String Patient, String Hospital, String HealthRecord, String
Procedure)
AdmitPatient(String Patient, String Hospital, String HealthRecord, String Room/Ward)
ConductProcedure(String Patient, String Hospital, String HealthRecord, String Procedure,
Status)
CollectMedicine(String Patient, String Hospital, String HealthRecord, String Prescription)
PatientDischarge(String Patient, String Hospital, String HealthRecord, String
DischargeNote)

Chaincode 3: Payment
@Payment( )
If PatientID.PaymentType contains Selfpaying
SelfPayingPatient(String Patient, String Physician, String HealthRecord, String Cost)
Else if PatientID.PaymentType contains Insurance
ClaimgInsurance(String Patient, String Physician, String HealthRecord, String
InsuranceCost)

Chaincode 4: Medical Record Update

@MedicalRecordUpdate( )
PatientUpdate(String Patient, String Physician, String HealthRecord, String Condition)
PhysicianDecision(String Patient, String Physician, String HealthRecord, String
PhysicianNote, Decision)
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