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Abstract: With the emergence of classical communication security problems, quantum communication has been studied more extensively. In this paper, a novel probabilistic hierarchical quantum information splitting protocol is designed by using a non-maximally entangled four-qubit cluster state. Firstly, the sender Alice splits and teleports an arbitrary one-qubit secret state invisibly to three remote agents Bob, Charlie, and David. One agent David is in high grade, the other two agents Bob and Charlie are in low grade. Secondly, the receiver in high grade needs the assistance of one agent in low grade, while the receiver in low grade needs the aid of all agents. While introducing an ancillary qubit, the receiver’s state can be inferred from the POVM measurement result of the ancillary qubit. Finally, with the help of other agents, the receiver can recover the secret state probabilistically by performing certain unitary operation on his own qubit. In addition, the security of the protocol under eavesdropping attacks is analyzed. In this proposed protocol, the agents need only single-qubit measurements to achieve probabilistic hierarchical quantum information splitting, which has appealing advantages in actual experiments. Such a probabilistic hierarchical quantum information splitting protocol hierarchical is expected to be more practical in multipartite quantum cryptography.

Keywords: Cluster state; hierarchical quantum information splitting; probabilistic; non-maximally entangled states

1  Introduction

Quantum information splitting, one of the core contents of quantum information science, means that secret information is split in some way and each sub-secret is managed by different agents. Only legal agents can work together to recover secret information. The concept of quantum information splitting and quantum state sharing [1,2] was first proposed by Hillery, Buzek & Berthiaume, who used the three-particle GHZ state and four-particle GHZ state to implement the information splitting scheme. Later, for the first time Cleve, Gottesman & Lo proposed (k, n) threshold quantum secret sharing scheme to distribute information. There are n agents in Gottesman’s scheme, and at least k agents are needed to recover the secret state. Quantum information splitting not only achieves absolute security in quantum communication, but also plays an extremely important role in protecting quantum information in the related region [3–8].

Quantum information splitting is possible if using a non-maximally entangled quantum source. In this condition, the success rate is probabilistic. Hence, this kind of protocol is referred to as probabilistic quantum information splitting protocol (PQIS). In the references [9–12], there have been some PQIS schemes with non-maximally entangled states. Besides, Gottesman pointed out a more general QIS protocol [13] in 2000, known as hierarchical quantum information splitting protocol (HQIS), which includes a hierarchy among agents in QIS protocol. That is to say, there is a hierarchy of the authorities for different agents. It has been shown that shares of the secret should be combined to recover the original secret state. In the references [14–16], Wang et al. had taken use of the |χ⟩ state, graph state and six-photon cluster state to implement HQIS. However, to recover the secret state, the receiver has to do high-dimensional projective measurement, which leads to complex experimental realization.

Researchers have focused on the diversity of feasible entangled states, which could realize probabilistic HQIS protocol, such as GHZ states [17], W states [18–19], six-qubit states [20], and so on. However, those states are maximally entangled states that are widely studied, while non-maximally entangled states that have relatively little research are more suitable and practical to achieve the protocol. In 2001, Raussendorf et al. [21] had proven a great use of a non-maximally four-qubit cluster state |C⟩1234=a(|0000⟩+|0110⟩)1234+b(|1001⟩−|1111⟩)1234 in one-way quantum computation, which is used as the quantum source in the paper. It has shown that this cluster state can be used for perfect teleportation and superdense coding [22–23]. The non-maximally entanglement of the cluster state enables the receiver to recover the secret state successfully with a certain probability. The symmetry of cluster states is conducive to the hierarchy of the protocol.

In this work, a novel probabilistic hierarchical quantum information splitting protocol (probabilistic HQIS) is designed to teleport an arbitrary one-qubit secret state |δ⟩x via a four-qubit non-maximally entangled cluster state |C⟩1234=a(|0000⟩+|0110⟩)1234+b(|1001⟩−|1111⟩)1234, where a and b are complex numbers. Each subscript refers to a particle which is owned by a certain agent. In the multiparty protocol, there is a sender (secret splitter) Alice, one agent Bob in high grade and two agents Charlie, David in low grade. The agents have different authorities to recover the secret state, i.e., their powers are hierarchical while recovering the original secret state. The agent in high grade needs the assistance of only one agent in low grade, while the agent in low grade needs the cooperation of all agents.

In the protocol, something needs to be noticed. First, the shared quantum source and secret state are both uncertain and probabilistic. So, the receiver can only recover the secret state probabilistically under the cooperation of other agents. Apart from sender Alice’s Bell measurement, the other agents Bob, Charlie and David only need to perform single-qubit measurement on his own qubit while one of them could recover the secret state. Second, for the sake of the secret state’s recovery, the receiver often needs to entangle one or more auxiliary qubits with the receiver’s qubits in the probabilistic schemes. In the protocol, after introducing one auxiliary qubit m, the receiver can infer the state of his own qubit through the measurement results of the auxiliary qubit m. As a result, the receiver could recover the secret state by performing appropriate unitary operations on his own particle. Finally, it is important to note that the states of qubit m are not orthogonal. Based on non-distinguishability of non-orthogonal states, if the two quantum states are nonorthogonal, they cannot be completely precisely distinguished. However, there exists a more general type of measurement than the projective measurements, which is known as positive operator-valued measure (POVM). POVM provides a useful way to distinguish between nonorthogonal states. Hence, it’s feasible and essential to introduce POVM to measure qubit m.

2  Probabilistic and Hierarchical Quantum Information Splitting via a Non-Maximally Entangled Four-Qubit Cluster State

We assume the particle 1, 2, 3 and 4 are entangled via a four-qubit cluster state owned by Alice, Bob, Charlie and David separately. Without loss of generality, if the high grade’s agent David wants to recover the original secret state, then he needs the aid of one agent in low grade. If Bob or Charlie informs David the measurement result of his own qubit through the classical channel, David would infer the state of his qubit by POVM and recover the secret state through appropriate unitary operations. However, when the low grade’s agent, let’s say Bob, he should obtain the cooperation of all other agents to recover the secret. Only if both Charlie and David informs their measurement results to Bob, can Bob recover the secret state through unitary operations on his own qubit.

Assume that the sender Alice wants to teleport an arbitrary one-qubit secret state

|δ⟩x=α|0⟩x+β|1⟩x(1)

where the coefficients α and β are both arbitrary complex numbers satisfying the normalized condition |α|2+|β|2=1. The four agents share a quantum source which is a non-maximally entangled four-qubit cluster state

|C⟩1234=a(|0000⟩+|0110⟩)1234+b(|1001⟩−|1111⟩)1234(2)

where the coefficients a and b are both arbitrary complex numbers satisfying |a|2+|b|2=1.

As shown in Fig. 1, Alice owns the secret qubit x and particle 1. Before teleporting the secret state, Alice splits the secret information into three pieces and distributes each piece to different agents so that any agent cannot recover the secret state alone.
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Figure 1: Four agents and their own particles, authorities

Then the whole system can be expressed as

|ϕ⟩x1234=|δ⟩x⊗|C⟩1234=αa(|00000⟩+|00110⟩)x1234+αb(|01001⟩−|01111⟩)x1234+βa(|10000⟩+|10110⟩)x1234+βb(|11001⟩−|11111⟩)x1234(3)

Now, Alice needs to perform a joint measurement on her particles x and 1 by using {Φ+,Φ−,Ψ+,Ψ−}, and then broadcasts the measurement result to every agent. The four states of Bell-basis can be given by

|Φ±⟩=12(|00⟩±|11⟩)(4)

|Ψ±⟩=12(|01⟩±|10⟩)(5)

After Alice informs her measurement result, the states of the other three would collapse into the following four possible outcomes:

x1⟨Φ±|ϕ⟩=12[αa(|000⟩+|110⟩)±βb(|001⟩−|111⟩)]234(6)

x1⟨Ψ±|ϕ⟩=12[αb(|001⟩−|111⟩)±βa(|000⟩+|110⟩)]234(7)

If the measurement result of Alice is |Φ+⟩=12(|00⟩+|11⟩), then the system would collapse into

x1⟨Φ+|ϕ⟩=12[αa(|000⟩+|110⟩)+βb(|001⟩−|111⟩)]234(8)

It’s important to note that only the authorized agent can recover the secret state |δ⟩x by a suitable local unitary operation on his own particle. According to the grade of the receiver, let us now consider the two cases of recovering the secret state.

2.1 High Grade’s Agent Recovers the Secret State

In the protocol, there is only one agent David in high grade. Suppose David is the receiver, we rewrite x1⟨Φ±|ϕ⟩ and x1⟨Ψ±|ϕ⟩ as follows:

x1〈ϕ±|ϕ〉=12[αa(〈|000+〈|110)±βb(〈|001−〈|111)]234=12[aα(〈|00+〈|11)23〈|04±bβ(〈|00−〈|11)23〈|14]=12[〈|0023(aα〈|0±bβ〈|1)4+〈|1123(aα〈|0∓bβ〈|1)4] 
(9)

x1〈ψ±|ϕ〉=12[αb(〈|001−〈|111)±βa(〈|000+〈|110)]234=12[bα(〈|00−〈|11)23〈|14±aβ(〈|00+〈|11)23〈|04]=12[〈|0023(bα〈|1±aβ〈|0)4−〈|1123(bα〈|1∓aβ〈|0)4] 
(10)

Next, Bob or Charlie needs to perform Z-basis measurement on their particle. No matter what Alice’s measurement result is, the measurement results of Bob and Charlie are always correlated. So only one agent is needed to perform single-qubit measurement. Hence, David can recover the secret state by certain unitary operation with the help of Bob or Charlie.

Suppose Alice and Bob’s measurement results are |ϕ1⟩4=12(aα|0⟩+bβ|1⟩)4 and |0⟩2, then the state of the whole system would collapse to

|ϕ1⟩4=12(aα|0⟩+bβ|1⟩)4(11)

At last, David performs a unitary operation Uj=I on his particle 4 so as to recover the original secret state, where Uj∈{I,σx,σz,iσy}, I is the identity operator, and σx,σy,σz are Pauli operators. As shown in Tab. 1, the corresponding unitary operations are listed.

Table 1: David’s unitary operations needed according to Alice’s and Bob’s measurement results
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However, the state obtained by David is slightly different from the original secret state |δ⟩x=α|0⟩x+β|1⟩x. Therefore, David needs to introduce an auxiliary qubit in the initial state |0⟩m to help recover the original secret state. Now let us assume the state of the particle 4 is |ϕ1⟩4=12(aα|0⟩+bβ|1⟩)4, after the auxiliary qubit’s incorporation, the state of the particle 4 and m in David’s position is

|ϕ⟩4m=|ϕ1⟩4|0⟩m=12(aα|00⟩+bβ|10⟩)4m(12)

Then David needs to perform a controlled-NOT operation C4m on |ϕ⟩4m, in which particle 4 is the control qubit and particle m is the target qubit.

|ϕ|′⟩4m=C4m|ϕ⟩4m=C4m|ϕ1⟩4|0⟩m=12(aα|00⟩+bβ|11⟩)4m=122(|A⟩4⊗|B⟩m+|C⟩4⊗|D⟩m)(13)

where |A⟩4=α|0⟩4+β|1⟩4, |B⟩m=a|0⟩m+b|1⟩m, |C⟩4=α|0⟩4−b|1⟩4, |D⟩m=a|0⟩m−b|1⟩m. Especially, |A⟩4 and |C⟩4 are the forms of the secret state. If David knows the state of particle m, the state of particle 4 would be determined and David could perform appropriate unitary operations on particle 4 to recover the secret state. However, it is obvious that the states |B⟩m and |D⟩m are not orthogonal in fact.

Hence, they cannot be differentiated deterministically by usual projection measurement. To distinguish the two states of particle m with the certain success probability, David needs to perform an POVM on the auxiliary particle m. POVM provides the ability to distinguish non-orthogonal states. Just as its name implies, POVM consists of a set of positive operators denoted by O1, O2 and O3, where the subscripts are corresponding to three possible measurement results of particle m, respectively. The sum of the three positive operators should always be I. We denote [24]

O1=1ω|M1⟩⟨M1|,O2=1ω|M2⟩⟨M2|,O3=I−O2−O3(14)

where ω is a coefficient related with a and b

|M1⟩=1ε(1a|0⟩m+1b|1⟩m),|M2⟩=1ε(1a|0⟩m−1b|1⟩m),ε=1a2+1b2=12a2b2(15)

Note that O3 has to be a positive operator. According to the definition of the positive operator, the positive operator O3 should satisfy

⟨ψ|O3|ψ⟩≥0(16)

for all |ψ⟩∈C2. If the measurement result of particle m is O3, then David would not obtain any information about the state of the particle m. Only when the measurement result of particle m is O1 or O2, does David can successfully determine the state of the particle m is |B⟩m or |D⟩m respectively. At last, after applying POVM on the particle m, David can obtain the success probability of O1, O2 and O3.

The probabilities of obtaining the value of O1 and O2 are as follow:

Pr(O1)=4m⟨ϕ|′|O1|ϕ|′⟩4m=1(22)2m⟨B|O1|B⟩m=12ωε(17)

Similarly, Pr(O2) is equal to Pr(O1). And we can infer that

Pr(O3)=1−12ωε−12ωε=1−4ωε(18)

As shown above, David can obtain the state of qubit m with the probability 12ωε=a2b2ω via the value of O1 or O2. Based on the Eq. (18), the operator O3 could not identify the state of qubit m with the probability 1−4ωε.

Once the state of particle m is measured, the state of particle 4 is also determined. Consequently, David can get the secret state through appropriate local unitary operations on his particle 4. From Eq. (17), it is obvious that the state of David’s particle 4 is |A⟩4=α|0⟩4+β|1⟩4 with the probability a2b2ω when the state of particle m is |B⟩m=a|0⟩m+b|1⟩m. The state of David’s particle 4 is |C⟩4=α|0⟩4−b|1⟩4 with the probability a2b2ω when the state of particle m is |D⟩m=a|0⟩m−b|1⟩m. However, as proposed before, David cannot determine the state of particle m exactly when the measurement result is O3. In this situation, David cannot recover the secret state successfully.

Up to now, we only consider the success probability when Alice and Bob’s measurement results are |Φ+⟩=12(|00⟩+|11⟩)x1 and |0⟩2. However, the measurement result of Alice can be one of the other three. Bob’s measurement result can be the other. Tab. 2 shows all possible measurement results and their success probability.

Table 2: The success probability of the corresponding measurement results via POVM
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2.2 Low Grade’s Agent Recovers the Secret State

Now, we consider the agent in low grade (Bob or Charlie) to recover the secret state. In this case, the agent in low grade needs the cooperation of all agents. Since Bob and Charlie have the same authority, they have the same recovery process. What follows is the process of Bob’s recovering the secret state |δ⟩x. We rewrite x1⟨Φ±|ϕ⟩ and x1⟨Ψ±|ϕ⟩ in the X-basis as follows:

x1〈ϕ±|ϕ〉=12[aα(|+++〉+|++−〉+|−−+〉+|−−−〉)±bβ(|+−+〉+|−++〉−|+−−〉−|−+−〉)]234=12[(aα|+〉±bβ|−〉)2|++〉34+(aα|+〉∓bβ|−〉)2|+−〉34+(aα|−〉±bβ|+〉)2|−+〉34+(aα|−〉∓bβ|+〉)2|−−〉34] 
(19)

x1〈ψ±|ϕ〉=12[bα(|+−+〉+|−++〉−|+−−〉−|−+−〉)±aβ(|+++〉+|++−〉+|−−+〉+|−−−〉)]234=12[(bα|+〉±aβ|−〉)2|−+〉34+(−bα|+〉±aβ|−〉)2|−−〉34+(bα|−〉±aβ|+〉)2|++〉34+(−bα|−〉±aβ|+〉)2|+−〉34] 
(20)

To help Bob recover the original secret state, Charlie and David need to measure their own particle in the X-basis. Then Bob can recover the secret state by certain unitary operation Uj, where Oj∈{I,σx,σz,iσy,H}. Ignoring the global factor, all possible measurement results of Charlie and David, Bob’s operation are listed in Tab. 3.

Table 3: Bob’s unitary operations needed according to others’ measurement results
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As shown in Tab. 3, after performing operations on Bob’s particle 2, the states of the particle 2 can be aα|0⟩2+bβ|1⟩2 and bα|0⟩2+aβ|1⟩2. (Ignoring the global factor)

Just as proposed in case 1, Bob needs to introduce an auxiliary qubit m in state |0⟩ to recover the original secret state |δ⟩x=α|0⟩x+β|1⟩x. Assume the state of the particle 2 is |ϕ1⟩2=aα|0⟩2+bβ|1⟩2, after the qubit m’s incorporation, the state of the particle 2 and m in Bob’s position is

|ϕ⟩2m=|ϕ1⟩2|0⟩m=aα|00⟩2m+bβ|10⟩2m(21)

Then, Bob needs to perform a CNOT operation C2m on |ϕ⟩2m, in which particle 2 is the control qubit.

|ϕ|′⟩2m=C2m|ϕ⟩2m=C2m|ϕ1⟩2|0⟩m=aα|00⟩2m+bβ|11⟩2m=12(|A⟩2⊗|B⟩m+|C⟩2⊗|D⟩m)(22)

where |A⟩2=α|0⟩2+β|1⟩2, |B⟩m=a|0⟩m+b|1⟩m, |C⟩2=α|0⟩2−b|1⟩2, |D⟩m=a|0⟩m−b|1⟩m. As same as the situation in case 1, Bob performs POVM on particle m to determine the state of his own particle 2 so that Bob could perform appropriate unitary operations on particle 2 to recover the secret state. In summary, all possible measurement results of Alice’s particle (x, 1), Charlie’s particle 3, David’s particle 4, POVM’s positive operations and their corresponding success probability are listed in Tab. 4.

Because the permutation of Bob’s particle 2 and Charlie’s particle 3 cannot change the quantum source, Bob and Charlie are in |C⟩1234=a(|0000⟩+|0110⟩)1234+b(|1001⟩−|1111⟩)1234 the same low grade. Charlie has exactly the same authority as Bob. Without loss of generality, while assigning Charlie to recover the original secret state, the process and success probability are also the same as Bob’s.

Table 4: The success probability of the corresponding measurement results via POVM
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3  Security Analysis

Assume there is an attacker named Eve, he attempts to steal the secret information from the four legitimate agents Alice, Bob, Charlie and David. So, there are two ways of eavesdropping: intercept-measure-resend attack and entanglement attack.

For the former, Eve would intercept and measure the qubits sent by Alice in a random basis. Then Eve resends fake qubits to the other legitimate agents to disturb the secret’s recovery. But Eve would introduce abnormal error rates of the process inevitably. Hence, the intercept-measure-resend attack can be detected, and the teleportation of the secret state should be aborted. If the quantum channel is noiseless, then the error rate is equal to 0. In this scenario, the state of Eve’s system and the original system is a simply separable state, or product state, which means there is neither quantum nor classical correlation between these two systems. Therefore, Eve cannot gain any information from the original quantum state.

For the latter, during the distribution of particle 2, 3, 4, Eve entangles an ancillary qubit e with the quantum source |C⟩1234 during the particle distribution process. Assume Eve’s attack happens, the detection process of Eve’s attack is described briefly as follows. Firstly, Alice performs a single-qubit measurement on her particle 1. The measurement basis is randomly selected, that is, the measurement basis of particle 1 can be {|+⟩,|−⟩} or {|0⟩,|1⟩}. Secondly, Alice informs the other three agents Bob, Charlie and David of her measurement basis across the classical channel. Thirdly, each of the other three agents performs a single-qubit measurement on his particle by using Alice’s measurement basis. They also inform the other agents of their measurement results. At last, compare their measurement results publicly. Their measurement results would be strongly correlated. If outside attack exists, these results cannot correlate strongly because of the disturbances caused by Eve. So, the current quantum source is not safe for teleporting the secret state. Obviously, outside attack can be detected and the protocol is safe from outside attack.

4  Conclusion

In summary, there are some merits in the paper. First of all, the shared quantum source, a non-maximally entangled four-qubit cluster state, is robust against quantum decoherence. It’s obvious that the generation and preservation of four-qubit non-maximally entangled states is easier than maximally six-qubit states, which has an attractive advantage in the experimental realization. The symmetry of cluster states helps the expansion of HQIS protocol. Then the secret state is arbitrary, which means the strong applicability and generality of the proposed protocol. What’s more, each agent has different grades so that there exists a hierarchy in the protocol. The receiver cannot recover the secret state successfully only if the cooperation of the other agents. Together with the non-maximally quantum source, the receiver could recover the secret state in a certain success probability. In other words, non-maximally quantum source and hierarchy of the protocol help expand the research scope of usual QIS protocols. In addition, only by single-qubit measurements can the receiver recover the secret state, which brings convenience to experimental realization.
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