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Abstract: In the most recent decades, a major number of image encryption plans have been proposed. The vast majority of these plans reached a high-security level; however, their moderate speeds because of their complicated processes made them of no use in real-time applications. Inspired by this, we propose another efficient and rapid image encryption plan dependent on the Trigonometric chaotic guide. In contrast to the most of current plans, we utilize this basic map to create just a couple of arbitrary rows and columns. Moreover, to additionally speed up, we raise the processing unit from the pixel level to the row/column level. The security of the new plot is accomplished through a substitution permutation network, where we apply a circular shift of rows and columns to break the solid connection of neighboring pixels. At that point, we join the XOR operation with modulo function to cover the pixels values and forestall any leaking of data. High-security tests and simulation analyses are carried out to exhibit that the scheme is very secure and exceptionally quick for real-time image processing at 80 fps (frames per second).
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1  Introduction

With the quick development of multimedia and communication technologies, the amount of information stored and communicated has exponentially expanded. The security of this information became a significant issue examined by numerous specialists, researchers, and analysts. Tragically, traditional text encryption plans like data encryption standard (DES) [1], advanced encryption standard (AES) [2], or the RSA [3] algorithms cannot have secure image data, essentially due to the differences that exist among text and image data, such as the massive size of images, solid excess and solid relation among adjacent pixels. Besides, little distortions in the decipher image data are adequate as it generally relies upon human recognition. In this manner, considering the exceptional properties of digital pictures, a few image encryption schemes have been proposed utilizing different sort of technologies, for example, chaotic maps [4–6], DNA encoding [7–9], quantum theory [10–12], scalable encoding [13], flexible compression and image imprinting [14], and so forth [15]. Chaos theory has been broadly utilized in cryptography, it has remarkable features like ergodicity, sensitivity to the parameters and initial values, capriciousness, random-like conduct, and many more, which have coordinated the fundamental necessities of cryptography [16,17]. A large number of proposed image encryption frameworks have been dependent on famous chaotic maps like the logistic guide [18,19], sine map [20–22], tent guide [23,24], and Arnold cat map [25,26]. Some new chaotic maps [27–31] have not been yet utilized in cryptography; even they have a more extensive chaotic range, better ergodicity, flightiness, and an easier structure than a few well-known chaotic maps. Besides, the greater part of the current image encryption plans utilized the adopted chaotic guides where a few chaotic values have been created for every pixel in the plain-text image. The generation of such a major number of chaotic values devours a lot of computation time and extensively eases the entire encryption process speed. Consequently, these sorts of encryption plans are not reasonable for constant image processing. In the present paper, quick and efficient image encryption conspires because the Trigonometric chaotic map with XOR is proposed. The Trigonometric map has been founded by Orcan Alpar [31] has an extremely basic equation like the logistic map which makes it reasonable for the plan of a real-time image encryption plot. Unlike the logistic map, the Trigonometric map also shows high chaotic conduct in a bigger chaotic scope of the boundaries' qualities, which develops the keyspace and expands the security level. To build the encryption/decryption process speed, the proposed scheme raises the little treatment unit from the pixel level to the row/column level. Moreover, unlike the greater part of the current image encryption plots, the wise utilization of the straightforward chaotic map is adopted. Surely, the new scheme creates just 3 rows and 3 columns for each encryption round. The high security and speed of the proposed scheme are demonstrated through a few notable performances and security tests. The exhibitions of the new strategy can undoubtedly fulfill the prerequisites of real-time image processing at 80 fps (frames per second) for 512 × 512 size images and its security level is parallel to state-of-the-art encryption strategies. Consequently, the proposed strategy is an ideal contender for making sure about real-time image processing applications and communications, for example, ensuring the communicated satellite images, procuring the sent images from remote-controlled drones, real-time encryption/decryption of spared Iris biometric recognition images, and so forth. The primary commitments in this paper are continued as follows.

(i) We propose a novel chaos-based image encryption strategy with a high-security level for real-time image processing at 80 fps.

(ii) We make the first and efficient use of the Trigonometric chaotic map in the field of picture encryption.

(iii) We carefully upgrade the utilization of the chaotic map to create arbitrary-like numbers.

(iv) We raise the little processing unit from the pixels level to the rows/columns level.

2  Image Encryption Using Trigonometric Chaotic Map

Chaotic maps hold attractive properties, for example, high affectability to a little change in introductory value and control boundaries, pseudorandom, the precariousness of the framework circle, and simplicity of execution. For the most part, chaotic maps are utilized to produce chaotic key streams that can be utilized in image encryption to accomplish secure correspondence. Numerous chaotic maps have restricted range boundaries making them shaky for image transmission. This paper proposes a clamorous guide alluded to as the trigonometric chaotic map with XOR (TCMX). The qualities of the TCM are researched and used to build up an image encryption strategy. Exploratory outcomes on the TCM show a wide extend of chaotic disorganized conduct, s-unimodality property, and high affectability to a little change in the initial condition. Results likewise show that the arbitrarily produced key streams by the TCM finished the NIST measurable assessments. At long last, encryption results utilizing grey-scale images show that the TCM-based image encryption technique offers exceptionally secure encryption with a short encryption time.

3  Quick Survey of Literature

The brisk advancement of multimedia technology and computer networks with the expanded utilization of cloud-based capacity and enormous information expect strategies to ensure individuals' private and confidential information. Simultaneously, the pre-owned assurance technique ought to be exceptionally secure without trading off the usefulness and convenience of the framework to give accommodation to clients. Image encryption is one of the generally utilized and viable strategies to secure images during storage and transmission. Conventional encryption techniques are not appropriated to encrypt images due to image intrinsic qualities, for example, the connection between image pixels, low affectability to information change, and information excess. Chaotic maps hold appealing attributes, for example, insecurity of system orbit, basic execution, and high affectability to a little change in initial values, control boundaries, and pseudo-randomness. Distinctive chaotic maps have been accounted for in the literature, for example, convex sinusoidal map, parameter-varying baker map, cross chaotic map, generalized sine map, combined sine and tent map, generalized logistic map. Each proposed chaotic map has its points of interest and detriments regarding encryption time, security, and unpredictability. The logistic map, one of the most normally utilized chaotic maps, has a little keyspace making it not invulnerable against brute force attacks, doesn't give uniform dissemination of the iterative variable, and has a flimsy value of Lyapunov exponent [8,11]. It has been discovered that the vast majority of confusing cryptosystems have lacking strength and security [12]. Another work detailed that the logistic map, mandelbrot map, and symmetric tent map hold an enormous arrangement of weaknesses. The literature likewise announced distinctive chaotic-based image encryption techniques, for example [14–16]. A one-dimensional chaotic map is proposed in this paper; the trigonometric chaotic map (TCMX). At that point, the qualities of the TCM are examined. The investigated qualities are affectability to a little change in the initial condition, chaotic conduct, s-unimodality, and randomness. Based on the examined qualities, an image encryption strategy is created. At last, factual properties and the encryption performance of the created image encryption strategy are dissected.

4  Trigonometric Chaotic Map

Eq. (1) displays the proposed trigonometric chaotic map.


sn+1={λsn(sin⁡(π2sn)+cos⁡(π2sn)),0≤sn≤0.5λ(1−sn)(sin⁡(π2(1−sn))+cos(π2(1−sn))),0.5<sn≤1
(1)

where sn+1 ∈ [0, 1], s0 represents the initial condition, and λ represents the control parameter.

5  TCM Characteristics Investigation

Attributes of the trigonometric chaotic map are examined here. The assessed qualities are chaotic conduct, s-unimodality, affectability to a little change in starting condition, and haphazardness. Fig. 1 shows the iterations of the trigonometric chaotic map. The iteration begins from zero and continues expanding until it arrives at its most extreme worth and afterward diminishes back to zero. Likewise, the iteration function has a single maximum value. In this way, the TCM accomplishes the unimodality property at λ = 1.42. Then, the range of the control parameter λ within which the trigonometric chaotic map accomplishes the unimodality trademark is considered. The bifurcation outline is utilized for this reason [6], as appeared in Fig. 2 for control boundary range λ ∈ [1.3, 1.55]. The bifurcation outline shows that the TCM fulfills the unimodality characteristic for λ ∈ [1.3859, 1.4424].
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Figure 1: The iteration function of TCM for λ = 1.42

The chaotic conduct of the TCM is examined utilizing the Schwarzian derivative. Condition (2) shows the Schwarzian derivative of the TCM. Fig. 3 shows the charted Schwarzian derivative of the TCM for control boundary λ = 1.42 and introductory condition s0 = 0.26. Fig. 3 shows a negative Schwarzian derivative along with the entire interval which demonstrates that the TCM gives chaotic conduct at the chosen estimation of initial condition and control boundary.


Sf(s)=f′′′(s)f′(s)−1.5(f′′(s)f′(s))2
(2)

In summary, the obtained robust chaos and unimodality characteristics demonstrate that the trigonometric chaotic map satisfies the s-unimodality property at the chosen values of the control parameter and initial condition. Another thing to investigate is the sensibility to a little change in the initial condition. Fig. 4 displays two sequences; we get using (1). The two produced sequences have become complicated, after some iteration, shows the high sensitivity of the TCM to a smaller change in the initial condition.
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Figure 2: The bifurcation diagram of TCM for λ ∈ [1.3, 1.55]
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Figure 3: The schwarzian derivative of TCM for λ = 1.42

Then again, the Lyapunov exponent is utilized to explore the chaotic behavior of the TCM as appeared in (3). Condition (4) shows the derivative of (1). The produced Lyapunov type of the TCM appears in Fig. 5 for the control boundary range λ ∈ [1, 1.6]. As mentioned in the literature, any chaotic map should give chaotic conduct to the Lyapunov exponent inside the scope of [0, 0.69]. Fig. 5, the TCM gives chaotic conduct to λ ∈ [1, 1.466]. The acquired experimental after-effects of the bifurcation chart and Lyapunov exponent show that the TCM has chaotic conduct and fulfills the s-unimodality attribute for λ ∈ [1.3859, 1.4424]. In correlation, the logistic and tent maps give chaotic conduct and fulfill the s-unimodality trademark for λ ∈ [3.96, 4] and λ ∈ (1.999, 2), separately. This demonstrates the trigonometric chaotic map has a wide range of chaotic conduct.
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Figure 4: Two sequences obtained for (s0, λ) = (0.26, 1.42), marked with squares, and for (s0, λ) = (0.26001, 1.42), marked with circles
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Figure 5: The Lyapunov exponent of the TCM for λ ∈ [1,1.6]


λLE(s0)=limn→∞1N∑n=0N−1ln⁡|f′(sn,λ)|
(3)

The last characteristic to explore is arbitrariness which can be utilized to decide the appropriateness of utilizing the TCM in cryptographic applications. A protected keystream generator shouldn’t show deterministic attributes or essential statistical predispositions. The NIST statistical test suite is utilized to tentatively approve whether the created key streams by the TCM hold arbitrary conduct. The NIST suite is utilized to direct 15 statistical tests intended to test various sorts of non-arbitrariness in a binary sequence. As a pre-preparing step, iterates of the TCM are changed over into binary sequences as appeared in (4).


βi={0,0≤si<0.51,1≥si≥0.5
(4)

The degree of significance α for all NIST tests is set to 1% which shows that one arrangement in 100 successions is expected to be dismissed. The p-esteem is figured for each statistical test. In every statistical test, if the p-esteem is larger than the degree of significance then the succession is acknowledged as an arbitrary sequence with a 99% significance level. Or, the succession is dismissed.
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As Tabs. 1–3 show, the NIST statistical test suite is performed on a lot of 100 key streams of size 200000 pieces each created by the TCM, tent map, and logistic map, individually. For each test, the p-values are registered and the extent of key streams that pass the condition p-esteem ≥ α is figured. The TCM, as appeared in Tab. 1, has a better extent of key streams that pass the condition p-esteem ≥ 0.01 than a tent and logistic maps. Additionally, the P-values of p-values, found through the chi-square test, are for the most part higher than the level of significance α in the occurrence of the TCM and tent guide. In any case, the logistic map fizzled in three tests: block frequency, runs, and longest-runs of ones. In the three map results, the p-values are consistently distributed over the stretch (0, 1). For the TCM and tent map, since all p-values are larger than 0.01 then the produced key streams are analyzed arbitrarily with a certainty of 99%.

[image: images]

[image: images]

6  Proposed Image Encryption Method

The proposed image encryption strategy is summed up as follows. Without the loss of over-simplification, the dimension of the image encryption I is expected as M × N.

(i) The original image is scaled into a size of 256 × 256 pixels.

(ii) Consider a random image of the same size (M × N) as the original image for confusion and diffusion processes.

(iii) The original image and random image are separated into square blocks. Each square of size m × m pixels where (5) is proposed to find m.


m=M×Nr2
(5)


where r forms an aspect of the secret key; in addition to the control boundary and initial condition of TCM.

(iv) The accompanying advances are performed on each square of the original and random images.

a. The corresponding square of original and random images is changed over into a row vector. Perform XOR on the row vector of the original image and random image to obtain a row vector.

b. A row vector, of size [1, m × m], is obtained by using (1) to create pseudorandom numbers. The produced numbers are utilized as pixel location files to rearrange the pixel areas of the row vector.

c. Pixel intensity estimations of the scrambled row vector, obtained from the last step, are changed as per (6),


K=sin⁡(K+b)+K
(6)


where K is a created keystream utilizing Eq. (1) and b is the acquired line vector having performed XOR of original and random row vectors from the past advance.

d. The resultant row vector is changed over into a square, of size m × m pixels, and secured to shape the encoded image.

(v) Pixel intensity estimations of the encoded image are changed utilizing (6). This progression is proposed to improve the security of the proposed encryption process.

7  Experimental Results

To test the execution of the proposed image encryption technique, the notable Lena and Cameraman images are utilized. The proposed encryption technique is executed utilizing MATLAB. In this paper, the Lena image is utilized as appeared in Figs. 6 and 7 shows a non-uniform histogram of Lena image which demonstrates that the dominant part of image pixel values of intensity is concentrated around the center. The boundary r of (6) is set to four resulting in a square size of 16 × 16 pixels. The proposed encryption technique is used to get the encoded Lena image as appeared in Fig. 8. This figure demonstrates a total blurring of image content. The histogram of the encoded image, as appeared in Fig. 9, shows the semi-uniform dissemination of encoded image pixels and the power of the encryption strategy against histogram assault strategies. Encryption resistance against Brute-Force Attacks is examined. Brute Force Attack strategies utilize a broad search of the set of all values of secret key parameters to decode an encoded image. Exploratory outcomes demonstrate that the parameters x0, λ, K ought to be changed by the accuracy of one part in 1018, 1017,1016 to recuperate the real image from the encoded image. As such, the proposed encryption technique has an intricacy of order O(2169). Any encryption algorithm ought to have an intricacy (complexity) bigger than (2128) to be adequately secure against brute power attacks [17].
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Figure 6: The Lyapunov exponent of the TCM for λ ∈ [1, 1.6]
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Figure 7: Histogram of Lena image of Fig. 6
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Figure 8: Encrypted image using encryption method

Encryption insusceptibility against the high connection between contiguous image pixels is explored. Condition (7) is used to quantify the horizontal, vertical, and diagonal correlation between two contiguous pixels of an image,


r=2∑i=12(xi,yi)−∑i=12xi∑i=12yi(2∑i=12xi2−(∑i=12xi)2)(2∑i=12yi2−(∑i=12yi)2)
(7)

where (x0,y0) demonstrates pixel intensity estimation of two haphazardly chosen neighboring pixels. 1,000 neighboring pixels are arbitrarily chosen to figure out their vertical, horizontal, and diagonal correlation. Encryption execution of the proposed Trigonometric Chaotic Map is analyzed against the execution of notable maps, for example, Logistic Map (LM), Tent Map (TM), and Nonlinear Chaotic Map (NCA), Eqs. (8)–(10), has appeared in Tab. 4. Tab. 4 shows a high connection between pixels of the original image and a poor connection between pixels of encoded images. The proposed TCM-based encryption strategy accomplished the best average correlation result. Then again, Entropy is utilized to discover a measure of arbitrariness in an image. The consequences of Tab. 4 demonstrate that the original image has low entropy esteem. Conversely, the encrypted images have high entropy esteem where the ideal worth ought to be 8. The Tent Map-based image encryption technique accomplished the best entropy result. In any case, the proposed TCM-based strategy accomplished close entropy results to that of the TCM-based encryption strategy. This demonstrates the strength of the proposed image encryption technique against entropy assault strategies. In outline, the acquired semi-uniform histogram, statistical correlation, and entropy results show the superior permutation and substitution properties of the proposed TCM-based encryption technique. The decoding stage is done by reversing the steps associated with segment IV.


sn+1=λsn(1−sn)
(8)


sn+1=(1−λ−4)cot(α1+λ)(1+1λ)tan⁡(αsn)(1−sn)λ
(9)


Sn+1={λsn,sn<0.5λ(1−sn),sn≥0.5
(10)

A one-dimensional trigonometric chaotic map (TCM) is proposed. Experimental results show that the TCM has high affectability to a little change in introductory condition, fulfills the s-unimodality trademark, and has wide chaotic conduct. The NIST factual test suite tentatively approves that the produced key streams by the TCM hold arbitrary conduct making the TCM reasonable for cryptographic applications. The proposed TCM is used to build up an image encryption strategy that for the most part comprises of two stages. The image substitution step rearranges image pixel locations. Trial results demonstrate immunity against Brute-Force and Entropy assaults. Results additionally demonstrate the unrivaled substitution and permutation properties of the proposed image encryption strategy. Future work ought to be examined the resistance of the proposed encryption technique against regular assaults, for example, man-in-the-middle and replay.
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Figure 9: Histogram of an encrypted image of Fig. 8
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8  Conclusions

In this paper, we have developed a more secure image cryptosystem dependent on a trigonometric chaotic map and XOR of an arbitrary image. To make the encryption more secure and unbreakable, we utilized a basic chaotic map; produced a row vector of original and a random image. The confusion and diffusion have been done in a row-wise approach like XOR. It has produced a row vector which further applied a TCM resulted in the form of an encrypted image. Usual tests have been performed for the security of the algorithm; results have been produced and presented using the proposed algorithm.
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Table 1: NIST statistical test suite results for 100 key streams of size 200000-bit each generated

by the TCM for control parameter A = 1.42 and randomly chosen initial value
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Table 3: NIST statistical test suite results for 100 key streams of size 200000-bit each generated
by the logistic map for control parameter A = 1.9999 and randomly chosen initial value (4)

Statistical test

Frequency

Block frequency

Cumulative-sums (forward)
Cumulative-sums (reverse)

Runs

Longest runs of ones

Rank

Non-periodic-templates
Overlapping-templates
Approximate entropy
Random-excursions (x = 1)
Random-excursions-variant (x = 8)
Linear-complexity (substring length = 500)
Serial 1

Serial 2

p-value

0.419021
0.003201
0.911413
0.275709
0.00000

0.000954
0.955835
0.798139
0.145326
0.026948
0.534146
0.213309
0.494392
0.759756
0.153763

Proportion

1.0
0.91
1.0
1.0
0.74
0.94
0.98
1.0
0.96
0.97
1.0
1.0
1.0
1.0
0.99





OEBPS/Images/CMC_19153-fig-8.png
A





OEBPS/Images/table-4.png
Table 4: Correlation results of one thousand neighboring pixels randomly selected from ori
and encrypted images

Original ~ TCM-based NCA-based LM-based TM-based
image encrypted image encrypted image encrypted image encrypted image
r=139 rA=35 r=13.97 A=1.9999
Entropy 7.0097 7.8772 7.0707 7.7496 7.988
Horizontal correlation 0.9406 0.0331 0.1773 0.2304 0.0346
Vertical correlation 0.9764 0.0503 0.0371 0.023 0.0396
Diagonal correlation  0.9133 0.0482 0.0355 0.0395 0.0421

Average correlation 0.9320 0.0105 0.0766 0.0973 0.0349
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Table 2: NIST statistical test suite results for 100 keystreams of size 200000-bit each generated by

the tent map for control parameter A= 1.9999 and randomly chosen initial value

Statistical test

Frequency

Block frequency

Cumulative-sums (forward)
Cumulative-sums (reverse)

Runs

Longest runs of ones

Rank

Non-periodic-templates
Overlapping-templates
Approximate entropy
Random-excursions (x = 1)
Random-excursions-variant (x = 8)
Linear-complexity (substring length = 500)
Serial 1

Serial 2

p-value

0.137282
0.108791
0.262249
0.122325
0.383827
0.675450
0.953118
0.555937
0.31444

0.213309
0.035174
0.739918
0.145326
0.534146
0.115387

Proportion

0.98
0.96
0.97
0.94
1.0

0.98
0.99
0.98
0.99
0.98
1.0

0.98
1.0

0.98
0.97
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