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Abstract: Internet of Medical Things (IoMT) is a breakthrough technology in the transfer of medical data via a communication system. Wearable sensor devices collect patient data and transfer them through mobile internet, that is, the IoMT. Recently, the shift in paradigm from manual data storage to electronic health recording on fog, edge, and cloud computing has been noted. These advanced computing technologies have facilitated medical services with minimum cost and available conditions. However, the IoMT raises a high concern on network security and patient data privacy in the health care system. The main issue is the transmission of health data with high security in the fog computing model. In today's market, the best solution is blockchain technology. This technology provides high-end security and authentication in storing and transferring data. In this research, a blockchain-based fog computing model is proposed for the IoMT. The proposed technique embeds a block chain with the yet another consensus (YAC) protocol building security infrastructure into fog computing for storing and transferring IoMT data in the network. YAC is a consensus protocol that authenticates the input data in the block chain. In this scenario, the patients and their family members are allowed to access the data. The empirical outcome of the proposed technique indicates high reliability and security against dangerous threats. The major advantages of using the blockchain model are high transparency, good traceability, and high processing speed. The technique also exhibits high reliability and efficiency in accessing data with secure transmission. The proposed technique achieves 95% reliability in transferring a large number of files up to 10,000.
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1  Introduction

Internet of Things (IoT) is collection of sensors and smart devices that connect to the internet for smart applications. Each device has its own IP address for communicating in the network. These devices connect to the internet via an application programming interface. At present, many applications, such as healthcare, smart home, vehicle, and educational applications, are embedded in the IoT. Among these, healthcare provides a wide usage of the IoT in connecting patients online immediately. This application is termed as the Internet of Medical Things (IoMT) through which the health data of users are collected via sensors and stored in smart devices (the IoT). The IoMT transfers, stores, and processes patient data for accurate diagnosis. Secure data transmission is the main expectation of all users of the IoMT. Fog computing is a framework that uses edge devices for computing certain tasks in terms of storage, process, and communication. IoMT data are collected from devices and stored in the cloud. The cloud contains data processing algorithms and applies them on data and then sends the result to the users. The storage of data in a nearby location can improve the efficiency of computation algorithms. Furthermore, the result can be fetched quickly. The state of the art proves that the block chain provides high security for all types of applications. A block chain is a collection of blocks that carry data in a linked list model. Every block has a block header, data, and information on the previous block. Hashing creates the reference key for the previous and next headers. Therefore, it ensures high security in the wide variety of applications because of its strong decentralized approach.

Fog computing is widely used in the IoT for fast data computation. Recently, it has been used in the medical field for processing health care data [1]. Wireless sensor networks in the IoMT [2] are used to obtain data quickly and compute anonymously. Blockchain technology is implemented in a distributed network [3–6] for high security and data authentication. Fog computing is utilized to improve the security and efficiency of transmitting data to the cloud. Then, the transmitted data are analyzed and stored safely. Fog computing is used in the development of the health field, acting as a middle layer between the IoMT and the cloud to improve the data security and confidentiality. In cryptographic implementation, fog computing has deployed a unique way of gathering medical data from various sources. Fog computing is based on the service-oriented architecture, evaluating health care data and validating them for further processing in the health field [7–10].

For high authentication, embedding the IoMT with fog computing (i.e., FOG-IoMT) is proposed for the early diagnosis of diseases. FOG-IoMT uses block chain technology to carry and process data in the fog environment with high authentication. The block chain is composed of various consensus algorithms. Some of these algorithms include proof of work, proof of stake, proof of activity, Byzantine fault tolerance, and the Yet Another Consensus (YAC) protocol. The Byzantine fault tolerance algorithm exhibits delays in providing strong leaders and bad message passing rules. The YAC protocol overcomes the drawback of the Byzantine fault tolerance algorithm. In this research, a YAC-based blockchain is preferred for efficient data computation. The following are the contributions of this research.

1.    Health care record management is implemented through the fog computing of the IoMT to increase the reliability, accuracy, authenticity, and integrity of data management in blockchain technology.

2.    Real-time medical data are processed using the fog-based architecture of the IoMT-YAC algorithm, which accesses the data of patients effectively depending on their health conditions.

3.    Various challenges in fog-computing-based IoMT with blockchain technology in health care record management were explored.

The rest of this paper is arranged in five sections. Section 2 discusses recent articles. Section 3 describes the methodology of the proposed work and the algorithm used. Section 4 evaluates the outcome of the study, and Section 5 concludes this paper with the future research scope.

2  Related Work

Recently, fog and edge computing have been applied in the examination of medical data in the field of healthcare record management [11]. The IoMT is the network through which people and medical devices exchange the healthcare data via wireless communication as proposed in an article [12]. In exchanging sensitive medical information through network connection, security and privacy are the main factors that must be considered. Thus, the protection of data from anonymous users to maintain data integrity and quality was proposed. Consequently, data collection follows protocols and is implemented in pervasive social network nodes. Data is managed in the blockchain using smart contracts, which is referred to as MedShare in an article. The blockchain structure adopts distributed ledger technology in which data are distributed and managed by various users. A study proposed the consensus between users to add more blocks into the blockchain. Physicians provide medical care for patients in remote areas through the IoMT and deliver solutions to them in critical situations [13]. Fog computing with an open stack platform has been used to improve latency and scalability. In general, the fog computing architecture is a service-oriented structure for telehealth application processing in real time, collecting raw data from wearable sensors and smart devices. To optimize these services, a three-tier architecture was proposed [14,15].

Deployment of fog computing in the IoMT explains in monitoring the health of the patient at a lower cost. It also improves the security and privacy by block chain which was suggested in the paper [16]. Moreover, the Fog-based architecture in the health care management acts as an intermediate layer between cloud and IoMT devices for the enhancement of cryptographic technique. IoMT devices had evaluated and validated the healthcare management via the service-oriented based fog computing which was proposed in the paper [17]. Typically, the medical data management in the fog layer is considered as a challenging task. In addition to that, it is observed that the fog layer has a limited storage space when compared to that of the cloud. Thus, the storage capacity is also considered as another challenge which is listed in the paper. Consensus algorithm provides guarantee in terms of storing the data in the ledger in a secured manner, liveness of the model and maintains consistency. In the model of liveness, errors are recovered from the data wherein the security means accepting only the request of an authorized user and consistency refers to maintain the same ordering and state of data in a globalized manner. In the fully asynchronous network, deterministic solution was given by non-distributed consensus algorithm which was proposed in the paper [18,19].

The decentralized computational problem is difficult to solve the adaptable concept of decentralized consensus algorithm. Similarly, in the decentralized system, sybil attacks are prevented by Proofs-of-Work. Proof-of-Stake and Proof-of-Importance were generated through random numbers for the generation of block hashes and public keys [20–22]. For monitoring the health of patients while ensuring privacy, the preserved structure of the blockchain-based IoMT has a patient-centric agent in the form of tailored type of blockchain. This patient-centric agent sorts all stored data in the medical record in term of criticalness, as suggested in a study [23]. Data are collected through sensor nodes, and access control is provided, and the medical data are managed using big data application in terms of security, privacy, and integrity, as proposed in previous studies [24–26]. In the article [27], the current status of a patient is described using Petri Nets to enhance the dynamism of real-time applications. In the IoMT, the communication between devices and the interface used in the device may be experience cyberattacks. Further, it may increase the attacks on e-health records. In the modern health care environment, exploiting the growth of products and reducing the vulnerable things are suggested in a paper [28]. The BeeKeeper-based system in the blockchain and the cloud server on the IoMT were proposed to process the data computations of the user. In the BeeKeeper system, the used Ethereum blockchain technology is proposed in [29] to provide authorization for the medical data stored in the blockchain. Tab. 1 shows the summary of related works on blockchain based IoMT technology.
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Tab. 1 lists the disadvantages of the techniques explained in the literature. The existing blockchain technology is mostly focused on ledger-based design. In this article, the draw backs, such as storage, time, and security, are addressed by using a fog-based IoMT with a blockchain protocol for the improvement of security.

3  Integration of Fog Computing IoMT in Health Care Using Block Technology

The medical history of a patient usually contains personal information, and sensitive medical information should be protected and transmitted to the other sectors of maintenance in a secured manner, which is a vital task. Thus, IoMT devices require a secured storage infrastructure for processing real-time medical data. To improve the high dimensionality of security, fog-computing-based blockchain technology is needed in the IoMT. This paper proposes the concept of integrating fog computing with the IoMT-YAC algorithm in blockchain technology for health care record management (i.e., FC-IoMT-YAC). The proposed technique includes the following (three) functions.

1.    Implementation of the YAC algorithm in blockchain technology.

2.    Management of heath care data in FC-IoMT-YAC using blockchain technology.

3.    Security of healthcare data in FC-IoMT-YAC using blockchain technology.

Fig. 1 presents the FC-IoMT-YAC architecture. The proposed work is a three-tier architecture.
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Figure 1: Three-tier architecure of FIoMT-YAC

FC-IoMT-YAC Application Layer

Accessing and manipulating data from patient records are done in this layer. This layer is composed of three modules. In the patient module, patients can view their medical data through the components of the software, allowing them to manage and manipulate their medical data. It acts as a blockchain wallet. Researchers and stake holders can also access medical data through this blockchain wallet when needed. Any of the changes made in this layer are updated in the fog layer.

FC-IoMT-YAC Device Layer

This layer consists of two parts, namely, sensor devices and radio frequency ID (RFID). Patient data are monitored using sensor devices. The IoMT-based RFID is used to tag items and track drug availability problems. Additionally, RFID tags are used for sending signals between two entities. The signals generated by the sensors are received through gateways and sent to the FC-IoMT-YAC fog layer.

FC-IoMT-YAC Fog Layer

This layer is responsible for monitoring medical records, which are near the applications and stored in the subset of data. This layer also receives medical data from the FC-IoMT-YAC application and device layers. A group of modules called fog nodes forms this layer, which is responsible for providing authorization and validation for the FC-IoMT-YAC application layer to manipulate the medical data from a patient.

FC-IoMT-YAC Blockchain-YAC Layer

This layer provides increased security and stores medical records. This layer also provides authorization to a third party to access medical data.

3.1 Proposed FC-IoMT-YAC Consensus Steps Using Blockchain Technology in Health Record Management

The proposed technique aims to efficiently manage the health records of patients in highly secured manner. The benefits of blockchain are as follows:

1.    Patients can control their own data, and the members of the family can also view the patients’ records.

2.    In the blockchain technology, the distribution of data is secured, consistent, and accurate.

3.    Any system updated in the blockchain can be easily viewed by all users in the network.

4.    Unauthorized users will be prevented from accessing medical data.

For high security and accuracy, the YAC algorithm of blockchain technology is implemented.

Preliminaries of YAC consensus processing steps

Client: The client generates the user request for medical data and sends them to the ordering service (OS). The user who has a public key can associate with the client.

Peer: The node of the network is responsible for validating and storing medical data into the blocks.

Ordering Service (OS): The OS is responsible for organizing the medical data transactions into a known order.

In the YAC algorithm, the client is considered as the peer and can interact with other known peers. Every client has its own private key and a permission to access medical data in the blockchain. The YAC algorithm of blockchain technology can be described by the following steps.

Procedure for YAC consensus protocol of blockchain technology

Step 1: A client creates a medical data transaction with a private key.

Step 2: The client can send the transaction to other known peers. The receiver peer receives the transaction and verifies the validity of the transaction.

Step 3: The OS creates and shares an unsigned block to peers in the network. The unsigned block is called a proposal.

Step 4: For the verified proposal, the peers calculate the hash and sign it. The <Hash, Signature> tuple is called a vote.

Step 5: From Step 4, the hash value is created for each peer and computes the order of peers. The first peer in the list is called the leader.

Step 6: On the basis of the hash value of the proposed block, the voting peer is created.

Step 7: Votes from other peers are collected through the leader and peer sending the commit message to the block.

Step 8: On the basis of the hash value, the leader collects all votes and identifies the supermajority of the votes. Then, a commit message is sent to the committing block, which is called a commit.

Step 9: The receiver peer, receives the commit and verifies its validity. Then, the block is added into the ledger, completing the consensus.

Applying the above procedure increases the security, accuracy, and consistency of the medical data stored in the blockchain. After executing Steps 1 to 9, the medical data block is added into the chain using Algorithm 1.
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Every new block contains detailed information about the patient. The details include the creation time of the block, the block generator name, and the hash value of previous block. The new_YAC_block is broadcasted to all peers in the network. The acceptance rate value of new_YAC_block is greater than the number of peers, which is added into the chain. If new_YAC_block does not match the previous block, new_YAC_block gets forked. Once new_YAC_block s added to the chain, it cannot be changed.

3.2 Managing the Heath Care Data in FC-IoMT-YAC Using Blockchain

Medical data are created and stored in blocks in a secure way while maintaining privacy, which is very important. The management of stored data in the block is implemented by the usage of data in the block (authentication details) and the storage of data in the block (data analysis and management).

The procedure in managing health care data in the block chain is as follows:

Step 1. Generate the main source of medical data according to the interaction of patient and doctors.

Step 2. Produce a health record with prescription and treatment details.

Step 3. Assign the ownership of the record with sensitive information to the patient.

Step 4. Assign preliminary rights to the owner.

The preliminary rights are (Steps 6 to 9).

Step 5. Request permission to view the record

Step 6. Forward request to the owner

Step 7. Request received by the owner

Step 8. Decide to permit or deny the request

Step 9. Give authorization to the health care providers

Step 10. Obtain access to end-users, like hospitals and health care providers.

In the management layer, the working of the security and integrity preserved storage is recommended.

3.3 Healthcare Data Security in FC-IoMT-YAC

To perform the security of health care data between IoMT devices, fog nodes, and end-users are used. It consists of patients, doctors, IoMT devices, and fog nodes, which use a fog-computing-based YAC algorithm in the blockchain system for storing and securing medical data. Users can retrieve data from fog nodes. The algorithm performs the IoMT device request through different distributed fog nodes. Tab. 2 defines the symbols used in Algorithm 2.
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To arrange the medical data exchanged between the fog nodes and the IoMT devices, an application is proposed for performing the operations and the actions through the YAC algorithm in the blockchain. Each IoMT device is uniquely identified by an “ID,” which is stored in the medical data of the patient. The mapping of IDs with the IoMT devices is performed by fog nodes for the identification of the device using a configured data stored on the YAC blockchain.

The sequence diagram (Fig. 2) shows the collection of medical data. The fog node composes the requests of the IoMT device user and sends the request to the patients and the doctors.

4  Result Analysis

The performance of the proposed FC-IoMT-YAC consensus algorithm was analyzed using blockchain technology through the latency, running time, efficiency, reliability, and privacy parameters. Data were collected from the interaction of patients with doctors and stored as health records. The health records include patient, prescription, and treatment details. Fog computing was used to show the high dimensionality of security and the feasibility of the FC-IoMT-YAC algorithm using blockchain technology. The results were compared with those of three other algorithms, namely, the IoMT with cloud computing [6], the IoMT with fog computing [7], and the proposed work fog computing with the YAC algorithm in blockchain technology (i.e., FC-IoMT-YAC).
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Figure 2: Sequence of steps in the collection of the medical data

FC-IoMT-YAC was implemented using the Java programming language. Furthermore, the fog node executes the YAC consensus algorithm in the blockchain. The aim of the gateway in the FC-IoMT-YAC device layer is to monitor the patient and send the date to the fog node. The fog node is implemented by Raspberry Pi 2 model b. For the blockchain, the YAC algorithm [19] is implemented by the JSON–RPC interface [2]. After installing these software components, the overall test was executed using Apache JMeter. Each test was evaluated on 1000 patient data requests. Finally, the average access time was calculated for each test. Tab. 3 shows the result obtained by using the IoMT with cloud computing.
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Tab. 3 shows the results of the create and search data requests performed through the communication between the IoMT and the cloud. Tab. 4 shows the results obtained by using the IoMT with fog computing.
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Tab. 4 shows the results of the create and search data requests performed through the communication between the IoMT and the fog. Tab. 5 shows the results obtained by using the proposed approach (i.e., FC-IoMT-YAC)
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Tabs. 3 and 4 indicate that the access time (of medical records) of the IoMT with fog computing is optimal. Therefore, the IoMT with fog computing exhibits high performance in terms of several parameters. The average response time increases with the number of requests. The tables also show that the proposed technique produces a good result in terms of the time consumed in accessing medical records. Fig. 3 shows the reliability of three different methods with the number of files in the data storage. The reliability of FC-IoMT-YAC increases with the number of files.
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Figure 3: Data volume (number of files) vs. reliability

Fig. 4 shows the efficiency of three different methods with the number of files in the data storage. The efficiency of FC-IoMT-YAC increases with the number of files.
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Figure 4: Data volume (number of files) vs. efficiency%

Fig. 5 shows the running time using three different methods with the number of files in the data storage. The execution of FC-IoMT-YAC is fast. The running time increases with the number of files.

The proposed work is evaluated based on the latency parameter as shown in Eq. (1).

Latencyofservicedelivery=Completiontimeoftask+Networkpropagation(1)

Fig. 6 shows the latency of three different algorithms, namely, IoMT + Cloud, IoMT + Fog, and FC-IoMT-YAC. Fog computing brings the computation near the database, reducing the network delay. If the database is small, the fog computing process will take a short time. The proposed work decreases the latency by using the YAC algorithm of blockchain technology in the fog computing architecture.
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Figure 5: Data volume (number of files) vs. running time
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Figure 6: Comparison of latency (proposed work) with YAC blockchain technology

5  Conclusion

This paper describes the health care data management using fog computing based IoMT in blockchain technology. The proposed technique is based on the performance, privacy, and security parameters through the YAC algorithm in the blockchain. The major issue is the security threat during the access and sharing of data over the network. To address this issue, the YAC blockchain provides high-dimensional security and privacy in the IoMT. The embedding of the YAC blockchain in the IoMT provides a decentralized structure in the management of health records. The proposed FC_IoMT_YAC blockchain architecture mitigates the privacy and security threats. The proposed approach, that is, FC_IoMT_YAC, is efficient in the aspects of latency, running time, efficiency, reliability, and privacy. The computation takes only 1563 ms because fog computing and blockchain technology effectively collect data and implement the patient's request. In future work, soft computing techniques can be utilized to reduce the network problem and increase the efficiency of health record management. The blockchain concept can be further implemented for resolving data storage problems.
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Table 1: Summary of related works

Name of the author Domain Advantage Disadvantage
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Table 3: Result obtained by IoMT using cloud computing

Total Average access  Standard
request time (ms) deviation (ms)
1 356.76 148.05

100 1789.45 135.21

200 3457.23 130.67

500 5782.78 125.12

1000 8357.38 120.89
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Algorithm 1: Adding the YAC-algorithm-based block into the chain

Input: Patient Name

Output: The YAC-algorithm-based clock is added to the block chain
Step 1: function add_block(patient p)

Step 2: connect — YAC_blockchain

Step 3: id < subscribe(id)

Step 4: read < Get_file(n.db)

Step 5: new_YAC_block < create_YAC_block(read, times tamo, id)
Step 6: out < broadcast(: new_YAC_block)

Step 7: if (out are approved)

Step 8: if (new_YAC_block belongs to the same chain)

Step 9: add new_YAC _block _in _ chain ()

Step 10: print (new block is added successfully)

Step 11: else

Step 12: add new_YAC_block _in _ Fork ()

Step 13: print (new block is added successfully as a fork in the chain)
Step 14: else

Step 15: reject new_YAC_block ()

Step 16: print (New Block is Rejected)

Step 17: end function
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Table 4: Result obtained by IoMT with fog computing

Total Average access  Standard
request time (ms) deviation (ms)
1 31.06 3.12

100 335.02 4.82

200 375.61 8.35

500 467.08 14.78

1000 1745.12 23.68
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Table 2: Symbols and notations

Symbols Notations

D Patient

d; Doctors

PMD Patient medical data
IoMT Health care IoMT devices
hrd, Health record

FC_YAC Fog computing in YAC blockchain
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Table 5: Result obtained by proposed method (FC-IoMT-YAC)

Total Average access  Standard
request time (ms) deviation (ms)
1 15.87 0.72

100 275.67 422

200 325.13 6.67

500 413.56 7.97
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Algorithm 2: Security of health care data between [IoMT devices to fog nodes and end-users

Step 1: While p, in patient do
Select p;
For each hrd, in IoMT do
If d; select hrd; then
Retrieve PMD (p;, hrd,)
Store in FC_YAC (retrieve_PMD)

Else

Select p; = 1
End
End
End

Step 2: Function retrieve PMD (p;, hrd,)
p1 = p: from patient
While hrd; in IoMT do
If hrd; = p, then
Retrieve PMD[] <« p, . hrd; . retrieve value
Return (PMD)
Else
Assign p, < IoMT
Call retrieve PMD (p;, hrd,)
End if
End
Step 3: End;






