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Abstract: Machine Learning (ML) systems often involve a re-training process to make better predictions and classifications. This re-training process creates a loophole and poses a security threat for ML systems. Adversaries leverage this loophole and design data poisoning attacks against ML systems. Data poisoning attacks are a type of attack in which an adversary manipulates the training dataset to degrade the ML system’s performance. Data poisoning attacks are challenging to detect, and even more difficult to respond to, particularly in the Internet of Things (IoT) environment. To address this problem, we proposed DISTINÏCT, the first proactive data poisoning attack detection framework using distance measures. We found that Jaccard Distance (JD) can be used in the DISTINÏCT (among other distance measures) and we finally improved the JD to attain an Optimized JD (OJD) with lower time and space complexity. Our security analysis shows that the DISTINÏCT is secure against data poisoning attacks by considering key features of adversarial attacks. We conclude that the proposed OJD-based DISTINÏCT is effective and efficient against data poisoning attacks where in-time detection is critical for IoT applications with large volumes of streaming data.
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1  Introduction

As one the modern technologies, ML is also vulnerable against various threats [1]. Thus, there are numerous ways in which an adversary can successfully attack the ML-based system. These attacks are executed in different phases of ML by using different skill sets and levels of knowledge, and they depend mainly on the adversary’s goal.

In this study, we focused on the data poisoning attacks, one of the most severe attacks against ML. Defense against a data poisoning attack is challenging for several reasons. First, this type of attack is easy to execute because high-computational devices are not needed by the adversary due to the attack’s simplicity. Secondly, attackers can carry out such attacks even with a very little information about the data. Moreover, an adversary can easily fool authenticated parties by making subtle statistical changes in the data points. These subtle changes are unidentifiable by the human eye alone and are hard to detect when there is a lot of incoming data at any given time. Lastly, these minor manipulations in data points by an adversary can result in significant damage to ML systems, especially in mission-critical systems.

To address this problem of data poisoning attacks, we proposed DISTINÏCT, the first proactive detection framework based on an optimized distance measure. The main contributions of this study are summarized as follows.

1.    We designed DISTINÏCT, the first proactive framework which uses a distance measure for the detection of data poisoning attacks that target ML systems. The proposed framework can effectively secure the system against various key features that are common in data poisoning, including the adversary’s goal, capabilities and knowledge. Compared to the existing state-of-the-art solutions that employ ML to detect data poisoning, our proposed detection framework boasts various features, like a) being independent of training, b) being independent of parameter tuning and additional information, and c) being secure and robust against various adversarial attacks.

2.    Our study shows that JD is a promising candidate in the DISTINÏCT to effectively detect a data poisoning attack. To speed up real-time detection of poisoned datasets, we proposed an OJD, which is significantly more efficient and effective than JD and consumes significantly less computation time and space. This contribution is significant in the IoT environment, wherein fast computation of large volumes of streaming data is critical for detecting a data poisoning attack in time.

2  Key Features of Adversarial Attacks

For ML, the following key aspects [2–11] are generally considered by the security analysts to measure the intensity of the attack or to identify the type of attack. Meanwhile, on the other hand, an adversary utilizes them to devise an attack against a ML system.

2.1 Adversarial Goal

This aspect determines the aim of an adversary in terms of the level of destruction or the purpose of an attack. This feature is further divided into following three categories.

2.2 Adversary’s Capabilities

The second key aspect to attacks is the extent of the attacker’s capabilities. These capabilities include the ability to manipulate data points used by ML systems either for training or testing. To evaluate this aspect, capabilities are divided into following two broad classes.

2.3 Adversary’s Knowledge

This key feature considers the level of information an adversary already has about the ML system. Usually, the information related to the ML system includes features of the dataset, the ML algorithm, optimization functions, and the system parameters. Knowledge of different parameters in different combinations leads to different types of attack. These attacks are of the following types.
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3  Related Works

The ML process usually consists of six major different phases, namely data collection, training/testing datasets, feature extraction, learning algorithms, prediction system(s), and re-training. Each phase is susceptible to different attack [2–6]. However, the focus of this study is on the data poisoning attack, one of the many potential attacks.

3.1 Data Poisoning Attack

A data poisoning attack is a causative attack in which an adversary modifies the statistical characteristics of the dataset. Thus, this attack breaks the integrity and availability of an ML system. There are cases where an ML system needs re-training, e.g., a spam email filtering system retrains a model on some new features. The adversary leverages the re-training phase and manipulates the dataset [4,12].

Several studies have shown that an adversary can easily perform data poisoning attacks, even with small perturbations [13]. Therefore, this problem posed a need for a solution which is capable to detect different types of data poisoning attacks effectively and proactively in the ML systems. The literature has also shown that different researchers have proposed various detection solutions against data poisoning attacks.

In [8], the authors have presented a proactive and iterative visual analytics-based framework for exploring adversarial attacks against ML systems. Defense mechanisms against data poisoning attacks include an evaluation of poisoned samples’ positions within the dataset through a multiple spectral clustering aggregation method [9]. In [14], the authors have leveraged uncertainty estimates to detect backdoor data poisoning attacks. In [15], the authors have employed an adaptive combination of classifiers at different learning rates to mitigate data poisoning attacks. To address data poisoning concerns in ML-based IoT systems, various techniques including provenance-based detection and filtration of poisoned data have also been proposed in [16,17].

Since the data poisoning is a type of attack that either distorts or modifies the statistical characteristics of the dataset(s). As a result, these perturbations affect the ML system and its accuracy. Therefore, we have proposed DISTINÏCT, the first proactive detection framework based on a distance measure to detect these attacks. The distance measure we employ is the OJD, an optimized variant of JD. Due to JD’s simplicity, it is preferred for various applications [18]. Therefore, in this baseline study, we have also considered JD because JD requires no additional parameter tuning and training. The mathematical notations we have used this study are mentioned in Tab. 1.
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3.2 Jaccard Distance

JD is a statistical measure which is used to compute and identify the dissimilarity between two sets of data. JD determines dissimilarity for any type of data (i.e., categorical, numeric, binary, etc.). JD is calculated by taking the complement of the Jaccard Coefficient (JC), also known as the Jaccard Index. The value of JD falls within a range of 0%–100%. The preliminary notations for this study are discussed as follows.

Given two sets of data U and V, we represented the JC as the intersection of the features’ values in U and V divided by the union of the features’ values in the two datasets. From a computational standpoint, most work comes from computing the intersection of U and V as


JC(U,V)=|U∩⁡V||U∪⁡V|.

This is because, to compute the union, the size of the features’ values is taken and subtracted the intersection to avoid counting the same features’ values twice.

To compute JD, the complement of the JC is taken, i.e., subtract the JC from 1, as follows:


JD(U,V)=1−JC(U,V)100=1−(|U∩V||U∪V|)100.

In this study, we also proposed an OJD for effective proactive detection of data poisoning attacks against ML.

4  Optimized Jaccard Distance

Assume U is an initial trusted dataset, which is always fixed and available, and V is a new incoming dataset. Both U and V are vectors at one time. Suppose U and V consist of a single, but common, feature with m items, i.e.,


U→=[x1x2⋮xm]andV→=[y1y2⋮ym]

Then, the intersection between U and V is computed as


I(U,V)=|U∩V|.

Since U and V have multiple (n) common features (A) with (m) items in each feature, i.e.,


UA1=(x1,x2,…,xm)T,VA1=(y1,y2,…,ym)T,UA2=(x1,x2,…,xm)T,VA2=(y1,y2,…,ym)T,⋮UAn=(x1,x2,…,xm)T,VAn=(y1,y2,…,ym)T,

Therefore, the intersection between U and V with multiple common features is computed as


I1(UA1∩VA1)=|UA1∩VA1|I2(UA2∩VA2)=|UA2∩VA2|⋮In(UAn∩VAn)=|UAn∩VAn|

To further compute the OJC for each feature, we then divided each feature’s intersection by m, i.e.,


OJC1(U,V)=I1(UA1∩VA1)mOJC2(U,V)=I2(UA2∩VA2)m⋮OJCn(U,V)=In(UAn∩VAn)m

Our technique of dividing the features’ intersections by m significantly decreases the space and computation cost as compared to JD. Thus, real-time proactive detection of poisoned datasets is possible, i.e., before the data being fed to the ML systems. Hence, with this technique, OJD enabled an effective proactive detection of poisoned datasets, especially, for mission critical systems where in-time detection is required.

Finally, to compute the OJD for each feature, the difference of the OJC from 1 is computed. Mathematically, we can write it as

OJD1(U,V)=1−OJC1(U, V)OJD2(U,V)=1−OJC2(U, V)⋮OJDn(U,V)=1−OJCn(U, V) (1)

To define the range of the OJC, we considered both the minimum and maximum.

•   Minimum: When there is(are) no common feature(s) or values within feature(s) between the two datasets, i.e., |U∩V|=0

•   Maximum: When the two datasets are identical, i.e., |U∩⁡V|=m.

Hence, the respective range lies between 0 and 1, as follows:


0≤OJC(U,V)≤1.

Since the OJD is simply a complement of the OJC, it also has the same range as that of OJC:


0≤OJD(U,V)≤1.

Since our proposed OJD is an extended and optimized variant of JD. Therefore, our OJD also holds all the statistical properties of a distance measure. Moreover, like JD, our OJD also computes dissimilarity for any type of data.

5  Proposed Solution

We proposed DISTINÏCT, the first proactive detection framework which detects poisoned datasets destined for ML systems under data poisoning attacks. Since, the DISTINÏCT employs distance measure (OJD), therefore inherently the DISTINÏCT is also capable of detecting different types of poisoned data. The DISTINÏCT consists of following four main phases.

5.1 Phase 1: Collection of Dataset(s)

To initiate the detection process, this first step involved the collection and formation of a pool of datasets. The DISTINÏCT set the datasets into two main categories.

5.1.1 Trusted Dataset

This is a dataset that is initially used to train the ML system and to generate the initial classifications/predictions. It is always assumed that the initial dataset is authenticated and authorized, i.e., it is provided by an authenticated (trusted) party and has not been exposed to external sources, i.e., no forgery has been committed.

5.1.2 Dataset(s) from N Sources

This category includes all the datasets that are collected from various sources. These datasets are referred to as new, incoming datasets from N different sources that include, but are not limited to, sensors, mobile devices, tablets, etc. For this category, we assumed that these are untrusted datasets that may or may not have come from trusted sources, i.e., the sources may or may not be authorized. Also, these datasets may or may not have been forged, i.e., they may or may not be authentic.

5.2 Phase 2: Feature Extraction and Selection

After obtaining the desired pool of datasets (i.e., a trusted dataset and untrusted datasets), in this phase, we filtered and selected the most relevant features from the datasets. There are few features, among all the features within a dataset, are highly correlated with the target class, i.e., those features contribute or affect the target variable the most. Hence, the selection of those features played a vital role.

Therefore, we considered bi-directional feature elimination, also known as Stepwise Selection [19], which extracted and selected the most relevant features. With the most relevant feature extraction and selection process, the computation complexity in later phases is reduced. Consequently, this phase resulted in a processed and reduced (yet relevant) dataset, including the trusted dataset.

We first took the trusted dataset and applied the Stepwise Selection algorithm on it. The algorithm returned the most significant features extracted from the trusted dataset. Thereafter, we extracted the identical significant features from the untrusted datasets as well. If any of the untrusted datasets do not have all the significant features identical to that of the trusted dataset, then that untrusted dataset is directly discarded either as malicious dataset or as a dataset from any device that is malfunctioned.

This phase returned the processed and reduced datasets, including both trusted and untrusted datasets consist of the most significant features. To select the optimal number of significant features, the Stepwise Selection algorithm is executed for different range of values. To visualize and make final decision about the optimal number of significant features, we further plotted the Stepwise Selection algorithm with various range of values.

5.3 Phase 3: OJD Computation

In this phase, using the formula in Eq. (1), we computed the OJD for each processed untrusted dataset against the processed trusted dataset. To compute the OJD, we first considered the application area. Different applications (specifically, different scenarios) employ different categories of datasets. Therefore, based on our study of various applications, we categorized the datasets such that they fall into one of two types of OJD computation process.

5.3.1 Case I: Single Feature (SF)-Based Computation

For a dataset comprised of only one feature, we simply computed the OJD of each untrusted dataset against the trusted dataset.

5.3.2 Case II: Multiple Features (MF)-Based Computation

In this category, there are, or can be, datasets which consist of multiple features. In this case, we computed the OJD for each feature. Furthermore, those datasets which are examined through the selection process and discarded (based on previous feature’s range), i.e., are not considered for next feature. Our approach of discarding datasets based on previous features, reduced the computation costs for later steps (e.g., computing OJDs, defining appropriate thresholds).

5.3.3 Threshold

In this study, the threshold is a magnitude or a value which is used to measure and limit the acceptable level of data dissimilarity between two set. In other words, the threshold is computed to measure the acceptable level of dissimilarity between the trusted dataset and a new incoming dataset. To define an appropriate threshold value, β, we plotted a control chart using the computed OJDs with standard deviations.

5.3.4 Control Charts

We leveraged the control charts to determine the percentage of variation between trusted data and new incoming datasets through a Central Limit (CL), an Upper Control Limit (UCL), and a Lower Control Limit (LCL). Since control charts facilitate the choice of limits (i.e., α= ±1, ±2 and±3) for the UCL and the LCL. Therefore, based on applications and scenarios, an acceptable level of variation or threshold β is selected. Here the CL, UCL, and LCL are computed as follows:


CL=X¯,UCL=X¯+α.σLCL=X¯−α.σ

5.4 Phase 4: Selection of New Trusted Datasets

Finally, this phase considered the computed OJDs resulted from Phase 3 and selected the new trusted datasets. To select a new trusted dataset, we developed the following hypotheses:


NullHypothesis→H0:OJD(U,V)≤β

And,


AlternateHypothesis→H1:OJD(U,V)>β

Our hypothesis stated that if the calculated OJD of an untrusted dataset is less than or equal to set threshold value β, then the respective new incoming dataset and the trusted dataset are similar. Otherwise, the untrusted dataset is dissimilar, i.e., the new, incoming dataset is beyond the acceptable level of dissimilarity. In other words, untrusted datasets that are unable to meet the hypotheses criteria are discarded as malicious or forged datasets. Whereas untrusted datasets that are either less than or equal to the defined threshold value are considered as trusted datasets.

Since we categorized datasets based on SF and MF to select a new and trusted dataset. Therefore, we also defined two types of selection processes based on SF and MF datasets.

1.    Independent Selection: This process simply compared the threshold value(s) with the computed OJDs of SF-based datasets.

2.    Dependent Selection: This process compared the threshold value(s) with the computed OJDs of MF-based datasets, feature by feature. If the OJD of any feature in a dataset exceeded the defined threshold value of the respective feature and is discarded; then the entire dataset is discarded (i.e., the dataset is not compared for the rest of the features).

If all the values of computed OJDs for untrusted datasets are within the defined threshold limit, then those untrusted datasets are considered as trusted datasets. Otherwise, all those untrusted dataset(s) are discarded and are not further used for re-training the ML system.

Furthermore, depending on the application or requirements, among all the newly qualify trusted datasets the one with the lowest OJD is selected as the final, new trusted dataset. This final newly selected trusted dataset is also used to re-train the model to make further predictions or classifications.

Acceptable Error Rate

There are many applications and scenarios where datasets have outliers for various reasons (e.g., enhanced values of features or noise) other than a malicious data injection. Therefore, to take such conditions into account, DISTINÏCT allows up to ɛ outliers as an acceptable error rate. Hence, ɛ outliers can enhance ML systems without causing misclassifications when passed to the system for further predictions or classifications, because ɛ instances in the entire dataset are not enough to cause misclassifications. In other words, if x0≤ε the dataset is accepted, otherwise rejected. Moreover, the value of ɛ varies from application to application and from scenario to scenario.

6  Performance Evaluation

To demonstrate the application and to evaluate the efficiency of DISTINÏCT, we considered an application of pollution sensors. Pollution sensors are designed specifically to detect and transmit different environmental parameters. In our assumed scenario, we considered ozone, particulate matter, carbon monoxide, sulfur dioxide, and nitrogen dioxide as different environmental parameters.

6.1 Experimental Setup

To demonstrate the applicability of the DISTINÏCT, we considered particularly a smart city scenario. In this scenario, we assumed seven different pollution sensors and a broadcasting station, all of them are installed and set up in different locations. These seven pollution sensors measured the values of five different features, i.e., ozone, particulate matter, carbon monoxide, sulfur dioxide, and nitrogen dioxide at a time. After measuring the values, the pollution sensors converted those values into digital units and transmitted those digitized readings to the broadcasting station.

As shown in Fig. 1, in the first step, the broadcasting station received the pollution readings from all seven sensors. Among all the seven sensors, G is a normal sensor. Whereas A, B, and C are the malfunctioned sensors. While D is a normal sensor, but it is affected with noise. Further, E is also a normal sensor, but it has a compromised communication channel. At last F, it is a physically hijacked sensor. After the pollution readings are collected, in the second step, the broadcasting station initiated the DISTINÏCT and utilized the initial trusted dataset as a basis for computing the OJDs. The DISTINÏCT then resulted in a new trusted dataset. In the next step, the broadcasting station applied the ML system to the new trusted dataset and generated new pollution predictions. Finally, in the last step, the station broadcasted the pollution forecast to the citizens.
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Figure 1: A detailed overview of the smart city scenario

6.2 Simulation Environment

We developed the DISTINÏCT using Python version 3.5.4 under the LINUX Ubuntu 16.04 environment. For significant-features selection, random selection of data points, and introducing normal distribution-based random noise, we employed Python libraries including Pandas, NumPy, mlxtend.feature_selection, SequentialFeatureSelector(), sklearn.linear_model, random() and np.random.randint().

6.3 Data Preparation

To perform experiment and evaluate the DISTINÏCT, we considered datasets named Pollution Measurements. CityPulse [20] designed and generated these datasets as a real-time IoT stream processing and large-scale data analytics for smart city applications. The founders of the CityPulse project designed pollution sensor datasets for different locations during the period from August to October 2014. Each dataset has around 17,000 data points. CityPulse simulated a pollution sensor for every single traffic sensor at each location. They considered five different features (ozone, particulate matter, carbon monoxide, sulfur dioxide, and nitrogen dioxide) and simulated these feature values listed in [21,22]. Their datasets have data points simulated for every five-minute interval for 24 h.

Furthermore, to simulate and test the DISTINÏCT against poisoned datasets, we divided the respective pollution sensor datasets into 24 subsets each consists of 11 data points recorded at five-minute intervals. To introduce noise and malicious data points in the untrusted dataset, we generated a random (but normal distribution-based) integer outside the range of the trusted dataset’s values. We then randomly selected a data point from an untrusted dataset and replaced it with a newly generated random data point. To avoid overwriting the same data point, we kept a record of the randomly selected indexes where new data points were inserted. In this way, we inserted noise and malicious data points into the untrusted datasets without increasing the number of data points in them.

For the given pollution sensor datasets, we selected three most significant features (among all five features), i.e., ozone, particulate matter, and carbon monoxide. Moreover, for the assumed scenario, the value taken for ɛ is 10% [23]. In addition to this, the time we have chosen for data analysis and selection is the very first hour of the recorded readings in the datasets, i.e., from 00:00 to 01:00.

6.4 Optimization Analysis of OJD

To demonstrate the effectiveness of the DISTINÏCT with the proposed OJD, we have performed a comparative study. We have evaluated OJD against some of the variants of the JD along with the original JD. Some of the existing JD variants we considered for our comparative study are as following:

•   In [24], the authors have proposed Average Jaccard Distance (Avg.JD):


Avg.JD(U,V)=1−(1NΣn=1N|Un∩⁡Vn||Un∪⁡Vn|)

•   In [25], the authors have proposed JD′:


JD′(U,V)=1−(|U∩⁡V||V|)

•   In [26], the authors have proposed Combined Triangle and Jaccard Distances (CTJD):


CTJD(U,V)=1−(0.5∗JD(U,V)∗Triangle(U,V)+1)

•   In [27], the authors have proposed the modified Jaccard Distance (JD∗):


JD∗(U,V)=1−(|U∩⁡V||U|)

6.4.1 Experimental Analysis

For a fair evaluation of our proposed OJD against the original JD and some of the other existing variants of JD, we assumed the same underlying situations and conditions throughout all our experiments. To determine the thresholds for ozone, particulate matter and carbon monoxide, we have computed the CL along with the UCL and LCL with a ±1 standard deviation for the JD, its variants and OJD (for all seven sensors).

As shown in Tab. 2, from the first iteration, the dataset of sensor G is selected as a new trusted dataset for the next iteration, i.e., from 01:00 to 02:00. Hence, the process of selecting a new trusted dataset is kept on iterating in a similar way as demonstrated for the first iteration. Moreover, we have assumed the values of xO for all the sensors (as shown in Tab. 2) for our experimental analysis only. However, these values may differ in various applications and scenarios.
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6.4.2 Complexity Analysis

Through our thorough performance evaluation and experimentation, we have shown that the JD, its selected variants and our proposed OJD all have the same detection accuracies for the poisoned. Therefore, in the following, we have further analyzed our proposed OJD against JD and some of the variants of JD in terms of the time and space complexity as shown in Tab. 3.

[image: images]

In our proposed OJD, for U∩V, we have already achieved the best possible time of p2 because we have considered an equal number of items for both the datasets, i.e., U and V. Whereas some of the existing variants of JD, the authors have employed unequal numbers of items for the datasets. Hence, the JD and its variants consumed p\ast q time complexity for the intersection operation. Furthermore, the denominator of our proposed OJD has a constant value of m (the number of elements in the dataset). Hence, we have achieved the best possible time complexity for p as well, i.e., TC(m)∈O(1). In addition to this, our proposed OJD consumed a space complexity p for the intersection operation, similar to some of the other existing variants of JD. However, for the denominator, our proposed OJD required a constant time of O(1). Thus, we have achieved an overall space complexity p that is at least half of the overall space complexity of the other JD variants.

To effectively detect poisoned datasets, it is important to have equal lengths of the datasets. Otherwise, in the case of unequal lengths, the outliers or malicious data points can be missed (undetected). Thus, this can lead to incorrect selection of dataset (i.e., poisoned dataset can be selected). Therefore, in the experimental analysis, we have considered the same condition (i.e., equal length) for the JD and its variant. Due to which, the JD and its variant have been able to detect poisoned datasets, otherwise they have not been able to detect. Moreover, in the case of unequal length, the data can be divided into equal lengths like our data preparation process as shown in Section 6.3.

To sum up, our experimental and complexity analysis showed that the DISTINÏCT detected and filtered the poisoned datasets effectively and efficiently, especially when it is used with OJD. It is also shown that the DISTINÏCT detected the poisoned datasets consists of outliers greater than 10%.

6.5 Security Analysis

Since the DISTINÏCT is designed for the detection of poisoned datasets in ML systems. Therefore, we have analyzed the DISTINÏCT against the key features mentioned in Section 2.

6.6 Comparison with Existing Data Poisoning Attacks Detection Solutions

We further analyzed and compared the DISTINÏCT against some of the other existing state-of-the-art detection solutions. We compared the DISTINÏCT based on six key aspects, as shown in Tab. 7.

First and foremost, the DISTINÏCT is independent of any ML or deep learning models for detection purposes. Therefore, the DISTINÏCT is independent of any training or re-training phase, and does not need any training samples, unlike of [8,9] and [14–17]. Moreover, the DISTINÏCT is completely secure against any adversarial attack, as shown in Tabs. 4, 5 and 6. Moreover, the DISTINÏCT considers datasets to compute OJD and make selection of datasets based on the thresholds of the given datasets. Thus, no prior or subsequent parameter tuning is required. Furthermore, the DISTINÏCT verifies the poisoned datasets based on computed OJD and thresholds. Hence, the DISTINÏCT does not require any additional information (e.g., provenance information) or training, unlike of [14,16] and [17]. Therefore, we can conclude that the DISTINÏCT is more secure and robust against data poisoning attacks, compared to some of the existing data poisoning attack detection solutions.
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7  Conclusion and Future Directions

A data poisoning attack is very challenging to detect because it is easy to mount and hard to respond to. To address this problem, we proposed the DISTINÏCT, the first proactive detection framework based on a distance measure to detect data poisoning attacks against ML systems. To provide a concrete realization of the DISTINÏCT, we proposed our OJD and proved the security of the DISTINÏCT by considering key features of such attacks, which have rarely been studied in the past. The proposed OJD is significantly faster than variants of JD and consumes less space. These contributions make the DISTINÏCT a prominent candidate in detecting data poisoning in IoT environments where data are streaming at high speed, wherein detecting data poisoning in time is critical.

In future work, we plan to investigate other distance measures to enhance the DISTINÏCT. Moreover, we will analyze the DISTINÏCT for different types of data. We will also attempt to formulate an enhanced form of distance measures with hyper-parameters to improve detection performance.
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Table 1: Mathematical notations used in this study

Notation Meaning

two different sets

vector notation of set U, V

number of elements

common feature between sets U and V

number of common features between sets U and V

element in set U and V

threshold value

average and standard deviation of all the OJDs, respectively

choice in the range of limits

acceptable error rate

Xo percentage of outliers

)4 time complexity of operation performed on set U and space complexity of set U
q time complexity of operation performed on set V and space complexity of set V
TC() time complexity function
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Table 3: Complexity Analysis of JD, Avg.JD, JD', CTJD, JD*, OJD

Complexities JD Avg.JD JD CTJD JD*  OJD (Our
proposed)
Time (p * q + p* logp) (pxq+pxlogp) p*xq p +pxlogp+p pxq p’
or or

(p*q+q*logq) (P * q+ q*logq)
Space Qp+qor(p+2q9) Cp+qg or(p+29 2q Sp+q 2p p
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Security violation

Attack specificity

Error specificity

This is a malicious act that can
reasonably damage the privacy
of the system. The security
violation is generally one of
three types:

e Integrity: This type of attack
aims to cause
misclassification in such a
way that an ML system
classifies malicious data
points as legitimate data
points.

e Availability: This type of
attack tries to cause
misclassifications in such a
way that an ML system
classifies legitimate data
points as malicious data
points.

e Privacy: In this type of
attack, an adversary aims to
get access to the confidential
information regarding an ML
system. Thus, it results in
severe damages.

This refers to how specific an
attack is, i.e., as to the range of
data points the adversary can
manipulate. This manipulation
is mainly of two types.

e Targeted: In such attacks, an
adversary focuses on certain
data points to degrade the
performance of the ML

system with those data points.

e Non-discriminate: In these
attacks, the adversary is not
concerned with specific data
points, but instead degrades
the performance of the ML
system over a broad set of
samples.

The third category deals
with the type of error an
adversary aims to
introduce into a ML
system. This category can
be one of the following two
types.

e Error-agnostic: An
adversary does not
target any specific class,
but rather introduces
any kind of error (like a
misclassification,
regardless of any
predicted class).

e Error-specific: For this
type of attack, the
adversary introduces a
specific error, e.g.,
manipulates data points
in such a way that those
points are classified for a
certain class.
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Table 6: Analysis of the DISTINICT against the adversary’s knowledge

Adversary’s knowledge

Categories Types Secure Reason(s)
Level of Black-box attack v/ e Acceptable error rate is up to 10%.
knowledge e Our entire proposed detection
framework
Grey-box attack v/ e Acceptable error rate is up to 10%.

e Proactive detection framework

White-box attack v e Every iteration may result in new
trusted dataset
e Every iteration may result in different
significant features
e Acceptable error rate is up to 10%.
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Table 4: Analysis of the DISTINICT against the adversary’s goals

Adversary’s goals

Categories  Types Secure Reason(s)
Security Integrity Vv e Acceptable error rate is up to 10%.
violation
Availability v/ e Acceptable error rate is up to 10%.
Privacy v e Acceptable error rate is up to 10%.
e Every iteration may result in new trusted
dataset

e Proactive detection framework

Attack Targeted Vv e Acceptable error rate is up to 10%.
specificity
Non- v e Every iteration may result in different
discriminate significant features

e Acceptable error rate is up to 10%.

Error Error- v e Every iteration may result in different
specificity  agnostic significant features
e Acceptable error rate is up to 10%.

Error- v e Every iteration may result in different
specific significant features
e Acceptable error rate is up to 10%.
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Attack influence

Data manipulation constraints

In this capability, the impact of an attack is

analyzed. The impact can be one of two types.

e Causative: This is when an adversary
manipulates data points that are used in the
training phase.

e Exploratory: This is possible when the
adversary manipulates data points in the
testing phase.

These are the limitations on the extension
of the manipulations that an adversary
can carry out on a dataset. Generally,
these constraints vary from application to
application.
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Table 7: Comparison with some of the existing state-of-the-art data poisoning attack detection
solutions

Drawbacks Defenses against data poisoning attacks
[8] [9] [14] [15] [16] [17] DISTINICT
Requires training v/ v v v v v X
Requires v v v v v v X
parameter tuning
Self-vulnerability v/ v v v v v X
to adversarial
attacks
Requires v v v v v v X

re-training to
update models

Requires v X v X v v X
additional

information

Requires X X v X v v X
additional

training
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Table 2: Experimental analysis of JD, Avg.JD, JD', CTJD, JD*, OJD

For the ozone feature

Pollution Final status of the datasets
sensors

JD Avg. JD D CTJD (U,V) JID* OoJD
A Xosov Reject Reject Reject Reject Reject Reject
B xo_s0v Reject Accept Accept Accept Accept Accept
C Xo_20% Accept Accept Accept Accept Accept Accept
D xo_10v Accept Accept Accept Accept Accept Accept
E xo_100% Reject Reject Reject Reject Reject Reject
F xo_70% Reject Reject Reject Reject Reject Reject
G Xo_30v Accept Accept Accept Accept Accept Accept

For the particulate matter feature

Pollution Final status of the datasets
Sensors

D Avg. JD JD’ CTJD (U,V) JID* OJD
B xo_s0 - Reject Reject Reject Reject Reject
C xo_30% Reject Reject Reject Reject Reject Reject
D Xxo-s0% Accept Accept Accept Accept Accept Accept
G Xo_10v Accept Accept Accept Accept Accept Accept

For the carbon monoxide feature

Pollution Final status of the datasets
Sensors

JD Avg. JD JD' CTJD (U,V) JID* OJD
D xo_s0 Reject Reject Reject Reject Reject Reject

G Xo_10v Accept Accept Accept Accept Accept Accept
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Black-box attack

Grey-box attack

White-box attack

In this type of attack, an
adversary does not know

anything about the ML system.

In this scenario, the adversary
mostly carries out a
trial-and-error approach using
data samples to gain some
information.

The second attack type
considers a scenario where an
adversary has access to some of
the information related to the
ML system. The information
factors can be any type, e.g., the
dataset, the features in the
dataset, the algorithm, system’s
optimization functions, or
parameters.

This attack deals with a
scenario, where an
adversary has complete
information about the
system. Although this
scenario may be unrealistic
in some cases, it enables the
attacker to define upper
bounds for system
performance degradation.
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Table 5: Analysis of the DISTINICT against the adversary’s capabilities

Adversary’s capabilities

Categories Types Secure Reason(s)
Attack influence Causative v e The DISTINICT is designed to detect
this attack.
Exploratory ~ N/A e The DISTINICT is for the training

phase
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