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Abstract: Nonorthogonal Multiple Access (NOMA) is incorporated into the wireless network systems to achieve better connectivity, spectral and energy effectiveness, higher data transfer rate, and also obtain the high quality of services (QoS). In order to improve throughput and minimum latency, a Multivariate Renkonen Regressive Weighted Preference Bootstrap Aggregation based Nonorthogonal Multiple Access (MRRWPBA-NOMA) technique is introduced for network communication. In the downlink transmission, each mobile device's resources and their characteristics like energy, bandwidth, and trust are measured. Followed by, the Weighted Preference Bootstrap Aggregation is applied to recognize the resource-efficient mobile devices for aware data transmission by constructing the different weak hypotheses i.e., Multivariate Renkonen Regression functions. Based on the classification, resource and trust-aware devices are selected for transmission. Simulation of the proposed MRRWPBA-NOMA technique and existing methods are carried out with different metrics such as data delivery ratio, throughput, latency, packet loss rate, and energy efficiency, signaling overhead. The simulation results assessment indicates that the proposed MRRWPBA-NOMA outperforms well than the conventional methods.
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1  Introduction

In the wireless mobile communication networks, outstanding challenges are involved to be met such as a great deal to obtain higher data delivery, spectrum utilization, lower latency, and better connection. Therefore, the NOMA technology has been newly put forward as a promising model to accomplish much better spectral efficiency compared to traditional orthogonal access techniques employed in wireless communication systems. A most important feature of NOMA is to allow many users to transmit and receive their data in the same time and frequency domain. A machine technique is applied to NOMA technology to achieve efficient communication with higher throughput and minimum latency.

A Solution Procedure for Joint Subcarrier Assignment, Time-Switching, and Power Allocation SP-J-SA-TS-PA (NOMA) scheme was developed in [1] for wireless information and power transmission to improve the coverage and throughput. But the scheme was not efficient to reduce the latency of wireless information. A code-domain NOMA and power-domain NOMA (CD/PD-NOMA) were developed in [2] for improving the secrecy of data transmission. But the resource-aware data communication in NOMA technology was not performed.

The fundamental theory of NOMA has been analyzed in [3] to improve the user data rate, system capacity, and reception complexity. But the security-aware data information was not performed in the multiple access technique. An online energy consumption minimization (OECM) method was designed in [4] to minimize the latency constraints. The nonorthogonal multiple access (NOMA) technique was also employed to solve the preamble collision where more devices access the same network. But the designed algorithm failed to analyze the multiple resources to improve the data delivery.

Two-tier heterogeneous networks with NOMA framework were introduced in [5] for improving the dynamic communication based on resource allocation. But the designed framework failed to perform privacy of data in dynamic communication. A secure non-orthogonal multiple access in joint energy-harvesting (EH) communications was introduced [6]. But while increasing the number of mobile users increases, the system security gets degraded. A joint optimization approach was developed in [7] for enhancing the system energy efficiency maximization. But the performance of the throughput maximization was not achieved.

A trusted cooperative half-duplex relay has been introduced [8] for secure communication in a downlink NOMA system. But the latency-aware secure communication was not reduced. A novel relay-assisted non-orthogonal multiple access (NOMA) method was developed in [9] for multi-cell uplink cellular networks. The designed method significantly reduces the control overhead but the throughput of uplink cellular networks was not maximized.

A deep-learning-based technique was introduced in [10] for allowing many users to utilize the full bandwidth. The designed method increases the high bandwidth efficiency but the latency was not minimized.

The main contributions of the paper are summarized as follows:

•   In order to achieve resource and secure data communication, an MRRWPBA-NOMA technique is introduced in the downlink transmission of the mobile network.

•   The Weighted Preference Bootstrap Aggregation is applied in the MRRWPBA-NOMA technique to find the best mobile device for resource-efficient data transmission with help of several weak hypotheses. On the contrary conventional regression methods, the proposed regression function analyzes the resources and trust with the threshold based on the Renkonen similarity index. As a result, resource-aware and trusted devices are identified to enhance efficient data communication and minimize latency.

•   Simulation of the proposed MRRWPBA-NOMA technique and existing methods are carried out and illustrated the better results for all the parameters.

2  Literature Review

Recently, several types of research have considered NOMA networks, and the existing literature can be reviewed according to resource and security models.

A maximal harvested energy (MHE) scheme and best cooperative path (BCP) approach was introduced in [11] to perform the relay selection with better energy harvesting. But the latency-aware relay selection was not performed. A cognitive NOMA network was introduced in [12] for enhancing the throughput. But the trust-aware NOMA network was not designed.

Power domain-NOMA (PD-NOMA) was introduced [13] for increasing the performance and better spectral utilization in downlink cooperative networks. But the NOMA-based cooperative networks were not designed. A multi-antenna cooperative NOMA approach was introduced in [14] to enhance the normal power performance. But the approach failed to minimize the computational complexity.

A joint design on beamforming vectors and artificial noise (AN) covariance matrix were introduced in [15] for the NOMA system to minimize the complexity. But the trust-based secure NOMA system was not designed to improve confidential data transmission. Physical layer security based on NOMA was presented in [16] to achieve a higher secrecy rate. But the analytical optimization of the power allocation factors was not considered.

A secure and accurate Channel State Information (CSI) was presented in [17] for improving privacy performance. The model increases the average secrecy throughput but it failed to protect the uplink feedback security. In order to significantly improved the performance of the NOMA system, EXIT charts analysis was presented in [18]. A centralized energy-efficiency maximizing power allocation scheme was developed in [19]. But, a higher throughput was not obtained. An optimized power role switching-NOMA (OPRS-NOMA) method was introduced in [20] for mobile users. But the reliable data transmission was not achieved.

Tab. 1 shows the summary of the above literature.
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3  Multivariate Renkonen Regressive Weighted Preference Bootstrap Aggregation Based NOMA for Resource-Aware Secure Communication

Recently, the exponential growth of Smartphone and mobile users has direct to the increasing demand for high-speed data access. The data communication with non-orthogonal multiple access (NOMA) is an efficient solution that allows a non-orthogonal frequency resource allocation and handles many mobile users to a single channel. However, in wireless communication environments where a large number of mobile users exist and a huge volume of information is distributed simultaneously. In this situation, the energy and bandwidth allocation of the communication network is higher. This directs to reduce the life span of the entire network. In addition, wireless security for each transmission is very important during wireless transmissions. Based on motivation, MRRWPBA-NOMA called is developed.

System model: a system model of the MRRWPBA-NOMA is discussed. NOMA is a various many user access system with respect to other multiple access schemes, i.e., orthogonal multiple access. The basic idea of non-orthogonal access is to employ a receiver with a complex design in transmission for high spectral efficiency.

Fig. 1 shows the architecture of NOMA in Mobile Networks communication in which consists of one Macro Base Station (MBS) and multiple users share the common resources. The base stations are implemented by the non-orthogonal multiple access technology. As shown in Fig. 1, wireless-enabled NOMA network with a base station (MBS), and a set of mobile users or devices Mu1,Mu2,Mu3…Mun are distributed randomly. By applying the Nonorthogonal Multiple Access technology allows many users to share the same communication resource. In this NOMA network, two types of communication are available namely downlink and uplink directions. In the downlink direction, the mobile users get the data from the base station. While in the uplink direction, mobile user uploads their data to the base station. Each mobile device selects a base station for their normal communication. NOMA is incorporated with wireless communication systems in order to achieve higher energy efficiency, significant achievable data rate, low latency, better throughput. In the multiple users’ communication scenario, security is a more important factor for guaranteeing confidentiality. In our work, resource-aware and secure downlink transmission is considered.
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Figure 1: NOMA in mobile networks communication

In the downlink transmission, the total transmit the energy of the users is formulated as given below,

Etx=Ptx∗Ttx(1)

From Eq. (1), Etx denotes transmitted energy of the mobile users or device, Ptx indicates a transmitting power, Ttx represents time in seconds. The residual energy of each mobile user is expressed as,

φEtx=(Etotal−ECmd)(2)

From Eq. (2), φEtx indicates the residual energy, Etotal denotes total energy, ECmd be the consumed energy. The bandwidth level of the mobile users is calculated based on how fast the amount of data download from the base station in a given time slot. It is mathematically expressed as given below,

Bw=(Datatime(sec))(3)

From Eq. (3), ‘Bw’ denotes a bandwidth, amount of data in terms of Kilobytes (KB), Gigabytes (Gb), Megabytes (MB) per one second (sec). Followed by, the direct trust value of the device is formulated to guarantee the security performance of the downlink NOMA. Trust is a most significant characteristic of a device that depends on its behavior of both positive and negative experiences over a prior data transmission. It is defined as the ratio of the complete set of received data packets over the number of packets sent at a particular occasion of time.

T=DpR(t)DpS(t)(4)

From Eq. (4), T indicates a direct trust, DpR(t) symbolizes the set of received data packets at a time ‘t’, DpS(t) indicates a set of received data packets over a time ‘t’. Based on this resource evaluation of the mobile device, a Multivariate Renkonen index Regressive Weighted preference bootstrap aggregation is applied for finding the efficient mobile users through the classification technique.

Bootstrap aggregation is a machine learning ensemble technique that helps to increase the accurateness of classification as well as regression. The ensemble technique uses weak hypotheses for learning the given input. The weak hypothesis is a base classifier that difficult to provide precise results. Therefore, the ensemble technique combines the weak hypotheses and applies the voting scheme for obtaining the final accurate prediction results. The schematic representation of the bootstrap ensemble aggregation is shown in Fig. 2.
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Figure 2: Schematic representation of multivariate renkonen index regressive weighted preference bootstrap aggregation

Fig. 2 portrays an overall schematic representation of a Multivariate Renkonen index Regressive Weighted preference bootstrap aggregation with several weak hypotheses. The ensemble technique considers the training input {xi,Y} where xi represents the number of mobile users or devices Mu1,Mu2,Mu3…Mun and ‘Y’ denotes ensemble prediction outcomes. The ensemble learning method uses mobile users or devices Mu1,Mu2,Mu3…Mun as an input. Then it considers the weak hypothesis as a Multivariate Renkonen index Regression tree to identify the resource-aware and confidential mobile user for downlink data transmission from the central base station.

A Multivariate Renkonen index Regression tree is a machine learning technique that helps to analyze the resource such as energy and bandwidth and characteristics is the trust of the mobile devices for efficient and secure data communication from the base station. The Regression tree includes the root node, branch node, and leaf node. In the root node, the mobile device resource and characteristics are analyzed with the threshold is verified. Each branch node symbolizes the outcome of the assessment, and each leaf node indicates a class label (after verifying the threshold). Here the Multivariate represents the energy, bandwidth, and trust. The Renkonen index is used to measure the similarity between the devices and their characteristics.

β={arg⁡max(φEtx&&Bw&&T);1otherwise;0(5)

From Eq. (5), β denotes a Renkonen similarity coefficient, argmax denotes an argument of the maximum function, φEtx indicates the residual energy, Bw indicates the bandwidth, T denotes a trust. The residual energy, bandwidth, and trust of the mobile device are higher, and then the Renkonen similarity coefficient returns ‘1’. Otherwise, the Renkonen similarity coefficient returns ‘0’. The higher residual energy, bandwidth, and trust of the multiple NOMA devices are selected for efficient communication.

The weak hypothesis results have some training errors in the classification process. In order to make strong output, weak hypothesis results are combined into strong.

Y=∑i=1kHi(6)

From Eq. (6), ‘Y’ indicates ensemble classification output, and Hi symbolizes the weak hypothesis results. The ensemble technique applies the weighted preferential voting scheme for identifying better results.

For each weak hypothesis, the error is measured based on the squared difference between the actual classification results and predicted classification results.

Error=[HA−Ho]2(7)

From Eq. (7), Error represents the training error, HA represents the actual output of the weak hypothesis, Ho symbolizes the prediction results of the weak hypothesis. Based on the error value, the weak hypotheses are weighted and sorting in ascending order. The weak hypotheses result having maximum weight is selected for finalizing the output and other hypotheses results are removed. This helps to minimize the time consumption of the classification. Finally, the majority votes of samples are identified with higher weighted results. The higher-weighted results are counted and identified the majority to be elected as final output. The majority votes of the results are obtained as given below,

Y=argmaxR[Hk](8)

From Eq. (8), Y represents the final ensemble results, argmax indicates an argument of the maximum function that helps to find the majority vote (R) of the samples whose conclusion is identified to the kth hypothesis. As a final point, the ensemble technique displays the majority votes of the output as final results. This way, resource-efficient and trust-aware mobile users are identified and perform efficient communication and download the data seamlessly from the base station with minimum latency. In addition, the higher trusted mobile devices protect the sensitive data from the other malware devices hence the security of NOMA-based communications is said to be achieved. The algorithmic process of the MRRWPBA-NOMA technique is described as given below.
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Algorithm 1 is described step by step process of resource-efficient and secure communication in NOMA-based communication. First, the initialization of the Number of mobile users or devices, data, initial energy is set. Then the Bootstrap Aggregation is applied for identifying the resource-efficient and trusted mobile devices. The ensemble technique first constructs the set of weak hypotheses to analyze the energy, bandwidth, and trust of the mobile devices. Based on the analysis, the resource and trusted mobile devices are identified and making strong output by estimating error. Then the weighted preferential voting scheme is applied to find hypotheses with higher weight. Finally, the majority votes of the hypotheses results are considered as outcomes. Hence, resource-efficient and trusted devices are selected to improve data communication and reduce the latency.

4  Simulation Setup

In this section, the effectiveness of the proposed MRRWPBA-NOMA and conventional methods are verified using the NS2.34 simulator. Tab. 2 shows the simulation parameters.
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Simulation Results Analysis

Simulation of the MRRWPBA-NOMA and other two conventional methods SP-J-SA-TS-PA (NOMA) [1] and CD/PD-NOMA [2] are discussed in this section. The performance of various methods is discussed with the help of different parameters such as data delivery ratio, throughput, latency, packet loss rate, and energy efficiency.

Data delivery ratio: This is a significant performance metric that is measured based on data packets successfully received from base station to mobile device. This parameter is also used to estimate the confidential data communication from the base station to the mobile device. The overall delivery ratio is measured in percentage (%) as shown in Tab. 2. The ratio is mathematically formulated as given below,

Deliveryratio=[DatareceivedDatasent]∗100(10)

Latency: The latency of a network is estimated as the amount of time it takes for a data packet to be transferred from its base station to the mobile device. The latency is estimated as given below,

Latency=∑i=1nDi∗t[transmission\;of\;single\;data](11)

Where, Di denotes the number of data, t denotes a time is taken to transmits data from the base station to a mobile device. The latency is measured in terms of milliseconds (ms).

Throughput: It is measured as the size of data received from one base station to mobile devices in a specified amount of time. It is measured in terms of bits per second (bps). The throughput is estimated as given below,

Throughput=[Sizeofdatareceived(bits)time(Sec)](12)

Packet loss rate: It is measured as the ratio of the number of data packets lost to the total number of data packets sent. The packet loss rate is measured in percentage (%). The loss rate is estimated as follows,

Packetlossrate=[DatalostDatasent]∗100(13)

Energy efficiency: It is defined as the ratio of the output energy and input energy to perform communication. The energy efficiency is calculated using the below mathematical formula,

EE=(EoEI)∗100(14)

From (14), EE denotes a energy efficiency, Eo indicates output energy and EI denotes input energy. The energy efficiency is measured in terms of percentage (%).

Tab. 3 and Fig. 3 illustrate the relationship between the numbers of mobile devices versus data delivery ratio using three different schemes namely MRRWPBA-NOMA, SP-J-SA-TS-PA (NOMA) [1], and CD/PD-NOMA [2] are implemented. In the simulations, three different schemes are compared, namely our proposed scheme, and traditional scheme. The numbers of mobile devices or users are 100, 200,...700, respectively. As shown in Fig. 3, the simulation results of the three methods are repressed by three different colors namely red, orange and green respectively. The results demonstrate that the proposed MRRWPBA-NOMA algorithm is better than other algorithms when the same number of mobile devices is considered. The main reason is that the MRRWPBA-NOMA finds resource-efficient devices and higher trusted devices. The higher trusted devices are used to perform the communication to protect the data from unauthorized devices. This process enhances the higher data delivery from the base station to the mobile device in the wireless network.

[image: images]

[image: images]

Figure 3: Performance of data delivery ratio vs. numbers of mobile devices

Tab. 4 and Fig. 4 illustrate the performance of latency versus the number of data packets taken in the ranges from 50, 100, 150, 200, 250, and 300. The graphical chart specifies that the latency of the three methods is represented by three different colors. Fig. 4 provides the seven iterations for all the methods. Among the three methods, the technique outperforms well in terms of achieving minimum latency. It is also evident that the NOMA method achieves minimum latency. In the first iteration, 50 data packets are considered to perform the simulation. Apply MRRWPBA-NOMA technique the latency of 13.8ms in the downlink data transmission. Similarly, 15.3ms and 16.8ms of latency were observed by implementing the existing methods. Likewise, different latency results are observed for different methods. The average value of latency using the proposed MRRWPBA-NOMA technique is said to be reduced by 9% and 18% when compared to conventional SP-J-SA-TS-PA (NOMA) [1] and CD/PD-NOMA [2]. This is due to the application of Weighted Preference Bootstrap Aggregation in the MRRWPBA-NOMA technique for identifying resource-efficient and trust-aware mobile devices. The higher residual energy and higher bandwidth are used for efficient transmission resulting in minimizes the latency to receive the data packets from the base station. As a result, the machine learning-based NOMA technology minimizes the latency of multiple data transmission.
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Figure 4: Performance of latency vs. the number of data packets

In Tab. 5 and Fig. 5, the average number of iterations for three methods MRRWPBA-NOMA, [1,2] is illustrated. Each algorithm requires about 7 iterations on average to obtain the final results. In the above-given graphical plot, we have taken the throughput (bps) on the Y-axis versus the number of mobile devices ranging on the X-axis from 100 to 700 with 100 increment units. As can be understood, when the number of mobile devices increases and results in increased throughput. However, comparative analysis proves higher network throughput using the MRRWPBA-NOMA when compared to SP-J-SA-TS-PA (NOMA) [1] and CD/PD-NOMA [2]. In the first iteration, 100 mobile devices are considered to perform the simulation with 510 KB of data being downloaded from the base station. With the application of the MRRWPBA-NOMA technique, the mobile device 185 KB of the data is received from the base station. Whereas, the 170 KB and 160 KB sizes of the data are received by applying the conventional methods SP-J-SA-TS-PA (NOMA) [1] and CD/PD-NOMA [2]. For each method, seven various outcomes are observed with respect to a different number of mobile devices. Finally, the average of seven results of the proposed MRRWPBA-NOMA technique is compared to conventional methods. This is due to the application of higher bandwidth-efficient devices are selected by applying the Weighted Preference Bootstrap Aggregation. The ensemble technique uses the Multivariate Renkonen Regression function. The regression function analyzes the device characteristics and resources. The higher trust nodes reduce the packet loss and speed up the data transmission from the base station to the mobile device.
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Figure 5: Performance of throughput vs. the number of mobile devices

Tab. 6 and Fig. 6 demonstrate the performance discussion between the numbers of mobile devices and packet loss rate using MRRWPBA-NOMA and two conventional schemes namely SP-J-SA-TS-PA (NOMA) [1], and CD/PD-NOMA [2]. In order to calculate the packet loss rate, the numbers of mobile devices or users are taken in the ranges from 100, 200, 700, respectively. The obtained evaluation results indicate that the MRRWPBA-NOMA provides better performance of minimizes the packet loss rate than the conventional NOMA schemes. This is due to the determination of the best device with higher trust. The higher trusted device minimizes the packet loss and increases the data transmission from the base station to the mobile device in the wireless network.
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Figure 6: Performance of packet loss rate vs. the number of mobile devices

Tab. 7 and Fig. 7 illustrate the performance results of energy efficiency of the mobile devices taken in the ranges from 100 to 700. As shown in the observed results, the energy efficiency is decreased while increasing the number of mobile devices. This is due to the number of nodes consumed energy gets increased. Compared to all the three NOMA methods, the proposed MRRWPBA-NOMA outperforms well in terms of achieving higher energy efficiency. The mobile devices with higher residual energy are selected for efficient communication. From the obtained tabulated results and a graphical representation, MRRWPBA-NOMA provides superior performance of energy efficiency than the other methods.
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Figure 7: Performance of energy efficiency vs. the number of mobile devices

5  Conclusion

Currently, non-orthogonal responsiveness has been considered valuable in modern developments in the mobile network multiple access systems. In this work, we have combined machine learning and NOMA which are well-known techniques in wireless networks to achieve resource-aware and secure communication. This contribution is achieved by developing the MRRWPBA-NOMA technique. In the downlink transmission of the NOMA technology, the mobile device energy, bandwidth and trust are estimated. Then the ensemble Bootstrap Aggregation technique is employed to classify the resource-efficient mobile devices for well-organized data communication by considering the weak hypothesis. The regression analyzes the resources of the mobile device with the threshold. Finally, the majority votes of the mobile devices are identified. With resource-aware and trusted devices, the transmission is carried out to improve the data delivery and reduces latency. Simulation of three methods is carried out to show the performance of different NOMA schemes. The simulation results show that the proposed algorithm is more effective than the traditional NOMA in terms of higher throughput, data delivery, and minimum latency in a dynamic mobile communication environment.
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Table 3: Data delivery ratio

Number of mobile Data delivery ratio (%)
devices

MRRWPBA-NOMA MRRWPBA-NOMA CD/PD-NOMA

100 95.6 88.6 86.2
200 93.2 89.21 85.6
300 94.5 86 83.2
400 92.6 88.3 85.4
500 93.4 86.2 83.6
600 94.3 88.3 85.4

700 92.7 86.4 83.9
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Table 6: Packet loss rate

Number of mobile Packet loss rate (%)
devices

MRRWPBA-NOMA SP-J-SA-TS-PA (NOMA) CD/PD-NOMA

100 4.4 11.4 13.8
200 6.8 10.79 14.4
300 5.5 14 16.8
400 7.4 11.7 14.6
500 6.6 13.8 16.4
600 5.7 11.7 14.6

700 7.3 13.6 16.1
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Algorithm 1. Multivariate Renkonen Regressive Weighted Preference Bootstrap Aggregation based
Nonorthogonal Multiple Access
1. Initialization: Number of mobile users or devices Mu, Mu,, Mus ... Mu,, Data D, = d,,d,, ... ,d,,
Set initial energy
2. Construct ‘’k’ number of weak hypotheses
3. foreach mobile device Mu;
4. Compute residual energy ‘¢, °, bandwidth ‘Bw’, trust ‘7”
5. If [arg max (¢, &&Bw&& T)]then
6. B returns ‘1’
7. else
8. B returns 0’
9. end if
10. end for
11. Sum all weak hypotheses results 3™+ H,
12. For each H,
13. Compute the Error
14. Assign weight to H,
15. Sort the hypotheses results based on weight
16. Select the higher weight hypotheses results
17. Find the majority votes of results arg max(H,)
R

18. Return (output)

19. end for

20. Perform efficient data communication with the selected devices
End
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Table 4: Latency

Number of data packets Latency (ms)

MRRWPBA-NOMA SP-J-SA-TS-PA (NOMA) CD/PD-NOMA

50 13.8 15.3 16.8
100 15.4 17.4 19.2
150 17.2 19.6 22.5
200 21.6 24.3 26.4
250 23.5 25.6 28.9
300 27.6 28.3 30.7

350 29.3 32.6 34.6
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Table 7: Energy efficiency

Number of mobile Energy efficiency (%)
devices

MRRWPBA-NOMA SP-J-SA-TS-PA (NOMA) CD/PD-NOMA

100 97.5 95.3 93.2
200 96.3 94.2 92.5
300 96.1 94 92.1
400 95.6 93.5 91.5
500 95.2 92.5 90.6
600 94.8 90.6 89.3

700 93.7 89.6 88.2
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Table 2: Simulation parameters

Parameter

Value

Simulator

Network area

Number of mobile users
Data packets

Protocol

Simulation time

Nodes speed

Number of runs

NS2 .34

1100 m % 1100 m
100,200,300,400,500,600,700
50,100,150,200,250,300,350
DSR

300 sec

0-20 m/s

7
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Table 5: Throughput

Number of mobile Throughput (bps)
devices

MRRWPBA-NOMA SP-J-SA-TS-PA (NOMA) CD/PD-NOMA

100 185 170 160
200 210 190 175
300 250 210 190
400 330 280 260
500 410 360 330
600 530 480 450

700 670 575 543
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