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Abstract: Most traditional trust computing models in E-commerce do not take the transaction frequency among participating entities into consideration, which makes it easy for one party of the transaction to obtain a high trust value in a short time, and brings many disadvantages, uncertainties and even attacks. To solve this problem, a transaction frequency based trust is proposed in this study. The proposed method is composed of two parts. The first part is built on the classic Bayes analysis based trust models which are ease of computing for the E-commerce system. The second part is the transaction frequency module which can mitigate the potential insecurity caused by one participating entity gaining trust in a short time. Simulations show that the proposed method can effectively mitigate the self-promoting attacks so as to maintain the function of E-commerce system.
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1  Introduction

With the rapid development of the Internet and big data, E-commerce is booming. The E-commerce platform has changed the traditional marketing mode and achieved explosive development. The E-commerce platform is convenient, efficient and open. It has broad prospects for development and huge room for growth. However, due to the openness of the Internet, anyone can trade goods on the E-commerce platform at any time and any place. In addition, the particularities of E-commerce platform transactions, such as being unable to access physical goods and real enterprises, have increased transaction uncertainty and risk, and related problems have become more and more prominent. E-commerce brings convenience to people, but it also inevitably brings risks. Therefore, the trust and security of E-commerce have become a crucial issue restricting the further development of E-commerce. At present, due to the imperfect trust mechanism of E-commerce platform, it is particularly necessary to establish or enhance the trust among the participating parties of E-commerce transactions in order to promote the sustainable, rapid and healthy development of E-commerce. Trust management is a very important research field, which involves sociology, psychology, artificial intelligence, management and many other aspects. Trust has become one of the key problems to be solved urgently in the development of E-commerce. In order to reduce the risk, a safe and effective E-commerce trust mechanism should be established.

However, most traditional trust computing models do not take the transaction frequency among participating entities into consideration, it brings many disadvantages, uncertainties and even attacks and frauds. The main contribution of this study is that a transaction frequency based trust for E-commerce is proposed to address the trust problems. The proposed method is composed of two parts. The first part is built on the classic Bayes analysis based trust models which are ease of understanding and computing. But one problem is that these traditional trust methods cannot prevent malicious entities from gaining higher trust in a short time. The second part is the transaction frequency module which can effectively deal with the problem. Simulations show that our proposed method can effectively alleviate the self-promoting attacks so as to maintain the function of E-commerce system.

The organization of this research is as follows. In Section 2, we give a relatively comprehensive overview of the current trust study in E-commerce. In Sections 3 and 4, we study and analyze the classic trust computing model based on Bayes analysis including the essential components, main functions, and related mechanisms. Our proposed transaction frequency based trust and the related simulations are presented in Sections 5 and 6 respectively, and Section 7 concludes this work.

2  Related Works

To develop E-commerce, it is critical to establish e-trust and ensure information security. Most existing literatures mainly focus on two aspects: one is the theoretical research on how trust and information security can promote the development of E-commerce; the other is the technical research on the effective realization of trust and information security, including models, algorithms, mechanism designs, etc.

Reference [1] employed a logit model to identify and estimate determinants promoting E-commerce and e-trust, which included digital skills, online literacy, internet accessibility, data protection, etc. It emphasized the importance of trust for the development of E-commerce. Besides, equality education helps to boost E-commerce and e-trust. In turn, the building of electronic trust promotes the use of more digital resources. Reference [2] introduced a basic framework and method of trust measurement in E-commerce, including secret key, digital signature, evidence theory, probability analysis, path algebra, Bayesian network, etc. It described representative trust models in different categories, and then summarized the definition, purpose, measurement, algorithm and other aspects of these models. Reference [3] summarized trust mode and trust influence factors of E-commerce from the view of transaction mode and transaction process. It sorted out trust algorithms, summarized the trust mechanism constructed from the process of E-commerce transaction, and integrated trust mechanism using blockchain into interpersonal network. Reference [4] examined the complicated effects of trust and distrust on a buyer’s purchase intentions. It found that trust can transfer from an intermediary to its seller, distrust in an intermediary can negatively influence his or her purchase intentions, and credible guarantee and good website quality of an intermediary give a positive impact on buyer’s trust in the intermediary.

Reference [5] applied trust transfer theory, perceived risk, and alternative website quality to study repurchase intention. The results show that perceived risk (customer duty risk, confiscation risk, delivery risk, financial risk, and privacy risk), trust in provider, and trust in website affect repurchase intention significantly, where trust in website plays a critical role. Reference [6] evaluated the correlation between the Alexa rank (ranking) and the formal measure of trust in the electronic space by the Moore trust method, connection function (Copula function), etc. Their findings indicate that the trust in the websites is highly correlated with their reputation. Therefore, people can trust in the reputation of the E-commerce websites, and make a deal with them. Reference [7] examined the impact of changing the user interface on user trust through cross-sectional analysis and empirical research, indicating that the trust is very dependent on the user interface in E-commerce. Reference [8] analyzed 311 respondents data from Online to Offline, or O2O E-commerce users in Greater Jakarta Area with Structural Equation Modeling (SEM) to probe into factors affecting the loyalty of E-commerce customers. The results show that multi-channel integration and trust have a significant impact on customer loyalty both online and offline, which will greatly drive customer repurchase intention.

Reference [9] established a purchase intention model of Cross-Border E-commerce (CBEC) to study the influence of consumer trust on purchase. It used a questionnaire survey to collect data for simulation. And the regression results show that, five dimensions (trust, third-party authentication, website reputation, perceived security protection and privacy protection, perceived information quality) have significant impact on purchase intentions. However, this paper does not consider the demographic characteristics of consumers in issues, which has certain limitations in explaining specific consumption intentions. Reference [10] gave a formal description model of trust network, proposed a set of construction methods and optimization algorithm of trust network, defined a trust network description language, and developed a trust network visualization system. It laid foundation for the trust communication mechanism. Reference [11] established a trust evaluation index system combining the basic enterprise information and specific transaction information, constructed a Business to Business (B2B) trust evaluation model based on multi-agent, and conducted simulation experiments on the model. This research has certain significance for enterprises to choose appropriate partners in E-commerce and solve the trust problem in cooperation.

Reference [12] proposed a slope one algorithm (soa) based on fusion of trusted data and user similarity. Similarity is added to the weight factor of the improved slope one algorithm for multiple recommendation systems, the new soa is more accurate than traditional one. Reference [13] proposed a trust computation model based on various influencing factors, such as transaction amount, transaction completion time, and the credence of transaction object itself. In addition, the guarantee mechanism, reward and punishment mechanism are used to overcome the unfairness of the current trust management system to new users and the existing “free rider phenomenon”. Reference [14] further divided the trust into direct trust and propagation of trust.

Reference [15] constructed a trust model based on reputation mechanism, including trade behavior analysis of identity nodes, design of partial and global reputation measurement models, and factors of influence. The model can accurately describe the influence of honest judgment on service mechanism in Peer to Peer, or P2P E-commerce. Reference [16] computed the direct trustworthiness of the buyer to the seller by transaction experience between them, then computed the reference trustworthiness from the buyer’s friends in trust network, and finally acquired trust of the buyer to the seller through the integration of direct trustworthiness and reference trustworthiness with the trust adjusting factors. Reference [17] proposed a collaborative filtering algorithm based on the enhanced similarity and implicit trust. It introduced an enhanced similarity based on user preference, incorporated the user’s interaction experience into the computation of direct trust, and fused users enhance similarity with trust. The new algorithm improved recommendation quality significantly. Reference [18] studied the statistical characteristics of shilling attacks user in recommendation scenarios containing trust information, and proposed an algorithm to detect them in trust networks. The algorithm can identify shilling attacks user accurately and enhance the robustness of the system.

Reference [19] proposed a fine-grained trust model for P2P E-commerce system, integrated time, transaction amount with other influencing factors, and measured the trust degree of nodes. The computation method of initial trust given by the model accelerated the speed of nodes approaching the real value. After that, they further expanded the model to consider the impact of different relationships between domains on recommendation reliability, they also used updated methods of Bayesian network and domain model to effectively curb the malicious behavior of nodes [20]. Reference [21] formulated effective trust management and attack defense measures for a variety of network attacks by making use of the technical advantages of software-defined networking, or SDN. By jointly utilizing the security resources of the perception layer, the forwarding layer and the control layer, the security functions such as trust management, DDoS (Distributed Denial of Service) attack detection, DDoS attack trace back and attack mitigation are realized from the bottom to the top. Reference [22] proposed a seller selection strategy for individual consumers. This strategy integrated trust and distrust, users’ credibility and incredibility in social networks, updated a whitelist and a blacklist, and it was more robust than other defensing strategies.

3  Trust Mechanism

In social activities, trust intention or trust behavior consists of the following parts: trusted belief, system trust, situational trust and intentional trust [23–26]. Trust belief refers to the belief that one party believes that the other party is willing and able to act according to the wishes of others; system trust refers to the use of appropriate non-human organization structure to ensure reliable behavior in the future; intentional trust refers to the general trust expectation of other entities gradually established along with the evolution of the entity’s life cycle; situational trust is applicable to trust. The benefit of trust behavior is greater than the negative impact of credible behavior. In the above, only trust belief and system trust are related to the concept of trust in computer networks, and the most suitable one to describe the concept of computer network trust is belief, that is, one entity believes that another entity’s actions will be carried out in a certain way or that the network that constitutes the entity will operate in a certain way [27–30].

According to [31], trust is a belief in the aspects of reliability, integrity, and ability of an entity, while reputation is the evaluation of direct or indirect knowledge and experience derived from the past contact with an entity, and reputation is an evaluation of the degree of entity trust. The definition of trust value usually adopts certain policies and credentials. Therefore, if the behavior of an entity meets the requirements of the established policy system, it will have a higher trust value, otherwise, the opposite is true [32,33].

Generally, a standard trust system consists of five parts [34]: information collection, information evaluation, entity selection, transaction execution and reward and punishment mechanism shown in Fig. 1.
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Figure 1: Trust system in [34]

4  Trust Computing

Trust is a relationship between two entities, namely, the trustor believes, expects and accepts that the trusted party will perform or intend to perform good behavior [35]. Trust relationship describes a kind of mutual relationship, which is established by two entities in the process of completing a given transaction. For example, in a service providing transaction, when the service is successfully provided, the service provider is considered to be with good behavior, and its trust value will be increased; on the contrary, when providing no service or unqualified service, the provider will lose its trust value. In this mechanism, trust will greatly improve the security of the system. In fact, trust mechanism provides a necessary reliability for point-to-point information exchange [35].

Among various trust computing methods for E-commerce, the Bayes analysis and the related Beta distribution and binomial distribution have received much attention due to their ease of understanding and computing. Suppose that x1 and x2 are two entities acting as a buyer and a seller in an E-commerce transaction, respectively. And let a and b denote the historical successful and unsuccessful transactions between the two entities. Before the next transaction, the trust value T1,2 about x2 kept by x1 is defined by

T1,2=E(Beta(α,β))=αα+β(1)

where the beta distribution with the shape parameters (α,β) can be expressed by using the gamma function as below.

f(φ)=Γ(α+β)Γ(α)Γ(β)φα−1(1−φ)β−1(2)

It can be noticed that the historical successful and unsuccessful transactions can be regarded as the two shape parameters in the Beta distribution. Therefore, Eq. (1) can be considered as the historical trust about x2 held by x1. Further, in Bayes analysis, the posterior distribution of binomial distribution is also Beta distribution. x1 can refer to this trust value to decide whether or not to trade with x2 next time. If it does, then the update of T1,2 is defined by

T1,2′=E(Beta(α+1,β+1))=α+1α+1+β+1(3)

where the beta distribution with the shape parameters can be expressed by using the gamma function as below.

f(φ′)=Γ(α+1+β+1)Γ(α+1)Γ(β+1)φ′α(1−φ′)β(4)

More details about the Bayes trust computing are recommended to refer to [36].

In the practical E-commerce transactions, there are usually multi participants and the above trust computing is only for direct trust through direct observation. In fact, using only the direct trust obtained through direct observation may cause the result to be flawed with subjectivity, incomprehensibility, and not making full use of all available indirect trust information from the multi participants.

Dempster Shafer theory [37] is a classic method to deal with the indirect trust. It uses opinion to describe the credibility of a statement. The opinion is a triple (belief, disbelief, uncertainty), e.g., the opinion of entity X to Y is expressed as

OYX=(bYX,dYX,uYX),b+d+u=1(5)

Let OTY=(bTY,dTY,uTY) denote Y’s opinion on T, then X’s opinion on T through Y is OTX:Y=(bTX:Y,dTX:Y,uTX:Y) and according to [37], bTX:Y,dTX:Y,uTX:Y satisfies

bTX:Y=bYXbTY,dTX:Y=dYXdTY,uTX:Y=dYX+uYX+bYXuTY(6)

Map Eq. (6) to Beta distribution, we can get

b=αα+β+2,d=βα+β+2,u=2α+β+2(7)

And the indirect trust components can be obtained as follows.

{α1,32=α1,3+2α1,2α2,3(β1,2+2)(α2,3+β2,3+2)+2α1,2β1,32=β1,3+2α1,2β2,3(β1,2+2)(α2,3+β2,3+2)+2α1,2(8)

5  Transaction Frequency Based Trust

Generally, among the various E-commerce transactions, entity a may only have a limited number of transactions with entity b, and the number of transactions with entity c is much more than that with entity b. However, due to the limitations of the above trust computing model, the trust on entity b could be equal to or higher than that on entity c. The establishment of trust is a long-term interaction process between entities. Although a short-term successful transactions can improve the trust value of one party, this method will bring many disadvantages, uncertainties and even attacks and frauds. Although a long-term transactions may experience successful ones and unsuccessful ones between entities, the trust establishment could be slow but relative reliable. To address this problem, a trade-off must be made and a transaction frequency based trust is proposed in this study. The transaction frequency based trust is defined as

Tf=w1ni∑ni(α+1α+1+β+1)+w2Tindirect(9)

where w1 + w2 = 1 and they are weight values for the direct trust and indirect trust respectively, and ni denote one of the participating entities that a given entity makes transactions with. Notice that the more the participating entity transacts with the given entity, the higher trust value it may obtain. With the transaction frequency based trust, several attacks such as self promoting can be effectively mitigated in the E-commence.

In self-promoting attacks, malicious entities seek to falsely increase their own trust. Essentially, such an attack is to take the advantage of the trust computing model, and to explore the weaknesses of the trust calculation. Self-promoting attacks can further be launched by a group of malicious entities to form colluding attacks, in which they work with each other to increase or usually decrease a third party so as to more effectively launch the attacks. E-commerce systems are vulnerable to such attacks due to the difficulty for them to tell real trust feedback from false one.

6  Simulations

In this section, our proposed method, namely transaction frequency based trust, or TFT is tested against the self-promoting attacks, and classic trust method in [36] is selected as the baseline for comparison. Test settings are as follows. Suppose that three kinds of participating entities coexist in a certain E-commerce transaction, i.e. normal, malicious and selfish. Normal entities participate in the transaction with others and provide positive trust feedback after the transaction, thus they keep constant high trust values all along. While malicious entities also take part in the transaction, but they constantly switch between providing false trust feedback and positive one after the transaction so that they can obtain decent trust values before launching the attack. After finishing the transactions, selfish entities might selectively provide trust feedback. Assume that there are 100 entities in the transaction and these three kinds of entities are evenly distributed. Among them, 70 are normal entities, 20 are malicious and 10 are selfish. It is also assumed that each entity has an initial trust of 0.5. Test results are presented in Figs. 2–4.
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Figure 2: Mean trust value of normal entities
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Figure 3: Mean trust value of selfish entities
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Figure 4: Mean trust value of malicious entities

It can be seen from Fig. 2 that with the increasing number of transactions, the mean trust of the normal entities of the two methods increases, but the mean trust of the proposed method increases faster. For example, in the 60th transaction, the proposed method has about 0.76 and 0.71 respectively, while that of the comparison method is about 0.62. This is because in the comparison method, malicious entities often provide false feedback, and the normal entities trading with these entities are affected to a certain extent, resulting in the decline of the trust of some normal entities, thus affecting the mean trust of all normal entities. By contrast, due to the application of the transaction frequency based trust mechanism in the proposed method, malicious entities have less impact on normal ones. Notice that in Fig. 2, the proposed method provides two different sets of parameters, namely (w1 = 0.6, w2 = 0.4) and (w1 = 0.4, w2 = 0.6). From the test results, it can be seen that when there exist malicious entities such as 20%, giving a smaller weight to the direct trust and a larger weight to the indirect trust is conducive to restraining the negative impact of malicious entities on normal ones. Thus the main purpose of setting different w1 and w2 values is to adjust the weight of direct trust and indirect trust. When there are many malicious entities, a larger w2 value can be set to suppress their negative impact on the transactions.

As mentioned above, the selfish entities will selectively provide trust feedback. Because the evaluation of trust is mutual, this will not only affect the trust of the trading entities, but also affect the trust of the selfish entities themselves. In Fig. 3, the mean trust of the selfish entities in the comparison method always fluctuates around 0.5. In the proposed method, the less trust feedback the selfish entity provides, the more its trust will be affected. Therefore, in the proposed method, the mean trust of the selfish entity declines faster. Similar to Fig. 2, giving a smaller weight to direct trust also helps to degrade the trust of selfish entities faster. Further, in Fig. 4, malicious entities constantly switch between providing false trust feedback and positive one after the transaction, resulting in their mean trust fluctuation between 0.5 in the comparison method. While in the proposed method, because the transaction frequency mechanism, their negative impact on the normal entities is effectively alleviated, and their false feedback is also easier to be detected by the normal entities.

7  Conclusion

The trust and security of E-commerce have become the key issues restricting the further development of E-commerce. However, most traditional trust computing models do not consider the transaction frequency between participating entities, which makes it easy for one party especially for malicious entities to obtain a high trust value in a short time. To solve this problem, this study proposes an E-commerce trust model based on transaction frequency, which is also further verified by the simulations. In addition, as is shown in the simulation section, different w1 and w2 values will mitigate the impact of malicious entities on the transactions to different levels, but how to select proper w1 and w2 values so that they can be of full benefit to the transactions are still worth studying which will be our future study direction.
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