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Abstract: Few previous Reversible Visible Watermarking (RVW) schemes have both good transparency and watermark visibility. An adaptive RVW scheme that integrates Total Variation and visual perception in Block Truncation Coding (BTC) compressed domain, called TVB-RVW is proposed in this paper. A new mean image estimation method for BTC-compressed images is first developed with the help of Total Variation. Then, a visual perception factor computation model is devised by fusing texture and luminance characteristics. An adaptive watermark embedding strategy is used to embed the visible watermark with the effect of the visual perception factor in the BTC domain. Moreover, a lossless embedding method of the encrypted visible watermark is exploited to deter illegal watermark removal. The visible watermark can be removed since the visual perception factor and the estimated mean image remain unchanged before and after watermark embedding. Extensive experiments validate the superiority of the proposed algorithm over previous RVW schemes in BTC in terms of the visual quality of watermarked images and watermark visibility, and it can achieve a good balance between transparency and watermark visibility.
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1  Introduction

Visible watermarking is an important branch of digital watermarking techniques and has been widely concerned by experts in information security [1,2]. Unlike invisible watermarking [3–6], visible watermarking embeds a visual copyright pattern into the host visual media translucently and protect the copyright of multimedia data in a visually recognizable way. So, visible watermarks are used to instantly prevent misuse of visual media by providing visual copyright notice [7–10]. The visible watermarking technique can be classified into irreversible and Reversible Visible Watermarking (RVW) according to whether the original image can be recovered. So far, many irreversible visible watermarking algorithms have been reported in the literature [11–15]. However, in some specific applications such as medical imagery, remote sensing, and law enforcement, any permanent visual overlaying on the host media by visible watermarking is not acceptable. In these scenarios, RVW is needed because authorized users want to access original high-definition visual media data. In RVW, the embedded visible watermark can be easily recognized by human eyes, and authorized users can obtain original multimedia data by removing the visible watermark superimposed on the host multimedia [16,17]. An example of RVW is: in a medical imaging system, for convenience of efficient management of massive patient's medical images, a visible watermark with patient's basic personal information is required to overlay into the medical image translucently. But authorized doctors should be admitted to access original medical image data for the need of medical diagnostics. So, the visible watermark is required to be removable by authorized users. Another application of RVW is: In remote sensing or military imagery applications, in order not to expose image details to the public, a visible watermark is asked to be translucently embedded into the region of interest in original images. since these remote sensing images and military images are very difficult to obtain and each pixel is very vital to the final image analysis and judgment. In this case, original images are needed for accurate image analysis. Thus, the RVW scheme is required here.

Early lossless watermarking or reversible watermarking schemes mainly focus on invisible watermarking techniques [18–21]. During the past decades, researchers have studied various RVW schemes [22–26]. General RVW algorithms (also called removable visible watermarking and lossless visible watermarking) should satisfy some basic requirements including watermark visibility, transparency, robustness, reversibility, and security [27–29].

In recent years, as a powerful and widely used communication medium, digital images have been widely used on the Internet and in some image processing applications. They are increasingly playing an important role in our daily life. At the same time, copyright infringements of digital images on the Internet become a serious problem with the rapid dissemination of digital images. Compared with the irreversible visible watermarking scheme, reversible visible watermarking techniques provide a more effective solution to deter copyright infringement because of the reversibility of original images. Due to the simplicity of Block Truncation Coding (BTC) image compression, RVW schemes based on BTC have been proposed to enhance the practicability, but few of these RVW schemes can obtain high transparency and visual quality of the visible watermark. To further obtain satisfactory visual quality and good watermark visibility of watermarked images, a new RVW scheme suitable for BTC-compressed images is developed. The total variation image inpainting method is adopted to get a mean image unaffected by watermark embedding for reversibility. A new visual perception computation model dependent on BTC codes of the mean image is used for adaptive visible watermark embedding to obtain a good visual quality of watermarked images.

This paper is organized as follows. In Section 2 related works are discussed. Section 3 gives a brief introduction to BTC coding and total variation image inpainting. Section 4 describes the proposed RVW scheme. Experiments are given in Section 5. Section 6 concludes the paper.

2  Related Works

As an effective method for copyright protection of digital images on the Internet, the Reversible Visible Watermarking (RVW) technique has received more and more attention from researchers all over the world. Several RVW techniques have been proposed in the past [22–24]. The concept of reversible visible watermarks was first proposed by IBM in 1997 [26]. In 2006, Hu et al. [25] proposed a reversible visible watermarking algorithm based on lossless data compression. It reversibly hides the payload containing two reconstruction data packets for recovering the watermark region and the non-watermark region in the non-watermark region. Furthermore, the specially designed user key guarantees unauthorized users cannot remove the visible watermark. Yip et al. [17] designed two lossless visible watermarking algorithms by using bijective intensity mapping function and circular pixel shift, respectively. To improve the visibility of the watermark in the high variance region, Tsai et al. [30] proposed a reversible visible watermarking algorithm by mapping pixel values of the original image to a small range to generate a visible watermarked image. To achieve the ‘lossless’ property, lossless compression and reversible data embedding are employed to losslessly embed some side information into the visible watermarked image. Yang et al. [31] proposed an RVW scheme that overlaps the watermark onto a user-specified region of the original image under the control of human visual system-based scaling factors. To achieve reversibility, the reconstruction packet containing the difference image between the original image and its approximate version is losslessly hidden in the non-watermark region. Tsai et al. [32] proposed a secure reversible visible watermarking method that designs a pixel mapping function to superpose translucently a binary watermark image on the host image. This method uses lossless data hiding to embed the recovery data and hash value for original image recovery and image authentication, respectively. Liu et al. [33] designed a generic framework of the lossless visible watermark by the use of deterministic one-to-one compound mappings of image pixel values. The compound mappings are reversible which makes the lossless recovery of original images possible. Zhang et al. [34] developed a lossless data-hiding method based on the difference value shift, and then it is applied to implement a reversible visible watermarking scheme by losslessly embedding some additional data about the watermark and the host image. Qi et al. [9] proposed a reversible visible image watermarking scheme based on the Human Visual System (HVS) which losslessly embeds a visible watermark into a region of interest (ROI) of the original image by the use of the difference expansion method. During watermark embedding, the Visual Effect Factor (VEF) based on HVS is computed by the estimated watermarked and non-watermarked blocks within the neighborhood of each block and used to adaptively adjust the pixel values. The above-mentioned RVW schemes embed the visible watermark into the spatial domain [9,17,27,30–34]. Generally speaking, their robustness has not as good as that of transform-based RVW methods. Hu et al. [35] proposed a user-key-dependent removable visible watermarking system in the wavelet domain in 2006. It embeds the visible watermark into low-frequency subbands and high-frequency subbands, respectively. The user-key-controlled pre-watermarking template makes unauthorized watermark removal almost impossible. Under the action of the wavelet coefficient Contrast Sensitive Function (CSF), Chang et al. [36] proposed an RVW algorithm by combining Discrete Wavelet Transform (DWT) and vector quantization. But the watermark removal requires some additional information such as the original watermark, the codebook, the DWT, and CSF. Ying et al. [37] proposed a removable visible watermarking scheme in the Discrete Cosine Transform (DCT) domain. The adaptive scaling and embedding factors are computed according to the features of the host image and the preprocessed watermark. The preprocessed watermark is adaptively embedded into the host image. The key controlled preprocessed watermark design can deter the illegal removal of the visible watermark. Lin et al. [38] proposed a DWT-based removable visible watermark mechanism by adopting the subsampling technique. The watermark strength is computed by the pair pool generated by the individual user key and the watermark is embedded into low-frequency sub-bands. The key-dependent random pairs generation ensures that only authorized users with the correct key can remove the visible watermark to restore the host image. Rangel-Espinoza et al. [8] proposed a removable visible watermarking scheme in the DCT domain based on a dual watermark technique. The visible watermark is adaptively and translucently embedded into the host image. Moreover, lossless hiding of the original watermark in an invisible manner based on the Quantization Index Modulation-Dither Modulation (QIM-DM) technique ensures that it can prevent illegal visible watermark removal. Lin et al. [39] proposed an RVW algorithm in the DCT domain that generates a lossless visible watermark by modifying the DCT coefficients of an image to generate a lossless visible watermark. It improves security against visible watermark removable attacks by using a random permutation matrix to factorize the transformation. RVW schemes in the compressed domain are more practical than those of RVW methods in the spatial domain and transform domain. Yang et al. proposed a removable visible watermarking algorithm in Block Truncation Coding (BTC) domain [40]. It computes the embedding factors according to the features of the predicted image and the visible watermark is embedded into two quantization levels of BTC codes. The embedding of an encrypted watermark prevents illegal watermark removal. Mohammad et al. [41] proposed an AMBTC-based reversible visible watermarking scheme that embeds a visible watermark into BTC codes of the original image by using adaptive pixel circular shift operation. The stability of visual perception factors ensures that it can remove the visible watermark from the watermarked image. Due to the simplicity of BTC, embedding the visible watermark into BTC codes of digital images is becoming more and more necessary and attractive. But previous RVW algorithms did not take full of advantage of human perception.

3  Preliminaries

3.1 BTC Image Coding

In the proposed RVW method, Absolute Moment BTC (AMBTC) is adopted. AMBTC is presented by Lema et al. [42] and preserves the higher mean and lower mean of an image sub-block.

In the encoding phase, the image with size M × N is divided into non-overlapping sub-blocks with size s × s. Let xi denote the ith pixel in a sub-block, the mean value x¯ of the sub-block can be calculated as follows.

x¯=1s×s∑i=1s×sxi(1)

Pixels in the image block are then classified into two ranges of values. The higher area contains these pixels whose pixel values are greater than or equal to the block mean value x¯ and the lower area has the remaining pixels. The mean values of the higher and the lower areas are called higher mean xh and lower mean xl, respectively. They can be calculated as:

xh=1q∑xi≥x¯s×sxi(2)

xl=1s×s−q∑xi<x¯s×sxi(3)

where q stands for the number of pixels whose values are greater than or equal to the mean value.

Taking x¯ as the threshold value a binary bit-plane bp is obtained by comparing each pixel value xi with the threshold. If xi<x¯ then the pixel is represented by ‘0’ in the bit plane, otherwise by ‘1’. By this process, each block is reduced to a bit-plane. The bit-plane along with xh and xl forms the compressed code appearing as a triple (xh,xl,bp). In the decoder, an image sub-block is reconstructed by replacing by ‘1’ s with xh and the ‘0's with xl.

3.2 Total Variation Image Inpainting

In 2002, Chan and Shen presented an image inpainting model based on Total Variation (TV). Fig. 1 shows a diagram of TV-based image inpainting, where D is an inpainting area with piecewise smooth boundary Γ, and the fixed closed domain E in the complement Dc. Let the extended inpainting domain Ω=E∪D, The TV inpainting model is to find a function u on Ω such that it minimizes an appropriate regularity functional,

R(u)=∫Ωr(|∇u|)dxdy(4)

underfitting constraint on E.

1Area(E)∫E|u−u0|2dxdy=δ2(5)

where r(x) is an appropriate real function, r(x)≥0 for any x≥0. Note that u0 is the image contaminated by homogeneous white noise and σ is the standard deviation of the white noise.
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Figure 1: The TV image inpainting model

Assume that r(|∇u|)=|∇u|, the inpainting problem can thus be written as

minu∫Ω|∇u|dxdys.t.1Area(E)∫E|u−u0|2dxdy=δ2(6)

The constrained optimization problem in Eq. (6) can be transformed into an unconstrained one by using the Lagrange multiplier method.

Jλ(u)=∫Ω|∇u|dxdy+λ2∫E|u−u0|2dxdy(7)

where λ is the Lagrange multiplier. The Euler–Lagrange equation for the energy functional Jλ(u) is

−∇⋅(∇u|∇u|)+λe(u−u0)=0(8)

For all z=(x,y)∈Ω, the extended Lagrange multiplier λe is given by

λe={λz∈E0z∈D(9)

Given a target pixel O and its four adjacent pixels E, N, W, S. Let e, n, w, s denote the corresponding four virtual midway points.

Let ΛO={E,N,W,S}. Define the following terms.

wP=1|∇up|,P∈ΛO,p∈{e,n,w,s}(10)

hOP=wP∑Q∈ΛOwQ+λe(O)(11)

hOO=λe(O)∑Q∈ΛOwQ+λe(O)(12)

uO=∑P∈ΛOhOPuP+hOOuO0(13)

where

∑P∈ΛOhOP+hOO=1(14)

The Gauss-Jacobi iteration method is adopted, at each step k, u(k) is updated to u(k+1) by

uO(k+1)=∑P∈ΛOhOP(k)uP(k)+hOO(k)uOO(k)(15)

4  Proposed Reversible Visible Watermarking Scheme

The proposed TVB-RVW scheme includes two subroutines: watermark embedding and watermark removal. In the watermark embedding process, TV-based mean image estimation and visual perceptual factor computation are first carried out. Then the visible watermark embedding and lossless data hiding of the encrypted watermark are subsequently executed. The watermark removal process consists of visible watermark extraction and original image recovery. Fig. 2 illustrates the schematic diagram of the proposed TVB-RVW scheme.
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Figure 2: Block diagram of the proposed TVB-RVW scheme

4.1 Watermark Embedding

A visible watermark is embedded into BTC codes by adaptively adjusting the quantization levels. TV-based mean image estimation and visual perception factor computation ensure reversibility, and encrypted watermark embedding can keep unauthorized users from removing the visible watermark.

4.1.1 Mean Image Estimation Using Total Variation

To achieve reversibility, an estimated version of the original image needs to be generated which is not affected by watermark embedding. Applying the image inpainting method based on total variation to obtain the estimated mean image, we have Algorithm 1.
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4.1.2 Visual Perception Factor Computation

To adaptively embed a visible watermark into the BTC compressed image, a visual perception factor computation model in the BTC domain is developed. First, given the ith image sub-block Bi=(xh,xl,bp)i, i=1,2,…,m×n, the number of bitwise 0/1 transitions in the bit-plane bp can be computed as,

Transit(bpi)=∑j=1s∑k=1s−1|bpj,k+1−bpj,k|(16)

The number of bit transitions depicts the texture characteristics of the image sub-block. So, it can be used as a texture factor αi, that is

αi=Transit(bpi)(17)

Similarly, calculate the luminance characteristics of the ith sub-block based on the bit-plane by

βi=|qis×s−0.5|(18)

where qi is the number of 1 s in the ith bit-plane.

The visual perception factor for the ith sub-block can be gotten by integrating the texture and luminance characteristics. It can be written as

γi=αi×βi(19)

Given an interval [a,b], it can be normalized using the following equation.

vpf=b−amax(γ)−min(γ)×(γ−min(γ))+a(20)

The detailed procedures are depicted in Algorithm 2.
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4.1.3 Visible Watermark Embedding

To obtain a good visual quality of the watermarked image, the visible watermark is adaptively embedded into the BTC codes with the effect of visual perception factors. Given watermark weight λw, the embedding strategy can be defined as

tvi={tiWi=1(1−vpfi)ti+vpfi×λwWi=0,Imeani>=128(1−vpfi)ti+vpfi(255−λw)Wi=0,Imeani<128(21)

where t∈{xh,xl}.

The detailed visible watermark embedding procedure is described in Algorithm 3.
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4.1.4 Lossless Data Hiding of Encrypted Visible Watermark

To prevent unauthorized users from removing the visible watermark, the encrypted watermark is further losslessly hidden into the BCT codes. Given the initial condition and the bifurcation parameter μ, the chaotic logistic map shown as follows can be used to encrypt the watermark signal.

yn+1=μyn(1−yn)(22)

where, the bifurcation parameter μ should be chosen from the half-open interval (3.599456, 4].

Subsequently, we can use Algorithm 4 to embed the encrypted watermark by employing the lossless data hiding method.
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4.2 Watermark Removal

In the watermark removal phase, we first extract the visible watermark, and then remove it and recover the original BTC compressed image. the main steps are listed below.

(1)   Extract encrypted watermark signal Wei from BTC codes of the watermarked image using the following equation.

Wei={1(xh>xl)or(xh==xlandqi>0)0(xh<xl)or(xh==xlandqi==0)(23)

(2)   Get the visible watermark by decrypting the encrypted watermark with the secret key.

(3)   Produce the estimated mean image Imean and compute the visual perception factor vpf using the same methods as the watermark embedding process. Note that the same mean image and visual perception factor can be obtained during both the watermark embedding phase and the watermark removal process since it is computed based on non-watermark pixels.

(4)   Remove the visible watermark (see Algorithm 5) and obtain a recovered BTC-compressed image (see Algorithm 6). The watermark removal approach can be written as

ti={tviWi=1tvi−vpfi×λw1−vpfiWi=0,Imeani>=128tvi−vpfi×(255−λw)1−vpfiWi=0,Imeani<128(24)

4.2.1 Visible Watermark Extraction

Given the user secret key, the proposed scheme can extract the visible watermark from the watermarked image. The detailed strategy is illustrated in Algorithm 5.
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4.2.2 Original Image Recovery

The same mean image can be generated based on the watermarked image with the visible watermark Iv and visible watermark by employing the total variation image restoration method. Then the same visual perception factor can be obtained since the bit-planes remain unchanged before and after watermark embedding. Therefore, the original BTC-compressed image can be recovered as depicted in Algorithm 6.
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5  Experiments

In this section, the TVB-RVW scheme is evaluated by a series of experiments on several aspects such as the visual quality of the watermarked image, watermark visibility, robustness, and security. These experiments are conducted on some 512 × 512 × 8bits test images which range from fairly smooth images to highly textured ones. The visible watermark is a binary image with the size of 128 × 128 as shown in Fig. 3a. Figs. 3b–3d shows some BTC test images referred to as “Lena”, “jet”, “Baboon”, respectively. In the experiments, the parameter λw is set to 50.
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Figure 3: Visible watermark and some test images

5.1 Transparency

Peak Signal to Noise Ratio (PSNR) values are adopted to evaluate the transparency of the BTC-compressed watermarked images produced by the TVB-RVW scheme. Figs. 4a–4c illustrate the watermarked images for some BTC-compressed images, referred to as “Lena”, “jet”, “Baboon”, respectively. From Fig. 4, one can observe that the watermarked images have satisfactory visual quality, which preserves the visual perceptual content of original BTC-compressed images very well.
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Figure 4: Watermarked images

5.2 Watermark Visibility

Watermark visibility is one of the important attributions of visible watermarking techniques. Good watermark visibility means high contrast of the watermark content as well as the satisfactory visual quality of watermarked images. Simply, one can judge roughly the watermark visibility by observing watermark images produced by the TVB-RVW scheme as shown in Fig. 4. The visible watermark is translucent and adaptive to the content of host images with various texture types. Moreover, Fig. 5 illustrates the difference images of the original BTC-compressed images and corresponding watermarked images. To provide a good visual effect, the difference images are magnified by 10 times. From Fig. 5, it can be noticed that the watermark strength is adaptive to the perceptual content of images.
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Figure 5: Difference images between original BTC-compressed images and watermarked images

5.3 Robustness

Fig. 6 illustrates these attacked experimental results for the Lena BTC-compressed image. It can be observed that one can recognize the visible watermark clearly from the attacked watermarked images. According to the experiments, these above-mentioned signal processing attacks cannot completely delete the superimposed visible watermark. So, it can be concluded that the proposed TVB-RVW scheme is robust against common signal processing attacks.

[image: images]

Figure 6: Robustness against common signal processing attacks. histogram equalization, Laplacian sharpening, 5 × 5 median filtering

5.4 Security

The PSNR values (dB) of recovery images are shown in Table 1. The average PSNR value for illegal removal and legal removal is 17.33 and 58.91 dB, respectively. The PSNR values for illegal removal are much lower than those for legal removal. This shows that illegal removal results for different types of images have poor visual quality and unauthorized users cannot completely delete the visible watermark by illegal watermark removal.
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5.5 Performance Comparison

In this section, the visibility, robustness, and security results were compared with the results from the previous RVW methods, referred to as RVWBCM [40] and Mohammad et al.'s method [41]. For a fair comparison, all the algorithms were embedded with the same visible watermark. To more effectively compare the visibility of different visible watermarking schemes, an objective measurement called Normalized Energy (NE) [40] is adopted to evaluate the visibility. Table 2 shows the visibility results of different RVW schemes on different test images. According to Table 2, it can be seen that the watermarked images generated by the TVB-RVW algorithm have relatively higher visibility than existing RVW schemes based on BTC.
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Furthermore, Fig. 7 depicts the joint transparency and visibility experimental results under various RVW methods. The transparency vs. visibility curve of the TVB-RVW is on the top right corner of Fig. 7 One can notice that the proposed TVB-RVW scheme outperforms other BTC-based RVW schemes in terms of comprehensive transparency vs. visibility performance. This is partly because those optimal visual perception factors are computed in BTC compressed domain.

[image: images]

Figure 7: PSNR values vs. watermark visibility under various algorithms

Finally, the visual quality of illegal removal results generated by different RVW algorithms has been measured by PSNR values. The corresponding experimental results of illegal removal are illustrated in Table 3. The TVB-RVW has the lowest PSNR values of illegal removal results than those of existing RVW approaches. It implies that unauthorized users cannot completely remove the visible watermark and the presented RVW scheme performs better in security.
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6  Conclusion

In this paper, a novel RVW algorithm suitable for BTC-compressed images is proposed. A mean image estimation method based on total variation is presented to achieve reversibility. To achieve adaptive embedding, a visual perception factor computation model based on the bit-planes of BTC codes is developed. The visible watermark can be completely removed by authorized users because the visual perception factors remain unchanged before and after watermark embedding. Subsequently, the lossless embedding strategy of the encrypted watermark ensured its security. The proposed scheme has higher imperceptibility and visibility than existing BTC-based RVW schemes. It can be applied for copyright protection of digital visual media on the Internet. Future works will extend the scheme to other different types of images by employing visual computing in the compressed domain and weighted total variation.
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Algorithm 2: Visual perception factor computation

mxn

Input: Iy = (xh,x’, bp)1
Initialization: ¢ =0.2, 5=0.5
fori=1:m x ndo
compute ' based on the bit-plane using Eq. (17);
compute S’ based on the bit-plane using Eq. (18);
compute v’ based on the bit-plane using Eq. (19);
endfor
compute vpf using Eq. (20)
Output: visual perception factor vpf
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Algorithm 4: Encrypted watermark embedding

Input: Secret key keyl, W, I,
Initialization: y, = keyl, u = 3.618
Generate a binary sequence R using Eq. (22).
Obtain an encrypted watermark W, by applying XOR operation to ¥ and R.
fori=1:m x ndo
if Wi==
(x", x!,bp) = (X’, X, 5)
endif
endfor

Obtain the final watermarked image by BTC decoding.
Output: final watermarked image 7,
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Table 1: Visual quality of recovery images (dB)

Test images

Legal removal

Illegal removal

Lena

Jet
Baboon
Boat
Crowd
Couple
Goldhill
Peppers

58.92
58.79
58.91
58.82
59.23
58.89
58.86
58.83

18.34
15.67
18.10
18.55
16.07
17.82
17.51
16.60
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Table 3: Visual quality of recovery images by illegal removal under different algorithms (dB)

Test images Mohammad et al.’s method [41] RVWBCM [40] TVB-RVW
Lena 23.45 18.85 18.34
Jet 23.16 17.35 15.67
Baboon 22.24 18.43 18.10
Boat 23.73 19.35 18.55
Crowd 23.08 19.58 16.07
Couple 23.45 18.97 17.82
Goldhill 22.72 18.56 17.51

Peppers 23.16 19.08 16.60
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Algorithm 6: Original image recovery
Input: 7,, W
Initialization: A, = 50
According to the watermarked image 7, and the visible watermark 17/, generate the estimated mean
image ,.,, by using Algorithm 1.
The same visual perception factor vpf is computed by Algorithm 2 since the same bit-planes can be
obtained.
fori=1:mxndo
Remove the visible watermark and recover the original BTC-compressed image by using
Eq. (24).
endfor
Output: Recovered BTC-compressed image Iz
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Table 2: Visibility comparison of different algorithms

Test images Mohammad et al.’s method [41] RVWBCM [40] TVB-RVW
Lena 0.0192 0.0193 0.0193

Jet 0.0222 0.022 0.0298
Baboon 0.0188 0.0181 0.0199
Boat 0.0174 0.0161 0.0207
Crowd 0.0211 0.0207 0.0299
Couple 0.0183 0.0169 0.019
Goldhill 0.019 0.0216 0.0204
Peppers 0.0196 0.0187 0.0254
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Algorithm 3: Visible watermark embedding

nXn

Input. IBTC - (xh, xl, bp); ) W& fo» Imean
Initialization: A, = 50
fori=1:m xndo

if W==0
update two quantization levels x" and x’ using Eq. (21)
endif
endfor

Output: the watermarked image with the visible watermark 7,
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Algorithm 1: Mean image estimation based on TV

Input: Iz = (x x\,b )'m w

h !
Initialization: A = 0.2, k=0, 1) = @ AW
Repeat
fori=1:mx ndo
if Wi==0
Compute wi""” using Eq. (10);
Compute h“+1 D using Eq. (11);
Compute h“+1 ) using Eq. (12);
Compute u““ ) using Eq. (13);
endif
endfor
k=k+1

until a stopping criterion is satisfied or k > maxitertimes
Output: 1, = uly*™"
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Algorithm S: Visible watermark extraction
Input: 1, secret key keyl
Initialization: y, = keyl, u = 0.3618
fori=1:m x ndo
Extract the watermark bit W/ by using Eq. (23).
if Wi==
Apply operation (x", x',bp) = (x’ , X", bp) and recover the watermarked image with the visible

watermark 7, from the watermarked image I,,.
endif
endfor
Generate a binary sequence R using Eq. (22).
Decrypted watermark signal W, and obtain the visible watermark W by applying XOR operation
to W, and R.
Output: visible watermark W and the watermarked image with the visible watermark 7,






