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Abstract: Device to Device (D2D) communication is expected to be an essential part of 5G cellular networks. D2D communication enables close-proximity devices to establish a direct communication session. D2D communication offers many advantages, such as reduced latency, high data rates, range extension, and cellular offloading. The first step to establishing a D2D session is device discovery; an efficient device discovery will lead to efficient D2D communication. D2D device further needs to manage its mode of communication, perform resource allocation, manage its interference and most importantly control its power to improve the battery life of the device. This work has developed six distinct scenarios in which D2D communication can be initiated, considering their merits, demerits, limitations, and optimization parameters. D2D communication procedures for the considered scenarios have been formulated, based upon the signal flow, containing device discovery, resource allocation, and session teardown. Finally, latency for each scenario has been evaluated, based on propagation and processing delays.
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1  Introduction

Long-Term Evolution (LTE)-Advanced and Worldwide Interoperability for Microwave Access (WiMAX) are 4th Generation (4G) cellular systems with very good performance of Medium Access Control (MAC) and physical layers [1]. However, 4G telecom operators are still finding it hard to cope with exacting mobile users. Since new data-intensive applications, like proximity-aware services, video streaming and multimedia file sharing are increasing the load on the system day by day. The intended applications for the next decade are three-dimensional (3D) holography and telepresence with bandwidth requirements up to 1 Tbps. These bandwidth demands can’t be met with currently available communication systems like 4G LTE providing around 50 Mbps [2]. So, the trend of looking for more bandwidth and increased user data will continue in the 5th Generation (5G) cellular network and to meet these data demands, unconventional or out-of-box thinking is required. The Device to Device (D2D) communication system is one of the solutions that can enable 5G to support this high data rate [3–6]. In D2D communication, devices communicate with each other either with or without network control. The main advantage of D2D communication is that the data traffic is routed between devices directly, which offloads the base station (Evolved Node B (eNB) in LTE), reduces the latency, increases throughput and enables higher data rates. This ultimately results in improved system capacity and end-user satisfaction [7–9]. It has many applications, like proximity services, multicasting, content distribution, video dissemination, machine-to-machine (M2M) communication, video dissemination, gaming and so on [10,11].

To support D2D communication within a cellular communication system, further investigation is required on several D2D domains. If a device has to communicate with other devices through D2D communication, the first step would be to discover the nearby D2D devices, this is done through device discovery [12]. In the second step, devices choose the mode of communication. Whether the D2D-enabled users choose to communicate through a cellular network or opt for D2D communication, is the mode selection phase [13,14]. After the mode has been selected, the system allocates communication resources to the devices involved in D2D communication, i.e., the resource allocation phase [2,15]. Power management is another hot domain of research as power efficiency is always important for limited-power mobile nodes [2,16]. In D2D communication, the D2D users can use the resources of the cellular system if they are allowed to or they can opt for the Industrial Scientific and Medical (ISM) band as well [17,18]. To have a successful D2D communication scenario, the system will have to manage the interference among the D2D and cellular users [19,20], as resources are shared in the two domains, D2D and cellular. Determining the pricing model in this new paradigm [3], where D2D devices are bypassing the base station during communication, is an interesting domain to explore. Tempting a device to involve in the D2D communication, particularly when relaying, would be very challenging as various tradeoffs would be involved [2,21,22]. Other than these fundamental communication issues, achieving secure D2D communication is also an open research domain [23]. Likewise, ensuring the privacy of users is even more challenging as conflicting interests are generated in this new paradigm [24]. Fig. 1 summarizes the D2D communication domains that can be further explored and potential optimization parameters which can be used to improve the performance of each domain.
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Figure 1: D2D communication domains and potential optimization parameters

If a device opts to establish a D2D communication session with its neighbouring device, first it needs to scan its surrounding for potential D2D enabled devices; i.e., device discovery. An efficient device discovery scheme can be achieved by optimizing energy consumption, reducing latency, minimizing unnecessary messages, yet ensuring accuracy privacy and security. The discovery process can be further divided into two steps. The first step is to discover the presence of potential D2D devices and the second step is to identify these devices [25,26].

2  Related Work

Authors in [27] have studied the device discovery from the network perspective, according to their proposed method, the device discovery can be lightly or tightly controlled by a base station. In the case of lightly control signaling load decreases so as the control over the user but in the case of tightly control it provides better control over its users but increases the signaling load on the network. In [28], the authors have proposed a solution for Third Generation Partnership Project (3GPP) LTE-based system to share its spectrum resources with D2D users. The authors claim that they have increased the spectrum and energy efficiency of the traditional cellular system by allowing cellular devices and D2D pairs to share spectrum resources. In [29], the authors have proposed a beacon-based proximity device discovery scheme. The authors believed they have achieved energy efficiency by exploiting the spatial correlation of wireless channels. The results of the simulation indicate that D2D devices can be discovered by utilizing very low power but there is a tradeoff between energy efficiency and detection accuracy. According to [30], device discovery methods can follow the restricted device discovery or open device discovery. To maintain the privacy of the user, restricted device discovery mode is used, in this mode, the user’s device can’t be discovered without the explicit prior permission of the user. If the user chooses to be in open device discovery mode, his device can be discovered by all the devices available in close proximity at that time.

A simple device discovery algorithm has been proposed in [31], which uses power vectors to discover closed proximity devices. The authors believed that by considering the time-variant channel, they have achieved close to zero probability of false detection. As their proposed algorithm is network assisted, it will increase the load on the network and this solution is only for in-band D2D communication. The authors in [32] have proposed a social-aware device discovery scheme, which utilizes social information to improve the system performance by enhancing the data delivery ratio and peer discovery ratio. An effective device discovery technique, which works with the assistance of an LTE network in order to enable D2D communication in LTE has been presented in [33]. The results show that for a specific discovery interval, the protocol provides a very high probability of device discovery, but the evaluation performed by the authors is of a very preliminary level.

The vehicular network and Unmanned Aerial Networks (UAVs) are the important domains of D2D communication. The authors in [34] propose a new D2D discovery scheme that collaborates with vehicular users, which effectively reduces the utilization of valuable resources in the LTE-A network. The proposed scheme can offload some D2D discovery traffic and processing involving vehicular drivers and passengers to Vehicular Ad-hoc Networks. The sounding reference signal (SRS) channel is used in [35] to discover the nearby D2D devices for LTE users. The D2D devices are discovered with the help of uplink transmission of its neighbor cellular users with known channel statistics of neighboring devices. Statistical methods are used for simultaneous D2D device discovery and channel estimation. This estimated channel can later be utilized for D2D communication. Several device discovery methods are proposed and their performance is evaluated with practical LTE parameters. In [36] A comprehensive review of several device discovery schemes is presented. Wireless Fidelity (Wi-Fi) Ad-Hoc, Infrared Data Association (IrDA), Bluetooth, Request-based, Signature-based, Packet-based and network-assisted device discovery schemes are reviewed and classified in this work. They have compared packet-based and signature-based discovery schemes in terms of accuracy (missed and wrong detection), and the results suggest that the signature-based scheme outperforms the packet-based scheme.

3  Motivation and Contribution

In this paper, we aim to understand the impact of different D2D communication domains and their effect on successfully establishing a D2D communication session. The most of existing literature focuses on some single problem or tries to optimize two or three parameters. We aim to first understand the complete D2D in depth. We start by discussing in detail, the D2D device discovery scenarios, optimization parameters and challenges. D2D communication procedures for different scenarios are formulated mainly focusing on device discovery, resource allocation and session teardown.

We have developed six different D2D communication scenarios in which D2D communication can be established. Starting from the simple D2D communication where the devices don’t have network coverage. The second scenario is where more than one D2D pair is establishing a D2D communication session without network support. The rest of the four scenarios summarizes the different possibilities of D2D communication with network support. To the best of our knowledge, it is the first time in literature that different D2D communication scenarios are developed and discussed based on different optimization parameters. Latencies of different scenarios are presented in this work. We start by anticipating the various scenarios in which D2D can be useful and discuss device discovery procedures for these considered cases. We have also evaluated the D2D delays in discovery, resource allocation and session termination, with due consideration for signal transmission and processing delays in the network.

4  Device Discovery Schemes Under Different Scenarios with their Applications

There are many scenarios in which a device can prefer a D2D communication mode. For each of the scenarios, there are different device discovery requirements and challenges. Some of the most imminent scenarios are shown in Fig. 2, each having diverse requirements, tradeoffs and challenges [2,36–38].
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Figure 2: D2D communication scenarios

In Fig. 2 scenario 1, two out of cellular coverage devices are in close proximity and can establish a D2D session. The onus of device discovery, in this case, lies with the devices, as there is no network availability. The D2D devices can discover each other autonomously, using an ad-hoc network discovery scheme, such as beacon-based. The two devices communicating directly without any relay will achieve a high data rate with low latency. However, direct communication in this scenario puts an extra signaling burden of discovery and resource allocation on the devices, which have limited power. To make a communication session secure and ensure privacy there arises a need to add a layer of security and privacy, however, it should be light enough to have the minimum load on the battery consumption, as again the responsibility lies with the communicating devices. Natural disasters, battlefield, surveillance, social networking, gaming and low coverage areas are possible applications of this scenario [3,24]. Scenario 2 is an extended version of scenario 1, where the user equipment (UE) 2 acts as a relay device between UE1 and UE3, which are not in direct communication range. The relaying function comes with many advantages, like improved coverage and a higher probability of successful discovery. However, there are also tradeoffs involved, like extra signaling required for the discovery and resource allocation through relaying node, which increases latencies and increases battery power consumption [21]. The relay node can only be tempted to involve in the session by tempting it through some credit and ensuring minimum overhead and signaling load on it. Also, a node can work as a relay only when its transceiver is free and not engaged in its communication session. So, it may necessitate the handover or session termination whenever the relaying device initiates its communication session or when it moves to a new position where it is unable to relay between the two communicating nodes. A specially designed multi-transceiver handset can handle more than one communication session at a time. The addition of multiple transceivers in handsets requires hardware level changes in cellular handsets, this will affect the cost, size, and battery consumption of cellular handsets.

Fig. 2 scenario 3, is an example of network-assisted D2D communication. It shows two devices in the cellular coverage area, they are also in close proximity to each other and intend to establish a D2D session. In this case, the base station will assist the users in establishing a D2D connection i.e., device discovery, resource allocation and session teardown. The involvement of the base station offers many advantages, like robustness, security, better discovery and low battery consumption as the base station will be performing most of the signaling. The discovery latency of network-assisted systems is higher compared to pure D2D communication systems. As D2D communication is so lucrative for mobile users there can be many cellular users preferring the D2D mode of communication, which can burden the base station with the extra signaling, associated with the D2D communication. So, in this scenario, the D2D algorithm should be scalable and must not undermine the gain achieved through cellular offloading. Close proximity users, especially machines such as surveillance cameras and smart homes could be the possible use cases of this scenario where there are many devices and sensors which need to communicate to each other after periodic time intervals for reporting to the base station.

Fig. 2 scenarios 4 & 5 are the hybrid of both cellular and ad-hoc networks, out of coverage area UE is trying to reach the base station for communication. The link between UE and the base station can contain more than one relay nodes, which acts as mediators or range extenders. This is a special case where the relay node is connected to the network from one side and the D2D node on the other side, in the one hand this increases the range of the network but on the other hand, it also adds complexity and introduces delays. Single and multi-hop relaying is an essential part of 4G [21,39], The mobile relay node is an unreliable entity due to its limited resources, so the D2D communication algorithm should be optimized to save resources, like energy and time. On each hop, the inefficiency of the algorithm will increase energy consumption and delay. The base station can make sure security and privacy on its end but on the D2D side, it will be solely on the users to handle security and privacy. The use cases can be low coverage areas of the network like a basement of a building or a tunnel, remote areas like camping sites in mountains, rivers and high-speed vehicles like busses or trains can be possible examples where a specially designed relay node can be installed on a vehicle to provide uninterrupted communication service to passengers on board. There can be one big implementation on stadiums, shopping malls, parks, or playgrounds, where there is a big gathering of communication users in close proximity for a specific time. The organizers can share the time schedule of events, the layout of the place, special events and even video highlights or live streaming of events to users. Imagine sitting in a soccer stadium and you will not miss a single goal because you will get a video of each goal scored from multiple camera views on your handset. The base station will only send that video to a few users in close proximity and it will be relayed to each user from its close proximity user and that specific content will be distributed without even causing a burden on the base station.

Fig. 2 scenario 6 is network-assisted multi-cell single-hop D2D communication. Both users are in close proximity but are in the coverage area of two different base stations. This case can occur on the edge of a base station because normally coverage areas of base stations overlap each other. In this case, the base stations can direct the devices to start a D2D session instead of traditional communication and create room in the network for other cellular users. From the user’s perspective, it does not increase the coverage but improves the quality of communication for the user. As both devices have the assistance of a base station, they can discover each other with minimum signaling which will increase the energy efficiency of users and offload the base station.

From Table 1 it can be concluded that there is a tradeoff between utilizing network-assisted device discovery and adhoc-based device discovery. Network-assisted device discovery schemes has the support of network which means they can provide better latency, security, privacy, robustness and probability of successful discovery. Adhoc-based schemes can be used for covering the area where there is either low or no coverage with high energy efficiency. The combination of both network assisted and adhoc based device discovery scheme will provide superior performance as they reap off the benefits of both schemes. To make D2D communication more robust and advantageous it must include both network-assisted and adhoc-based device discovery schemes.
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5  D2D Communication Procedures

The signal flow routines are developed in this section, there are six D2D communication scenarios as shown in Fig. 2. For simplicity, the wireless channel characteristics are considered ideal and it is assumed that each time the device tries to communicate with another device it is successful in doing so. The whole process is divided into three phases: i) device discovery, ii) resource allocation and iii) session teardown.

In Fig. 3 scenario 1 is the simplest case of D2D communication where two users are in close proximity and intends to start a direct communication session. The UE1 will scan possible D2D candidates and discover UE2 by sending a discovery request message to UE2. The UE2 will calculate the distance based on the received signal strength and check if D2D communication is possible. The UE2 reply with a discovery response message in which it will approve the UE1 for D2D communication. Authentication is an optional function that can also be performed in this stage based on the quality of service (QoS) requirements of UE. In Fig. 3 scenario 2 is the representation of multi-hop D2D communication, there is an addition of one relay node, which can be further extended to multiple relay nodes. The relay node forwards the discovery message to the intended user. This will cause some processing and propagation delay in the signal, but it will enable UE1 to communicate to UE3, which was not in the D2D communication range otherwise. The range of D2D communication systems which is working autonomously without the support of a base station is extended by implementing a multi-hop D2D communication system.
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Figure 3: Signal flow diagram scenario 1 and scenario 2

In Fig. 4 scenario 3 is simplest network assisted D2D communication scenario, the D2D devices will discover the neighbouring devices with the help of the base station. The network support can ease off a lot of battery and computational burden from D2D devices. The D2D devices will send the neighbour discovery request to the base station and the base station will probe UE2. The base station also calculates the distance between UE1 and UE2. After successful completion of distance calculation and also checking the availability of UE2, the base station will inform the UE1 about successful neighbour discovery. The application server (AS) will help the base station to assign resources requested by UE. The base station will keep track of the session and inform AS in case of session termination.
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Figure 4: Signal flow diagram scenario 3

In Fig. 5 scenario 4 the relay assisted D2D communication session is established, there is a relay device UE2 between UE1 and the base station. UE1 intends to start a communication session with a device that is somewhere in the network but not in its close proximity. So UE2 is assisting UE1 to establish a session with the base station. The UE1 will send the discovery request message to UE2 and UE2 will calculate its distance from UE1 and forward this information to the base station. The base station will find the receiver device and reply to UE2 about the successful discovery of the device. UE2 will forward that information to UE1 and neighbour discovery will complete here. The base station in this case will increase its coverage with the help of D2D communication. The UE1 can be a user out of the coverage area, or inside a coverage area with a signal strength below a threshold. These below-threshold areas are called blind spots and they can be inside a tunnel or basement of a building [11,40].
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Figure 5: Signal flow diagram scenario 4

The blind spots inside the coverage area can also occur due to the mobility of the users [41]. The channel characteristics also have a major role in developing blind spots. The 5G/beyond 5G research is moving towards the utilization of higher frequency bands. Millimetre-wave communication has a great potential to increase the capacity of 5G [42,43]. Similarly, a lot of effort is put to achieve communication in the tera-hertz band which has ample potential to improve the performance of D2D and beyond 5G communication systems [44,45]. The higher frequencies are more prone to propagation losses like reflection, absorption and scattering [46]. This will seriously damage the performance of the systems operating on those frequencies. D2D communication can realize the proximity communication as developed in scenario 4 and help mitigate blind spots inside the coverage area.

In Fig. 6 scenario 5, multi-hop relaying is introduced which incorporates two relays instead of one. The coverage of the system is further increased. There is a trade-off of increased signalling load and higher latency, in order to achieve successful relaying. Scenario 5 is used for vehicular and IoT nodes as well as for the limited number of data packets. In the situation where the relaying data is too high or the devices require QoS for real-time services, the multi-hop relaying is not going to be a feasible solution due to its increased overhead.
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Figure 6: Signal flow diagram scenario 5

Fig. 7 shows the multi-cell single-hop D2D signalling which is scenario 6. It is the situation where the two users are connected to two different base stations. These D2D users are also in close proximity and initiating a D2D session. For the currently deployed 4G-LTE or 3G systems with large coverage areas such a scenario is highly unlikely, but for the 5G and beyond 5G systems with small cells the probability is such scenarios is very high [47–49]. UE1 will send a discovery request to base station 1 and base station 1 will calculate its distance from UE1 and forward that information to base station 2. Base station 2 will probe UE2 and calculate its distance from UE2. The distance between UE1 and UE2 is also calculated to ensure both are in close proximity. The confirmation reply message is sent to base station 1. Base station 1 informs the UE1 about the confirmation of device discovery. Furthermore, the resources are allocated to both the UEs with the consent of base station 1 and base station 2. The AS will assist the base stations in resource allocation for the D2D users. The resources are assigned to UEs based on their requirements to ensure their QoS.
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Figure 7: Signal flow diagram scenario 6

The final phase of all the developed scenarios is session teardown, where the devices inform the network or other devices about the completion of the communication session and abrogation of assigned resources. The session teardown can be initiated by any of the UEs. The base station is informed about the terminate service message. The base station informs the AS and any other base station involved in the communication session. In the case of scenario 1 and scenario 2, where only D2D users are involved in the communication devices directly inform each other about session teardown.

Scenarios 1 and 2 are the basic representation of adhoc-based device discovery schemes. Scenarios 3 and 6 are network-assisted. Scenarios 4 and 5 are the hybrid solution of both network-assisted and adhoc-based schemes. We have tried to minimize the signalling to make the procedure simple and energy efficient. Whenever the UE tries to contact the other UE or base station, we have assumed that the other side is ready to receive the signal and will successfully receive the signal. In the next section, we have calculated the delays of these different scenarios.

6  Evaluation of Delays

The overall D2D communication latency from idle UE to session teardown of six scenarios is calculated in this section using MATLAB. The file size consider in this work is 5 Kb and the Maximum Transmission Unit (MTU) is considered 1500 bytes based on LTE MTU size. Table 2 summarizes different types of delays, their symbols and values. The propagation delay and processing delay at UE, base station (BS) and application server (AS) are calculated based on values given in [50–53]. D2D UEs are considered a maximum distance of 1000 m apart with a propagation delay of 4.003 ms. the channel characteristics in propagation delay are considered ideal.
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LTE supports cell sizes ranging from tens of metres for femtocells to picocells to 100 km for macrocells. In the lower frequency bands that will be used in rural areas, 5 km cell size is optimal, 30 km has reasonable performance, and cell sizes up to 100 km are supported with acceptable performance. Higher frequency bands, such as 2.6 GHz in the EU, are used in cities and urban areas to support high-speed mobile broadband. In this case, cell sizes could be as small as 1 km. We used a 5 km cell size for the delay calculation. The total delay offered in each scenario can be mathematically expressed with the help of the following expression.

τtotal=n1τPd(UE−UE)+n2τPd(UE−BS)+n3τPr(UE)+n4τPr(BS)+n5τPz(BS−AS)+n6τPz(BS−BS)(1)

The values of n depend on the number of messages. If a message is not used in some specific scenario, the value is zero. Delay analysis of different scenarios is shown in Fig. 8. The values of delay are calculated on the bases of device discovery time, resource allocation time and session teardown time. τPd shows propagation delay of wireless signal, τPr shows the processing delay a signal face on the UE or at BS and similarly τPz represents the processing plus propagation delay of signal from BS to AS or from BS to BS.
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Figure 8: Latency of D2D communication scenarios

Scenario 1 takes the least time because two devices are in close proximity, scenario 2 takes a little more time because a relay station is introduced between two devices. Scenario 3 is network-assisted so its response time is better than scenario 2 but not better than scenario 1. Scenarios 3 and 4 merge adhoc and cellular networks so their delay increases but they can increase network coverage. The delay of scenario 6 is at maximum because two base stations are involved. The most delay-causing factor is device discovery and in that discovery network assistance for two devices connected to different base stations requires the consent of both base stations which is causing this delay. This delay can be reduced significantly by allowing the devices to discover each other independently and if they can discover each other, they can request BS for the assignment of resources.

7  Conclusion

In this work, we have developed various D2D communication scenarios and summarized their behavior according to several optimization parameters. The D2D communication life cycle, divided into device discovery, resource allocation and session teardown are elaborated with the help of a signal flow diagram. The latency of each phase has been evaluated for the considered scenarios. D2D devices can either directly discover and establish the communication session or with the assistance of a cellular network. The direct method is fast but as the number of relay stations increases, it consumes more energy and compromises security and privacy. Network assisted method offers better security, privacy and energy efficiency but has larger delays. The relay devices in D2D communication are used to provide multi-hop D2D communication, they offer an advantage of range extension, but at the cost of increased delays and further compromised privacy and security. These relays could be static or mobile and in the case of mobile relays handoff, energy efficiency and dynamic resource allocation are open research challenges.

8  Future Work

To the best of our knowledge, this is the first work to accommodate all possible scenarios in a single discovery procedure. D2D communication can be applied to IoT and Vehicular networks as part of 5G/6G networks. The proximity communication has a great potential to enable 5G/6G communication networks to high low latency for the Ultra Reliable Low Latency Communication (URLLC) applications. The future cellular networks are expected to be robust and highly intelligent so machine learning-based D2D solutions can also be further explored. The architecture proposed in this work can further be extended to formulate SIP based scheme for D2D, Vehicular, and IoT devices.
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Table 1: Device discovery optimization parameters in different scenarios

Scenario details Latency  Energy Security  Privacy =~ Coverage  Probability of Robustness

efficiency successful

discovery

Scenario 1-Single hop D2D Very low  Very high Low Low Very low  Very low Low
Scenario 2-Multi hop D2D Low High Very low  Verylow Low Low Low
Scenario 3-Network assisted Medium Low Very high Very high Medium Medium High
single-cell single-hop D2D
Scenario 4-Network assisted High Medium Medium Medium High High Medium
single-cell relayed D2D
Scenario 5-Network assisted High Low Medium Medium  Very high  Very high Medium
single-cell multi-hop D2D
Scenario 6-Network assisted Very high Verylow  Veryhigh Veryhigh Verylow  High Very high

multi-cell single-hop D2D
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Table 2: D2D communication delays

Name Symbols Delay

Propagation delay (UE-UE) 750 (UE — UE) 4.003ms @ 1000m
Propagation delay (UE-BS) 7ps (UE — BS) Sms

Processing delay of UE T (UE) 4ms

Processing delay of BS T, (BS) 6us

Processing 4+ propagation delay (BS-AS)  1,. (BS — AS) 22.5ms

Processing 4 propagation delay (BS-BS) 7p. (BS — BS) 133.5ms
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