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Abstract: With the increasing use of distributed electric vehicles (EV), energy management in the Internet of vehicles (IoV) has attracted more attention, especially demand response (DR) management to achieve efficient energy management in IoV. Therefore, it is a tendency to introduce distributed energy such as renewable energy into the existing supply system. For optimizing the energy internet (EI) for IoV, in this paper, we introduce blockchain into energy internet and propose a secure EI scheme for IoV based on post-quantum blockchain, which provides the new information services and an incentive cooperation mechanism for the current energy IoV system. Firstly, based on the principles of constructing a short lattice basis and preimage sampling, a lattice signature scheme is proposed and used in blockchain for authentication, which provides anti-quantum security. Secondly, we design the EI based on the post-quantum blockchain model. Lastly, based on this model, we design a secure EI scheme for IoV based on post-quantum blockchain. Through our analysis and experiment, this new scheme can increase the efficiency of energy utilization and enrich EI’s application in IoV. In particular, we further illustrate and analyze its performance. It is shown that EI based on post-quantum blockchain is more secure and efficient in information communications and energy trading.
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1  Introduction

With the development of the economy and population growth, the energy demand has become increasingly urgent. However, traditional fossil energy consumption leads to the energy crisis and severe pollution. Consequently, some new green renewable energy sources have been used. And how to access and control these various types of intermittent energy is faced with new challenges. Namely, these energy sources require a better energy system as a support to make them be used more reasonably [1]. Therefore, the energy internet (EI) emerges as the times require.

EI is a new energy ecosystem which integrates information flow, energy flow and control flow. It can guarantee the energy use become more reliable, economical and convenient [2]. In addition, it supports intelligent supply and energy sharing. Obviously, it also provides innovative concepts and envisions to enhance the capability of power grids [3], such as smart grids [4,5], distributed energy and microgrids [6,7].

Through network technology and intelligent management technology, a lot of distributed energy collection devices and various types of network nodes can be interconnected by the EI [8]. In other words, the EI implements a real-time information acquisition and control strategy. And multiple energy sources interact with each other to achieve energy sharing. Therefore, EI has a very positive effect on our environment and economy [9,10,11]. More importantly, the development of the energy internet is fundamentally changing the dependence on the traditional energy consumption model, which is a fundamental revolution of human social life. As Rifkin pointed out, combining the Internet with renewable energy, energy internet is a sign of the third industrial revolution [12]. At the same time, Because of the advantages of environmental protection and low cost, EV is regarded as an essential development direction of the automotive industry in the future, which has received significant attention from academics and industries. In addition, with the deployment of charging piles, IoV and EI are more closely related.

On the other side, with the development of distributed network technology and cryptography, Nakamoto designed a peer-to-peer electronic cash system and described the blockchain for the first time in 2008 [13]. Blockchain is a distributed data structure which is replicated and shared among members through a distributed network. Furthermore, blockchain 2.0 has been presented, which includes hyperledger and smart contract technology [14–16]. Smart contract technology provides blockchain with a built-in fledged Turing-complete programming language that can create contracts. In other words, by programming, these created contracts are used to encode arbitrary state transition functions, allowing users to create systems [17]. In addition, blockchain integrated the cryptographic algorithm, hash algorithm and distributed network technology together [18].

At present, blockchain has been widely concerned and researched, such as consensus mechanisms [19,20], smart contracts [21] and post-quantum blockchain [22]. However, blockchain is still mainly used in the financial field now. It has changed the traditional currency system, which needs to rely on a credit institution as the third party. And some cryptocurrencies are also designed using the blockchain, such as Bitcoin, Litecoin and Ether. Meanwhile, due to the transparency and security of information on the blockchain, we also find that its application is continuously expanded, such as voting [23], medical treatment and copyright protection [24]. In 2020, a novel peer-to-peer EMR data management and trading system called health chain was proposed based on consortium blockchain [25]. Aiming at the security threat of quantum computing attacks on blockchain technology, in 2021, a lattice-based blind signature for blockchain-enabled systems was proposed [26]. In 2022, Li proposed a secure keyword searchable attribute-based encryption scheme, which is efficient and more secure [27]. Similarly, we consider that blockchain technology can be introduced into the energy internet to promote the collaboration of the energy and participants. In this way, with the anonymity and security of blockchain technology, EI based on post-quantum blockchain can be more powerful and secure.

With the continuous development of EV, the application of IoV technology is gradually widespread, and the privacy leakage and security problems in IoV are becoming more serious. Additionally, as far as we know, the research on blockchain-based EI applied in IoV is still relatively less. In this paper, we design an incentive mechanism for energy production and information services, which is of forward-looking significance for the EI in IoV.

The remainder of this paper is organized as follows. In Section 2, we make a brief introduction to blockchain and EI. In Section 3, we summarize the common characteristics between blockchain and EI. Afterward, EI based on the post-quantum blockchain model is designed. Its advantages are also analyzed and provided. In Section 4, we propose a secure EI scheme based on post-quantum blockchain for IoV. In Section 5, we further illustrate and analyze its performance. Some concluding remarks are presented in Section 6.

2  Preliminary

In this section, we start with the introduction of blockchain. Then, we describe the research status and development trend of EI. In addition, we further introduce some current applications of EI with blockchain.

2.1 Blockchain

Blockchain is a distributed super-ledger system that relies on the maintenance of all users, and the transactions can not be forged and altered intuitively. As shown in Fig. 1, each block has a hash value and references the hash of its previous block, respectively. Therefore, in this way, a link is established between these blocks, and it creates a blockchain.
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Figure 1: Organization structure of blockchain

Due to this design of chain structure and decentralization, the transactions are stored in a distributed ledger on the blockchain, and it has the advantages of transparency and traceability. At the same time, it also ensures that the date will not be tampered with or deleted. In particular, through the smart contract, some blockchain operations can be smart and automated [28,29]. We can use it to change the previous traditional model, which relies on third-party assistance and greatly facilitates the use of blockchain technology in practical applications.

2.2 Energy Internet

The notion of EI was presented in 2004. It transforms the traditional electricity grid into a smart and responsive digital network. Afterward, its application was widely concerned and studied. In 2008, a new energy system was built in Germany. Then, European Union constructed a new Internet for energy in 2011. And the global energy backbone grid was proposed during the 2018 Global Energy Interconnection Conference. As we see, this is a growing trend of global interconnection by EI now [30,31].

At present, some novel based-blockchain energy internet applications have been realized successively. The Energy company LO3 cooperated with ConsenSys to build an interactive grid platform based on blockchain. It is a community energy market that enables members to trade energy with each other [32]. The US company Filament set up the “Taps” detection devices on the grid nodes and established corresponding communication mechanisms for these detection devices based on blockchain. Then, the government, grid company and users can share information [33,34]. It illustrates that the application research of energy internet based on blockchain is getting closer to our daily life.

3  EI Based on Post-Quantum Blockchain

By using sensing devices and actuators with vehicle ad-hoc networks and computing abilities, IoV provides interconnection and intelligence to the current intelligent transportation system. At the same time, with the anonymity and security of blockchain technology, blockchain is more intelligent and secure. In this section, firstly, we summarize and analyze five common characteristics of blockchain and the energy internet. Subsequently, based on analysis, we design an EI based on the post-quantum blockchain model.

3.1 Common Characteristics

Comparing them, we find that blockchain has five characteristics in common with the energy internet. These following common characteristics provide conditions and foundations for us to combine blockchain with EI.

(1) Decentralized. Decentralized is one of the most important features of blockchain. There is no centralized database and managers, and each node has equal rights that can jointly protect information on the blockchain. In addition, information is transmitted and verified by all nodes in the distributed network through the consensus mechanism. In EI, distributed energy is equally shared and used energy between individuals. Both blockchain and EI are self-management open frameworks.

(2) Self-management. The blockchain system is executed, maintained and managed by all nodes in the distributed network. And blockchain is a novel intelligent industrial ecosystem. In energy internet, energy is automatically coordinated and controlled with many protocols. Both blockchain and EI are self-management open frameworks.

(3) Flexible. By programming, these created contracts are used to encode arbitrary state transition functions in IoT. In addition, through this smart contract technology, blockchain can automatically trigger the executions of these contracts. Similarly, in the energy internet, many intelligent energy devices are used for energy transmission, utilization and storage. Thus, a series of smart contracts are adopted in the energy internet.

(4) Industrial application. Energy internet is mainly adopted in industry and plays a significant role in energy production and utilization. Besides, blockchain can be applied to industry, which ensures data security and reliability. Both the energy internet and blockchain make a positive contribution to modern industry applications.

(5) Commercial. All kinds of new energy can be regarded as commodities in EI. And energy commercialization is a typical feature of the energy internet. Through the power grid, energy is transmitted and traded to realize the mode of the energy market, so as to make full use of energy and improve its value. Likewise, by using blockchain technology, blockchain can provide a trading platform for the transactive applications. Both energy internet and blockchain have the value of commercial application.

3.2 Lattice Signature Cryptography Scheme

However, with the in-depth study of the quantum computer, the security of the Elliptic curve digital signature algorithm (ECDSA) is greatly threatened. Quantum computer has powerful parallel computing capabilities, which can break the ECDSA and threaten the security of current blockchain. In 2008, Gentry et al. proposed a trapdoor design cryptosystem based on a preimage sampleable function.

Based on the principles of the short lattice basis generation [35] and preimage sampleable function [36], a lattice signature scheme is proposed. In this scheme, for the integers q=ploy(n) and m≥2nlog2⁡q, there is a (A,S) which can be obtained in the polynomial time. A∈Zqm×n obeys the random uniform distribution and S∈Zm×n is a corresponding short lattice basis of L⊥(A)={x∈Zm|xA=0mod q}. And SA=0modq and ‖S‖=O(m0.5) are also satisfied. Thus, A is the user’s public key and S is the user’s private key.

Suppose that Alice generates her own public key pka and private key ska according to the above method. Thus, the signing algorithm is shown as follows.
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The verification algorithm is shown as follows.
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3.3 Security Proof

(1) Correctness

Theorem 1: This lattice signature scheme satisfies the correctness.

Proof: The signature e=t−1(e′−u) and ∥e∥ = ∥t−1(e′)−u∥. According to the preimage sampling trapdoor algorithm, we have ‖u‖≤sm and ∥e′∥ ≤sm. Thus,‖t‖−1≤s, so we have ‖ e ‖≤ ‖ t ‖−1 (‖ e′ ‖ + ‖ u ‖)≤2s2m.

Due to the output e′← SamplePre(pka,ska, μ, s) satisfies pkae′= μ.

Thus, we can have μ=t∑i=1d(−1)M[i]Ci+pkau and pkae=t−1(μ−pkau). So

pkae=pka(t−1(e′−u))=t−1(μ−pkau)= t−1(t∑i=1d(−1)M[ i ] Ci + pkau) − t−1pkau=∑i=1d(−1)M[ i ]Ci.(1)

Through the above analysis, this lattice signature scheme satisfies the correctness, and Alice can not deny her signature.

(2) Unforgeability

Theorem 2: Based on the SIS assumption from lattice cryptography, our proposed scheme is unforgeable.

Proof: Suppose there is a probability polynomial, and the adversary wins the game with probability e. The goal is to build a random instance B∈Zqm×n that challenges the SIS problem and outputs a nonzero vector u satisfying Bu=0mod q.

For the integers q=ploy(n) and m≥2nlog2⁡q, the challenger obtains a (A,S) in the polynomial time. A∈Zqm×nobeys the random uniform distribution and S∈Zm×nis a corresponding short lattice basis of L⊥(A)={x∈Zm|xA=0mod q}. Thus, A is the user’s public key, and S is the user’s private key.

The adversary adaptively conducts polynomial queries. For the first inquiry, the adversary selects k files which are represented by v1,v2,⋯,vk. Then the challenger performs the following steps:

1.    Randomly select an identifier idi from {0,1}n.

2.    Run signing algorithm to output (e′, M).

3.    Output the signature set and send it to the adversary.

It can be seen from the above simulation process that the output of the challenger is statistically indistinguishable from the output of this scheme. In our scheme, the public key is generated by the sampling algorithm TrapGen. It can be seen from TrapGen that the distribution of the public key pair is statistically indistinguishable in a simulation game from that in our scheme. In addition, since all signatures are obtained by executing the preimage sampling algorithm using the short basis of the lattice, the signature distribution of our scheme and the simulated game is statistically indistinguishable.

If the adversary outputs a valid forged signature e1 for the identifier id′, the challenger can solve a random instance of the SIS problem. The opponent’s solution process can be as follows:

For all inquiries, the id satisfies id≠id′, the adversary has not inquired for any message from the identifier id. Because signature e1 is a valid signature, and pkae1=t−1(μ−pkau). Thus, we can have

pkae−∑i=1d(−1)M[i]Ci=0modq.

According to the previous sampling algorithm TrapGen, this equation can not be established with an overwhelming probability. Adversary forges a valid signature of the message with negligible probability, and this scheme satisfies unforgeability under the lattice SIS assumption.

3.4 Scheme Model

In the new EI based on the post-quantum blockchain model, we introduce the above lattice signature cryptography scheme into the blockchain.

In the traditional blockchain, data security and reliability are guaranteed using cryptography algorithms, such as Hash 256 and ECDSA. Especially in ECDSA, the signature verification of this algorithm is used in the transaction system to ensure the correctness and reliability of the transaction. Unfortunately, under the attack of quantum computing, the ECDSA is no longer secure. This problem undoubtedly poses a fatal threat to blockchain technology. Different from the traditional blockchain, we use the above lattice signature scheme to generate the user’s public key and private key. As mentioned above, the lattice signature scheme satisfies correctness. And Alice can not deny her signature. It can provide a security guarantee for the transactions and be applied to the blockchain. More importantly, compared with before, this new blockchain is more secure by using this lattice signature scheme.

Afterward, to improve the efficient utilization of energy and realize energy trading, we design the EI based on post-quantum blockchain, which is the integration of blockchain and EI system. As shown in Fig. 2, three energy modules are under the control of EI based on post-quantum blockchain. They are energy production, energy storage and energy usage.
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Figure 2: EI based on post-quantum blockchain model

In the core of EI based on the post-quantum blockchain model, there should be many modules, including blockchain, control center, a series of protocols, smart object, etc. They are in charge of dispatching and managing energy. At the same time, they need to fuse information and energy for energy sharing and trading, and smart objects are used to collect massive ambient data. These collected data are uploaded on the blockchain. In these modules, blockchain is beneficial and essential. It is like a distributed sharing database, and the stored data on the blockchain are secure. Namely, blockchain is very suitable for optimizing traditional application, which needs to rely on third-party authentication and guarantee. The information transmitted on the EI based on post-quantum blockchain can not be tampered with or deleted. Besides, we can quickly create contracts by programming. These contracts can be used to encode arbitrary state transition functions, which makes EI dispatch and control energy in time. In particular, EI based on post-quantum blockchain also can provide new information services and incentive mechanisms for energy production. More importantly, it can provide a good platform for energy coordination and trading in IoV. To sum up, EI based on post-quantum blockchain can increase the efficiency of energy utilization and enrich EI’s application in IoV.

3.5 Advantages

In this subsection, the advantages of EI based on the post-quantum blockchain model are also analyzed and provided as follows.

(1) Smart. Smart contract technology provides blockchain with a built-in fledged Turing-complete programming language which can create contracts. In other words, by programming, these created contracts are used to encode arbitrary state transition functions. Through programming to create a contract, in this model, a smart contract can be triggered automatically to execute the command in time. It also makes it easier to expand its functions in the applications of EI based on post-quantum blockchain. Therefore, EI based on post-quantum blockchain becomes smarter and more powerful.

(2) Secure. Blockchain is like a distributed super-ledger system that relies on the maintenance of all nodes. Since this design of chain structure and decentralization, EI based on post-quantum blockchain provides a secure way for these nodes in the energy internet that record in a secure and verifiable manner. Therefore, blockchain is very safe and trusty with cryptography and the data can not be tampered with or deleted. Any change in the distributed data will be verified by these nodes. In particular, it has the advantages of transparency and traceability. More importantly, by introducing the lattice signature cryptography scheme in Subsection 3.2, the security of this model is greatly enhanced.

(3) High efficiency. The transformation from a centralized to distributed generation patterns naturally calls for robust, effective, and secure cyber infrastructures to support these complex communications interactions by using many distributed energy objects. The blockchain data can be distributed across the distributed network in minutes and will be processed at any time. Blockchain keeps a high efficiency in its applications.

(4) Low cost. Compared with traditional EI, blockchain does not need high infrastructure and maintenance costs associated with architecture. And it also does not require large server farms and networking equipment. Therefore, blockchain can reduce costs in EI.

(5) Data integrity. These data on the blockchain are distributed and stored in each device. Namely, every node in this distributed network has a copy of the same data. Therefore, even though some devices are broken, the data can still be stored completely. In particular, with the consensus mechanism, these data are also consistent and reliable. It shows that blockchain maintains a high degree of data integrity and consistency.

4  Post-quantum Blockchain-based EI applied in IoV

Combined with the EV charging network and IoV platform, we design a post-quantum blockchain-based EI scheme. This scheme mainly includes a data service system, blockchain-based IoV trading platform, renewable energy, charging station and EV as follows.

(1) Data service system. Value added based on data information can provide more innovative services, including capacity, the number of users and the frequency of the acquisition cycle. And data is transmitted and shared on this standardized IoV platform.

(2) Blockchain-based IoV trading platform. With the improvement of the power market, the technology and business model of interaction between various EVs and power grids are gradually maturing. Therefore, it can better realize the information and energy transmission between EV and EI. And this platform participates in centralized power trading and auxiliary services in the power market. In the era of mobile Internet, it provides users with fast information services and energy services, which increases user viscosity.

(3) Renewable energy. Energy mainly comes from renewable energy sources, including electric energy, wind energy and solar energy. Based on the adjustability of the EV charging load, it can absorb the electricity converted from the above green energy to charge the EV, which can promote the consumption of clean energy and reduce the power cost of the EV.

(4) Charging station. The charging station has the functions of energy storage and fast charging, which can meet the urgent and fast charging demand for EVs. At the same time, the intermittent high-power load of EV rapid charging can be stabilized through the energy storage system in this station, which can effectively reduce the impact of EV rapid charging on access to the local power grid. Besides, a charging station usually sets up multiple charging piles, which can meet the charging demand of multiple electric vehicles at the same time. More importantly, it can intelligently adjust the charging power and time. In this way, it can also optimize the configuration of charging resources and reasonably arrange the orderly charging of electric vehicles. Based on meeting the electric energy demand for EV users, the efficient interaction between EV and EI can be achieved through regulating orderly charging and discharging.

(5) EV. EVs can obtain online or offline services through the IoV trading platform, such as charging services and car rental services. At the same time, they can release the energy storage of electric vehicles and participate in auxiliary services to obtain corresponding benefits.

In this new scheme, we regard a unit of energy as an energy coin. Thus, each energy coin is defined as a cryptocurrency. Energy providers can be divided into power plants and personal energy producers (see Fig. 3), and the former is the main energy provider. Firstly, the energy storage center obtains new energy from the energy provider. Secondly, through the energy internet and blockchain trading center, a new transaction is established, and the system rewards him with corresponding energy coins. At last, transactions are stored in each node. On the contrary, if you want to consume energy, you can use energy coins to buy energy from others. Similarly, the users can also regard the energy coins as cryptocurrency to use in their daily life.

[image: images]

Figure 3: EI based on post-quantum blockchain

Generally speaking, EI aims at achieving coordination and comprehensive utilization of renewable energy, such as wind energy, hydropower and solar energy. By balancing the power supply of the energy Internet and the load of the charging station, this scheme can reduce the investment in power system expansion required to construct the charging station. At the same time, combined with energy storage, it can effectively reduce the impact of centralized charging of electric vehicles on the power grid. With the decline in power generation cost, the integrated storage and charging station can effectively reduce the power purchase cost of the charging station and improve the overall benefit of the EV charging station. As an energy trading platform, because its price is open and transparent, blockchain can encourage energy providers to bid with each other and sell to registered EV users at a preferential price.

5  Performance Comparison

In this scheme, the secret key and signature sizes are essential to its performance in practical application. Suppose that the parameters (n, m, q, σ) in our scheme corresponds to the parameters in other schemes. Compared with the same type of signature algorithms in [37–39], the results are shown in Table 1 below. To sum up, using the principles of constructing a short lattice basis and preimage sampling, the sizes of the public key, private key and signature in other schemes are larger than those in our signature scheme. In addition, the security of the signature algorithm in this paper depends on the lattice SIS problem. As is known to all, the lattice SIS problem in the average case can be reduced to the Shortest Independent Vector Problem (SIVP) in the worst case in polynomial time. It has been proved in [36] that it has the advantage of resisting quantum computation attacks. And according to the proofs in [35] and [36], under the assumption of lattice SIS problem, this proposed signature scheme satisfies unforgeability. Therefore, our scheme is more secure.
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Next, we will analyze the scheme’s efficiency in this subsection from the perspective of the experiment, specifically comparing the number of elements in the public key and the number of integers in the signature. More concretely, the influences of the security parameter n on the public key and signature size in these schemes are considered. According to the actual requirements in these schemes, under reasonable parameters d=⌈log⁡n⌉, q = 210, m = 6nlogq, σ = 230, take the range of security parameter n to increase from 10 to 160. The public key size and private size of our proposed scheme and those in [37–39] are compared, respectively. As shown in Figs. 4 and 5, with security parameter n’s increases, the public key size and signature size in our lattice-based scheme are significantly shorter than other schemes, which can improve the operation’s efficiency in our proposed scheme.
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Figure 4: The public key size comparison
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Figure 5: The signature size comparison

6  Conclusions

Our work provides a new reference for the research and application of EI based on blockchain. In this paper, we design a secure EI scheme based on post-quantum blockchain for IoV and analyze its performance. Through our analyses, it can improve renewable energy efficiency and achieve a coordinated supply of multiple energy sources. Furthermore, it can reduce some environmental problems caused by industrial pollution. More importantly, we propose a more efficient and secure signature scheme, which is introduced into the blockchain-based IoV trading platform. This new scheme can increase the efficiency of energy production and utilization, and we also further illustrate and analyze its performance. It is shown that EI based on post-quantum blockchain is more secure in information communications and energy trading.
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