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Abstract: An efficient trust-aware secure routing and network strategy-based data collection scheme is presented in this paper to enhance the performance and security of wireless sensor networks during data collection. The method first discovers the routes between the data sensors and the sink node. Several factors are considered for each sensor node along the route, including energy, number of neighbours, previous transmissions, and energy depletion ratio. Considering all these variables, the Sink Reachable Support Measure and the Secure Communication Support Measure, the method evaluates two distinct measures. The method calculates the data carrier support value using these two metrics. A single route is chosen to collect data based on the value of data carrier support. It has contributed to the design of Secure Communication Support (SCS) Estimation. This has been measured according to the strategy of each hop of the route. The suggested method improves the security and efficacy of data collection in wireless sensor networks. The second stage uses the two-fish approach to build a trust model for secure data transfer. A simulation exercise was conducted to evaluate the effectiveness of the suggested framework. Metrics, including PDR, end-to-end latency, and average residual energy, were assessed for the proposed model. The efficiency of the suggested route design serves as evidence for the average residual energy for the proposed framework.
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1  Introduction

Modern society has run over the support of information technology which supports access to various services in different domains. Among them, the Wireless Sensor Network (WSN) is identified as a key entity supporting multiple services’ entry. In general, the WSN is framed with the support of several sensor nodes with limited power or energy and a Transceiver capable of communicating with the other sensor nodes located within its own transmission range. This encourages cooperative transmission to be performed between the source as well as the destination to achieve any data transmission. Such suitable transmission is performed by adapting a routing protocol to support data communication [1].

The sensor nodes are geographically distributed throughout the network, and the location of the sink node and the data sensors would be at different diagonals of the grid. To perform data collection, data packets are transmitted through the intermediate node. The presence of malicious nodes in the route would involve various threats like eavesdropping, modification, and many more. To achieve higher performance in data transmission, it is significant to consider security parameters [2].

Secure routing is performed in several ways, either by data or route levels. The data level security is approached by adapting some encryption standards. In this approach, the data present in the packet has been encrypted using some secret keys, which are decrypted by the destination node. Route-level security is enforced in the routing scheme. This paper presents a route-level security scheme to support data collection performance in WSN.

Data collection is retrieving data from data sensors where the data is available. The WSN has been used for several purposes. For example, the Warfield environment uses WSN to collect data from different battlefield locations to get information related to many constraints like troop position, requirements, etc. They would use any routing protocol to achieve this, but malicious nodes would leak the same information to the enemy troops. This encourages the enforcement of secure routing in data collection. WSNs play a critical role in establishing networks and facilitating numerous services for smart cities because of their low cost, rapid deployment, and self-organized qualities. In the context of smart city environments, ubiquitous sensor nodes collect physical data about urban environments and manage public or private infrastructure. As a result, many smart city studies have been conducted using WSN technologies. WSN often connects via a multi-hop path due to its limited radio communication range. A routing protocol model that defines data forwarding and transmission path is a necessary procedure to consider in this scenario since it will directly impact WSN performance, such as network lifetime, PDR, and end-to-end packet delay.

The neighbor strategy has been identified as the more supporting factor in choosing a data forwarder. For example, consider route R, which comprises K number of intermediate nodes. Each node would have a different energy, number of transmissions, number of neighbors, etc. Considering all this, you can measure the trust of any intermediate node and data collection; support influenced by the intermediate node can be measured. This research presents a novel data collection and secure routing technique by considering all these factors.

Researchers have focused much attention on the issue of how to implement reliable and efficient data transfer, which is where routing protocols come in. Routing models developed using traditional protocols may not be well suited to network security since they often assume that all sensor nodes are trustworthy and the network is not under attack. If this is correct, then improving routing security is crucial to ensuring that networks perform as intended.

The contributions of this work are as follows,

•   To design Secure Communication Support (SCS) Estimation, this has been measured according to the strategy of each hop of the route.

•   It is important to consider at least two-hop neighbor information to prevent insecure route selection from estimating a trustworthy value.

•   A data classification should be used to implement the encryption methods and schemes.

•   Classifying the data into various levels of confidentiality is essential.

2  Related Works

Several algorithms are available for secure routing and data collection in WSN. This section presents a set of techniques related to the issue. The authors [3] present a secure routing algorithm that combines k means clustering and ant lion optimization algorithms. Clustering is performed with K means, and ant lion optimizer is used for route selection. The method uses multi-curve Elliptic curve cryptographic routing (MALOKSER), which encodes the data and routes toward secure routing.

The authors [4] propose an effective Enhanced Fuzzy C Means and Adaptive TDMA Scheduling (ECATS) approach as a protocol to facilitate network communication. So that data packets are delivered to the mobile sink promptly. We introduce the revolutionary protocol known as Neural Elliptic Galois (NEG) cryptography for effective data security. Additionally, for improved safety, location privacy is taken into mind. To handle data aggregation among several nodes in the network, cluster heads (CH) are chosen based on energy. This paper introduces a hybridization of TDMA-based Ant Lion Optimization scheduling for optimal CH selection and improved energy efficiency. The authors [5] discuss a secure routing protocol that uses an energy parameter named EOSR. It measures the trust value for various nodes. Based on the trust measure, the technique chooses a route. The trust value is calculated according to the route length and energy.

The authors [6] propose a secure routing protocol that combines the LEACH algorithm with a crypto scheme. The HCBS algorithm uses ECC to perform encryption to support higher performance in routing. The authors [7] proposed a trusted routing algorithm that is described as suitable for different networks. The method uses the multi-flow data topology (MDT) approach, which is ideal for mitigating various attacks. The energy parameter of sensor nodes has been used with the combination of nodes’ location to measure the nodes’ trust. The authors [8] proposed a link quality-based secure routing algorithm with K means clustering. The nodes are grouped according to the energy values using K means clustering, and the fitness of the route has been evaluated with link quality. The node selection is performed according to the fitness and route selection is performed.

The authors [9] survey different secure routing protocols for WSNs. Also, various security issues have been discussed regarding secure data communication in a network. The authors [10] analyze different secure routing approaches and propose novel algorithms considering the energy and resiliency toward attack. Based on these two, the node’s fitness has been verified to perform secure routing. The authors [11] present a TESRP (Trust and Energy-aware Secure Routing Protocol) that performs route selection according to hop count, energy, and trust value. According to the features mentioned above, route selection is performed. The authors [12] propose a data collection algorithm for a virtual grid environment. The sensor nodes can discover a minimum route for data transmission toward the sink node.

The authors [13] propose that the network nodes are grouped under region-specific, where a selection of CH is performed with the base station and mobile nodes. This reduces the time complexity to provide more lifetimes. The authors [14] review various routing protocols to collect big data in large-scale WSN networks. The authors [15] define the routing as enforced with the Hamilton loop and PEGASIS approach. The local optimization is performed by inserting a mobile agent into the network in an optimal location with the support of the Hamilton loop. The mobile agent collects and transfers data in the network toward the sink. The authors [16] propose a data collection algorithm for a client-server model is presented. The nodes are grouped under various clusters. Node under a cluster transmits data to the cluster head according to a sending threshold informed to the sink node. CH, in turn, receives data and sends it to the sink node. However, the selection of CH is performed based on energy.

The authors [17] proposed that redundancy problems are considered to perform data collection. The method monitors packets received and evaluates their lifetime before being transmitted to the next hop. If the time value is expired, it will not be transferred to the other node or sink. In recent years, there has been enhanced effort in research on routing protocols due to the developing trend in the security field [18]. SAODV [19] is an AODV security enhancement that protects against routing threats. All routing messages in SAODV are digitally signed to ensure data integrity and authenticity. Intermediate nodes cannot send RREP in this circumstance because the destination node signs the RREP message. Although SAODV introduces a double signature solution to address this issue, it will undoubtedly raise the strain on intermediary nodes. To counteract SAODV’s deleterious effects, Cerri and Ghioni created the A-SAODV protocol [20].

On the other hand, the preceding suggestions are security enhancements of existing ad hoc routing protocols incompatible with resource-constrained WSNs. In WSNs, SAR is a safe routing technique that can find the shortest path with the appropriate security properties [21]. The source node sets the route’s desired security level. Routing packets can only be decrypted by nodes with the same security level and encryption keys. SAR can provide data confidentiality to some extent, but the cryptographic primitives built on it have a considerable encryption overhead, limiting its appeal for WSN applications [22]. Work [23] developed a new cross-layer statistic called anticipated forwarding counter (EFW) for reliable routing in wireless networks. The EFW can encourage node collaboration while also addressing the issue of selfish conduct.

In WSNs, [24] presents a Bayesian game strategy for preventing DoS attacks. Then, a secure routing protocol is provided by merging the Bayesian technique with the LEACH protocol. These routing protocols are designed to address a specific attack, which is insufficient to assure network security. The nodes in some proposed systems [25] are expected to collaborate while following a common routing protocol. On the other hand, the smartness of nodes is highly frequent in ad hoc and IoT networks. As a result, this component must be handled carefully while creating an energy-efficient plan for these networks. Many methods adjust a routing protocol [26], sleep behavior, coordination method, data aggregation method [27], hop division, cluster divisions, and so on to focus on the specific contribution of every node to energy efficiency. The nodes may intelligently coordinate with one another based on the status of each node. The nature of node deployment also substantially impacts the network’s performance and lifespan. In such networks, energy efficiency solutions should take advantage of the density or redundancy of nodes [28]. There is enough room in a WSN-based IoT network to consider as many parameters as feasible while creating an energy-efficient routing. All approaches suffer to gain higher performance in safe routing and data collecting in WSN. Some of the issues have been uncovered by examining the works above of literature. As long as a node seems to be or forwards traffic connected with an instance, it may belong to any instance. Nodes in this scenario must thus be active both during the period allocated to its traffic and throughout the active time allotted to the other instances in which they participate. According to the literature review, the lack of a trusted routing channel between nodes means that the current approaches are still open to routing attacks. The trustworthy routing path is frequently statically found and used for transmission in many existing methods. Nodes in a statically discovered trustworthy path could eventually behave maliciously and aid a routing attack. Therefore, a safe routing strategy is required, one that dynamically determines the trusted path and disregards the involvement of hostile nodes in data transfer. The suggested approach should also guarantee a tamper-proof system and a moderate time complexity required in determining the trusted path

3  Neighbor Strategic Real-Time Trust Aware Routing and Data Collection

The proposed neighbor strategic real-time secure routing and data collection algorithm discovers the routes available [29–32]. Route discovery is performed by using a broadcast mechanism. For the route identified, the technique collects information related to sensor nodes. The method estimates various route selection and data collection measures according to the strategy obtained. The exact method is presented in this section.

3.1 Collection System

The architecture of the proposed neighbor strategic secure routing technique is represented in Fig. 1. The functional components of the system have been explained in detail in this section.
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Figure 1: Architecture of proposed neighbor strategic secure routing and data

3.2 Route Discovery

The routes have been identified between the data sensor and the sink node by discovering the routes. The method generates the NS-RREQ message to perform route discovery, which contains the source and destination details. The generated packet has been broadcast in-network, and the neighbor receives the packet. If there is an entry for the destination node in the neighbor table, the neighbor generates the NN-RREP packet toward the source node. Otherwise, the packet has been forwarded to the data sensor. Finally, a set of nodes with the entry for the destination node then node produces an NS-RREP packet and tags information related to the number of neighbors, number of transmissions involved, energy, and so on. The sink node receives NS-RREP messages and extracts the route and other features to update the strategic table.

3.3 Uplink Training

Users broadcast pilot symbols in the uplink, and every BS then evaluates its users’ channels. Consider that users from various cells send the same pilots simultaneously, with a one-to-one pilot reuse factor. A K × τ matrix ΦH gives pilot signals of K users ¯with orthogonality property Φ¯HΦ=τI¯K,( K≤τ).

Received pilot symbols at BS i are given by an M × τ matrix Yi as Eq. (1),

Yi=∑l=1LqGilΦH+Ni(1)

for evaluation of channel gilkat BS i, a sufficient statistic is an Eq. (2)

zik=1qτYiϕk=∑l=1Lgilk+𝒞𝒩(0,1τqIM)(2)

We have zik∼𝒞𝒩(0M,ζikIM) where Eq. (3)

ζik≜∑l=1Lβilk+1τq(3)

3.4 Uplink Data Transmission

Because this article is based on multiplexing pilot assignments, each cell uses the same pilot sequences given to each user. Φ=(φ1,φ2,…,φk,…,φK)T T indicates k × τ dimensional pilot sequence matrix allocated to all K users in cell i. τ is pilot sequence length, which agrees with orthogonality between pilots, ΦΦH=IK⋅IK is a K×K K dimension unit matrix. Finally, pilot Yip received by BS in cell i is represented by Eq. (4),

Yip=Pp∑j=1L∑k=1Khjkiφk+Nip(4)

The received signal corresponding is written as Eq. (5),

r^n=pua^nHgnxn+pu∑i=1,i≠nNa^nHgixi+a^nHn(5)

Considering BS performs ZF detection, the interference term in the denominator is given as Eq. (6)


a^nHgi=[g^ng^nHg^n]Hgi=g^nHgig^nHg^n

Yi¯giik+((gnNLOS)HgiNLOS+∑j∈ψmj≠n(gjNLOS)H(giLOS+giNLOS)+(1/ppNn)HgiLOS+1/pp(Nn)HgiNLOS)(6)

We define the LOS interference Ini≜(gnNLOS)HgiNLOS given in Eq. (7)

giLOS=Ωni[1+…+ej(M−1)dθmi](7)

Using the property of the sum of exponentials, it is given by Eq. (8)


(gnLOS)HgiLOS=ΩniejMdθni−1ejdθni−1=Ωni−e−jμ2dθni(−e−jμ2dθni−ejM2dθni)−e−jj2dθni(−ejμ2dθni−e−j22dθni)=Ωni[sin(Mdθmi)2sin(dθmi)2]ejdθmi(M−1)2

1Mg`nHg`n=1M(gnLos+gnNLOs+∑j∈ℰmj≠ngjNL.os+1ppNn)H×(gnLOS+gnNLos+∑j∈𝒲j≠n gjNLLos+1ppNn),(8)


1MhiHhj={1,∀i=j0,otherwise. 

Using this property in Eq. (9),


1Mg`nHg`n→a⋅sβn+∑∈Wmj≠nβj1+Kj+1pp

|Ini|2=Ωni2M2(βn+∑j∈Wmβj1+Kj+1pp)2[sin⁡(Mdθni2)sin⁡(dθm2)]2(9)

The proposed channel estimator is given by Eq. (10)

g`iikprop =Mβiikzik||zik||2(10)

Its MSE represented by ηikprop ≜1ME{||g^iikprop −giik||2} is shown by Eq. (11)


ηikprop =MM−1βiik2ζik+βiik−2βiikθik

where θik=∫01∫−11κik2(1−t)+κikwt(1−t)κik2(1−t)+2κikwt(1−t)+tfT(t)fW(w)dwdt(11)

with kik≜βiikζiik−βiik, and fT(t) and fW(w) are  givien by  Eq. (12)

fT(t)=Γ(2M)(Γ(M))2(t(1−t))M−1,0<t<1(12)

fW(w)=MπB(12,M)(1−w2)M−12,|w|<1.(13)
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Above discussed algorithm shows how the list of routes is identified and added to the strategic table and route table. Identified routes have been used to perform data transmission in WSN. To investigate routing challenges in WSNs, we use a graph model. The collection of vertices V in a weighted directed graph (V, E, ω) represents sensor nodes in a network. E ⊆ V × V is an edge set that indicates node relationships. The weighted label ω represents metrics for measuring links or pathways. We take node I as the issuer and node j as the target for each (i, j) ∈ E. A path p from V1 to Vn is given by (V1, Vn) ≜ (V1, V2,..., Vn). The trust model performs trust derivation, computation, and application. We use a watchdog as the cornerstone of detection techniques in this paper. Every sensor node keeps an eye on its neighbors’ actions and determines how trustworthy they are. The detection results are especially used in the computation of proof of trust. The trust value of node j for node I is represented by (i, j). Evaluating device is node I, and the evaluated device is node j in our model. An arbitrary node’s trust t comprises direct trust dt and indirect trust it. A random node’s trust t comprises direct trust dt and indirect trust [33–36].

3.5 Sink Reachable Support (SRS) Estimation

Data collection performance depends on the reachability between the sink and the data sensor node. It is important to consider reaching any data sensor and reaching the sink node to deliver the data. In any route identified, there will be several intermediate sensor nodes available. However, the energy constraints will vary, and after some time, the energy of any sensor node will be very poor. So, it is important to consider energy and how long sensor nodes will be available to forward the data packet. It has been measured based on the SRS [37–41]. It has been measured according to the energy, transmission performed, depletion ratio, and number of neighbors. If a sensor node has as many neighbors, even if the sensor is dead, the communication can be continued through its neighbors. The sink reachability support (SRS) measure has been estimated according to the abovementioned factors.

H[kj] also signifies the N[k] × M[j] channel coefficients matrix from the j th transmitter to the k th receiver and is considered to have i.i.d. complex Gaussian random variables selected from a continuous distribution. Furthermore, H has been identified as a transmitter. Finally received signal vector at receiver k after ZF interference is given by Y¯[ k ]=U[ k ]Y[ k ]=U[ k ](∑j=1KH[ k )]V[ / ]S[ 1 ]+W[ k ]),k∈κ

Let α=R∥d∥∞,β=α/(α−1). by Eq. (14)

μ=maxi∈{0,…,4}{E{(∥x∥2+β)i(∥h∥2−β)4−i}}.(14)

Consider that μ is finite. Then, for all ε > 0 and by Eq. (15)

|Ƶ|≥8μ(αl+1+1)4/ε2(15)

From Eq. (16)

P(supθ∈ΘR|JƵ(fθ)−J(fθ)|>ε)≤4P(supθ∈ΘR|JƵ∘(fθ)|>ε4)(16)

where P indicates training sample distribution in Ƶ and JƵ∘(fθ)=1/|Ƶ|∑m=1|Z|ωm||fθ(xm)−hm||22 with {w1,……wz} a Rademacher sequence. From Eq. (17)

If P(|JƵ(fθ)−J(fθ)|>ε2)≤12(17)

for all θ ∈ ΘR

Let σ2(fθ) be the variance of ||fθ(X)−h||22 so, by Eq. (18)

P(|JƵ(fθ)−J(fθ)|≥ε2)≤4σ2(fθ)|Ƶ|ε2(18)

for all θ ∈ ΘR. Specifically, σ2(fθ) satisfies by Eq. (19)

σ2(fθ)=E{∥fθ(x)−h∥24}−J(fθ)2≤E{∥fθ(x)−h∥24}≤E{(∥fθ(x)∥22+2∥fθ(x)ࢱ2∥h∥2+∥h∥22)2}=E{(∥fθ(x)ࢱ2+∥h∥2)4}(19)

Consider that the input space of fθ(x) follows partition by Eq. (20). Utilizing cluster inequality gives,

∥fθ(x)ࢱ2=∥W𝒳kx+b𝒳kࢱ2≤∥W𝒳kࢱ2∥x∥2+∥b𝒳kࢱ2(20)

For x∈𝒳k Moreover,  ∥W𝒳kࢱ2 and ∥ b𝒳kࢱ2 are upper bounded by Eq. (21),

∥W𝒳kࢱ2=∥∏i=0lW~iࢱ2=∥∏i=0lwiΛiࢱ2   ≤∏i=0l∥wiΛiࢱ2≤∏i=0l∥wiࢱ2(21)

And by Eq. (22)

‖b𝒳k‖=‖∑i=0l−1(∏j=0iW~l−j)bl−1−i+bl‖2≤∑i=0l−1‖∏j=0iW~l−j‖2‖bl−1−i‖2+‖bl‖2≤∑i=0l−1(∏j=0i‖Wl−j‖2)‖bl−1−i‖2+‖bl‖2(22)

Note that ∥Wiࢱ2≤R∥d∥∞=α and ∥biࢱ2≤α, α for i ∈{0,1,..l} Replacing these bounds into (11) and (12) yields by Eq. (23)

∥W𝒳kࢱ2≤αl+1(23)

And by Eq. (24)

∥b𝒳kࢱ2≤(∑i=0l−1αi+1)α+α=αl+2−αα−1≤β(αl+1−1)(24)

From (24)–(26), ∥f(x)∥2 is further given by

∥f(x)∥2 ≤αl+ 1(∥x∥2+β)−β(25)

Merging (24) and (25),

σ2(f)≤E{(αl+1(∥x∥2+β)+∥h∥2−β)4}=∑i=04(4i)αi(l+1)E{(∥x∥2+β)i(∥h∥2−β)4−i}≤μ(αl+1+1)4(26)

|Ƶ|≥8μ(αl+1+1)4/ε2 condition for the cluster formation is satisfied. The set of indices of K Tx–Rx pairs are denoted by K = 1,…, K. On K, clustering is a partition. Let A stand for the sum of all potential clustering for K.

Then, by eq., define A = A (1),…, A(NA) as the resulting clusters for each clustering A ∈ A, where A(m) is mth cluster, and NA is the number of clusters (27)

𝒜(m)⊆𝒦,∀m𝒜(m)∩𝒜(n)=∅,m≠n∩m=1NA𝒜(m)=𝒦.(27)

Let mj be the index of the cluster that includes jth Tx–Rx pair, i.e., mj = n, where j ∈ A(n) is the number of Tx–Rx pairs (n). Eq. (28) is used to express the received signal at the jth receiver

yj=ρjjHjjvjsj+∑i∈𝒜(mj)∖{j}ρjiHjivisi⏟intercluster interference+∑k∉𝒜(mj)ρjkHjkvksk⏟intercluster interference+zj.(28)

Assume that the jth receiver’s equalizer is uj∈CN×1, where ||uj||=1. Eq. (29) gives the feasible rate for the jth Tx–Rx pair

Rj=log2⁡(1+ρjjPj|ujHHjjvj|21+Ijintra+Ijinter )(29)

where Ijintra =∑i∈𝒜(mj)∖{j}ρjiPi|ujHHjivi|2 and Ijinter =∑k∉𝒜(mj)ρjkPk|ujHHjkvk|2 indicates degradation caused by intra as well as intercluster interference. Only interference from transmitters of Tx–Rx pairs in A(mj) is aligned and canceled at the jth receiver by Eq. (30)

{ujHHjivi=0,i∈A(mj)∖{j}∀j∈{1,…,K}(30)
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Above discussed technique represents how reachability supports any route given. It has been measured according to the different factors mentioned above. The estimated SRS value has been used for route selection.

3.6 Secure Communication Support (SCS) Estimation

The SCS measure has represented the support of any route toward secure communication. It has been measured according to the strategy of each hop of the route. Each node would have been involved in several transmissions. If the intermediate node is a malicious one, the packet may be dropped or modified, which makes the communication fail so that the same packet would be retransmitted through another route. The sink node would maintain this, and based on that, and the SCS measure can be computed.

[image: images]

The technique above represents how secure communication support is measured toward route selection. The method evaluates communication support measures for any route based on the retransmission frequency of transmission through the hop or route identified. Based on the value of SCS only, the route selection is performed.

3.7 Neighbor Strategic DCS Data Collection

The neighbor strategic secure routing and data collection algorithm start with route discovery on each data sensor available. The technique evaluates reachable sink support (SRS) and secure communication support (SCR) for every route identified. The SRS is measured to identify the possibility of reaching the sink, whereas the SCR is measured to gauge the trust of the route to perform secure data transmission. Using the value of SCR and SRS, the technique evaluates the Data carrier Support (DCS) value. Based on the value of DCS, the approach identifies the optimal route to perform data collection.

[image: images]

Above discussed technique represents how reachable sink and secure communication support have been measured to evaluate communication support. Based on the value of DCS, a single route is identified to perform data collection.

4  Results and Discussion

The proposed neighbor strategic real-time secure data collection has been implemented and evaluated for its performance. The protocol is hard coded in network simulator NS2, and implementation of the algorithm has been calculated under various simulation conditions. The result obtained by technique is compared with the result of other techniques. A Comparison of Throughput is shown in Table 1.

[image: images]

The performance on throughput has been measured for the algorithms at different simulation times and compared with other results. The Proposed NSSR technique has obtained higher throughput performance at all simulation periods than other methods.

Various techniques attain throughput performance is measured and compared with the results of other techniques. Comparison result has been presented in Fig. 2, and debits the NSSR approach has achieved noticeable throughput growth than previous methods.

[image: images]

Figure 2: Performances on throughput

The PDR produced by various algorithms is measured according to the number of packets sent and received. PDR performance is measured and compared with other techniques’ results.

The result of the packet delivery ratio is measured as well as compared in Table 2. The Result shows that the proposed NSSR method has produced higher PDR than other techniques.
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The performance of PDR is measured as well as compared with the results of other techniques. Comparison has been presented in Fig. 3, representing that the NPBNS algorithm has achieved higher PDR than other techniques.

[image: images]

Figure 3: Performance on PDR

The latency is the measure that represents the time taken to transmit a packet between any source as well as the destination. It has been measured based on the total time taken for the specific number of packets.

The latency produced by different methods is measured and presented in Table 3. The proposed NSSR algorithm has produced less latency than other techniques.

[image: images]

Fig. 4 represents the packet delay ratio produced by various techniques, and NSSR techniques have produced less latency value than other techniques. The nodes are initially placed in a certain building area to sense various data forms. In each building, about 20 sensor nodes were installed. The sink’s location coordinates are (4, 4) and the server’s (4, 1). The intercommunication range of these deployed nodes is then used to construct grids. Fig. 2 depicts the grid created using the intercommunication range. The nodes that make up the grid are referred to as grid members. One node was chosen as a grid organizer from each grid. For a set amount of time, the elected grid organizer serves as the leader. The sailfish optimization algorithm selects the grid organizer based on two important parameters: distance and residual energy. The previous graphic shows the grid organizer selection in each grid. The grid organizer is the node in each grid that is highlighted in green. The grid organizer receives the sensed information from each grid member. The data must then be sent from the grid organizer to the sink. The source grid organizer chooses its neighbour grid organizer using the relay-node selection technique to execute this function.
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Figure 4: Packet delay ratio of different methods

Open issues- the trust-aware secure routing protocol in WSN still face the following major challenges:

•   Identifying potentially harmful nodes in a short amount of time: It is possible that much information will be lost if the rogue nodes are not swiftly identified and removed from the network.

•   Methods for protecting the network against simultaneous routing attacks: However well the network is protected, it will still be vulnerable to serious threats if it can only fight off a subset of the many possible network assaults.

•   How to lessen the network’s electrical supply load: Longevity in operation is a primary concern for WSNs, and one of its primary functions is reducing energy consumption.

5  Conclusion

This research presents an efficient neighbor strategic real-time trust-based secure routing and data collection algorithm. The route level security has been enforced by choosing a route according to the secure communication support (SCS). It is measured based on the previous transmission behavior of various intermediate nodes available in any route. Similarly, data collection performance is enforced by choosing a route with maximum reachability to the sink node. It has been selected based on the sink reachability support (SRS) measure. Combining both measures, the method estimates the data collection support (DCS) value using a route with maximum DCS. The proposed algorithm enhances the performance of route selection and secure data collection. Performance produced by the NSSR algorithm is comparatively higher than other methods. The remaining energy of a sensor node, the distance of sensor nodes from BS, the density of other surrounding sensor nodes around potential CH, and the trust levels of nodes to send data to the next hop are all parameters to consider. To ensure that CHs are distributed evenly across the WSN area, a condition requires a minimum separation distance between them. In inter-cluster communication, a threshold-based data transmission method is utilized, as well as a multi-hop routing strategy in which only CHs closer to BS broadcast their information directly to BS, reducing the amount of energy squandered by CHs further away from BS. Simulation results indicate that networks employed with the proposed method perform well in dealing with various routing-targeting or trust-targeting attacks. Additionally, in case malicious attackers are appearing on an established secure route, the routing maintenance method has a higher speed of route update than contrast models.
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Table 1: Comparison of throughput

Throughput performance

Timeins FAEMin% NPBNSin% NSSR in %

10 13 19 36
20 26 34 48
30 42 49 67
40 68 72 81

50 82 91 96
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Table 3: Comparison of packet delay

Latency in seconds

The rate of sending FAEM ins  NPBNSins NSSR in s
Packets/s

4 4.5 3.0 1.8
8 6.8 5.4 2.9
16 7.2 6.5 4.3
32 8.9 7.1 5.9

64 9.4 8.9 6.4
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Algorithm:

Input: Route R, Node Strategic Table Nst
Output: SRS
Start
Read route R.
Read strategic table NSt.
Identify a list of sensor nodes available in route R.
Slist= )" Sensors € R
For each sensor s
Extract energy E= [ . e(NSt)Nst(z) E where Nst(i). NodelD = s

Extract Nti= [ " e(NSt)Nst(z) Nti where Nst(i). NodeID = s//transmission involved

Extract Nn= [~ " e(NSt)Nst(z) Nn where Nst(i). NodeID = s//no of neighbors
Compute energy depletlon ratio Edr = (Initial Energy — E)/Nti

Nt ] size(Slist . . . .
Compute SRS = (TotalTimlestamp ) X (Z S0 Slist (i) .Nn/size (Slzst))

End
Compute cumulative value for SRS = 3""*"*" SRS /size (Slist)
Stop






OEBPS/Images/logo.png





OEBPS/Images/CMC_35499-fig-8.png
Algorithm:

Input: Route Table RT, Strategic Table Nst, Data sensor table DST.
Output: Optimal Route R.
Start
Read route table RT and strategic table Nst, DST.
Identify a list of data sensors Dsl = > Datasensors € DST
For each data sensor d
RT = Route Discovery (sink, d)
For each route r
SRS = estimate sink reachable support®
SCS = estimate secure communication support®
Compute DCS =SRS x SCS
Route R = [ Max (RT (i)
Perform data collection through R.
End
Stop
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Algorithm:

Input: Node Strategic Table NSt, Route R
Output: SCS
Start

Read Nst, R.

Identify the hops of R as Hl = > Sensors € R

For each hop h _
Extract energy E = fiZT(NSt)Nst(i). E where Nst(i). NodeID = h
Extract Nti= fizlm(NSt)Nst(i). Nti where Nst(i). NodeID = hl//transmission involved

If (Nti x u) > (InitialEnergy — E) then

SCS=0

Return
Else

SCS=>_SCS (h— 1) U (No of retransmission/ Nti)
End

End .
S SCS (HI (1))

Compute cumulative SCS = == Size (HI)

Stop
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Table 2: Performance on packet delivery ratio

Packet delivery ratio

Timeins FAEMin% NPBNSin% NSSR in %

10 19 23 34
20 36 45 56
30 49 61 72
40 58 78 86

50 73 86 97
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Algorithm:

Input: Neighbor Table Nt, Route Tuble Rt, Data sensor List Dsl.
Output: Route Tuble Rt, Neighbor Strategic Table Nst
Start
Read Data sensor list Dsl.
For each data sensor, ds from Dsl
Generate NS-RREQ packet = {Sourcel D = sink, Destination = ds}
Broadcast NS-RREQ in the network.
The neighbor receives the NS-RREQ packet.
If [V NT (i) ID == DestinationID then
Generate NS-RREP message with energy, no transmission involved, and no neighbors.
NS-RREP ={e¢, nti, nn}
Send to sink node
Else
Forward NS-RREQ to neighbors.
End
While timer runs
Receive NS-RREP packet.
Extract route and for each node
Extract energy, number of transmissions, and number of neighbors.
Add to the neighbor strategic table.
NSt= > (stragy € Nst)U {NodelD,e, Nti, nn}
Add route to the routeing table.
RT= > (Route € Rt) UR

Stop






