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Abstract: SKINNY-64-64 is a lightweight block cipher with a 64-bit block length and key length, and it is mainly used on the Internet of Things (IoT). Currently, faults can be injected into cryptographic devices by attackers in a variety of ways, but it is still difficult to achieve a precisely located fault attacks at a low cost, whereas a Hardware Trojan (HT) can realize this. Temperature, as a physical quantity incidental to the operation of a cryptographic device, is easily overlooked. In this paper, a temperature-triggered HT (THT) is designed, which, when activated, causes a specific bit of the intermediate state of the SKINNY-64-64 to be flipped. Further, in this paper, a THT-based algebraic fault analysis (THT-AFA) method is proposed. To demonstrate the effectiveness of the method, experiments on algebraic fault analysis (AFA) and THT-AFA have been carried out on SKINNY-64-64. In the THT-AFA for SKINNY-64-64, it is only required to activate the THT 3 times to obtain the master key with a 100% success rate, and the average time for the attack is 64.57 s. However, when performing AFA on this cipher, we provide a relationship between the number of different faults and the residual entropy of the key. In comparison, our proposed THT-AFA method has better performance in terms of attack efficiency. To the best of our knowledge, this is the first HT attack on SKINNY-64-64.
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1  Introduction

The research on lightweight block ciphers (e.g., LED, Piccolo, PRESENT, Midori, HIGHT, SIMON, SKINNY [1], etc.) provides a solution to the problem of security for resource-constrained IoT devices. However, whether the security of lightweight block ciphers themselves meets the requirements has become a major research topic in the field of cryptography.

Fault attacks are widely used in security studies of block ciphers as one of the practical threats of modern cryptographic implementations. However, existing fault attack methods (changing device voltage [2–4], laser irradiation [5,6], X-ray irradiation [7], electromagnetic and clock scrambling [8,9], etc.) make it difficult to perform precise fault injection into running hardware devices in a low-cost manner. As the application of lightweight block ciphers continues to increase in proportion to hardware implementations, the security of cryptographic circuits is under increasing threat from HTs. A HT is a malicious circuit that is maliciously inserted into the integrated circuit (IC) and has destructive capabilities (e.g., changing the functionality of the original circuit, suspending services, etc.), which can be implemented by directly modifying the field-programmable gate array (FPGA) configuration bitstream [10] or by modifying the original design of the circuit at the register transfer level (RTL) [11], etc. HTs are extremely capable of attacking not only certain embedded devices [12,13] and neural networks [14,15], but also disrupting network-on-chip (NoC) communication [16], among others.

With the global production of hardware devices and the influence of the cost budgets and time-to-market of products, third-party intellectual property (IP) cores are widely used, which makes the possibility of implanting HTs in certain cryptographic IP cores much more likely [17,18]. Through investigation and research, it was found that temperature can be used as a trigger condition for HT attacks. Usually, HTs mainly consist of a trigger and payload. Hutter et al. [19] used a manually adjustable heating plate to heat the microcontroller ATmega162 at a high temperature to achieve the acquisition of exploitable faults for the RSA encryption algorithm. In [20], Kumar et al. were able to achieve accurate fault injection with a success rate of approximately 0.1% by varying the operating temperature of the hardware device. In addition, Dash et al. [21] changed the internal temperature of a computer by increasing the utilization of the central processing unit (CPU) of the computer, thus enabling the activation of a HT. However, this additional CPU activity can easily trigger CPU workload monitor alerts. In [22], Ghandali et al. imposed more than the maximum operating temperature on the hardware device to achieve a certain path of the extended combinational circuit, thus maliciously manipulating the true random number generator (TRNG) design. Clearly, it is feasible to use a reasonable temperature as a trigger condition when performing actual HT attacks.

Motivation. In order to enable precise fault injection in a low-cost manner, we design a HT based on temperature triggering. The HT can be activated using only a heat gun or a household hair dryer. From the attacker’s point of view, using temperature as the trigger condition for the HT is ideal. First, the attacker can activate the HT without physically destroying the hardware device. Second, a temperature-based HT will be smaller and quieter than the combinatorial and timing circuits traditionally used to trigger HTs, and it has a lower hardware overhead area and power consumption. To better analyze the security of SKINNY1, we combine the designed HT with AFA [23] and propose the THT-AFA. It has the features of being non-intrusive, low-cost, and with high fault injection accuracy. Compared with the traditional AFA, this analysis method significantly improves the efficiency of SKINNY attacks.

Contribution. We design a THT based on the 28 nm ZYNQ-7010 FPGA [24] development board and combine it with AFA. The main contributions of this paper are as follows.

(1)   For SKINNY, some properties are given that arise during the propagation of the fault, which can be used not only as a precondition to predetermine the inserted position of the THT, but also to discriminate the position of the injected random nibble fault.

(2)   An evaluation method of the residual entropy of the key after different numbers of fault injections is proposed, which evaluates the security of SKINNY against fault attacks under different fault models. Under the random nibble fault injection model, we perform an AFA on SKINNY and give the equation for the relationship between the residual entropy of the key and the number of faults.

(3)   A low-cost THT was designed, which was implemented on a 28 nm ZYNQ-7010 FPGA development board. We first implemented the SKINNY circuit (benchmark circuit) based on the FPGA development board and then inserted the designed THT into the circuit. The SKINNY circuit with THT displays only a 0.179% increase in flip-flop usage compared to the benchmark circuit.

(4)   A THT-AFA method is proposed and applied to the security study of SKINNY. The results show that after activating the THT 3 times (i.e., 3 single-bit fault injections), all data bits of the master key can be obtained with a 100% success rate, and the average time to solve is 64.57 s.

The rest of this paper is structured as follows. In Section 2, we briefly introduce the SKINNY cipher. The fault model and fault propagation analysis are given in Section 3. In Section 4, we propose the THT. Algebraic fault equations are established, and SKINNY attack experiments are presented, in Sections 5 and 6, respectively. Finally, Section 7 presents the conclusions.

2  The SKINNY Block Cipher

In this section, we give some of the notations used in the paper, followed by a brief description of the design specifications of SKINNY.

2.1 Notations

⊕: The XOR operation.

∥: The bit splice notation.

P=m0∥m1∥…∥m15: The plaintext data.

MK=tk0∥tk1∥…∥tk15: The master key data.

C=C0∥C1∥…∥C15: The correct ciphertext data.

C∗=C0∗∥C1∗∥…∥C15∗: The erroneous ciphertext data.

ΔC=C⊕C∗: The differential value of the output ciphertext.

Xri: The i-th bit at the input state of SubCells at round r.

Xr,i: The i-th basic arithmetic cell at the input state of SubCells at round r.

2.2 The Design Specifications of SKINNY

For SKINNY, its internal state (IS) is loaded row-wise, similar to the way in which tweakey states are loaded; see [1] for details of its design.

2.2.1 The Encryption Process of SKINNY

The number of rounds of encryption for SKINNY is 32. Similar to many other block ciphers, the internal state of SKINNY is repeatedly updated. The encryption process for SKINNY is shown in Fig. 1. It is important to note that the round key used by SKINNY in encryption is derived from the key schedule based on the master key. The SKINNY round function contains five different operations: SubCells (SC), AddConstants (AC), AddRoundTweakey (ART), ShiftRows (SR), and MixColumns (MC). SC−1, AC−1, ART−1, SR−1, and MC−1 denote the inverse of SC, AC, ART, SR, and MC.
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Figure 1: The encryption process of SKINNY

SC. The 4-bit S-box S4 is applied to every cell of the internal state of SKINNY, and the details of this S-box for hexadecimal data substitution are shown in Table 1.
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AC. The round constants are generated using a 6-bit affine linear feedback shift register (LFSR) with states denoted as (rc5, rc4, rc3, rc2, rc1, rc0) (rc0 is the least significant bit) and are XOR with the intermediate states of the cipher.

ART. The round key that has been key-programmed needs to have the first 32 bits of data extracted and then be XOR with the internal state of the cipher.

SR. The basic operator cells in the second, third, and fourth rows of the SKINNY cipher state cell array are cyclically shifted to the right by 1, 2, and 3 positions, respectively.

MC. Each column of the cipher internal state array needs to be left-multiplied by the binary matrix M.

2.2.2 The Key Schedule of SKINNY

The key schedule of SKINNY is implemented by permutation P, where P = [9, 15, 8, 13, 10, 14, 12, 11, 0, 1, 2, 3, 4, 5, 6, 7]. The permutation P is applied to the cell positions of the array of internal state cells of the round key: for all 0≤i≤15, there is ISi←ISP[i]. The key schedule of SKINNY is shown in Fig. 2.
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Figure 2: The key schedule of SKINNY

3  The Fault Model and Fault Propagation Analysis of SKINNY

To present a clearer picture of the SKINNY fault attack and the associated issues involved in the propagation of the fault, the following definitions are given.

Definition 1. Suppose that the number of encryption rounds of a cryptographic algorithm A is R, and an attacker injects a fault into the intermediate state data IS in round r(1≤r≤R) of A at some point, and its corresponding output error ciphertext is C∗. The number of bits of the fault acting on IS is said to be the fault width, i.e., fw; let fd be the attack depth of the fault, which represents the total number of rounds of fault propagation between the fault injection location and the error ciphertext output, fd=R−(r−1). Let φ(K) denote the residual entropy of the master key after fault injection, i.e., the log2 result for the key search space. In addition, let N denote the number of fault injections under a complete fault attack.

3.1 Fault Models

3.1.1 Random Nibble Fault Injection Model

In this paper, random nibble faults are injected into the SKINNY cipher using software simulation and this model is applied to the study of AFA for this cipher, as detailed in Section 6.1.

(1)   The cipher uses the same master key in its operations and the attacker has access to the correct ciphertext data C and the error ciphertext data C∗ corresponding to the same plaintext data P.

(2)   A random fault with fault width fw=4 is injected at the 28th SC input of the SKINNY, the fault location fl and the fault value fv are unknown, and the fault depth fd=5.

3.1.2 Specific Single-Bit Fault Injection Model

This model was implemented based on the THT and combined with AFA to study the security of SKINNY, as detailed in Section 6.2.

(1) See (1) in Section 3.1.1 for details.

(2) A single-bit fault of fault width fw=1 is injected at the SC input of round 27 of SKINNY, with known fault location fl and fault value fv, and fault depth fd=6.

3.2 Analysis of the Fault Propagation Process

The length of the basic arithmetic cell of SKINNY is 4 bits, and the differential fault propagation path when (fd,fl)=(5,0) is shown in Fig. 3. The blank part of the diagram indicates that there are no faulty differentials and the part marked in yellow is a faulty collision (i.e., faults meet).
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Figure 3: Differential fault propagation process for SKINNY

Definition 2. Let fe be the extension of the fault, which represents the number of associated master keys involved in the propagation of the fault. W(fd,fl) = {i | tki is the master key involved in the fault propagation process, 0≤i≤15,1≤fd≤32,0≤fl≤15, where i,fd,fl∈Z}, and fe(fd,fl)=|W(fd,fl)|. From Fig. 3, fe(5,0)=13, and by the same token, when fd={5,6}, 0≤fl≤15, the corresponding fe is shown in Table 2. Clearly, fe(fd,fl) is maximum when 8≤fl≤11, i.e., the key information involved in the fault propagation process is more complete and therefore they are more likely to be selected for a fault attack under the specific single-bit fault injection model.
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During SKINNY fault propagation, the output differential value ΔSCR of the SC operation of the R-th round can be calculated directly from the differential value ΔC of the output ciphertext.

ΔSCR=(AC−1(ART−1(SR−1(MC−1(ΔC)))))(1)

For (fd,fl)=(5,i)(0≤i≤15), there are all corresponding differential fault propagation diagrams for which the output differential value of the SC for the R-th round is calculated separately, and the 16 cases in Fig. 4 occur. In particular, it should be noted that the white cells within the diagram represent a value of 0 for the SC output differential value ΔSCR of the R-th round of the cipher.

[image: images]

Figure 4: The fault propagation diagram for each fault location in round R-4 for SKINNY

In theory, if a fault can be propagated to all bits of the master key, this key can be fully recovered. As shown in Table 2, when fd=5, it is possible to obtain the master key of SKINNY by injecting two faults, while, for fd=6, one fault is possible. Let us set fl∈U; when fd=5,∑fd∈Ufe(fd,fl)=16; then, there is |U|min=2; at this point, the set U has 30 elements, U∈ {(0, 1), (0, 2), (0, 6), (0, 8), (0, 9), (0,11), (0,14), (1, 3), (1, 9), (1, 10), (2, 9), (2, 10), (2, 11), (3, 8), (3, 11), (4, 8), (5, 9), (6, 10), (7, 11), (8, 9), (8, 10), (8, 11), (8, 12), (9, 10), (9, 11), (9, 13), (9, 15), (10, 11), (10, 14), (11, 15)}. Moreover, when fd=6,∑fd∈Ufe(fd,fl)=16; then, there is |U|min=1; at this point, the set U has 4 elements, U∈{8,9,10,11}.

Interestingly, when a fault is injected (fw=1 or 4) into X28,i(0≤i≤7,12≤i≤15), a graph of the distribution of differential values of the SC output that can be uniquely identified appears, as shown in Fig. 4 (the f in the graph indicates the presence of a fault in this basic arithmetic cell). In response, this feature can be used to reduce the search space at the fault location during the attack on SKINNY, thereby reducing the solving time of the master key.

4  The Proposed THT

Typically, a HT is designed with two parts: the trigger logic (TL) and the payload logic (PL). Of these, the TL is used to determine if the activation condition is met by a signal line and state value that references the attacker's pre-defined signal line and state value. Once the activation condition is met, the PL performs the corresponding attack (e.g., denial of service, alteration of the original circuit function, or disclosure of secret information, etc.).

4.1 Prerequisites for the Implementation of THT

In this paper, the premises for the design and implementation of the HT circuit are as follows.

(1)   SKINNY is implemented as cryptographic IP with certain protections (e.g., sensors from untrusted IP core vendors). The prototype of this cryptographic IP was implemented on a 28 nm Xilinx ZYNQ-7010 FPGA development board. The fact that physical sensors (e.g., temperature sensors) are deployed together with cryptographic IP is a common practice in industrial designs—for example, the LKT4202U [25] security chip. The LKT4202U not only integrates various secure encryption modules (e.g., RSA, DES, AES, etc.) on-chip, but also deploys various physical sensors such as temperature and voltage sensors.

(2)   The attacker can insert a HT by directly modifying the design input of the RTL or specific logical elements of the Netlist. In addition, they can only access the Xilinx design language (XDL) [26] file and not the design phase.

(3)   Under specific temperature conditions, the HT is activated to flip a specific bit of the intermediate state of the cipher. In this case, the temperature can be changed by a heat gun or a household hair dryer.

4.2 Design of the THT

The design of the THT is shown in Fig. 5. We have chosen to insert the THT at X2732, which has a deeper depth for fault attacks, making it easier for the THT to evade detection, based on certain characteristics generated by the fault during propagation (see Section 3.2 for details).
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Figure 5: The design of THT

The left part of Fig. 5 shows the encryption process of SKINNY, while the right part shows the designed THT, which consists of two parts: Trigger and Payload. When the temperature detected by the temperature sensor reaches the threshold value set by the attacker, a “1” stored in flip-flop FF1 activates the THT. The payload of the THT consists of two parts: Payload (A) and Payload (B). The three input signals a, b, c of the XOR gate F1(a, b, c) are connected to X2732, the trigger state of THT and R_flag, respectively. R_flag is the state information of the SKINNY encryption round, which is mainly responsible for comparing whether the current round is the target round in real time. The signal output by R_flag is “1” when and only when the current round of the SKINNY encryption operation is the same as the target round. When both input signals b and c of AND gate F2(b, c) are “1”, CE is “0” and Payload (B) temporarily disables the loading of new plaintext data during the next round of SKINNY encryption, so that the same plaintext can be the pair of correct and incorrect ciphertexts that is obtained. The attacker only needs to perform ciphertext-only analysis on the ciphertext to recover the master key.

4.2.1 Design of the TL

In this paper, the THT that we have designed is implemented on a 28 nm Xilinx ZYNQ-7010 FPGA (xc7z010clg400-1), which has an internal integrated temperature sensor that generates a 12-bit temperature output in the range [−273°C, + 230.7°C], e.g., 977 h indicates that the current temperature is +25°C. We directly use the rising edge of the summed 8th- and 9th-bit temperature outputs as the trigger signal for the THT, i.e., the THT is triggered when the on-chip temperature is above the threshold value of +73.34°C (b00 h). An inexpensive heat gun can trigger the THT, and the test platform is shown in Fig. 6, with (1) the 28 nm Xilinx ZYNQ-7010 FPGA development board; (2) the air outlet of the heat gun; and (3) the temperature variations within the chip. The hardware overhead required for the TL implementation is one flip-flop (FF1).
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Figure 6: The THT test platform

4.2.2 Design of the PL

Suppose, in the k-th encryption process, that Ek and Pk denote the current encryption and the plaintext loaded, respectively. For the same plaintext, a pair of correct and incorrect ciphertexts (C,C∗) are obtained by the attacker. As shown in Fig. 5, PL consists of two parts: Payload (A) is used to inject a bit-level fault at X2732 during Ek, while Payload (B) is used to temporarily disable the loading of new plaintext at Ek+1. The THT is activated by the “1” stored in FF1 when the on-chip temperature of the FPGA reaches the threshold set by the attacker. In addition, the R_flag signal indicates whether the current round is the target round of 27. When both conditions are met, the fault is injected into the SKINNY circuit.

4.3 The Hardware Overhead of THT

Cryptographic hardware is mostly provided in the form of third-party IP cores, for which we have designed and packaged our own IP cores for the SKINNY circuit. The basic logic unit of the 28 nm Xilinx ZYNQ-7010 FPGA is the Slice, which contains four 6-input look-up tables (LUTs). We can search the XDL for used LUTs, some of which have three or fewer used inputs, and F1(a, b, c) and F2(b, c) in Fig. 5 can be merged with them, simply by modifying the corresponding Slice instance on the XDL. In summary, the only hardware resources required to implement THT are the two flip-flops (FF1 and FF2). After the THT was inserted into the SKINNY circuit, it was synthesized and implemented using the Vivado 18.3 development tool and verified using the FPGA development board. Compared to the benchmark circuit, the SKINNY circuit with THT inserted only increases the number of flip-flops used by 0.179% and the on-chip power (Dynamic: 1.277 W, Static: 0.112 W) is the same for both, with the hardware resource consumption detailed in Table 3.
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5  The AFA for SKINNY

When performing AFA on a cipher, building a system of decryption equations from the ciphertext can effectively reduce the solution time. In this section, we give not only the construction of the system of equations for the decryption of SKINNY, but also the algebraic system of equations representation of the fault information.

5.1 Construction of Systems of Algebraic Equations for SKINNY

5.1.1 Algebraic Equation Representation of SC−1

Assuming that the inputs and outputs of a 4-bit S-box are (x1,x2,x3,x4) and (y1,y2,y3,y4), respectively, where x4 and y4 are denoted as the lowest significant bits of the SC inputs and outputs, respectively, the SC−1 can be expressed as Eq. (2).

x1=y1+y2+y3y4+y2y3+y1y3+y1y4+y1y2y3x2=y2+y3+y4+y1y4+y1y2x3=1+y1+y2+y4+y1y2x4=1+y2+y3+y4+y3y4+y2y4+y1y3+y1y2y4+y1y2y3(2)

5.1.2 5.1.2 Algebraic Equation Representation of AC−1

Let (z5,z4,z3,z2,z1,z0) be a vector of round constants for the r-th round of the cipher, xi denote the input to AC, and yi denote the output data of AC, where 0≤i≤63; then, we can derive Eq. (3).

yi=xi+1,i=34yi=xi+z5,i=18yi=xi+z4,i=19yi=xi+z3,i=0yi=xi+z2,i=1yi=xi+z1,i=2yi=xi+z0,i=3yi=xi, Others(3)

5.1.3 Algebraic Equation Representation of ART−1

In the ART operation, suppose that xi and yi denote the 1-bit input state and round key, respectively, and let zi denote the output data of ART. ART−1 can be expressed as Eq. (4).

xi=yi+zi,0≤i≤31xi=zi,Others(4)

5.1.4 Algebraic Equation Representation of SR−1

Suppose that xi and yi(0≤i≤63) denote one input and output of SR, respectively. Let the vectors SP−1 denote the shifted nibble indices of SR−1, and SP−1 [16] = [0, 1, 2, 3, 5, 6, 7, 4, 10, 11, 8, 9, 15, 12, 13, 14]. Then, SR−1 can be expressed as Eq. (5). Where % indicates the mod function.

xi=y(4×SP−1[i/4])+i%4(5)

5.1.5 Algebraic Equation Representation of MC−1

First, in this paper, the inverse matrix M−1 can be derived from the binary matrix M.

M−1=[0100011101011001]

Assuming that the 1-bit inputs and outputs of the MC are xi and yi, respectively, the MC−1 can be expressed as Eq. (6).

xi=yi+16xi+16=yi+16+yi+32+yi+48xi+32=yi+16+yi+48, i∈{0,1,…,15}xi+48=yi+yi+48(6)

5.2 Construction of Systems of Algebraic Equations for Fault Information

In the correct encrypted state, let X be 64 bits of intermediate state data; then, we have X=(x0∥x1∥…∥x63). Moreover, let X∗ denote the 64 bits of incorrectly encrypted data following the injection of a fault, X∗=(x0∗∥x1∗∥…∥x63∗). Let Z be the fault differential between X and X∗. Then, we can derive Eq. (7).

Z=z0∥z1∥…∥z63,zi=xi⊕xi∗,0≤i≤63(7)

When fw=4, Z can further be divided into 16 4-bit variables, i.e., Z=(Z0||Z1||…||Z14||Z15), and we have Eq. (8).

Zi=z4×i∥z4×i+1∥z4×i+2∥z4×i+3,0≤i≤15(8)

Depending on whether the location lk,lu(0≤lk≤63,0≤lu≤15) at which the fault is injected is known to the attacker, Z can be represented by different algebraic equations.

5.2.1 Known Fault Location

In the actual attack environment of cryptographic algorithms, it is difficult for an attacker to determine the exact location of the fault injection. However, the THT that we have designed is capable of precisely achieving bit-level fault injection. In Eq. (9), zi denotes that there is no fault at the i-th location.

zi=0,0≤i≤63,i≠lk(9)

5.2.2 Unknown Fault Location

In this paper, we use software simulation to perform a random nibble fault injection into SKINNY. In addition, we indicate whether Zi has been injected with a fault by introducing 16 variables ui.

ui=∏i=4×lu4×lu+3(1+zi),0≤i≤15(10)

If ui=0, then Zi is the location of the injected fault. Since u0,u1,…,u15 has and only has a zero, we can derive Eq. (11).

(1+u0)∨(1+u1)∨…∨(1+u15)=1,ui∨uj=1,0≤i<j≤15(11)

According to Eqs. (10) and (11), Z needs to be represented by 96 variables and 272 conjunctive normal form (CNF) equations.

6  The Attack Experiments of SKINNY

In this paper, the software program for SKINNY was written using the C language. In addition, we have used Bosphorus [27] and CryptoMiniSat 5.8.0 [28] for the solution of the algebraic systems of equations, both running on a laptop with an Intel® Core (TM) i5-6300HQ, 2.30 GHz, 8 G RAM and Ubuntu 20.04.2 LTS 64-bit operating system.

6.1 The AFA of SKINNY

We perform random nibble fault injection at the SC input of round 28 of SKINNY. The fault injection in this subsection is implemented through software simulation. For different numbers of fault injections, we conducted 1000 separate attack experiments, the results of which are shown in Fig. 7. When the number of fault injections is N = 1, the residual entropy of the key φ(K) can be reduced to 25.751 bits on average, and 2 fault injections are expected to reduce it to a small value. When the number of fault injections reaches 6, the residual entropy of the key is reduced to 0.058 bits on average, the success rate of the attack is 97.3%, and 94.8% of the attacks can be solved within 1 h.
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Figure 7: Results of the AFA of SKINNY

In addition, at a confidence level of 95%, we give the results of the fit (shown in the red curve in Fig. 7) based on the actual fault attack results, which is informative and can be represented by Eq. (12).

φ(K)=85×e−1.193N,N∈{1,2,…}(12)

6.2 The THT-AFA of SKINNY

First, the THT is inserted into the SKINNY circuit at X2732. The SKINNY circuit is deployed on a 28 nm Xilinx ZYNQ-7010 FPGA development board, and we activate the THT by using a hot air gun to attack the main chip of the board. When the temperature of the main chip of the FPGA development board reaches the threshold that we set, the THT is triggered and the bit data at X2732 are successfully flipped, and we can obtain the corresponding ciphertext pair (C,C∗). Due to the extremely sparse diffusion layer for SKINNY, there is only a limited number of data bits that can affect the cipher after a single fault injection, and the efficiency of attack is not ideal. In response, we gradually increased the number of attacks until a better result emerged. When N = 2 and 3, 1000 sets of experiments were conducted on them, respectively, and the results of the attacks are shown in Fig. 8. Two single-bit fault injections can obtain the master key with a success rate of 94.3%, and the average time for their attack is 44.78 s. By increasing the number of fault injections to 3, the success rate of cracking the key reaches 100% and the average time of its attack rises to 64.57 s.
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Figure 8: The THT-AFA for SKINNY

The experimental results show that the success rate of the cipher being broken gradually increases as the number of times that the THT is activated increases. However, as the number of algebraic equations required then increases, its solution time also increases. In summary, the optimum number of fault attacks is 3, i.e., the THT is activated 3 times.

6.3 Analysis and Discussion

The complexity of our proposed THT-AFA method is mainly reflected by the number of fault injections and the solving time of the master key. For different cryptanalysis methods, the efficiency of their attacks is determined by the following factors:

(1)   The higher success rate of the attack;

(2)   The smaller solving time of the master key;

(3)   The deeper the fd and the narrower the fw.

In fact, using fewer fault injections would be more relevant to the actual attack environment. Table 4 shows the existing works on instance attacks on SKINNY and provides the relationship between the precondition, the fault models, the number of faults, the average solution time, and the success rate for various methods. Vafaei et al. [29] successfully performed differential fault analysis (DFA) on SKINNY using approximately 10 faults (2–3 faults injected at each of 4 different locations). Xu et al. [30] performed an enhanced persistent fault analysis (EPFA) of SKINNY with the required number of faults of 1500–1600. In [31], the authors not only performed algebraic persistent fault analysis of SKINNY based on known plaintexts (KP-APFA), but also combined S-box decomposition with constraint-based algebraic fault analysis (SD-APFA) to achieve a security analysis of SKINNY. Although some attacks were as low as 26.17 s, they used five times as many faults as we did. In a comprehensive comparison, our proposed THT-AFA can recover the master key of SKINNY with the least number of faults and less time.

[image: images]

7  Conclusion

In this paper, a THT-AFA method is proposed for the SKINNY cipher. We design a THT, which is implemented on a 28 nm Xilinx ZYNQ-7010 FPGA development board with a hardware overhead of only 2 flip-flops. We can change the temperature inside the main chip of this FPGA development board with a hot air gun. The THT is triggered when the temperature inside the chip reaches the threshold that we set, thus performing a bit-level fault injection into SKINNY. In addition, we performed an AFA of the SKINNY cipher under the random nibble fault injection model. When the number of random nibble faults reached 6, the residual entropy of the key for this cipher was reduced to 0.058 bits on average, and the success rate of its attack was only 97.3%. The master key of SKINNY can be recovered with a 100% success rate by flipping the bit at X2732 only 3 times, with an average time to attack of 64.57 s. In this work, we show that lightweight block ciphers are vulnerable to AFA and that HT is a significant potential threat to secure chips.
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Table 1: The 4-bit S-box used in SKINNY
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Table 3: Hardware overhead for circuits
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Table 4: Comparison with existing works

Methods Precondition Fault models  Faults Average Success  References
time rate
DFA Known f.=5/,,=4 Approx.10 — — [29]
plaintext/ciphertext
EPFA Ciphertext only fo=32, 1500-1600 — 100% [30]
f.=4
KP-APFA Known f.=41f=4 11 Minimum — [31]
plaintext/ciphertext 2000 s
SD-APFA  Ciphertext only f.=6,f,=4 16 26.17 s 100% [31]
f.=8f,=4 14 83.42s 100%
f. =10, 12 956.65 s 86%
f.=4
AFA Known f.=5f=4 6 1180.11s  97.3%  This paper
plaintext/ciphertext
THT-AFA Ciphertext only f.=6/f,=1 3 64.57 s 100% This paper
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Table 2: Index values of the master key involved in the fault propagation process
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