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Abstract: With the development of cloud computing technology, more and more data owners upload their local data to the public cloud server for storage and calculation. While this can save customers’ operating costs, it also poses privacy and security challenges. Such challenges can be solved using secure multi-party computation (SMPC), but this still exposes more security issues. In cloud computing using SMPC, clients need to process their data and submit the processed data to the cloud server, which then performs the calculation and returns the results to each client. Each client and server must be honest. If there is cooperation or dishonest behavior between clients, some clients may profit from it or even disclose the private data of other clients. This paper proposes the SMPC based on a Partially-Homomorphic Encryption (PHE) scheme in which an addition homomorphic encryption algorithm with a lower computational cost is used to ensure data comparability and Zero-Knowledge Proof (ZKP) is used to limit the client's malicious behavior. In addition, the introduction of Oblivious Transfer (OT) technology also ensures that the semi-honest cloud server knows nothing about private data, so that the cloud server of this scheme can calculate the correct data in the case of malicious participant models and safely return the calculation results to each client. Finally, the security analysis shows that the scheme not only ensures the privacy of participants, but also ensures the fairness of the comparison protocol data.
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1  Introduction

Nowadays, due to the continuous progress of network technology, more and more sensitive data needs to be processed over the network [1]. Such a large amount of sensitive data requires collaborative computing in various security fields to solve the privacy and security problems, including edge computing, secure multi-party computing, deep learning, cloud computing, federated learning, the Internet of Things, etc., [2,3]. In collaborative computing, participants need to provide their own sensitive data. This not only exposes the sensitive data of the participants but also makes them vulnerable to malicious adversaries during transmission [4,5]. For example, Cloud computing is a technology that can process and store data on remote cloud servers. It can be combined with secure multi-party computing technology to form a Secure Multi-Party in Cloud Computing (SMCC) scenario, where initially participants need to actually submit their private data to the cloud server due to unknown network environments, malicious adversaries, etc. Therefore, private data is vulnerable to malicious attacks or interception in the transmission process, and the cloud server cannot fully guarantee the data's privacy security after obtaining the data. This paper mainly improves the security comparison protocol proposed by Damard et al. (DGK) [6]. The main idea is to use the additive homomorphism of the homomorphic encryption algorithm to calculate each bit and compare the size of the input from both sides without compromising privacy. That is, each client uses the PHE algorithm to encrypt its secret input and then sends the resulting ciphertext to the cloud server. At the same time, ZKP [7] is used to ensure the protocol’s correctness. Finally, the cloud server performs operations on the ciphertext and sends the comparison results to each client. Compared to the Full Homomorphic Encryption (FHE) scheme, the PHE in this scheme requires lower computational overhead, and the protocol applies to malicious participant models due to the introduction of the ZKP. More importantly, due to the introduction of OT [8] technology, the cloud server knows nothing about data information. The main contributions of this research work are:

(1) This paper proposes a security comparison protocol using ZKP technology, which can not only securely compare sensitive data but also be applied in the malicious party model.

(2) The scheme uses PHE’s addition homomorphism to split the XOR operation of the original protocol so that all computing steps are handed over to the cloud server, which not only ensures the illegal operation of the participants but also ensures the security of the protocol.

(3) The cloud server in this scheme obtains the key bits of clients' data by using OT technology, which not only ensures the sensitive data of clients is not leaked but also ensures the fairness of the protocol.

The organizational structure of this paper is as follows: The second section introduces the related work, and the third section mainly introduces the basic technology used in this paper. The fourth section mainly introduces the details of this scheme. The fourth section is a detailed description of the ZKP algorithm, and the fifth section is an analysis of security and fairness. The sixth section is the conclusion of this paper.

2  Related Work

With the development of 5G technology [9] and the popularity of intelligent mobile devices, although it provides convenience for people’s lives, the massive amount of data also brings severe challenges to various fields [10,11]. Terminal devices cannot process such massive and sensitive data, such as Artificial Intelligence (AI), Internet of Things (IoT), Wireless Sensors (WS), Machine Learning (ML), and so on [12–15]. The emergence of cloud computing effectively solves this problem. Cloud computing is a technology that can process and store data on a remote cloud server and at the same time, allows any device connected to the internet to access data [16]. Cloud computing is not only widely used in computer terminals but can also be applied to mobile terminals [17].

In a cloud computing environment, users’ data and computing are migrated to an external, virtualized “cloud server,” [18], and the cloud server performs data operations and storage. While this method can reduce the maintenance of computer hardware and software [19], it poses many privacy security challenges [20–22]. For example, the unloading of big data causes security problems such as network load and sensitive data loss [23]. There are many studies using blockchain to protect data privacy [24]. However, no matter the public or private chain, there is not only the risk of data leakage but also the easy possibility of malicious attacks [25,26]. Caprolu et al. [27] mainly introduced the advantages and differences of edge computing compared with cloud computing and analyzed data security issues. Qi et al. [28] proposed a category recommendation model for Internet of Things privacy awareness points of interest (POI) based on group preferences. In practical application, this model can not only protect users’ privacy information but also make full use of the information contained in the data set to mine users’ interests. In terms of data security and privacy protection, SMPC based on homomorphic encryption has become an increasingly mainstream data privacy protection method [29]. Derfouf et al. [30] proposed a security protocol based on partial homomorphic encryption, compared the protocol with the complete homomorphic encryption protocol, and analyzed the advantages and disadvantages of the two schemes. An effective response to the challenge of cloud computing is the foundation for building the Industrial Internet of Things (IIoT) [31].

SMPC can effectively address security and privacy issues in cloud computing [32]. Yao [33] first proposed the millionaire problem, which officially launched the SMPC study, in which several participants with secret inputs work together to compute a function and get their output. Still, none of the participants get any information about the inputs [34]. SMPC can be achieved by garbled circuits, secret sharing, and homomorphic encryption [35].

2.1 Secure Multi-party Computation Based on Full-Homomorphic Encryption

Gentry [36] first proposed a FHE scheme that could perform arbitrary operations in ciphertext. However, key storage and generation of fully homomorphic schemes are too heavy on the network, making them impractical. The dynamic unloading algorithm proposed by Chen et al. [37] can effectively improve the user utility function and realize the optimal unloading of dynamic data. Han et al. [38] introduced the multi-key full-homomorphic encryption scheme based on the Learning with Errors (LWE) encryption scheme and the attribute-based multi-key full-homomorphic encryption scheme, which can perform SMPC in an uncertain cloud environment. Mittal et al. [39] discussed the advantages and disadvantages of different FHE schemes in detail and finally gave suggestions on the prospect of FHE application in cloud computing.

Although FHE is suitable for cloud computing environments, the high computational overhead cannot be applied well in reality. And the FHE scheme needs to ensure that participants are semi-honest. The reason is that it is unrealistic to introduce the ZKP to limit malicious behavior among participants when the cost is already high. Therefore, this paper conducts research in the direction of the PHE, and the ZKP can make the scheme in this paper applicable to malicious participant models.

2.2 Secure Multi-party Computation Based on Partially Homomorphic Encryption

Mahmood et al. [40] constructed a hybrid homomorphic encryption scheme using the additive homomorphic Goldwasser Micali (GM) algorithm and the multiplicative homomorphic Rivest-Shamir-Adleman (RSA) algorithm, which not only improved security but also optimized the algorithm’s computational overhead, but still needed to trust the interaction between clients. Tan et al. [41] use Wireless Body Area Network (WBAN) to authenticate nodes, which improves data reliability. This authentication method can reduce storage costs and resource loss during data transmission. Fan et al. [42] propose a secure approach for data sharing between different domains based on edge computing models. The problem of authentication between different domains is solved, effectively ensuring node trust. Ghanem et al. [43] extended the Homomorphic Encryption Library (HElib) to support SMPC is detailed. The performance of the scheme is also analyzed. Becher et al. [44] proposed a SMPC based on a novel approach to random index distribution security. Luo et al. [45] proposed a multi-round SMPC, was built using information entropy, which ensures security between participants and is more suitable for cloud computing.

3  Preliminaries

3.1 AH-ElGamal Encryption Algorithm

Chen et al. [46] is a variant design of the Elgamal [47] encryption algorithm. It has the property of addition homomorphism. That is, given the ciphertext E(m1,r1) and E(m2,r2) under the same public key, the private key holder can obtain the ciphertext sum of m1 and m2 through homomorphism calculation, that is, E(m1,r1)E(m2,r2)=E(m1+m2,r1+r2). The algorithm consists of key generation, encryption and decryption.

Key Generation: Select two large prime numbers a and b randomly, let n=ab, select two generators g and h in Zn∗, select number x in Zn randomly, set the public key to (n,g,h,y), calculate y=hxmodn and set the private key to x.

Encryption: Encrypts the message m, selects the number r randomly, and obtains the ciphertext C=E(m)=(c1,c2)=(gmyr,hr).

Decryption: gm=c1(c2∗)−1 is first computed and then searched according to the pre-computed index table concerning g to obtain plaintext m.

3.2 Zero-Knowledge Proof

ZKP was first proposed by Golfwasser et al. [48] in 1985. It means that the prover proves to the verifier that an event is actual without giving away any relevant information. ZKP system has three characteristics: completeness, reliability, and zero-knowledge. Completeness means that the verifier always accepts a proposition when it is true. Reliability refers to the probability that the proposition will be accepted by any fraudster when the proposition is not standing. Zero-knowledge means that the prover learns nothing new about the proposition from the evidence.

ZKP is divided into interactive and non-interactive. Interactive ZKP means that the prover needs to constantly challenge the prover to verify the “knowledge” of the prover without disclosing the information of the “knowledge.” Non-interactive ZKP does not require repeated challenges but instead uses a random oracle to challenge. The random oracle returns a random output for any input, but for the same input, the random oracle uses one output method each time. In other words, a random oracle is a function that maps all inputs and outputs randomly.

ZKP in this paper replaces all challenges with hash values through a Fiat-Shamir [49] heuristic algorithm, which can be used to transform interactive ZKP into non-interactive ZKP.

3.3 Oblivious Transfer

OT is a cryptographic protocol first proposed by Rabin [50] in 1981. In this protocol, the sender of the message sends a message from the database to the receiver via the Oblivious Transfer technology. However, throughout the transmission process, the sender does not know which message is sent to the receiver, which ensures anonymity in the information query process. Naor et al. [8] proposed a reusable 1-out-of-N OT protocol based on the Diffie-Hellman hypothesis. The following uses 1-out-of-N OT protocol as an example, The Alice inputs strings (X0,X1,X2,…,XN−1), and the Bob gets the output Xr by inputting a bit r. From the perspective of Algorithm 1, the algorithm has two subjects, namely Alice and Bob. Alice has data that Bob wants and the algorithm requires Bob not only to get the data he wants, but also not to disclose any information to Alice. The most essential function of this algorithm for the scheme proposed in this paper is to provide data privacy protection. For details, see the third phase in the next chapter.
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3.4 DGK Comparison Protocol

DGK comparison protocol is an efficient and secure comparison protocol under the semi-honest model proposed by Damgard et al. [6]. This protocol uses PHE additive homomorphism to solve the millionaire problem efficiently. DGK protocol starts XOR calculation from a high level until the XOR value is 1. The comparison result of this crucial bit can determine the size of two binary numbers. Suppose two binary numbers are represented by ma and mb, respectively, and 1≤i≤l, where l is the length of the binary number, and i is the ordinal number of the binary number. Under the plaintext, the following formula is calculated to obtain the comparison result. If ci=0, then prove that ma<mb.

ci=1+ma,i−mb,i+3∑j=i+1l(ma,j⊕ma,j)(1)

If the comparison is made in ciphertext, the final result can be obtained by calculating the following formula. For example, [ma,i]=gma,ihra,i mod n indicates the ciphertext that uses the public key of the encryption algorithm to encrypt ma,i.

[ci]=[1+ma,i−mb,i+3∑j=i+1l(ma,j⊕ma,j)]

=[ 1 ]⋅[ ma,i ]⋅[ mb,i ]−1⋅(∏j=i+1l[ma,j⊕ma,j])3(2)

After the server gets the value of [ci], to prevent the client from extrapolating the encryption result through repeated learning, the original protocol adds a blind factor to hide the result (However, it does not affect the final decryption result, because the result of any power of 1 is 1, in other words, any power of g0 is still g0), so the server selects the random blind factor s′ and blinds [ci] by the following formula.

[ ci ]′=[ ci ]s′mod n(3)

Finally, it is decrypted by the client. If 0 exists in the obtained result, it is shown that m1<m2.

4  Improved DGK Comparison Protocol Based on Zero-Knowledge Proof (ZKP-DGK)

The scheme in this article assumes that under the SMCC scenario, for example, as shown in Fig. 1, the clients submit their own encrypted data to the cloud server for calculation and then return the ciphertext data to each client. The cloud server restricts the illegal behavior of clients by using ZKP technology and transferring comparative computing tasks in the original DGK protocol to the cloud service provider, so as long as the cloud server is semi-honest, it will not leak any privacy.
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Figure 1: Secure multi-party in cloud computing (SMCC)

4.1 Initialization Phase

The public-private key pair generation mechanism of the participants uses the key generation algorithm in the AH-ElGamal encryption algorithm. After the initialization setting to generate data, suppose there are clients A, B, and server C. The server randomly selects two large prime numbers, a and b, let n=ab, and chooses two generating elements, g and h, from Zn∗. Each client randomly selects the number x in Zn as its private key and satisfies y as the public key, and the public-private key pairs of each subject are denoted as (y1,x1), (y2,x2), and (y3,x3). The encryption form is C=E(m)=(c1,c2)=(gmyr,hr), the decryption form is gm=c1(c2x)−1, and m can be decrypted according to the exponential table. The protocol scheme is broadly implemented in four phases, and each client needs to submit the corresponding ZKP in each phase.

4.2 Exponential Multiplication Phase

The public-private key pair generation mechanism of the participants uses the key generation algorithm in the AH-ElGamal encryption algorithm. After the initialization setting to generate data, suppose there are clients A, B, and server C. The server randomly selects two large prime numbers, a and b, let n=ab, and chooses two generating elements, g and h, from Zn∗. Each client randomly selects the number x in Zn as its private key and satisfies y as the public key, and the public private key pairs of each subject are denoted as (y1,x1), (y2,x2) and (y3,x3), the encryption form is C=E(m)=(c1,c2)=(gmyr,hr), the decryption form is gm=c1(c2x)−1, and m can be decrypted according to the exponential table. The protocol scheme is broadly carried out in four phases, and each client needs to submit the corresponding zero-knowledge proofs in each phase.

Clients A and B use server C’s public key to encrypt their plaintext information ma,i and mb,i respectively, and the encryption format is AH-ElGamal encryption algorithm mentioned above. Similarly, the encrypted ciphertext of client A is Ca,i=E(ma,i)=(c1,i,c2,i)=(gma,iyra,i,hra,i), and the encrypted ciphertext of client B is Cb,i=E(mb,i)=(c1,i′,c2,i′)=(gmb,iyrb,i,hrb,i). ra,i and rb,i are random numbers selected by clients A and B during the encryption, which are visible only to clients. ma,i and mb,i are the comparative plaintext of A and B. ma,i consists of the binary number l bits, where i represents the number of bits in binary. For example, ma,i represents the ith bit of ma , where 0<i≤l . The process at this phase is shown in Fig. 2.
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Figure 2: Exponential multiplication phase

First, the client A and B both encrypt their own each bit after getting {Ca,l,Ca,l−1…Ca,1} and {Cb,l,Cb,l−1…Cb,1}, respectively. Then client B sends all the ciphertext to client A. After client A receives all the ciphertext from client B, client A uses its own plaintext value ma,i to perform an exponential operation on the ciphertext of client B and adds a random number r0 to hide ma,i. To ensure the decryption of the encryption algorithm, the second part of the ciphertext is processed in the same way, and finally the ciphertext Ca∗b=(c1,i∗,c2,i∗)=(gma,imb,iyma,irb,i+r0,hma,irb,i+r0) is obtained. The resulting ciphertext is sent to server C, and the discrete logarithm encryption proof is submitted. Then Ca∗b is sent to server C. At last, server C can obtain the value of ma,imb,i through decryption. Find the value ma,imb,i=0 in the result and mark it as kn, where 0<n≤l.

4.3 Additive Homomorphism Phase

Client A multiplies B’s ciphertext kn bit with his ciphertext’s to get Ca,knCb,kn=(c1,kn*c′1,kn,c2,kn*c′2,kn)=(gma,kn+mb,knyra,kn+rb,kn,hra,kn+rb,kn), and client A sends all the results to server C. Server C then decrypts each ciphertext. Obtain ma,knmb,kn from gma,knmb,kn=c1,kn*c′1,kn(c2,kn*c′2,kn)−x3=gma,kn+mb,kny3ra,kn+rb,kn(hra,kn+rb,kn)−x3. Server C then calculates the XOR value c⨁ through formula (4). Finally, server C finds the first sequence number with a value of 1 in the result for c⨁ and records it as the key comparison bit t. The process at this phase is shown in Fig. 3.
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Figure 3: Additive homomorphism phase

c⨁=ma,kn+mb,kn−2ma,knmb,kn(4)

4.4 The OT Phase

Before this phase, clients A and B must combine their public keys to generate the common public key y′=y1y2. The common public key here adopts the idea of threshold decryption for the final result to be decrypted and verified in the OT phase jointly by A and B, to avoid the evil of one party. Frist, clients A and B use the joint public key y′ to generate ciphertext C′a,i=E′(ma,i)=(ca,i,c′a,i)=(gma,iy′ra,i,hra,i) and C′b,i=E′(mb,i)=(cb,i,c′b,i)=(gmb,iy′rb,i,hrb,i) respectively, and send the ciphertext to the OT. Then server C enters t into the OT. After OT performs calculation, server C can obtain C′a,t and C′b,t ciphertext. Finally, server C calculates C∗ to get the final comparison result: Finally, server C can get C∗ by formulas (5) and (6) and send C∗ to clients A and B. The process at this phase is shown in Fig. 4.

[image: images]

Figure 4: The OT phase

c1∗=g∗ca,t∗cb,t−1=g1+ma,t−mb,ty′ra,t+rb,t(5)

c2∗=ca,t′∗cb,t′−1=hra,t−rb,t(6)

4.5 Verification Phase

After obtaining the ciphertext comparison result C∗, clients A and B jointly decrypt the result to obtain g1+ma,t−mb,t. If g1+ma,t−mb,t is 1 then ma<mb is proved. The process at this phase is shown in Fig. 5.
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Figure 5: Verification phase

The scheme process described above can not only securely compare confidential data but also ensure the security and fairness of each participant. Compared with the original DGK protocol, this paper proposes that this approach can be used to modify any malicious operation under ZKP restrictions and apply it to malicious participant models.

5  Zero-Knowledge Proof

5.1 Binary Format Proof

Because interactive ZKP is highly inconvenient in the use process (data interaction between sender and receiver is required), the ZKP in this paper adopts Fiat-Shamir [49] heuristic algorithm to replace all interactive steps with the random oracle. And this method can be used to transform interactive ZKP into non-interactive ZKP. This algorithm can be simply understood as using a hash function to replace the random challenge value of the data interaction in the interactive ZKP.

Algorithm 2 is described as follows: There is cyphertext Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i). The prover proves to the verifier that ma,i in c1 is the correct binary format [7].
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5.2 Proof of Ciphertext Format Correctness

Algorithms 3 and 4 are described as follows: Participants must prove that in Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i) are encrypted following the AH-ElGamal encryption form. The proof is divided into two parts: representation proof and discrete logarithm proof.

(1) Part c1: The ciphertext is Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i),1<i≤l. Prover knows that witness (ma,i, ra,i) and proves that c1=gma,iyra,i holds.
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(2) Part c2: The ciphertext is Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i),1<i≤l. Prover knows that witness (ra,i) and proves that c2=hra,i holds.
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5.3 Random Number Consistency Proof

The encryption format used in this scheme is (c1,c2)=(gma,iyra,i,hra,i). Since there are two ciphertexts c1 and c2, c2 is used for decryption. If c1 and c2 are inconsistent during the encryption, the decryption operation cannot be performed usually. Therefore, it is necessary to prove that ra,i of c1 and c2 are consistent.

Algorithm 5 is described as follows: There is ciphertext Ca,i=(Ca,l,Ca,l−1,Ca,l−2…Ca,1), where Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i),1<i≤l. The Prover knows witness (ma,i, ra,i) and shows that ra,i=ra,i in (gma,iyra,i,hra,i).
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5.4 Ciphertext Consistency Proof

Since this scheme uses multiple rounds of comparison, it is necessary to ensure that the plaintext information contained in the ciphertext submitted by participants in each round is consistent.

Algorithm 6 is described as follows: The encryption format is Ca,i=(Ca,l,Ca,l−1,Ca,l−2…Ca,1), whereCa,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i),1<i≤l. The ciphertext c1=gma,iyra,i in the first round and c′1=gm′a,iyra,i in the second round are set. The participants need to prove that ma,i is consistent with m′a,i.

6  Security and Fairness Analysis

6.1 Security Analysis

Since the objective of this scheme is to apply under the malicious participant model, a security analysis of the zero-knowledge proofs submitted in the scheme is required.
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6.1.1 Binary Format Proof

Suppose there exists a malicious adversary A′ that is able to construct a new challenge C′ by mimicking the challenge C of the random oracle and constructs a response s′1,s′2,s′3, while submitting a false proof Proof1,0Ca,i(Ca,i,ma,i,ra,i). Adversary A′ can get c1C−C′=gs1−s′ys2−s′21 and c1C−s1+C′−s′1=g0ys3−s′3 by combining equations, and then the ma,i and ra,i values of the ciphertext can be obtained by equations (s1−s1′)(C1−C1′)−1 and (s2−s2′)(C1−C1′)−1, so the plaintext is completely compromised. However, in the case where the security parameter is large enough, the malicious adversary A′ must guess the same c′ from the random prediction machine under the satisfied condition, which is considered infeasible, and after guessing c′ and to obtain the value of t1 at the same time, the value of t1 needs to be found by discrete logarithm values of λ1 and λ2. The difficulty is to solve the discrete logarithm problem on Gp in polynomial time, which is also considered infeasible, so the hypothesis is not valid.

6.1.2 Proof of Ciphertext Format Correctness

Since the ciphertext encryption format of the participants takes the AH-ElGamal encryption algorithm, the protocol participants need to ensure that the ciphertext is encrypted in the form of Ca,i=E(ma,i)=(c1,c2)=(gma,iyra,i,hra,i). Therefore, this scheme requires the participants to submit two proofs of and respectively. The following is an example of Part c1.

(1) Part c1: Suppose that the malicious client A′ can construct a new challenge c′ by mimicking the challenge C of the random oracle. Then the value of the ciphertext ma,i can be obtained by combining the equation(s1−s1′)(C1−C1′)−1 and the value of the random number ra,i can be obtained by (s2−s2′)(C1−C1′)−1. Thus, ciphertext c1 is breached, resulting in plaintext leakage. In the same way as binary format proof analysis, the cheating client A′ must guess the same c′ from the random oracle under the satisfied condition, which is considered infeasible with sufficiently significant security parameters.

(2) Part c2: It is assumed that cheating participant A′ can forge an identical response to s′, and then the r value of the ciphertext can be obtained by combining the equation s−s′C−C′. Like the above analysis, cheating participant A′ would have to guess the same c′ from the random oracle if the conditions were satisfied, which would be considered infeasible if the security parameters were large enough.

6.1.3 Exponential Multiplication Phase

In the exponential multiplication phase of the ZKP-DGK scheme, client A needs to exponentiate the ciphertext of client B with its plaintext, and then add a random number r0 to construct the ciphertext form of Cb,ima,iy3r0=gma,imb,iy3ma,irb,i+r0. This proof can be analyzed by the discrete logarithm proof, and by the same token, it is infeasible for the client A to attempt to forge false proof. And in the additive homomorphism phase, since the ciphertext is bound using the Pedersen commitment, it is also sufficiently secure for A and B.

6.1.4 Verification Phase

In the third stage, clients A and B need to encrypt with the standard public key y′ and submit proof of correctness, similar to the first stage. Since server C in the ZKP-DGK scheme is a semi-honest model, and neither client A nor client B under the malicious model is involved in the comparison calculation, as long as server C follows the protocol correctly, then even if clients A and B are malicious adversaries, the security of the scheme will not be affected, and the security of the remaining phases can be demonstrated by referring to the security of the DGK protocol.

6.2 Fairness Analysis

Since this scheme assumes that the clients are malicious models and a semi-honest server C is introduced, it is necessary to consider whether there is information leakage in each stage of data interaction and ciphertext computation in this scheme.

6.2.1 Exponential Multiplication Phase

For malicious clients A and B, want to maximize their gains, so this subsection first analyzes whether clients A and B can access each other’s personal input. In the first phase, client A indexes the secret message received from B with its plaintext to obtain Cb,ima,i. To avoid the leakage of A’s plaintext and add a random number r0 to hide ma,i one step deeper to obtain gma,imb,iy3ma,irb,i+r0 and submit proof of correctness of ciphertext format. In this process, client A will not know anything about mb,i, because A only performs the exponential operation on Cb,i. For client B, the value of ma,i cannot be solved from the index table due to the random number r0. For server C, server C can only decrypt the value of ma,i and mb,i multiplied by gma,imb,iy3ma,irb,i+r0, but does not obtain the specific values of ma,i and mb,i.

6.2.2 Additive Homomorphism Phase

At this stage, client A needs to multiply its ciphertext Ca,i with client B’s ciphertext Cb,i to obtain Ca,i Cb,i=(gma,i+mb,iyra,i+rb,i,hra,i+rb,i). This stage is the same as the previous proof stage, where clients A and B cannot obtain explicit information about ma,i and mb,i. For server C, which has information about ma,imb,i and ma,i+mb,i at this point, it is fair for all parties involved since server C cannot to determine the specific, exact value of ma,i or mb,i based on ma,imb,i and ma,i+mb,i.

6.2.3 The OT Phase

This phase of oblivious transfer (OT) refers to the 1-out-of-N model in a black box environment. The server C inputs the sequence number t of the critical comparison bit, and the corresponding ciphertexts C′a,t and C′b,t are obtained by the OT protocol. In this technique, clients A and B cannot know which ciphertext data server C has obtained, and at the same time server C can obtain ciphertexts C′a,t and C′b,t.

6.2.4 Verification Phase

At this stage, clients A and B need to decrypt jointly to get the final comparison result, thus ensuring that A and B cannot decrypt privately. Since clients A and B did not participate in the calculation of the comparison results, and server C needed to verify the submitted zero-knowledge proof, clients could be anything wrong. As for semi-honest server C, as long as the server correctly executes the agreement, the agreement's fairness will not be affected.

Analysis shows that, throughout the scheme, neither client A nor client B nor server C have access to private input data. Therefore, this scheme is fair to the clients. A comparison between this paper and [6] and [51] is shown in Table 1. The DGK comparison protocol can only be compared between participants, which relies heavily on honesty between participants. Yu et al. [51] proposed a scheme constructed with ZKP. Although the scheme can be applied to malicious participant models to some extent, the security and fairness of the scheme still depend on the Trusted Third Party (TTP). In this paper, ZKP-DGK not only protects the user’s private data, but also limits malicious behavior between data parties, which provides the basis for some real-world applications, such as electronic voting, privacy auction, big data fusion, and so on [52]. With the implementation of practical applications, the data will become larger and larger, placing a severe burden on the network [53]. A large number of scholars have researched this aspect so that network overhead will be the next step for this solution.

[image: images]

7  Conclusion

HE-based security comparison protocol provides positive implications for the development of cloud computing. However, distrust between data owners and the expensive computing overhead of a complete homomorphism still pose serious challenges to cloud computing. This paper combines the ZKP and PHE, improves DGK comparison protocol, uses the cloud server in cloud computing to replace the third party, and proposes a security comparison protocol suitable for malicious parties. In this scheme, zero-knowledge proofs are used to curb malicious client behavior. Compared to FHE, PHE not only guarantees the privacy of ciphertext but also has a more minor computational cost. During the entire process, private information will not be leaked to any party, including trusted servers. The final analysis shows that the scheme can achieve the security and fairness of ciphertext comparison. However, all scenarios proposed in this paper are completed under the condition that the cloud server is running normally. That is, although the cloud server cannot obtain any valuable data, its behavior must be guaranteed to be correct. Otherwise, the protocol will not be downright correctly. In future work, we will continue to study ZKP, HE, edge computing, etc., and finally construct a security comparison protocol under a completely malicious model.
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Algorithm 1: 1-out-of-N OT protocol

Preliminaries: protocol operates over a group Z, of prime order. More specifically, G, can be a subgroup of
order g of Z*, where p is prime and g|p — 1. Let g be a generator group. The protocol uses a function H which
is assumed to be a random oracle.

Input: The Bob’s input is » € (0, N — 1), and the Alice’s input is N strings (Xo, X1, ..., Xn—1)-

Output: The Bob’s output is X,..

1: Alice: Select random number a € Z; and random constants (Ci,Cs,...,Cn—-1) € Z4. To calculate the
9%,C¢(i € (1, N —1)). The values C’l, ,Cn—1 and g° send to the Bob.

2: Bob: Select random number k € (1, q), and set PK, = g*, ifr # 0 bob computes PKy = %',5 ,send PKj to
the Alice.

3: Alice: Calculate the PK§ and PK{ = P_(i%’i € (1, N —1). The Alice chooses a random string R(The string
should be long enough so that there are no two invocations of the protocol in which R obtains the same value.)
and then encrypts each X;.

E; = (H((PK:I):RJ) @X'l,)

Send E; and R to the Bob.
4: Bob: The Bob uses H((g%)*, R, r) to decrypt E;.
5: End
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Input: Proof, “(cy, mai,r.), random numbers (v1,72.73) < Z,, Challenge C', total number I.
Output: Verify~® (Proofrc“’i ).
1: Prover:
2. fori=1,i<[ldo
3: t = g’Yly’Yzh’Ys
4 H :{0,1}* + Z* is a secure one-way hash function. The Prover computes Challenge C' through a random

P
oracle: C = H(g,y,t1,t2)

5 51 =71 — Mq,;C

6: S9 =72 —14,,C

7. s3 =73 —1p,;C

8: Endfor

9: Send (¢, C, s1, s2, $3) to the Veifier.
1: Verifier:

2: 2z = cC1cg = gMaiylaiplbi

3 if g*1y*2h®32C = t then
Verifyl®t =1
4: else
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Verify:“* =0





OEBPS/Images/CMC_37783-fig-7.png
Algorithm 2: Binary Format Proof

Input: Proo flcf ¢ (c1, Ma,i, Tr i), random numbers (A1,\2,A\3) < Zg, Challenge C , total number [.
Output: Veri fyf‘{,‘i (Proo ff o)
1: Prover:

2: fori=1,:<!ldo
3 Hh = g)‘ly'\"’
4 ty = g1 Masighs
5: H : {0,1}* < Zj is a secure one-way hash function. The Prover computes Challenge C' through a random
oracle: C = H(g,y,t1,t2)

81 =mg;iC+ A

S92 =74:C + Ao

83 =7q,i(C—51) + A3
Endfor
Send (t1,t2, C, s1, S, s3) to the Veifier.
Verifier:
if cCt; = g*19°2, ¥ %1ty = g%y then

Veri fyfg‘," =1
3: else

Veri fylc,’a"‘ =0
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Input: Proof™<i(c,), random number 6.
Output: Verify™:(Proof™*)
1: Prover:
2: t= y
3 H : {0,1}* < Z3 is a secure one-way hash function. The Prover computes Challenge C' through a random
oracle: C' = H(g,y,t)

4 s=0+Cx (ra;i—71h;)

5. Send (t,C, s) to Vierfier

6. End

1: Vierfier:

2 ify® —txy?then
Verify, ** =1

3: else

Verify:«n“‘i =0
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Algorithm 3: Proof of Part c,

Input: Proof© (c1,Mq,,7q,), random numbers (B81,82) < Z,, Challenge C , total number [.
Output Verify“t(Proof,c1)
: Prover:
fori=1,:<ldo

t= gﬁ1 yﬂz
H : {0,1}* < Z; is a secure one-way hash function. The Prover computes Challenge C' through a random
oracle: C = H(g,y,c1,t).

s1=mq;C + 1

83 =7q,iC + B2
Endfor
Send (¢, C, s1, s2) to the Veifier.
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Input: Proof (c1,mqg,i,7q,i), random numbers (51,02) < Z,, Challenge C', total number .
Output: Verify©(Proof,cy)
1: Prover:
2: fori=1,7 <ldo
3- t = gBlyBQ
4 H :{0,1}* « Z is a secure one-way hash function The Prover computes Challenge C' through a random
oracle: C = H(g,y,c1,t).
51 =mgq,iC + b1
So =14,;C + B2
Endfor
Send (¢, C, s1, s2) to the Veifier.
Verifier:
if t x c{ = g% x y* then
Verifyr =1
3: else
Verifyc* =0
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Algorithm 5: Random Number Consistency Proof

Imput: Proo frc “*(c1, Mayi, Tr,;), random numbers (y1,72,73) < Z4, Challenge C , total number [.
Output: Veri fySet (Proofr ).
1: Prover:
2. fori=1,i<ldo
3: t = g'Yly'Y? h73
4 H : {0,1}* « Z is a secure one-way hash function. The Prover computes Challenge C' through a random

p
oracle: C' = H(g,y,t1,t2)

5: 81 =771 —Mmg;C
6 S2 =72 —Taq,iC
7 83 =173 — Tb,iC
8: Endfor
9: Send (¢, C, s1, s2, s3) to the Veifier.
1: Verifier:
2 z=cicp = gMeiymipTbi
3. if g°1y*2h%32C = t then
Verif yrc @t =
4: else

Verifyl™ =0
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Table 1: Security and fairness comparison

Scheme TTP Malicious participant  Security Fairness
models
[6] X X Rely on semi-honest ~ Rely on semi-honest
participants participants
[51] N N Rely on the honesty of Rely on the fairness of
TTP TTP
ZKP-DGK N N Yes Relatively fair
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Algorithm 4: Proof of Part c,

Input: Proof©(cy,74,;), random numbers B3 < Z,, Challenge C , total number I.
Output: Verify°2(Proof°,cz)

1. Prover:

2: fori=1,i<ldo
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H: {0,1}* « Zy is a secure one-way hash function. The Prover computes Challenge C' through a random
oracle: C' = H(g,y,t)

§=0+C X% (Ta,i — 7o)
Send (¢, C, s) to Vierfier
End
: Vierfier:
ify>=tx ycf then

Verifyr > =1
3: else

Verifyr > =0

w -

N2 2R
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Preliminaries: protocol operates over a group Z,, of prime order. More specifically, G, can be a subgroup of

order ¢ of Z*, where p is prime and ¢g|p — 1. Let g be a generator group. The protocol uses a function H which
is assumed to be a random oracle.

Input: The Bob’s input is 7 € (0, N — 1), and the Alice’s input is NV strings (Xo, X1, ..., Xn—1).
Output: The Bob’s output is X,..

1:

Alice: Select random number a € Z; and random constants (Cy,Cs,...,Cn-1) € Z,. To calculate the
9%, C&(i € (1, N —1)). The values C, ..., Cy—; and g* send to the Bob.
Bob: Select random number k € (1,¢), and set PK,. = g*, if 7 # 0 bob computes PK( = CT send PK to
the Alice.
Alice: Calculate the PK§ and PK{ = PK(, ,4 € (1, N —1). The Alice chooses a random string R(The string
should be long enough so that there are no two invocations of the protocol in which R obtains the same value.)
and then encrypts each X;.

= (H((PK?), R,i) ® X:)
Send E; and R to the Bob.
Bob: The Bob uses H((g%)*, R,r) to decrypt E;.
End





OEBPS/Images/CMC_37783-inline-4.png
Input: Proof®(ca,7,,), random numbers 33 < Z,, Challenge C', total number /.
Output: Verify2(Proof,cs)

1: Prover:

2: fori=1,72<1do

3: t= hﬁ3

4 H :{0,1}* < Zj is a secure one-way hash function.The Prover computes Challenge C' through a random
oracle: C'= H(h,ca,t).

5: 8§ = Bg — C’f‘a’i

6: Endfor

7: Send (¢, C, s) to the Veifier.

1: Verifier:

2 if ¢§ x h® =t then

Verify =1
3: else

Verify =0
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