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Abstract: With the advent of quantum computing, numerous efforts have been made to standardize post-quantum cryptosystems with the intention of (eventually) replacing Elliptic Curve Cryptography (ECC) and Rivets-Shamir-Adelman (RSA). A modified version of the traditional N-Th Degree Truncated Polynomial Ring (NTRU) cryptosystem called NTRU Prime has been developed to reduce the attack surface. In this paper, the Signcryption scheme was proposed, and it is most efficient than others since it reduces the complexity and runs the time of the code execution, and at the same time, provides a better security degree since it ensures the integrity of the sent message, confidentiality of the data, forward secrecy when using refreshed parameters for each session. Unforgeability to prevent the man-in-the-middle attack from being active or passive, and non-repudiation when the sender can’t deny the recently sent message. This study aims to create a novel NTRU cryptography algorithm system that takes advantage of the security features of curve fitting operations and the valuable characteristics of chaotic systems. The proposed algorithm combines the (NTRU Prime) and Shamir's Secret Sharing (SSS) features to improve the security of the NTRU encryption and key generation stages that rely on robust polynomial generation. Based on experimental results and a comparison of the time required for crucial exchange between NTRU-SSS and the original NTRU, this study shows a rise in complexity with a decrease in execution time in the case when compared to the original NTRU. It’s encouraging to see signs that the suggested changes to the NTRU work to increase accuracy and efficiency.
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1  Introduction

Building new cryptosystems is currently the cryptographic community’s primary concern. Current cryptosystems like Elliptic-curve Diffie–Hellman (ECDH), RSA, and El Gamal are easily cracked through a quantum computer utilising quantum algorithms like Shor’s, Grover’s, or other algorithms. We need post-quantum cryptosystems that can withstand quantum computer attacks [1]. Most of our modern digital infrastructure uses public-key cryptography, making it a crucial component. Yet, most, if not the entirety, of it is based on the potential vulnerability of large-scale quantum computers to the hardness guarantees regarding number theoretic problems. A global-level standardisation procedure for quantum-resistant public-key cryptographic primitives, like digital signatures and public key cryptography, has just been started by NIST in response to the impending threat posed by ongoing improvements in quantum computing [2]. Research interest in Post-Quantum Cryptography (PQC) has developed due to development of quantum computers and their effects on the security of conventional public-key cryptography. Most PQC research is carried out within the framework of the PQC standardisation process, which NIST oversees. As part of the final standardisation phase, NIST recently asked for additional research into the physical security related to PQC implementations. To assure their theoretical security, novel cryptographic primitives are first evaluated cryptanalytically [3].On the other hand, a secure cryptographic primitive in the real world may still be exposed to implementation or physical attacks. Side-channel attacks are regarded as passive physical attacks where the attacker can obtain side-channel data (such as electromagnetic (EM) radiation, power usage, execution time, etc.) that was unintentionally produced by the implementation. Secret information could be obtained by utilising such side-channel information [4]. Data hiding and encryption algorithms have a significant impact on protecting information security. Reversible data hiding (RDH) can be defined as a particular data hiding model, which has the ability of solving the issue of the permanent distortions of the conventional approaches of data hiding. This model has the ability of precisely extracting the secret messages and recovering original ones. As a result of such distinctive characteristic, RDH has become widely utilized in the sensitive images where there aren’t any permanent changes allowed to the original image [5]. It aims to hide the covert data in a cover medium such that the invader won’t know that it exists at all. In general, data hiding leads to introducing permanent distortions to cover image, and the original cover can’t be re-constructed. However, in some of the sensitive applications, like medical image sharing, military image protection, law forensics and multi-media archive management, the cover image is so important that there aren’t any distortions allowed [6]. Adding a discriminative network could lead to effectively removing the watermark information. The extensive experimentations have been carried out for the purpose of verifying the suggested concealed attack method’s feasibility. Experimental and analyses results have demonstrated that the suggested concealed attack approach has a more sufficient imperceptibility and attack ability compared with the existing watermarking attack approaches. [7,8].

Two motivations for our research are identified. The first motivation is to combine the features of NTRU, SSS and Elliptic Curve Discrete logarithm to produce the robust symmetric key. The most important feature of this algorithm is that it must have a minimum total time to key exchange. The second motivation Frequently used Cryptosystems sufficiently presented cloud data security for many years compared to all the classic attack forms, however, data theft prevails. Which is why, there is an urgent necessity for deploying quantum-safe crypto-systems that are safe for the data processing in the classical as well as the quantum spaces.

1.1 Objective

•   To increase data transmission security in the cloud.

•   To share the data between the owners and users securely.

•   The NTRU algorithm (Nth degree Truncated Polynomial ring units) ensures high-level data security while receiving and uploading) [9].

The following are the primary contributions of the present study:

1.    The primary contribution of hybrid cryptography between post-quantum cryptography and pre-quantum cryptography. The proposed algorithm combines the (NTRU Prime) and (SSS) features to improve the security of the NTRU encryption and key generation stages that rely on robust polynomial generation. Additionally, use EC digital signature algorithms only by checking the correctness of a signature.

2.    First contribution A new authentication scheme depending on Shamir's Secret Sharing Scheme

3.    The second contribution, key exchange secret sharing with NTRU, was proposed for preventing man in a middle (MITM) attack on the vulnerability.

4.    The third contribution enhancement of the NTRU algorithm implements the lattice-based encryption schemes and key exchange protocols mentioned above using Python. Observe the running time of the algorithm to be less than other works.

5.    Four contributions to reducing of limitation of NTRU include (lack of strict structure, security was not tested sufficiently, and Big-sized keys are required)

6.    Final contribution implementation has good portability and scalability. Python code can be directly executed on any Python runtime environment without modification. More importantly, comparing and analysing these performance differences improves implementation for particular platforms.

The following describes the study’s overall structure: According to the secure NTRU, Section 2 offers the related works. Sections 3 include a preliminary area concerning (SSS) and (NTRU). Section 4 of the proposal consists of a thorough explanation. The NTRU-SSS results and discussion have been discussed in Sections 5, and 6 presents the conclusions.

Problem Statement

The limitations of NTRU and NTRU Prime are:

1.   Security was not tested sufficiently.

2.   Big-sized keys are required.

3.   No strict structure.

4.   Vulnerability remains undiscovered.

5.   Complicated security analysis.

6.   Suggest configurations that achieve 1, 3, and 5 security levels of the NIST PQC Standardization project. Since we intend to implement our framework in both low-level hardware and high-end devices, our configurations also have varied memory requirements, where NTRU reaches three levels (1, 3, and 5) but does not achieve two levels (2, 4), thus conserving two limitations [10]. Table 1 presents how the 26 NIST PQC Standardization project implementations address the five security levels.
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2  Literature Review

Reference [12] M. Mosca & D. Stebila (2016) In this study, we will look at crucial exchange in PQC. Using BCNS15 protocol, which depends on ring learning with the errors problem, and Frodo, which depends upon learning with the errors problem, as 2 protocols for the quantum-resistant key exchange based upon the lattice problems examine both their own and the Transfer Layer Security (TLS) protocol’s performance and security. The Open Quantum Safe project is an open-source software for developing quantum-resistant encryption.

Harjito et al. [13] the two algorithms were compared in terms of essential generation, decryption, encryption, attack, and cloud storage implementation in the presented work. Two metrics have been used in order to compare the performance of both algorithms: the security and the running time of attempted attacks. The result of this work illustrate . The longer the time needed, the higher the bit used when using the chosen parameter for the RSA bit. The time required for key generation, decryption, and encryption operations increases with the value of the N parameter in the NTRU.

Hameed et al. [14] suggest that q-octonion algebra NTRU (QOCNTR) is a new multidimensional public key cryptosystem according to q-octonion algebra, which enhances security using a multidimensional method. The suggested cryptosystem features from earlier cryptosystems by having two public keys. This cryptosystem is essential in some applications because it might encrypt 32 messages simultaneously from 32 different or independent sources. Regarding security, QOCNTR performed better than QTRU, NTRU, and OTRU. Lastly, the results are deemed very suitable since the proposed system has a very high level of security.

Yadav et al. [15] investigated NTRU key exchange in this work and discovered it is vulnerable to MITM attacks. Similar to original Diffie-Hellman key exchange, vulnerability has been found and mitigated with zero knowledge proof (ZKP). We used the ZKP technique to address lattice-based NTRU key exchange MITM and discovered that the NTRU is still susceptible to MITM attacks even with the ZKP. The implementation results are supported, such as a MITM attack vulnerability in the NTRU key exchange using the ZKP.

Yen IARAS [16] proposes 3 different 4-way split polynomial multiplication approaches that have been derived by the use of F9 interpolation approach. In addition, we suggest a novel 5-way split polynomial multiplication algorithm, and after that, we contrast the implementation outcomes and arithmetic complexity for the techniques that have been mentioned above. We demonstrate that the novel 4- and 5-way split algorithms reduce the arithmetic complexity of multiplication over F9 by 48.6% and multiplication over F3 by 26.8% for input sizes 1280. In addition, the novel 4-way and 5-way algorithms produce faster implementation results than the most recent state-of-art techniques.

Meher et al. [17] have analyzed 2 asymmetric cryptosystems, which are –NTRU and RSA. NTRU have easily created keys that are reasonably short, low memory requirements and high speed, as the NTRU is a rather novel cryptosystem of the future.

Shuai et al. [18] have generalized the NTRU and proposed group-based NTRU-like public-key crypto-system, which has been referred to as the group-based NTRU (GTRU). After that, they have constructed high-performance GTRU for the IoT. Ultimately, security analyses have shown that the suggested GTRU for IoT had a higher security compared to the NTRU against the lattice-based attacks.

Reference [19] (B. Darong Huang, 2019) have proposed a new oblivious transfer protocol that id based upon Number Theory Research Unit Encryption and structured security location-based service (LBS) scheme in terms of that. In Comparison to Jannati and Bahrak’s protocol, it has been concluded that this model is more practical and also more efficient.

3  Preliminaries

3.1 NTRU Algorithm

In 1996, J. Pipher, J. Hoffstein, and Joseph H. Silverman developed the lattice-based cryptographic system known as the NTRU. For the time being, Security Innovation is the owner of the patented NTRU cryptographic system [19]. Because of its quick encryption speed and low power consumption, NTRU is catching attention in addition to its exceptional security level for its scalability on platforms with constrained resources [20]. This section explains the NTRU PKC, which utilises the ring of convolution polynomials, also known as truncated polynomials. The system’s settings, key generation, decryption, and encryption are all described.

Additionally, it provides the NTRU, which is composed of (including its interior details and an example). The linear feedback shift register is finally explained [21].Benefits of NTRU :

•   Provide a more secure and authorised encryption scheme.

•   Getting permission and outsourcing is only permit records

- Description of NTRU

Assume that R, Rp, and Rq are convolutional polynomial rings:

R=Z[X](Xn−1),Rp=(ZPZ)[X](Xn−1),Rq=(ZqZ)[X](Xn−1)(1)

Reference [22] a polynomial a ∈ R may be viewed as an Rp or Rq element by reducing its coefficients mod p or q.

-   NTRU parameters

-   N: represents maximum highest power in the polynomials that have been utilized in the NTRU, typically as prime number.

-   p: represents minimal modulus in the NTRU, which is typically as small positive integer or polynomial of low powers.

-   q: represents maximal modulus in the NTRU, which is typically as a positive integer depending upon certain examples.

-   dF, gd, f d: the numbers of the non-0 coefficients in the F, f, g polynomials, respectively [23].
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3.2 Shamir’s Secret Sharing

Even though it is a widely utilised cryptographic method, e-voting uses it less frequently. Lately, it has been put to use in a variety of applications, including authentication and randomness. Naïve version of Shamir’s secret sharing has some recognised faults, yet there are also known solutions to such issues [25]:

■   This technique does not fully satisfy all the fundamental requirements of the secret sharing concept when implemented using standard integer arithmetic. This is due to data regarding the Secret being shared leaked. With the help of a finite field, we propose an easy solution for this [26].

■   This scheme cannot be verified. There are schemes to address this problem, such as those based on publicly verifiable secret sharing (PVSS), but in our approach, as we will see below, we resolve it using our integrated mechanism.

■   The last shareholder can change the previous share when the shares are sequentially revealed, manipulating the interpolation process’ outcome [27].

The simplest solution to that issue is to make shareholders publish a hash of their shares first, preventing them from changing their shares. This is commonly referred to as “commitment.” Reference [28] Generally, most security measures rely on a single individual managing the information’s secrecy at a specific time. Yet, some particular, crucial applications demand multiple users’ security or access while they must be simultaneously present, referred to as secret sharing. Reference [29] for creating the target key that can be reconfigured to grant access to the system, a secret sharing method necessitates distributing its shares among numerous servers [30].

The following two conditions must be met to comply with SSS approach.

1. The secret key S could be re-constructed with the use of any grouping of t or more subkeys S0, S1, …, St−1.

2. Reconstructing secret key S with less than t or fewer sub-keys is not possible [31].

The SSC algorithm is made up of 2 phases, which are:

The phase of Distribution [32]:

• Take secret data represented by S.

• Specify the number of the Sites NS which receive secret pieces si.

• Specify threshold value T; data from them can reconstruct S.

• Build polynomial function f(xi), to calculate NS secret pieces, f(xi)’s degree is T − 1, the constant part of f(xi) represents original Secret, and T − 1 coefficients of it are random integers that have been selected from GF(S) [33]:

f(x)=(∑j=0t−1ajxxj)mod(S)(7)

-   for i = {1, … NS}

-   where a0= S, {a1,…ar−1} ∈ GF(S)

-   After generating NS pieces = {s1, s2 …., sns}, distribute them onto Sites [34].

Reconstruction phase:

The (k, t) SIS scheme has been utilised with the Lagrange interpolation polynomial that Thien and Lin designed (Lin & Thien, 2002) 2002, which represents an improvement on Shamir’s threshold-sharing approach (Shamir, 1979). Initially, a (k-1) order polynomial [35] Found out T pieces of data si which require to build s. Reconstruct original f(x) with the use of LaGrange interpolation equation [36]:

II=(X−XMXJ−XM)(8)

f(x)=(∑I=0K=1yixIi)(9)

Example: [37] of secret sharing: let secret (s) = 5,P = 7, K = 3, N = 6, a1 = 2, a2 = 3

First, we construct a polynomial using previous information

F(Xi)= a0 + a1Xi + a2Xi + a2Xi mod 7 where a0 = S

F(X)= 5 + 2Xi + 3Xi2 mod 7 where Xi = 0,1,2,3,4,5,6

When Xi = 0 we get the secret back

When X1 = 1, F(1) = 5 + 2 + 3 mod 7 = 10 mod 7 = 3 The first share is the pair (1, 3)

When X2 = 2, F(2) = = 5 + 2.20 + 3.22 mod 7 = 38 mod 7 = 3 the third share is the pair (3, 3).

When X3 = 3, F(2) = = 5 + 2.20 + 3.22 mod 7 = 38 mod 7 = 3 the third share is the pair (3, 3).

When X4 = 4, F(4 )= 5+ 2.40 + 3.42 mod 7 = 61 mod 7 = 5 fourth share is the pair (4, 5)

When X5 = 5, F(5) = 5 + 2. 5+ 3.52 mod 7 = 90 mod 7 = 6 fifth share is the pair (5, 6)

When X6 = 6, F(6) = 5 + 2.6 + 3.62 mod 7 = 125 mod 7 = 6 sixth share is the pair (6, 6)

The set of shares is (1, 3), (2, 0), (3, 3), (4, 5), (5, 6), (6, 6)

Let us use shares 1,4,6 to reconstruct the Secret.

I0(X)=X−X1X0−X1. X−X2X0−X2 = X−41−4. X−61−6 = X215−2X15 + 815

I0(X)=X−X0X1−X0. X−X2X1−X2 = X−41−4. X−61−6 = X26−7X6 -1

I0(X)=X−X1X0−X1. X−X0X2−X0 = X−41−4. X−61−6 = = X210−X2 + 85

f(x)=∑j=02yj. Ij(X) mod P

= 3(X215−2X15 + 815) + 5(X26−7X6−1)+6 (X210−X2 + 85) mod 7

F(x) = −X230−5X6 + 115 mod 7

4  Proposed Work

This section presents the proposed method to modify the original NTRU algorithm by combining it with Shamir’s secret sharing to generate a new technique called (NTRU_SSS). This scheme involves three stages: key generation, Signcryption, and un-Signcryption. In the first stage, Alice generates all public parameters and sends them to Bob; in turn, Bob verifies the encrypted message, which has been recently decrypted, was sent from the honest participant by checking the correctness of a signature. The important aspect of the Signcryption scheme is to represent the most efficient others because it reduces the complexity and runs the time of the code execution. In addition, it provides a better security degree because it ensures the integrity of the sent message, the confidentiality of the data, forward secrecy when using refreshed parameters for each session, unforgeability to prevent the man-in-the-middle attack from being active or passive, and non-repudiation when the sender can’t deny the recently sent message. The block diagram (Fig. 1) presents the generation private key using Shamir’s secret sharing. Additional Elliptic curve signcryption public key and (Fig. 2) illustrated block diagram of the proposed algorithm. It also explains the key exchange and encrypted key and transfer from Alice after encryption to Bob through the cloud environment using the (NTRU_SSS) proposed algorithm. NTRU can offer classical security levels using relatively shorter length keys than other PQC algorithms. So, NTRU requires less space for key storage and less time for key transmission. Algorithm2 shows the (NTRU_SSS) algorithm of the proposed method in addition to explaining your idea in the example:

Example: N = 7, p = 3, q = 64, r1 = x + 1, m = 1551

Step 1: Alice: Request a certification.

Step2: Bob:

1- Chooses fi∈Lf, and chooses gi∈Lg as a secret

2- Construct shares points using the SSS algorithm

:f(x,y),g(x,y)

      f = X + X 2 – X 4 – X 5 + X 6

      g = 1 + X 3 – X 4 –X 6

3- Sends the share points to Alice

as a Certificated Identity CI

Step3: Alice:

1- compute inverse of (f , g)

   fp = 1 + 2X + X 2 + 2X 3 + 2X 4 + 2X 6

   fq = 60 + X + 9X 2 + 17X 3 + 16X 4 + 62X 5 +28X 6

2- Calculates k1:

k1= p∗ fq∗g mod q

k1= 3 (60 + X + 9X 2 + 17X 3 + 16X 4 + 62X 5 +28X 6)*( 1 + X 3 – X 4 –X 6) (mod 64)

k1= 46 + 50X +2X 2 + 35X 3 + 5X 4 + 62X 5 + 56X 6 (modulo 64)

3- Encrypts the message M:

C=ri∗k1+M mode q

C = (46 + 50X + 2X 2 + 35X 3 + 5X 4 + 62X 5 + 56X 6 (modulo 64) *(x + 1) + 1551 (mod 64)

4- Establishes Elliptic Curve EC parameters:

{G: Base Point, NEC: Base Point Degree, such that GNEC = Ο, PA= dA G as a public key}

G = 7, NEC = 3, PA= 5 *7

5- Randomly Selects vEC = 0.5

6- Calculates k2 = Hash(vEC G).

k2 = 0.5 * 7, k2 = 3.5

7- Calculates: usign=HKk3(C∥k2∥f(x,y)∥g(x,y))

usign=0.00634

8- Calculates: ssign=vECusign∗dA mod N

ssign=0.50.00634∗6 mod 7

ssign=13.14405 mod 7

Step4: Bob:

4- Calculates k1= p∗ fq∗g

k1= 3*( 1 + X 3 – X 4 –X 6)*

(60 + X + 9X2 + 17X3 + 16X 4 + 62X5 +28X 6)

k1= 180+ 23X 3 – X 4 –28X 6

5- Calculates k2=Hash(SsignTsign+SsignPA)

k2=76.4

6- Message M recovery: X=fCmodq

M=fp∗Xmodp
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Figure 1: Block diagram of proposal work
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Figure 2: Block diagram of the proposed framework

5  Results and Discussion

This section demonstrates the suggested algorithm’s implementation and conducts performance testing on the algorithm. Every experiment runs on a Windows 10 with an i7 processor. The SSS is the foundation for the algorithm’s reconstruction. Calculate the time of the key exchange between Bob and Alice to show the approach’s efficiency. The suggested algorithm’s implementation procedure primarily entails decryption and encryption, with the encryption phase including key sharing and decryption phase including extraction, authentication, and selection decryption. Table 2 displays comparisons. The total amount of time that spent by NTRU-SSS and NTRU. Note that the suggested algorithm’s key exchange time for 128 bits is approximately 21.1 milliseconds, and Table 3 compares these times. The combined running time of the NTRU-SSS and Shamir's Secret Sharing is roughly 200 ms utilising SSS; for key size (128) Bits. Because the suggested algorithm loses some of its efficiency in boosting security, the implementation of sharing of the key takes a long time during the encryption phase. Table 4 displays results of comparing the suggested algorithm’s running time to those of other algorithms. It is clear that, compared to different algorithms, the suggested algorithm has the quickest key exchange time. Fig. 3 displays the average exchange time between NTRU and the suggested NTRU-SSS, Fig. 4 shows the average exchange time between SSS and the suggested NTRU-SSS, and Fig. 5 displays the average exchange time between ECC, AES, RSA, and the suggested NTRU-SSS.
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Figure 3: Average time key exchange of NTRU and proposed NTRU-SSS
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Figure 4: Average time key exchange of SSS and proposed NTRU-SSS
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Figure 5: Average time key exchange of proposed NTRU-SSS and another algorithm

6  Security Analysis

Several statistical and analytical measurements have been utilized for the assessment of security performance of the suggested algorithm. Table 5 shows security capabilities of the proposed algorithms SSS-NTRU and compares them with other research works; the comparison depicts that the performance of the suggested algorithm is efficient across achieving more security features, and Table 6 shows the throughput of the proposed algorithm for a variety of the key sizes.
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7  Conclusions

With the use of Shamir’s secret sharing to generate private keys and key exchange cryptosystems, this study presents an improved approach for NTRU. This approach (NTRU-SSS) successfully increased the complexity and security of the polynomial generator utilised in encryption and key generation. It could be argued that NTRU-SSS is more advised for cloud storage security because the key exchange process's running time demonstrates that the suggested algorithm has a more secure resilience level. This study compared the NTRU-SSS to conventional NTRU, the conventional SSS, and other algorithms (RSA, ECC, Advanced Encryption Standard (AES), as the results showed that the NTRU-SSS required less time for key exchange and decrypted keys than the original NTRU algorithm did. The first suggested solution alters the original NTRU by creating a private key based on SSS. This shortens the time required for decryption and encryption compared to the time needed for the encryption and decryption using the original approach while adding new statistical aspects to the algorithm that make it harder to crack.
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Table 1: NIST Security Level. Adapted with permission from Ref. [11], copyright ©2021

Cryptosystem NIST security level
1 2 3 4 5

NTRU ntru-hps- N/A ntru-hps- N/A ntru-hps-4096821
2048509 2048677

ntru-hrs-701

NTRU N/A Ntrulpr-653  Ntrulpr-761 Ntrulpr-857  N/A

Prime Ntrulpr-653  Ntrulpr-761 Ntrulpr-857

Crystal Kyber-512 N/A Kyber-768 N/A Kyber-1024

Frodo Frodo-KEM- N/A Frodo-KEM- N/A FrodoKEM1344
640 976

Three Bears N/A Baby Bear N/A Mama Bear  Papa Bear

New Hope  New N/A N/A N/A New Hopel024cca
Hope512cca New Hopel024cpa
New
Hope512cpa

LAC LAC- N/A LAC- N/A LAC-KEM256
KEM128 KEM192

O2MD2 OL-3216 N/A OL3232 N/A OL3264
OL6416 OH-6432 OL6464
OL3216FFT OL-3232FFT OL-3264FFT
OH6416FFT OH6432FFT OH-6464FFT
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Table 3: Comparison of total time taken by the NTRU-SSS and Shamir’s secret sharing

Key size Proposed (NTRU-SSS) Total time (ms) SSS
128 Bits 21.1 200

192 Bits 23.38 43.42

512 Bits 80.917.6 90.87

256 Bits 418.51 677.31

305Bits 5268.4621 7883.1011
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Table 6: Throughput comparison with other related works

Proposed algorithm Ref. [38]
File size Threading Throughput Parallel Throughput Threading Throughput
(Bytes) (B\s) (B\s) (B\s)

>=100 1. 17s 50,762 0.018s 3,299,555 2.307s 30.34
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Table 4: Comparison of total time taken by the NTRU-SSS and other algorithms

Key size Proposed (NTRU-SSS) ECC RSA AES
128 Bits 21.1 63.2 82 241.5
192 Bits 23.38 566.2 433.8 238.3
512 Bits 80.917.6 978.6 705.8 250.6
256 Bits 418.51 765.1 1474.6 251.4
305Bits 5268.4621 8774.7 1558.5 278

Average 5731.4521 11084.6 16816.052 1259.8
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Algorithm 2: Proposed algorithm (NTRU_SSS)

Alice

Bob (Certification Authority CA)

1) Request a certification.
2) Reconstructing the secret (f;, g;), using own
points and all regions (N — 1) points.
3) Selects randomly polynomial r; € R.
4) Calculates k':
k' = px* fq*gmodq
where f;x f=1mod q
5) Encrypts the message M:
C=rxk'+ M ~ mode ~ ¢

6) Establishes Elliptic Curve EC parameters:
{G: Base Point,
N*¢: Base Point Degree, such that GN*“ = O,
P* = d,G as a public key}
7) Randomly Selects v*“, such that
vEC < NEC 1
8) Calculates k* = Hash(v°G).
9) Calculates k* = Hash(v" P“Y).
Where P! is the public key of CA.
10) Calculates:

u™ = HKs (C | K2 |l foo |l gm))
Where HK,s is a hash keyEgunctlon by k*
11) Calculates: s™" = — ! ~ mod~ N
Wk d,

12) Calculates: 79" = "G
13) Sends to CA the pair (C, ~ T*" ~ S ~)

1) Establishes the public parameters:
{N: Region degree,
¢: some power of the number 2,
p: smaller than ¢, and ged (¢, p) = 1,
L,, L, L, aresets of lattices all degree of
N —1}.
2) Chooses f; € L;, and chooses g, € L, asa
secret.
3) Construct a shares points using Secret
Share Shamir algorithm:f,, ), g,
4) Sends the shares points to Alice as a
Certificated Identity CI.
5) Calculates k' =~ px ~ f, x g
6) Calculates k* = Hash(S" T*s" + S*¢" P*)
7) Calculates
k* = Hash (dc,S™ T + d,S"" P*)
Whereb ~€ [1,~ ¢ — 1]
8) Calculates
# = HKs (C ~ [~ K ~[~ fiayy I~ G
9) Message M recovery:
X = fC~ mod~ q

M =~ f,*X~ mod~ p

10) the message is accepted only if:
uA\'ign G — Txign
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Table 2: Comparison of total time taken by the NTRU-SSS and NTRU

Key size Total time (ms) NTRU-SSS Total time (ms) NTRU
128 Bits 21.1 278

192 Bits 23.38 24.22

512 Bits 80.917.6 85.877

256 Bits 418.51 543.30

305 Bits 5268.4621 6554.86
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Table 5: Security capabilities of the proposed algorithms

[38] [39] SSS-NTRU

Key independence

Resistant the Man-in-the-middle v v v
Mutual authentication X v v
PFS v v v
Key privacy X v v
v X v
v X v

Hash function immunity
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Algorithm 1: NTRU-Encrypted

Key Generation.

Step 1: generate the public/private key pair. Alice chooses the parameters N, p, q, and d.

Step 2: She randomly selects 2 polynomials, f and g, in the ring of the truncated polynomials with
restrictions that their coefficient values are small; Alice must keep the polynomials f and g values
private.

Step 3: Alice computes the inverses fp, which represents inverse of f modulo p with a characteristic
that fxfp = 1 (modulo p), and fq, which represents inverse of f modulo q with a characteristic that fxfq
=1 (modulo q). // f,fp private key

Step 4: Alice’s next computer

h = p.fq x g(modulo q) (2)//public key

Encryption NTRU

Step 1: If Bob wants to send some secret message to Alice, he will put his message in a polynomial m
form with coefficients in a range of —1/2 d to 1/2d.

Step 2: Bob randomly selects a polynomial r with small coefficients for obscuring that message.

Step 3: Using the message m, his randomly selected polynomial r, and Alice’s public key, Bob calculates
and sends to Alice the ciphertext

e = r % h 4+ m(modulo q) 3)
Decryption NTRU.

Step 1: Alice begins the process of the decryption through the calculation of:

a = f % e(modulo q) 4)

Step 2: She then centre lifts the polynomial a to an element of R and does a modulo p computation.
b = a(modulo p) )

Step 3: Finally, Alice uses her private polynomial fp to compute:
d = fp * b(mod p) 6)

(xAssuming that those parameters were selected correctly, then the polynomial d should be equal to
Bob plaintext mx)
END [24]






