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Abstract: Privacy and trust are significant issues in intelligent transportation systems (ITS). Data security is critical in ITS systems since sensitive user data is communicated to another user over the internet through wireless devices and routes such as radio channels, optical fiber, and blockchain technology. The Internet of Things (IoT) is a network of connected, interconnected gadgets. Privacy issues occasionally arise due to the amount of data generated. However, they have been primarily addressed by blockchain and smart contract technology. While there are still security issues with smart contracts, primarily due to the complexity of writing the code, there are still many challenges to consider when designing blockchain designs for the IoT environment. This study uses traditional blockchain technology with the “You Only Look Once” (YOLO) object detection method to accurately locate and identify license plates. While YOLO and blockchain technologies used for intelligent vehicle license plate recognition are promising, they have received limited research attention. Real-time object identification and recognition would be possible by combining a cutting-edge object detection technique with a regional convolutional neural network (RCNN) built with the tensor flow core open source libraries. This method works reasonably well for identifying any license plate. The Automatic License Plate Recognition (ALPR) approach delivered outstanding results in various datasets. First, with a recognition rate of 96.2%, our system (UFPR-ALPR) surpassed the previously used technology, consisting of 4500 frames and around 150 films. Second, a deep learning algorithm was trained to recognize images of license plate numbers using the UFPR-ALPR dataset. Third, the license plate’s characters were complicated for standard methods to identify because of the shifting lighting correctly. The proposed model, however, produced beneficial outcomes.
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1  Introduction

Due to recent advancements in ITS and blockchain technology, an emphasis on ALPR has emerged in many academic fields [1]. ALPR is seen as being extremely important in many ITS applications. The acquisition of a vehicle image, License Plate (LP) [2] localization, segmentation, character classification [3], standardization, and character analysis are some of the components of a typical ALPR approach. However, maintaining the privacy and verifying data are constant concerns in such a paradigm.

Additionally, smart cities use a variety of sensors of various kinds to gather information about different parts of the city in a commonplace manner for efficient and intelligent governance. The ITS is one of the most crucial elements of any project to develop a smart city [3]. It is necessary to claim that a city will become globally recognized and its residents will enjoy more significant living standards. According to ITS, the architecture’s primary actors are consumers interested in traffic information. They safely exchange their data, which other users then confirm collectively. To get from one place to another, users can opt to use either crowd-sourced, verified data or data produced by the system. Based on the suppliers’ reputation, the data recorded is accurate and unchangeable. Moreover, the privacy issue is mainly focused on readings kept in the ALPR database [4]. It is still being determined what sort of use such data may be subject to as ALPR systems are often marketed to government organizations by private businesses. However, these records can be investigated afterward at the option of whoever owns the property and have access to the database. Nevertheless, each nation has laws governing protecting its inhabitants’ privacy. Generally, these rules guard the public against preserving personal information collected without express agreement. Storing personal data for the public interest, public safety, and other considerations is one of the permitted exceptions [5–7].

Blockchain technology has also been discussed in this study paper. A blockchain is a data structure in which blocks are connected to form a chain. Each block contains information that varies depending on the blockchain. The Ethereum network is one of many blockchains developed over time to meet particular operating requirements. This platform [8] can carry smart contracts and keep them on its blockchain. On the Ethereum platform, contracts are performed in an immutable manner, meaning that no unauthorized changes to the code after it has been produced can prevent them from functioning as intended. On the blockchain, smart contracts are scripted. They are similar to the stored procedures in relational database management systems in that they are automatically started after a transaction is activated [9]. However, they have different addresses and live on the blockchain. Blockchain technology can potentially revolutionize various industries, including the ITS sector. The ITS industry is concerned with enhancing transportation systems’ safety, efficiency, and sustainability. ITS systems require the communication and transfer of sensitive data, making security and privacy critical issues. Blockchain technology’s decentralized, immutable, and secure nature makes it an ideal solution to address these concerns. In ITS, blockchain can be utilized in numerous ways, including vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication, traffic management, and the management of electric vehicle charging stations. For instance, blockchain can create a decentralized V2V network where vehicles can securely exchange information about road conditions, weather, and traffic flow. Blockchain can also manage smart contracts that govern autonomous vehicle operations, such as paying tolls or parking fees.

Furthermore, YOLO is an object detection algorithm that can locate and classify objects in real-time. Using YOLO in ITS can enhance safety, efficiency, and sustainability in several ways. One potential application of YOLO in ITS is a license plate and character recognition for security. License plate recognition is essential for traffic enforcement and tracking stolen vehicles. YOLO can quickly and accurately identify license plates and characters in real-time, making enforcing traffic laws easier and improving public safety. Another potential application of YOLO in ITS is for autonomous driving systems. YOLO can detect and classify objects on the road, such as pedestrians, bicycles, and other vehicles, enabling autonomous vehicles to make real-time decisions based on the detected objects. It can enhance the safety and efficiency of autonomous driving systems by improving the vehicle’s ability to navigate and avoid potential collisions. Moreover, YOLO can be used for traffic monitoring and management, which is critical for reducing congestion and improving traffic flow. By detecting and classifying different types of vehicles, such as cars, buses, and trucks, YOLO can provide valuable data to traffic management systems, allowing them to optimize traffic light timings and improve traffic flow. Furthermore, YOLO can be used for environmental monitoring, including air quality and noise pollution. By identifying and classifying vehicles based on emission levels, YOLO can provide data to environmental monitoring systems, allowing real-time adjustments to reduce pollution levels.

Using one or more images that a camera has taken, ALPR systems automatically recognize a vehicle’s license plate number [10,11]. To identify license holders, they employ object detection, image processing, and pattern recognition techniques. The data is connected to the information stored in databases, enabling further research. ALPR systems detect vehicles, and license plate numbers are used to track them in criminal investigations. Once a suspect vehicle has been located, law enforcement officers can stop it, search it for evidence, and, if necessary, make arrests. However, the data stored in an ALPR system stores large amounts of data, which is kept for upcoming investigations. This data can be used to do a retrospective analysis and pick potential locations of a suspect under investigation based on the movement pattern of their car. Citizens’ privacy has been raised due to the keeping of vehicle data that is not relevant to investigations [12].

The deployment of ALPR systems by law enforcement agencies worldwide has bolstered crime prevention efforts and improved investigations. However, public groups and average citizens have questioned whether they maintain private information tied to recognized license plates. Due to the numerous time entries in the ALPR database and its restricted access, which poses a serious privacy risk, law enforcement agencies have dramatically boosted their use of ALPR devices [13,14].

Fig. 1 depicts the model’s framework, which includes the blockchain framework, the YOLO model, and the license plate recognition system. First, the dataset goes through a clustering stage before going through several convolutional layers. This model is called YOLO. It then enters the model used for detecting and recognizing license plates.
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Figure 1: Framework for ALPR using YOLO and blockchain technology

Additionally, the ALPR approach may mistakenly identify similar objects like billboards and traffic signs as license plates [15]. This article suggests a novel method for recognizing automobile license plates based on plate pre-identification and the new model YOLO to address these issues. With the emergence of massive data and the advancement of processing power, including Solid state drive (SSD), faster R-CNN and YOLO [16], deep learning [17] techniques have seen tremendous success in the recognition of targets in recent years. However, these techniques could not locate the license plates correctly, which may impact how accurately license plate character recognition works. The performance of RCNN-based license plate detection systems [18] can be a high recall, but it is sensitive to the general text in the image background. To identify every character in an image, an RCNN classifier is used. After that, a different plate/non-plate RCNN classifier separates license plates from other text types. However, this approach is restricted to inputting images of the same size. An innovative vehicle LPR method is provided to address the abovementioned issues. The YOLO model is first suggested and integrated to recognize license plates more precisely with the K-means++ clustering method [18,19]. A plate pre-identification system is secondarily recommended to decrease wrong license plate placement. The YOLO model is one of the most effective and quick deep-learning object detection methods. On the training set, K-means++ clustering is employed for ALPR to choose the best candidate box sizes and numbers, hence improving license plate recognition accuracy. To further pinpoint the location of the license plate, the YOLO model adds one pass-through layer and blends high-resolution features with low-resolution images.

Meanwhile, the plate pre-identification system can accurately separate roadside objects from license plates. Based on the statistical index of the algorithms for recognizing license plates, some evaluation criteria are applied. A single neural network in the YOLO model processes the entire image. The network then separates the images into various regions, predicting the probabilities and accompanying bounding boxes [20].

The Flowchart for vehicle number plate detection and recognition approaches is depicted in Fig. 2, where it is split into two distinct techniques: number plate detection and number plate recognition. In addition, a YOLO object detector is further separated into Fast YOLO v2 and Fast YOLO v3 as part of the number plate identification method.
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Figure 2: Flowchart of the current research work

This study’s main contribution is an ALPR system built on the YOLO object detection CNN, which employs blockchain technology to enhance LPR, and uses this system to identify license plates. Temporal redundancy is also used while analyzing video frames, processing each frame separately before merging the outcomes to produce a more reliable prediction for each vehicle. The suggested system outperforms the existing ALPR results, two datasets, and our proposed UFPR-ALPR model. The following is a summary of this academic paper:

•   A brand-new real-time, end-to-end ALPR system utilizing cutting-edge RCNNs for YOLO object identification.

•   A reliable two-stage character segmentation and recognition strategy use straightforward data augmentation techniques for training data, such as license plates and inverted characters.

•   A publicly available ALPR dataset containing 4500 thoroughly annotated photos focusing on typical and unusual real-world settings demonstrates that our suggested ALPR method produces excellent results in both scenarios.

•   A comparison of the suggested approach, earlier research in the literature, and two UFPR-ALPR dataset systems.

This paper is structured as follows: In Section 2, the relevant literature is skimmed over. In Section 3, the dataset is presented. The methodology will then be discussed in Section 4. Sections 5, 6 and 7 cover the discussion and conclusion of the findings or results.

2  Literature Review

This section provides a quick overview of recent research that applies deep learning techniques to ALRP in the context of blockchain and YOLO technologies in the ITS system [21]. Firstly, the literature review for the ITS system will be discussed, as much effort has been made in blockchain technology for an ITS that uses license plate recognition. Due to vehicle ad-hoc networks’ ability to broadcast messages that must be accepted by other cars nearby, anonymity is built to safeguard the blockchain-based application. Data protection regulations are vital to safeguard people’s privacy when personal data is kept and processed since privacy and trust management are significant concerns. Due to recent improvements in hardware and software technologies, video-based detection systems—a crucial part of ITS—can now provide flexible data collecting [22]. By looking at image processing techniques and extrapolating their results to future requirements for traffic engineering, a structured review is offered to help readers better understand this technology’s approaches and potential.

Next, the effort being made to use blockchain technology for ITS license plate recognition will be discussed. The proposed architecture highlights the privacy aspects of the license plate recognition system [23]. Various challenges, such as complicated surroundings and inconsistent lighting, have hindered previous LPR techniques. Deep learning works reasonably well in terms of object detection. Character segmentation and character recognition are two ALPR processes suggested [24,25].

Another example is the trust environment provided by [26] based on an intelligent vehicle architecture. The three main parts of the system are a communication network, blockchain technology, and mobile cloud computing. Mechanisms for privacy and trust are included in the seven-layer blockchain architecture. According to [27], cars grade messages according to their observations in a reputation system that uses the blockchain. The system comprises four entities: miners, standard vehicles, evil vehicles, and reliable organizations responsible for vehicle registration and capacity certification. The vehicles can transmit traffic data, verify the legitimacy of messages received using the issuer’s reputation, and provide ratings. Miners are chosen from among the vehicles to build and deliver a block containing all the ratings to each car. When a block is authorized, it is reviewed before being added to the blockchain [28].

The authors in [29] detected frontal car views and LPs using a single RCNN setup in a cascade fashion, achieving good recall and precision rates. In this instance, references [30–32] updated RCNNs expressly for LP detection and demonstrated that the enhanced versions outperformed the originals. For LP detection, support vector machines (SVM) and RCNNs was employed by [32], who noted that RCNNs are more efficient in real-time systems. The character segmentation and recognition processes are frequently combined in DL-based ALPR systems. A cropped LP’s characters are identified and segmented using an RCNN [33]. They significantly exceeded the baseline. They correctly segmented more than 99% of the characters by integrating character segmentation and recognition using hidden Markov models (HMMs); in this case, reference [34] achieved high LP recognition accuracy. The most likely LP was identified by using the Viterbi algorithm. This work [35] advocated employing random CNNs to extract features for character recognition, outperforming the usage of image pixels or learning the filter weights using back-propagation by a wide margin. According to Liu and Shi, the character identification process should be a sequence labeling problem.

ITS license plate recognition systems use YOLO technology to expedite processing and improve mobile data analysis [36]. Character identification, number extraction from the plate, and region of interest extraction are the three crucial phases. ALPR is used for traffic surveillance. Utilizing YOLO, which contains 53 model layers in the dataset of 200 images, RCNN is utilized to locate and recognize license plates [37–39]. A technique for extracting the characters from the Indian license plate from a grayscale photograph and segmenting the image was put forth [40,41].

Furthermore, reference [42] gathered over 1530 photos of license plates. The image data were processed using a multi-layered system-based deep learning algorithm. YOLO is used to determine where the license plate is on the car to detect the plate’s digits. Wei-hong has proposed a 96.8% accurate automatic license plate identification system. This project makes use of the YOLO algorithm. It can identify many cars in real-time, such as four vehicles at once in a single scene, thanks to its high frames per second (FPS) rates. The environment can impact some number plate photographs, including illumination, unfavorable weather, traffic, and rainy weather. Using a deep learning model based on YOLO and its variation YOLO-9000, reference [43] developed a method for recognizing license plates considering these considerations.

The accuracy, according to Yousef, is 82 percent, with some fault tolerance. Hudaib utilized YOLO v4 to detect and identify license plates. Number plate identification accuracy was 96.2 percent, while number plate detection accuracy was 95 percent. A YOLO-based method for number plate identification and recognition with a 73 percent accuracy was proposed by [44]. Mustafa, a different person, has described the other convolutional neural network techniques for helmet and license plate recognition, using the YOLO v2 onvolutional neural network to detect license numbers and helmet-less riders. They used texts to represent the pixel-sequence behavior to characterize the character classes. For each class, they picked pixel behaviors. The main objective of the authors is to achieve effective real-time performance. The timing complexity of the performance methodology was therefore evaluated. This work’s method is intriguing because it is based on pixel behavior. It also suggested a model that can detect several license plates simultaneously. This model was built on the YOLO method that was previously mentioned. The model was effective at recognizing license plates in actual traffic situations. To account for photographs taken from various perspectives, the authors in references [45,46] improved the YOLO algorithm for identifying license plates by adding a rotating component to the images.

It can be challenging to fully assess the given methods because many studies either target specific aspects of the ALPR (such as LP detection) or conduct tests on datasets that do not accurately reflect real-world events. Additionally, only some techniques can be used in specific situations since they cannot recognize LPs in real-time. Therefore, each stage’s YOLO object detection RCNNs are used to build a reliable, effective, end-to-end ALPR system. Additionally, data augmentation for character recognition is undertaken because, in some ALPR systems, this step is the bottleneck.

Table 1 lists past paper references with the methodology used and results.
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Despite the progress made in deep learning-based object detection and character segmentation/recognition, challenges such as complicated surroundings, inconsistent lighting, privacy, and trust management still need to be addressed in the current ITS license plate recognition research. Additionally, while YOLO technology shows promise, further exploration is required to understand its potential and limitations for this application fully. However, the proposed model aims to address these limitations by utilizing a combination of blockchain, smart contracts, deep learning, and object detection technologies to improve the accuracy and security of license plate recognition in ITS systems. The proposed model also addresses the issue of shifting lighting, which can complicate the identification of license plate characters using standard methods. By leveraging deep learning algorithms and the UFPR-ALPR dataset, the proposed model produces beneficial outcomes in identifying license plate characters. The proposed model addresses privacy and trust issues in ITS by utilizing blockchain and innovative contract technology to ensure secure communication of sensitive user data. The use of YOLO and blockchain technologies for license plate recognition is a novel approach that has yet to be extensively researched, and the proposed model aims to fill this gap. A detailed explanation of the proposed model is presented in the subsequent sections.

3  Dataset

In this study, the UFPR-ALPR and AOLP databases were combined to recognize the license plate and recognize the characters.

3.1 AOLP

This dataset served as the training set for the created model. Two thousand forty-nine photos of Taiwanese license plates make up this collection. Images acquired from multiple sites with varying traffic densities, timings, and weather conditions served as the samples for processing in the experiment. The dataset is split into three main groups: road patrol, traffic law enforcement, and access control. These categories are all distinct from one another. In AC, the angle at which the photos are taken is a pan of 30 and a tilt of 60, and the distance between the plate and camera is less than 5 m. The inclination is 0° to the ground. If the plate in the image is examined, its orientation is below ten, between 0.20 and 0.25 of the image’s ratio. Six hundred eighty-one photos in total were taken under various circumstances. The remaining 100 photographs are taken for testing, leaving us with 581 images for training. The roadside camera has recorded pictures of the vehicles that have broken the laws in a different category called TLE. There were 757 pictures gathered for this category. The image in the final class, RP, was taken using the camera mounted on the patrol car. Different qualities can be seen in these pictures. They are captured from numerous viewpoints and at different distances. In this category, as many as 2049 images are present. A preview of the dataset is shown in Fig. 3.
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Figure 3: Images of the AOLP dataset

3.2 UFPR-ALPR Dataset

UFPR-ALPR is another dataset that was used in the experiment. Four thousand five hundred photos were taken from inside the car as it navigated a dense urban environment’s traffic. About 30 frames were taken in each of the 150 videos from which the images were taken. The frames per second (FPS) rate is 30 FPS. Therefore, one LP is visible in the entire collection’s foreground, consisting of footage from 150 automobiles with 30 photos of each vehicle. Fig. 4 illustrates the dataset’s diversity. The films were recorded using the Huawei P9, GoPro Hero4 Silver, and iPhone 7 Plus. The images were saved as Portable Network Graphics (PNG) files with a 1920 × 1080 pixel resolution. The photos are different even though they were taken at the exact resolution and frame rate because separate cameras were utilized. The difference in camera characteristics, including autofocus, data rate, focal length, and optical image stabilization, is the cause of the disparate photographs. In addition, the repeated camera mounting causes a slight alteration in the camera’s location. Each camera collected up to 1500 pictures, classified into the following categories: 900 photographs of grey LP automobiles, 300 images of red LP automobiles, and 300 images of grey LP motorcycles. The LPs come in various sizes; those for cars are 40 cm by 13 cm, while those for motorcycles are 20 cm by 17 cm.
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Figure 4: Images of UFPR-ALPR dataset

3.3 Data Pre-Processing

Data pre-processing is critical in preparing a dataset for training a license plate recognition model. This process involves applying various techniques to ensure the accuracy and consistency of the data. This study pre-processed the UFPR-ALPR and AOLP datasets using the following methods. Firstly, image resizing was performed, where license plate images were resized to a typical size of 416 × 416 pixels to ensure consistency in the input size of the images. Secondly, data augmentation techniques such as horizontal and vertical flipping, rotation, and brightness adjustment were applied to increase the diversity of the training data and reduce overfitting. The grayscale conversion was performed to reduce the number of input channels required for the model. Contrast enhancement techniques such as histogram equalization were applied to improve the contrast and visibility of the license plate images. Data augmentation [48,49] is performed in two different approaches, in addition to training with the characters in the training set.

Additionally, noise removal techniques such as Gaussian blur and median filtering were applied to remove any noise or artifacts in the license plate images. Finally, the pre-processed dataset was split into training, and testing sets with a ratio of 80:20 to evaluate the model’s performance on unseen data. These pre-processing techniques ensure that the license plate recognition model is trained on a high-quality dataset, leading to improved accuracy in the recognition process.

4  Materials and Methods

Information about traffic management, environmental changes, and congestion is gathered and disseminated through a transportation system known as ITS. Communications between vehicles and between vehicles and infrastructure are made possible by ITS in various ways. In addition, ITS includes information from both wired and wireless connections. Infrastructure-to-infrastructure communication typically uses cable technology, while V2V and V2I communication frequently use wireless technology. Each ITS node has an IoT permanently deployed to gather data from multiple sources. IoTs collect information on trip time, position, monitoring, and delays. Real-time connectivity is prioritized by all ITS nodes and vehicles. Vehicles are used to deliver the data to a neighboring data center. Data is processed and then sent back to the affected vehicles as information. While V2I communication employs a continuous air interface to communicate across long and medium distances, V2V communication uses a specific short-range communication channel. Following receipt of the data at the nearby data center, operations for data cleaning, error correction, data synthesis, and additional logical analysis begin. The data that has been analyzed gives insight into both the current condition and the predicted future values.

The security of the created blockchain ledge distribution or smart contract is another objective of this strategy. According to the security analysis, the established smart contract is vulnerable to various threats. The approach used in this work to produce an agreement with minimal complexity favored the suggested architecture in terms of security considerations. Therefore, conducting a more thorough security evaluation is necessary to identify any flaws that can endanger the contract’s proper execution in such conditions. The strategy advocated in this study applies to more than just ALPR systems. Considering cutting-edge technologies and platforms, anyone can adapt the suggested architecture to fit different settings requiring privacy, security, and trust in IoT situations. Blockchains have been used increasingly in IoT environments to ensure the functionality of these systems.

Once the ITS is connected with blockchain technology, it will be straightforward to implement blockchain with the automatic license plate recognition system. The precise positioning of license plate regions is crucial for license plate character identification. However, due to the cameras’ differing vantage points, the typical license plate location systems cannot detect license plates in lighting or learning situations. The Yolo model is one of the quickest and most accurate deep learning methods for object detection. However, there are two significant problems with the YOLO model for recognizing license plates [2,50–55]:

•   Most of the time, YOLO’s model can only identify available license plate regions.

•   The YOLO model, which misidentifies other items on the road as license plates, has a more significant false-positive rate.

4.1 Vehicle and LP Detection

Two CNNs are trained in this step to recognize vehicle recognition in an input picture and LP detection in a recognized vehicle. They are examining Fast-YOLO and YOLO models, which can handle both straightforward (ALOP) and more realistic (UFPR-ALPR) data. For more straightforward scenarios, automated identification of automobiles and their LPs is conceivable. However, carrying out these tasks in more realistic settings required a deeper approach. Therefore, the final convolutional layer’s filters must be adjusted to correspond to the number of classes to use the YOLO model. Eq. (1) is followed by the number of filters determined by:

Filters=(C+5)×A(1)

C and A are variables that are used to calculate the number of filters needed in the final convolutional layer of the YOLO model. C refers to the number of classes the YOLO model must detect. For example, if the YOLO model needs to detect vehicles, pedestrians, and traffic signs, then C would equal 3. A refers to the number of anchor boxes that the YOLO model uses. Anchor boxes are predefined boxes of different sizes and aspect ratios that detect objects of different shapes and sizes in an image. Contrarily, the UFPR-ALPR dataset contains photos of vehicles and motorbikes (two classes), necessitating 35 filters for the vehicle detection task. Using two classes produced better results in our tests. In the YOLO model, the same modifications were implemented. In addition, the necessary margin in the validation set was calculated for all LPs to be entirely within the bounding boxes of the cars discovered by the vehicle detection CNN. It prevents losing LPs when the vehicle is accurately recognized and segmented.

4.2 Character Recognition

The recognition of many characters may be hampered by even a one-pixel mismatch between the ground truth and the prediction since many characters may need to be correctly segmented, contain missing pieces, and are small. The characters and their labels are inputted into these networks during training. The top four layers of the character segmentation CNN for digit recognition were deleted in our experiments since the results were comparable but had a lower computational cost. The character segmentation CNN’s complete architecture is still used for letter recognition (with more classes and fewer instances). The last convolutional layer of the networks for recognizing letters and numbers has 155 and 75 filters, respectively. The segmented characters are grouped according to their horizontal and vertical placements to distinguish between cars and motorcycles. Even in circumstances where the LP is significantly skewed, the first three characters match the letters and the final four the numerals. Like the character segmentation stage, negative images representing characters from other vehicle types are first built. Next, an examination determines whether characters may be flipped horizontally and vertically to create new instances. Fig. 5 below shows the Character (License Plate) Recognition model and Vehicle LP Detection.
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Figure 5: Block diagram of the proposed method

4.3 YOLO Model

You Only Look Once is referred to by the acronym YOLO. It is an object detection API that was created using Google Net. GoogleNet has a deeper CNN structure. Before YOLO, different object-detecting methods were developed. R-CNN, a deep learning algorithm, created object identification algorithms like Faster R-CNN. Two stages made up the faster R-CNN for object detection: bounding box detection and bounding box classification. However, YOLO is intended as a one-step object detection architecture, with the primary objective being quicker and better detection.

Given that it is intended to be a one-step process, the YOLO architecture only processes an image once before sending it to RCNN. Furthermore, the approach is more superficial because the area and object area are optional to be detected. In comparison to newly created R-CNN-based algorithms, this makes the procedure much simpler and faster. YOLO and its picture recognition mechanism are displayed in Fig. 6. The primary benefit of YOLO is its quick processing time, which is attained by applying the entire image to a single neural network. Contrary to the typical practice of obtaining the object bounding box first and moving on to object recognition, this method involves labor-intensive image processing that requires checking multiple positions and scales.

[image: images]

Figure 6: Object recognition procedure using YOLO

YOLO first splits the input picture into a grid to anticipate the bounding box within the grid. The object’s probabilistic categorization of the classes is then found by maximizing the confidence in the box. Consequently, the object’s center location coordinates (x, y), height, width (w, h), and confidence probabilities in the object’s category are identified.

The CNN structure of an input image is used to create 7 × 7 grid-based images. The total number of these photos will then determine the size of the final forecast region. The coordinates of the object, the class probability value when an object is located inside the grid and the tag of the class are all included in each grid row. The object’s points (coordinates) help determine the difference between the learning area’s position and the predicted one.

The YOLO model uses the loss function to consider the optimal weight. This type uses its capacity for training to keep track of weight. Loss functions can be classified into three categories: classification loss, localization loss, and confidence loss.

4.3.1 Localization Loss Function

The difference between the objects in a cell and the measured and predicted points of the total cells included in that image is used to determine the localization loss function. In addition, the variance between the measured width and height and the expected width and size of the border can also be used to compute it. Eq. (2) illustrates the localization loss function.

λcoord∑i=0s2∑j=0BIijobj[(xi−x^i)2+(yi−yi^)2]+λcoord∑i=0s2∑j=0BIijobj[(ωi−ωi^)2+(hi−hi^)2](2)

where λcoord is a coefficient that weighs the importance of the localization loss compared to the other loss terms, s is the number of grid cells in the image, B is the number of boundary boxes predicted by YOLO, i, and j are indices for the grid cells and boundary boxes, respectively. Iijobj is an indicator variable if the jth boundary box in the grid cell contains an object and 0 otherwise. xi, yi, ωi, hi are the predicted center coordinates, width, and height of the jth boundary box in the ith grid cell. x^i, yi^, ωi^, hi^ are the ground truth center coordinates, width, and height of the object that the j-th boundary box in the i-th grid cell is supposed to detect.

The difference between the objects in a cell and the measured and predicted points of the total cells in that image is used to determine the confidence loss function. In addition, the variance between the measured width and height and the expected width and height of the border can also be used to compute it. Eq. (3) illustrates the localization loss function.

λcoord∑i=0s2∑j=0BIijobj(Ci−Ci^)2(3)

where Ci is the predicted conditional class probability of the object in the ith grid cell, Ci^ is the object’s ground truth conditional class probability in the ith grid cell. When an object is detected, the conditional class probability is subtracted from it to calculate the classification loss function for each object. The classification loss function is the square of the difference. Eq. (4) is a representation of the classification loss function. A value of 1 is provided when an object is discovered. A value of 0 is presented if nothing is found.

∑i=0s2Iijobj∑cϵclasses(pi(c)−pi(c)^)2(4)

where pi(c) is the predicted probability of the object in the ith grid cell belonging to the class, pi(c)^ is the ground truth probability of the object in the ith grid cell belonging to class c. The total loss function known as the YOLO is calculated using Eq. (5). Three things may be found with it: the type of detected object, the number of objects per grid, the size of the location, and the boundary box. S stands for the grid number. It is seven by nature. B is the number of boundary boxes that YOLO foresaw. As a default, it is 2. C: The number of classes that YOLO identified.

λcoord∑i=0s2∑j=0BIijobj[(xi−x^i)2+(yi−yi^)2]+λcoord∑i=0s2∑j=0BIijobj[(ωi−ωi^)2+(hi−hi^)2]+∑i=0s2∑f=0BIijobj(Ci−Ci^)2+λcoord∑i=0s2∑j=0BIijnoobj(ci−ci^)2+∑i=0s2Iijobj∑cϵclasses(pi(c)−pi(c)^)2(5)

The structure of the neural network, the size of the filter, and the total number of stride parameters are all displayed in Fig. 7. Because YOLO views its detection problem as a regression analysis, no intricate mathematical procedure is ever needed. The YOLO neural network model is used convolutional and areas of maximal pooling. Layer-by-layer, fully linked convolutional neural networks are replaced by it. Despite the adjustment, the model can still forecast the class and position of objects simultaneously.
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Figure 7: YOLO system architecture

Additionally, YOLO was trained using input images with a size of 416 × 416. They multiply the neural network and divide the result by 32 to get the output size. The prediction approach is more effective with a single center grid than with four grid cells around the center. YOLO could use anchor boxes to forecast 1000 bounding boxes together with their classes and anticipated objectivity for each anchor box, increasing bounding box forecasts for objects of various forms.

4.3.2 Car Licence Plate Recognition by YOLO

If YOLO is to be further optimized by enhancing the bounding box prediction performances, the shape of the picture in the anchor box must be changed. K-means clustering has been successfully used as an optimized anchor box size. However, if K-means clustering is utilized, a larger anchor box will result in a higher loss than a smaller one, which is why adjustments are required. K-average will be employed since it will have a closer spacing between the data about the anchor box’s dimensions. The capacity to recognize centroids is enhanced by using K-means clustering and determining K, which are the occurrences of centroids. The computation for object detection will inevitably take longer because of the enormous number of anchor boxes needed, slowing down the process.

Conversely, YOLO will base its forecasts on grid cells. As shown in Fig. 7, the bounding box’s dimensions can be predicted using the same method. The correct response will continue to be either 1 or 0 if the center coordinates stay inside the cell.

4.3.3 Character Recognition with YOLO

It takes two steps to recognize characters on a license plate. Each character must first be divided into various categories before being categorized individually. However, this approach has some particular difficulties. The first is that it takes time to complete two steps. Identifying the number plate is only helpful if the characters are correctly split in the first phase. Character recognition becomes an object recognition challenge when one character is used to represent an entire class of objects. For example, there are 35 separate classes based on the letters A through Z and the digits 1 through 9. The number 0 is thought to be the letter O. An OCR network, however, that uses a YOLO network with a less significant modification is currently being developed. Finally, it will consider that the typefaces and license plates vary by country. Character recognition will improve as a result.

4.4 Implementation of Blockchain Technology

This study proposes blockchain technology to solve the privacy and security issues of communicating sensitive user data in ITS systems. The use of blockchain technology can ensure the secure and trustworthy transfer of data between vehicles and infrastructure, as well as among different system nodes. Moreover, blockchain technology can enhance the transparency and accountability of the scenario by providing an immutable and tamper-proof record of all transactions and data transfers. A smart contract is designed and deployed on the blockchain network to integrate technology into the proposed system. The smart contract handles the communication and data transfer between different system nodes, ensuring that all data exchanges are performed securely and with the proper authorization. However, the security of the smart contract is a critical concern in this approach. The smart contract must be designed and implemented with adequate security to prevent potential threats and vulnerabilities. A thorough security evaluation is necessary to identify and address any flaws that may endanger the appropriate execution of the contract.

Implementing blockchain technology in the proposed intelligent vehicle license plate recognition (IVLPR) system involves several steps. First, a blockchain network is created to serve as a decentralized ledger for storing data related to license plate recognition. This network can be public or private, depending on the specific requirements of the IVLPR system. Next, a smart contract is created and deployed on the blockchain network. This smart contract contains the business logic and rules that govern the license plate recognition process, including data validation, storage, and access. The smart contract is designed to be self-executing, meaning it automatically enforces the rules and regulations defined in the contract without human intervention.

The license plate recognition data is collected from various sources, including cameras installed in vehicles and infrastructure, and transmitted to the IVLPR system. Advanced computer vision methods, including OCR and object detection, are used to process and analyze the data to retrieve license plate information. The data is then secured and immutable by being encrypted and kept on the blockchain network via a smart contract.

Authorized parties, such as law enforcement agencies or toll authorities, can access the license plate data stored on the blockchain by interacting with the smart contract. The smart contract provides a secure and transparent method for accessing the data, as all transactions are recorded on the blockchain and can be audited by anyone on the network. Implementing blockchain technology in the proposed IVLPR system provides several benefits, including enhanced security, transparency, and trust. The decentralized nature of the blockchain ensures that the license plate data is secure and tamper-proof. At the same time, the smart contract provides a transparent and self-executing mechanism for governing the license plate recognition process.

5  Results

In this work, we conducted experiments to evaluate the performance of the suggested model using a Python implementation in a Windows 10 environment. The experimental setup involved utilizing a dataset primarily consisting of photographs for license plate detection and character recognition. The model employed for learning was based on YOLO, with the adaptation of OCR-Net to recognize the text on license plates. The experimental flow is depicted in the block diagram shown in Fig. 8.
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Figure 8: License plate detection and recognition

The dataset used in this work mainly consisted of photographs for license plate detection and character recognition. However, the specific details about the dataset, such as its size, sources, and any preprocessing steps applied, are not provided in the given text. The training parameters used to train the model were not explicitly mentioned in the provided information. It would be helpful to have information about the specific parameters, such as learning rate, batch size, optimizer, number of epochs, and any regularization techniques used, to understand the training process better. However, the text does mention that the model utilized for learning was based on YOLO, and the OCR-Net was employed to recognize the text on license plates.

To evaluate the experimentation outcomes, a confusion matrix methodology is used. The evaluation process can be displayed in tabular format to assess the effectiveness of the suggested categorization technique. The classification algorithm is taught using supervised learning to handle issues like statistical classification in machine learning. According to Table 2, each row in the predicted classes is represented by an instance of that class, and an example of that class illustrates each column in the actual courses. The fusion matrix utilized in the experiment is displayed in Table 2. Here, TP (True Positive) refers to the number of positive instances correctly classified by the model. TN (True Negative) refers to the number of negative cases the model correctly classified. FP (False Positive) refers to the number of negative instances incorrectly classified as positive by the model. FN (False Negative) refers to the number of positive cases incorrectly classified as negative by the model. TP and TN are generally considered correct predictions, while FP and FN are considered incorrect predictions.
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Precision, Recall, Average Precision, and mAP are the only criteria used to evaluate performance for object detection. The accuracy is the ratio of the expected positive condition to the actual positive condition. Eq. (6) depicts precision.

Precision=TPTP+FP(6)

The percentage of projected Condition Positive to actual Condition Positive is known as recall. The recall is represented by Eq. (7).

Recall=TPTP+FN(7)

When recall and precision are excellent, the evaluation yields the best results. Unfortunately, it is not easy to decide whether to evaluate the model based on accuracy or recall to get satisfactory results. In this situation, connected to precision or recall values, the best course of action is to compute the average precision. Each pair of accuracy and recall is acquired whenever the threshold is converted, which aids in computing the average precision. Eq. (8) demonstrates average precision.

Average Precision =∑n(Rn−Rn−1)x∗Pn(8)

Rn is the recall value at the nth threshold, and Rn−1 is the recall value at the (n−1)th threshold. Pn is the precision value at the nth threshold, x is The difference between the recall values at the nth and (n−1)th thresholds.

The experimental findings show that the suggested deep learning model for car license plate recognition generated by modifying the YOLO has an average precision for license plate recognition of 96.4% compared to earlier techniques. Table 3 displays a comparison study between the experimental outcomes and conventional methods. The YOLO license plate recognition results are also shown in Fig. 9.
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Figure 9: UFPR-ALPR results

The experiment was conducted using the UFPR-ALPR dataset, and the results are depicted in below Fig. 8. Images captured inside the car make up this dataset, typically in an urban setting. Both the vehicle and the camera are moving during the acquisition operation. There are few recognition failures for the conventional machine learning picture classification algorithms approach. However, the suggested deep learning model achieves satisfactory results by altering the YOLO, as shown in the picture. Typical methods could not reliably identify the characters because the photographs were taken in varying lighting conditions. But the suggested model produced valuable outcomes.

The average precision for the UFPR-ALPR dataset is shown in Table 3, where it is clear that our suggested model outperformed other methods [56] and [57] with 96.1% precision.

The tests were carried out using a different dataset called AOLP, which comprises license plates for the Taiwan region. The photos in this dataset are front and rear views, varying in location, time, distance, and traffic circumstances. Seven hundred images were captured throughout this experiment to evaluate the model on each run. Table 4 demonstrates that the results are far more encouraging than conventional machine learning algorithms. Fig. 10 displays the outcomes.
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Figure 10: AOLP results

The average precision for the ALOP dataset is shown in Table 4, where it is clear that our suggested model performed well with 96.2% precision, while alternative processes [56] and [57] scored, respectively, 89.9% and 92.8%.

6  Discussion

Data security is essential in ITS systems since sensitive user data is communicated online. Privacy issues occasionally arise due to the amount of data generated. This approach assesses the security of the established blockchain ledger distribution or smart contract. It is important to stress that increasingly complicated systems could necessitate complex contracts. By considering cutting-edge technologies and platforms, anyone can modify the suggested architecture to additional settings that require privacy, security, and trust. The LP number on a car may be recognized using ALPR systems, which are automated image processing tools. The license identification is retrieved by these systems using a variety of approaches, including object detection, image processing, and pattern recognition. When an ALPR system detects a vehicle, the license plate number is recognized and compared to vehicle database records of interest in criminological investigations.

This work presented a cutting-edge storage architecture to ensure privacy in license plate recognition systems. The architecture uses YOLO technology, smart contracts, and a private blockchain. With a focus on quicker and better detection, YOLO is created as a one-step object detection architecture. First, the YOLO architecture processes a single image, which then sends the image to CNN. The process is much simpler and faster than newly created R-CNN-based algorithms. The primary concept is to use OCR-Net to alter the YOLA model.

Then, a supervised learning format is used to train the classification algorithm in deep learning. Finally, the evaluation procedure was presented in tabular form to evaluate the suggested classification algorithm’s effectiveness. The dataset used to train the model primarily consists of photos for license plate detection and character recognition, and the learning model was built on the YOLO principle. The proposed techniques in this paper support privacy in several ways. First, blockchain technology and smart contracts ensure that sensitive user data communicated over wireless devices and routes such as radio channels and optical fiber is kept secure and private. Blockchain provides a decentralized and transparent way of storing and sharing data without needing a trusted third party, which helps to protect user privacy. Second, combining the YOLO object detection method and RCNN in the ALPR approach enables real-time object identification and recognition while preserving privacy. This approach accurately locates and identifies license plates without revealing other sensitive information. Finally, the proposed model addresses the challenges of identifying license plates due to shifting lighting conditions. It helps to ensure that these challenges do not compromise users’ privacy.

An effective real-time end-to-end ALPR system is made possible by the potent YOLO object detection CNNs used in this work. Every level of ALPR requires the training of a network, except character recognition, where letters and numbers are recognized separately. Additionally, we generated a dataset for UFPR-ALPR that is freely accessible to the public. It consists of 4500 painstakingly annotated images shot by one hundred and fifty cars while they were driving. Our dataset has a greater diversity of aspects and more than twice as many images as this project’s ALOP dataset. Character segmentation and recognition are currently ALOP systems’ bottleneck stages.

Techniques such as data augmentation to replicate LPs from different vehicle categories and boosting characters with a few examples in the training set were employed to boost recognition rates in both phases. These tactics, albeit straightforward, were crucial to obtaining exceptional outcomes. In the ALOP dataset, our system was able to achieve a complete recognition rate of 96.2%, significantly surpassing earlier results (89.9% and 92.8%) and displaying a little superior performance than other commercial systems (94.09%). Furthermore, only the suggested approach could accurately identify at least six characters in all LPs. The proposed ALOP and two commercial systems were assessed as baselines on the new dataset. Since both commercial systems had recognition rates under 70%, the results showed that the UFPR-ALPR dataset is exceedingly tricky. With an identification percentage of 96.1%, our system did better. However, more is needed for several applications of ALOP in the real world. The results were then assessed using parameters from confusion matrices. To forecast the accuracy of the characters recognized, average precision was determined. Finally, traditional machine learning approaches were used to compare the outcomes further. The results obtained using the suggested methodology outperformed those obtained using traditional machine learning methods in earlier research. A total accuracy of 96.2% was attained compared to some of the other procedures.

The proposed technique has several advantages over previously used technologies. Firstly, it offers improved accuracy, with a recognition rate of 96.2%, surpassing the previous technology. Secondly, the technique enables real-time object identification and recognition by combining a cutting-edge object detection technique with an RCNN built with the tensor flow core open source libraries. This capability allows for faster and more efficient identification of license plates, enhancing the system’s overall performance. Additionally, the proposed model can accurately identify license plate characters, significantly improving over standard methods even in shifting lighting conditions. This ability to identify license plate characters accurately enhances the security and reliability of the system [58].

The proposed technique for intelligent vehicle license plate identification based on YOLO and blockchain technology has demonstrated promise. It does, however, have some restrictions that must be recognized. For starters, the results’ generalizability may be limited due to the limited research on the application of YOLO and blockchain technology specifically for license plate recognition. Additional study is required to validate and expand the findings to other situations and datasets. Second, the proposed technique’s execution necessitates the usage of complicated blockchain and smart contract technology. This complexity can make implementation, maintenance, and integration with existing systems difficult. The method’s feasibility and ease of adoption may change based on the resources and skills available in different circumstances. Finally, the suggested technique’s real-time object identification and recognition capabilities necessitate strong hardware [59]. This may limit its scalability and usability in resource-constrained contexts when access to such technology is limited or prohibitively expensive. The system’s practical practicality and requirements should be considered in various deployment situations. Furthermore, the study is hampered by a lack of specific information regarding the dataset used. While the UFPR-ALPR dataset and recognition rate are presented, key parameters such as dataset size, variety, and sources are not discussed. The lack of such information makes it difficult to thoroughly evaluate the suggested model’s robustness and generalizability [60].

There are some scenarios and conditions in which the proposed method may not work well [61]. One example is the reliance on precise and high-quality image data for license plate identification and recognition. In real-world circumstances, environmental factors such as inadequate lighting, occlusions, or fast-moving vehicles may have an impact on the acquired image quality. Under such difficult conditions, the proposed approach may struggle to reliably identify and recognize license plates. Furthermore, the efficacy of the proposed approach may fluctuate when used to different types of license plates, particularly those with non-standard or atypical designs. Distinct areas or countries’ license plates may have distinct font styles, characters, and forms, which can make proper recognition difficult [62].

Another disadvantage is the reliance on blockchain technology, which adds complexity and expense above traditional approaches. Scalability issues plague blockchain networks, and the suggested approach may suffer similar difficulties when processing a huge volume of license plate data in real-time. The blockchain infrastructure’s scalability constraints must be considered, especially in scenarios with high traffic volume or systems requiring near-instantaneous reaction times.

Furthermore, real-time object identification and recognition utilizing deep learning approaches can be computationally demanding. The performance of the suggested technique may be influenced by the available computational resources, such as processing power, memory, and storage. The approach’s real-time performance may be reduced in resource-constrained contexts or on devices with limited capabilities. It is also critical to recognize the potential privacy risks connected with the proposed solution. Intelligent transportation systems collect and process sensitive user data, such as license plate information. It is critical to have strong data privacy and security procedures in place to handle privacy issues and safeguard user confidentiality. So many researchers are researching on the related topics [59–62]. The study does not go into detail about the privacy precautions that were put in place, and more research is needed to analyze the privacy consequences of the proposed approach.

7  Conclusions

ITS require high data security since they transmit sensitive user data online. Blockchain and smart contract technology have partially addressed privacy issues. Our work is the first to implement a blockchain-based method for ensuring privacy in ALPR systems through the YOLO technique. According to the security analysis, the deployed blockchain is immune to several attacks. The method adopted in this work to create a primary complexity contract was more favorable to the suggested architecture in terms of security concerns. However, it is important to stress that more complicated contracts can be required for more complex architectures. In these situations, it is essential to do a more thorough security analysis to find any flaws that could jeopardize the contract’s correct operation.

Moreover, this study’s YOLO object detection approach leverages conventional blockchain technology to locate and identify the license plate. This study used license plate numbers to apply the deep learning technique. Technology for detecting objects OCR-net is used to recognize the character from the plate, and YOLO is used to detect the object with minimal modification. Two license plate databases, UFRP-ALPR and AOLP, have been used. Confusion matrix parameters were used to assess the outcomes. The average precision was determined to estimate how accurately the characters would be recognized. The works were contrasted further using conventional machine learning methods. Earlier research studies utilizing traditional machine learning approaches outperformed those from the suggested methodology. 96.2% overall accuracy was achieved, which is higher than the other methods.

Further research can explore integrating advanced machine learning techniques with blockchain and smart contract technology to enhance the security and privacy of ALPR systems. Additionally, future studies can investigate using different databases and datasets for license plate detection and character recognition and compare the results with traditional machine-learning approaches. Furthermore, exploring the potential of integrating other sensors, such as lidar and radar, can provide more accurate and reliable data for traffic monitoring and law enforcement.
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Table 4: Average precision for ALOP dataset
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Table 2: Confusion matrices

True condition

Condition positive Condition negative

Predicted condition  Predicted condition positive ~ TP FP
Predicted condition negative =~ FN TN
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