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Abstract: The Access control scheme is an effective method to protect user data privacy. The access control scheme based on blockchain and ciphertext policy attribute encryption (CP–ABE) can solve the problems of single—point of failure and lack of trust in the centralized system. However, it also brings new problems to the health information in the cloud storage environment, such as attribute leakage, low consensus efficiency, complex permission updates, and so on. This paper proposes an access control scheme with fine-grained attribute revocation, keyword search, and traceability of the attribute private key distribution process. Blockchain technology tracks the authorization of attribute private keys. The credit scoring method improves the Raft protocol in consensus efficiency. Besides, the interplanetary file system (IPFS) addresses the capacity deficit of blockchain. Under the premise of hiding policy, the research proposes a fine-grained access control method based on users, user attributes, and file structure. It optimizes the data-sharing mode. At the same time, Proxy Re-Encryption (PRE) technology is used to update the access rights. The proposed scheme proved to be secure. Comparative analysis and experimental results show that the proposed scheme has higher efficiency and more functions. It can meet the needs of medical institutions.
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1  Introduction

The rapid development of the Internet of Things and cloud computing enables wearable devices to collect and analyze human health data in real-time, including body temperature, blood oxygen, pulse, etc., by sharing the above data, combined with hospital examination records, it can provide a more accurate basis for doctors’ diagnosis, which is a typical application scenario of cloud health.

CP-ABE [1] is a one-to-many access control policy widely adopted by cloud computing. Although many researchers have made improvements, there are still some problems: a single point of failure, such as property server downtime or attribute agencies maliciously divulging users’ private keys; Information leaks, such as the access policy: “(Doctor-ID: 1234) AND (Department: Infectious diseases) AND (All-data)”, a malicious user can easily speculate that the patient has an infectious disease, obviously revealing the patient’s privacy; The update of the access policy is complex or even missing, for example, when a medical research institution wants to obtain the patient’s heart rate data and the blood oxygen data collected by the bracelet, the patient may not be able to change the policy to “(Disease research institutes) AND (Blood oxygen) AND (Heart rate)”; In addition, when the encrypted file corresponding to the access policy has a hierarchical relationship, for example, the medical data file contains the patient’s name, as well as Blood oxygen data and Heart rate data. Patients want their attending doctors to access all the data, while research institutions can only access the examination records. The existing CP-ABE needs to encrypt each file separately, which will result in large computing and storage overhead.

The proposal of Hidden Policy CP-ABE (HP-CP-ABE) has improved the problem of user privacy disclosure. Literature [2] proposed a method to resist attribute value guessing attack (AVGA) and supports an outsourced decryption test algorithm to assist users in decrypting the ciphertext. However, this scheme does not support attribute revocation and ciphertext search.

The core advantage of blockchain technology is publicly verifiable, which can ensure the compliant use of medical data using digital signature, timestamp, distributed consensus, etc., thus providing support for solving the problems of single point failure, private key disclosure, inefficient and insecure data storage, etc. Although these characteristics of the blockchain are suitable to solve the inherent problems of the traditional CP-ABE single-attribute authority, the blockchain has the problems of a large amount of consensus calculation and high delay, such as proof-of-work (POW), Proof of Stake (POS), and so on. Although the efficiency of the Raft consensus mechanism is greatly improved, when there are many electors, the main algorithm cannot reach an agreement quickly, nor is it suitable for multi-node consensus. In addition, there is a problem of capacity expansion in the blockchain, the IPFS can reduce the storage load of the blockchain nodes and facilitate the retrieval of information.

To solve the above problems, this paper proposes a searchable fine-grained ciphertext access control policy based on blockchain and CPABE. The main contributions of this paper are as follows and the main functional differences from other access control schemes are shown in Table 1. Our scheme implements finer-grained access control and permission updates as well as attribute key traceability. Note that “✓” means this function is supported, while “✗” means it is not supported.

[image: images]

1) Under the premise of policy hiding, structured data & user attribute permission tree is the first designed to support fine-grained access control in three dimensions: user, user attribute, and file structure, to enhance privacy. The calculation complexity of the corresponding n files is O (n) * symmetric encryption cost +O(1) * asymmetric encryption cost, while the encryption cost of the non-file tree structure is o (n) * asymmetric. Our solution significantly reduces computational complexity.

2) To update the attributes of the user, we have for the first time realized the symmetric key (used to encrypt a single file) update and the attribute private key (used to encrypt symmetric keys) update, as well as the attribute ciphertext synchronous update by PRE (see Func8–11). PRE is used to update the ciphertext of files on IPFS. As far as we know, none of the other schemes can achieve key updates.

3) The scheme uses blockchain to record the distribution of attribute keys and the storage address of patient information in IPFS. The traceability of key distribution is realized while solving the problem of insufficient blockchain capacity, and the improved Raft algorithm also speeds up the master selection rate and further improves the consensus rate.

The rest of this paper is organized as follows: Section 2 introduces relevant research progress. Section 3 gives background knowledge. Section 4 introduces our scheme, including the system model, security assumptions, private key distribution management of the multi-attribute mechanism, and construction of structured data & user attribute permission tree. Section 5 gives the encryption scheme. Section 6 is the security proof analysis and performance evaluation. Finally, a full-text summary is made in Section 7.

2  Related Works

Taking the medical application as an example, we used “TS = (access) AND TS = (blockchain) AND (TS = (medical) OR TS = (health))” to search the literature in the past five years, and obtained 789 and 871 records in WEB OF SCIENCE and SCOPUS databases, respectively.

2.1 Blockchain Used in Access Control

After removing repeated literature and summary analysis, we find that the combination of blockchain technology and access control forms two decentralized access management methods: one is the combination of blockchain technology and existing access control models, blockchain acts as the carrier of existing access control models, including the combination of RBAC [8], ABAC [9] and Cap-BAC [10]. The other is a newly developed access control method based on transactions [11] or intelligent contracts [12]. Although the combination of blockchain and access control can solve the problems of a single point of failure and lack of trust, it also introduces problems such as complex models. Consensus mechanism optimization, storage expansion, and privacy protection have become new challenges in access control for blockchain applications.

2.2 Attribute Revocation Based on CP-ABE

The above research uses many cryptographic tools, such as CP-ABE (For a detailed process, please refer to Section 3.3), proxy re-encryption, and zero-knowledge proof. Furthermore, we add the keywords “Policy” and “Attribute” to search again, and get 185 and 228 results in the above database, respectively. It was found that 156 articles are using the CP-ABE tool to solve access control problems based on blockchain, accounting for 21.3%. CP-ABE has become an important way to solve access control problems by taking advantage of its one-to-many sharing, but attribute revocation, ciphertext search, and policy hiding have not been well solved, which limits the application of the scheme.

Pirretti et al. [13] proposed the concept of attribute revocable for the first time. Since then, the research on attribute revocation has developed in two directions, one is user-level revocation, and the other is attribute-level revocation. Because the latter is more flexible, it has become the current research hotspot. Wei et al. [3] proposed an attribute-based data access control method for cloud storage systems. All attribute institutions in the system independently issue keys for users, but this process only supports user-level revocation. Sowjanya et al. [14] proposed a secure WBAN framework, which uses CP-ABE based on elliptic curve cryptography without bilinear pairing operation. Yang et al. [4] designed a revocable CP-ABE blockchain multi-permission EHR sharing scheme (MA-RABE) using a distributed one-way anonymous key protocol to address the power centralization caused by single attribute permissions in the current CP-ABE scheme, as well as the curious or even malicious issues of cloud servers. Chaudhary et al. [15] proposed a multi-authorization CPABE scheme for Internet of Things devices, which eliminates the most expensive ciphertext update operations in the process of attribute revocation and addition for the first time. Considering the problems of the single-attribute authorization mechanism, Literature [16] proposed a blockchain-based secure and fair data trading system by taking advantage of the smart contract and matchmaking encryption. The proposed system enables bilateral authorization, where data trading between a seller and a buyer is accomplished only if their policies, required by each other, are satisfied simultaneously.

2.3 Searchable Ciphertext

In 2000, the scheme of searchable encryption appeared for the first time. Song et al. [17] used the cloud server’s computing power to search the stored data’s keywords to improve retrieval efficiency. In 2004, Boneh et al. [18] introduced searchable encryption technology into asymmetric encryption schemes for the first time. Since then, searchable encryption has developed into symmetric searchable encryption (SSE) and asymmetric searchable encryption (ASE). Literature [19] mainly realized two main features: avoiding the illegal sharing of private keys by multiple users, providing data access rights for data owners, and flexibly changing access policies. It adopts different traceable dynamic policies and provides a multi-access system with high security. Literature [20] proposed an attribute-based searchable encryption scheme, which supports the check function of multiple keywords. literature [21] implemented a secure search for ciphertext keywords in an open and transparent blockchain environment, and can resist chosen-plaintext attacks and keyword-guessing attacks., Wang et al. [22] proposed an effective lattice-based public-key searchable encryption, which is suitable for fine-grained access control of edge computing.

2.4 Policy Hiding Based on CP-ABE

The function of policy hiding is mainly realized through the transformation of access structure, which includes four kinds: Linear Secret Sharing Scheme (LSSS), “and gate” structure, Access Tree, and monotone Boolean formula (MBF). Belguith et al. [23] proposed a policy-hidden ABE scheme, which replaces user attributes in the access control structure with computable values. Tao et al. [24] used a complete hiding strategy, using a hash function to map the user’s attribute values to random numbers. The CP-ABE of partial hiding strategy was proposed in the literature [25], but the revocation of user attributes cannot be realized. Literature [4,5] only needed to re-encrypt the ciphertext when revoking, but it can only realize the revocation of the user. Literature [26] provided blockchain-based data sharing using hidden vector encryption (HVE) with “conversion steps”. Literature [27] implemented an efficient FHP-CP-ABE scheme using an Attribute Bloom Filter (ABF), but this scheme only supports And-gate-related access structures. Literature [28] proposed a hidden policy-based attribute encryption scheme (HP-CPABKS) with keyword search. Users with mismatched attributes will not be able to search encrypted data and obtain any information about the access structure. Zhang. et al. [29] proposed an efficient and secure sharing scheme (PHAS-HEKR-CP-ABE) based on LSSS, but the complexity of their decryption testing algorithm increased exponentially. Table 2 shows the functional comparison of several schemes. In addition, for the medical image data involved in this article, the methods proposed in [29–31] can further protect the privacy of user image data.
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3  Preliminary

To better understand the proposed program, in this section, we will provide the main technologies and necessary background for the program.

3.1 Blockchain Combines with Raft and IPFS

Blockchain [32] is essentially a distributed database maintained by all participants. The database uses cryptographic algorithms and timestamps to string all transactions in the network in the form of chains in time order to ensure that the data cannot be tampered with and forged, to achieve an environment without trust. The consensus algorithms of blockchain include POW, PBFT, DPOS, and so on. In the DPOS mechanism, N nodes are selected to participate in accounting, and PBFT reaches a consensus through a consensus agreement among the limited number of nodes in the alliance chain. Although the number of nodes is limited, it also requires pairwise communication between nodes to complete the consistency protocol. On the other hand, the Follower of Raft synchronizes the account books directly according to the instructions of the Leader, and there is only one accounting node in the same period. Raft [33,34] is direct and efficient and can achieve block output in seconds. Each node in a distributed cluster that follows the Raft algorithm plays one of the following three roles: The Leader, is responsible for communicating with the client, receiving commands from the client, and forwarding them to the follower to complete data synchronization; the Follower, its meticulous execution of commands from the leader; Candidate, when a follower has not heard from a leader for a long time, he will rise and become a candidate, grabbing the qualification to become a leader. In our scheme, multiple candidate AA will select the leader AA based on the Raft consensus mechanism to complete the distribution of the attribute private key.

A classic block structure is shown in Fig. 1, which consists of two parts: block head and block body. The blockhead mainly consists of the version number, the hash value of the previous header, the timestamp, the random value, and the Merkel root. Block is a specific transaction record; each transaction information is digitally signed and hashed layer by layer to construct a Merkle tree to ensure that the transaction cannot be forged.
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Figure 1: Blockchain structure and consensus

IPFS [35] technology solves the defect that the blockchain cannot store massive files. IPFS is based on content addressing, that is, what the user is looking for is not an address but the stored content, and does not need to verify the identity of the sender, but only needs to verify the hash of the content. Libp2p, a sub-module of IPFS, has been adopted by many blockchain projects, including Ethernet 2.0 and Polkadot, so this paper will use IPFS to store file data later.

3.2 Difficult Assumptions

3.2.1 BDH Assumption

Given a group (g,ga,gb)∈G3, calculate function value e(g,g)ab∈GT. If there exists an algorithm 𝒜 satisfying Pr[𝒜(g,ga,gb)=e(g,g)ab]≥ε, claim that algorithm 𝒜 can solve the BDH problem with an advantage of ε, where g is randomly from G, a,b∈RZp. We say that the BDH assumption in G holds if there is no PPT algorithm solving the BDH problem in G by a non-negligible advantage ε.

3.2.2 DBDH Assumption

Let (p,G,GT,e) be a tuple of bilinear groups of order prime p.g is the generating element of G. If given the challenge tuple D=((p,G,GT,e),g,ga,gb,gc) and Z. Then there is no PPT adversary 𝒜 can distinguish Z=Z0=e(g,g)abC from Z=Z1=e(g,g)d by a non-negligible advantage ε, where the advantage of adversary 𝒜 is: Adv𝒜DBDH(λ)=|Pr[𝒜(D,Z0)=0]−Pr[𝒜(D,Z1)=0]|, a,b,c,d∈Zp.

3.2.3 HDH Assumption

Let h be an integer, and H:{0,1}∗→{0,1}h be a Hash function. Given (g,ga,gb,H(gc))∈G3×{0,1}h as input, If a⋅b=c, then output “1”, otherwise output “0”. An algorithm 𝒜 solves the HDH problem by outputting b′∈{0,1} with the advantage of ε, if it satisfies Eq. (1):

|Pr[𝒜(g,ga,gb,H(gab))=1:g∈RG,a,b∈RZp*]−Pr[𝒜(g,ga,gb,η)                                                                =1:g∈RG,η∈R{ 0,1 }h,a,b∈RZp*]|≥ε(1)

This paper claims that the HDH assumption holds if there is no PPT algorithm to solve the HDH problem with a non-negligible advantage ε.

3.3 Ciphertext Policy Attribute Encryption

The CP-ABE scheme consists of four algorithms: a system parameter building algorithm, a key generation algorithm, an encryption algorithm, and a decryption algorithm:

Step1. System parameter building algorithm (k): input security parameter k, output public key pk and master key mk.

Step2. Key generation algorithm (mk,Atr): enter the master key mk and the user attribute set Atr, and return the private key sk for the attribute set Atr.

Step3. Encryption algorithm (pk,M,A): input public key pk, message M and access structure A, output ciphertext CT.

Step4. Decryption algorithm (pk,C,sk): input public key pk, ciphertext C and private key sk about user attribute set Atr. If the attribute set can satisfy the access structure A of the ciphertext, the message M will be output, if not, the decryption will fail.

4  Proposed Scheme

4.1 System Model

The system model of our proposed scheme is shown in Fig. 2 and consists of seven entities: the set of Authorization Authorities (AAs), the data owner (DO), the data visitor (DA), the blockchain (BC), the proxy server (PS), the IPFS and the search server (SS).
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Figure 2: System model

The communication channels between the subjects are all secure, and users access the encrypted files in a read-only way and cannot modify them at will. The functions and security assumptions of each entity are described below.

AAs: AAs are composed of multiple attribute authorities that participate in attribute distribution, each representing a different organization, such as IoT companies, healthcare providers, insurance providers, healthcare regulators, etc. Each AA, as the whole node of the blockchain, runs the Raft consensus algorithm. Finally, the leader initializes the whole system distributes the attribute private key encrypted by the user’s public key, and records the hash value of the IPFS storage location to form a block. In addition, the leader is also responsible for generating the proxy re-encryption key (rk) when the user attribute is revoked.

AA is semi-trusted, and the leader (supervising AA) will generate the system public key, master key, and user’s private key, but may distribute attribute private key that does not match the user attributes. The supervising AA will supervise the distribution of private keys by the current AA. AA is always online and will not actively disclose the system master key and user attribute private key, and there is a method of securely transmitting the private key to the user.

DO: DO use a symmetric key (K) to encrypt the medical file (MD) to form data ciphertext (CM), defines access policy A, and encrypts K to get key ciphertext (CK) according to A. Then the generated index, CM, CK, K, conversion method F, and embedded access policy A are packaged and uploaded to the proxy server.

DA: All the users who want to access medical data are DA. DA generates keywords according to the demand, generates search trapdoor Tw, and then uses the public key (PKSS) of the search server to encrypt and send it to the search server to obtain the ciphertext storage location (Addrs), and then DA applies for the attribute private key (skDAi) from the AA. For any DA, MD can be restored if and only if its attribute set satisfies the access policy A.

DA is untrusted, and collusion attacks may be launched if each cannot be decrypted independently.

BC: As a traceable distributed ledger, BC stores the records of attribute private key distribution and data verification in the system. Because the blockchain is publicly verifiable, AA hashes the storage location of CM and CK to form a data verification record.

PS: When the user attribute is revoked, PS uses the re-encryption key (rk) and F algorithm and re-encrypts CK and CM to prevent the PS from directly operating K and MD.

PS is semi-trusted. PS will faithfully execute users’ requests for uploading ciphertext and re-encryption, but it will conspire with malicious users to steal sensitive information for commercial purposes.

IPFS: IPFS is honest and curious. IPFS honestly performs the operations requested by users, but it also attempts to obtain confidential data files and symmetric keys stored in it. In addition, IPFS is always online and provides a stable service.

SS: SS stores the ciphertext storage address (Addrs), and a keyword index, matches the trapdoor, and returns the Addrs to the user with a successful match.

SS is semi-trusted and does not expose the Addrs, but attempts to get the MD corresponding to the Addrs.

4.2 Security Model

The security model of this scheme is based on the IND-sAtt-CPA game, which simulates the attack game between Challenger and Adversary. In the game, the challenger simulates the execution of the algorithm to answer the query request of the Adversary. The specific process of the game is as follows:

Initialization phase: The adversary selects a challenge access policy and sends it to the challenger.

Build phase: The challenger runs the system parameter building algorithm to generate the public key and the master key (Pk,Mk) and sends the public key Pk to the attacker Adversary.

Phase 1: The adversary adaptively selects the set of attributes for the private key. The challenger runs a key generation algorithm to generate a private key for the attributes.

Challenge phase: The adversary sends two plaintexts of equal length m1, m2 to the challenger. Challenger chooses b∈{0,1} at random and returns The calculation process is shown in Eq. (2).

Cb=Encrypt(mb,τ∗,Pk)(2)

Phase 2: The adversary repeats phase 1 and continues to Continue to ask for the private key.

Guessing phase: Adversary outputs b′∈{0,1}, based on a guess.

Definition 1: A scheme is CPA-safe if the adversary’s attack advantage in the IND-sAtt-CPA game is negligible in any probabilistic polynomial-time (PPT), where the advantage ε=|Pr−1/2|.

4.3 Blockchain-Based Private Key Distribution Management

4.3.1 Raft Consensus Scheme Based on Credit

The Raft algorithm cannot select the only node as the leader when multiple nodes get the same number of votes, and the solution is to re-elect, which will increase the time and complexity of the system. In this paper, a credit score is used to improve the speed of Raft selection. If the node distributes the correct attribute private key, the node can increase the credit score, otherwise, reduces the credit score. After the leader is selected, a confirmation message is sent to other nodes, and the selection process ends, and the other nodes switch to the follower state and supervise the generation of new blocks, as shown in Fig. 3. The score is added based on the historical number of node attribute private key releases and the stability of the node, while the score is deducted based on the node’s error feedback, penalty factors, etc. The credit score is calculated as shown in Eq. (3).
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Figure 3: Voting process

{ Ri=aVs−βVwa=NiNβ={ β1  [ 0,R1 ]⋮βj [ Rj−1,Rj ](3)

In Eq. (1), Ri is the credit score of the node i, Vs is the cumulative number of successful private key releases; Vw is the number of erroneous private key releases; a is the node stability factor; N is the number of days the system is running; Ni is the number of days that node i is not out of service, etc., β is the node penalty factor, which is the segmentation function of the current credit value; β1,⋯,βj are the segmentation function values corresponding to each credit value interval, generally β1<⋯<βj, R1,⋯,Rj are the corresponding interval boundary values. For more information on how to improve the efficiency of selecting leaders, see Section 6.4.3.

4.3.2 Block Structure of Private Key Distribution

Whenever a user initiates an application for an attribute private key to AAS, all AA record its user number (UID) and attribute. Leader distributes the attribute private key encrypted based on the user blockchain public key and writes the data to TX when it is completed. TX includes message type (Type), timestamp (Time), UID, user attribute set (Attrset), and the hash value of SK and a random number (t). The leader also records H (Index | Addrs) submitted by other AA to ensure that the data is untampered and undeniable. After the leader completes this Block, the leader broadcasts it to the supervisor AA. Each supervisory AA randomly extracts the Block data, first uses its UID and Attrset tables to audit whether the Attrset in this TX is wrong, and then uses Attrset, t, PK, and MSK to calculate the hash value of SK, and audit whether there are errors in SK. If the audit fails, the ID of the block and the UID of the error will be broadcast. All AAs receiving the broadcast will review the data. If there is an error, the AA responsible for the data will be deducted a certain score. The leader will rewrite the data and broadcast the modified block. If it is determined that this block is legal, the AA responsible for this block will be awarded a score. At the end of his tenure, the leader packages all legal TXs, the specific structure of the block is shown in Fig. 4.
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Figure 4: Block structure of private key distribution

When users find that there is a problem with their private key (their attribute set satisfies the access structure but cannot complete the decryption, or does not satisfy the access structure but can decrypt), they can appeal to AAS. Leader finds the corresponding block according to the time stamp of the appeal user’s private key, then finds the user’s private key distribution record according to the UIDs in the header of the Block, regenerates the private key, and rejects the appeal if there is no error. Otherwise, the credit score will be deducted from the AA responsible for the distribution of the user’s private key, and the current leader will redistribute the user’s private key.

4.4 Structured Data and Construction of User Attribute Permission Tree

In the introduction, this paper has introduced the structure of encrypted files, specifically, for example, the MD file in Fig. 5 contains ID and PD files, while the ID file can be divided into BP and SPO2H files. In other words, the access tree T-MD of the file MD is composed of T1-ID and T2-PD, while T1-ID is composed of T1-ID-SPO2H and T1-ID-BP, which has a structural relationship.
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Figure 5: Structured data & user attribute permission tree

The existing CP-ABE needs to encrypt the attributes of each file separately, which is complicated. This paper designs a structured CP-ABE algorithm, which encrypts the files BP, SPO2H, and PD by using the symmetric key K (K1, K2, K3), while the symmetric key K only needs attribute encryption once.

For the above file hierarchy, the T-MD tree contains two leaf nodes, T1-ID and T2-PD. Access to T2-PD requires that the user has an attribute Manager-ID:1234 or an attribute PD-data. T1-PD also has two leaf nodes corresponding to files T1-ID-SPO2H and T1-ID-BP. To access T1-ID-SPO2H, the user needs to have the attribute SPO2H and one attribute in the Infective disease, research institutes, Doctor ID: 1234. To access T1-ID-BP, the user needs to have the attribute BP and one attribute in the Infective disease, research institutes, Doctor ID: 1234. The construction of the entire tree is based on AND and OR gates. Therefore, users with different attributes have access to different files.

For example, User1 (with attribute Manager-ID: 1234) obtains K1 and can only manage patient privacy information PD. Attending doctor User2 (with attributes PD-data, BP, SPO2H, DoctorID: 1234) obtains K1, K2, and K3 and can access all data, while research institution User3 (with attributes Disease research institutes, BP) can only obtain K3 and access BP data.

When AA wants to revoke or update the file access permission of a user, AA only needs to modify the user attributes, so that different users get different attribute private keys, and further obtain the symmetric key K (K1, K2, K3) of different files.

This paper assumes that there are files m1 and m2, and their access structure trees are T1, T2, T1, and T2 with hierarchical relationships. Our solution integrates them into a complete access tree. For m1 and m2, only one access policy-based encryption operation is required. If the hierarchical relationship of the files is not considered, separate attribute encryption operations need to be performed for m1 and m2. When the number of files is 2 for policy update, our encryption cost based on the file tree structure is O(2) * symmetric encryption cost +O(1) * asymmetric encryption cost, and the calculation complexity of the corresponding n files is O (n) * symmetric encryption cost +O(1) * asymmetric encryption cost, while the encryption cost of the non-file tree structure is o (n) * asymmetric. Our solution significantly reduces computational complexity.

5  Encryption Scheme

There are two stages of system initialization: the user registration phase and the attribute authority initialization phase.

User registration: Each AAi, DO, DA, PS, and SS are registered as a user of the blockchain, and generate their key pair (PKAAi,SKAAi), (PKDOi,SKDOi), (PKDAi,SKDAi), (PKPS,SKPS), (PKSS,SKSS), and distribute the identity Aid and Uid to each AAi and user.

Attribute Authority initialization: This process is performed by the initial authority AAi, as shown in Func1.
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Attribute Key generation phase. The process is executed by the initial AAi, as shown in Func2.
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Cryptographic generation phase. This process is executed by DO, as shown in Func3.
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Index generation phase. This process is executed by DO, as shown in Func4.

[image: images]

Trap gate generation phase. This process is run by user DA, as shown in Func5.
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Search matching phase. This process is run by SS, as shown in Func6.
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Decryption phase. The process is run by the user DA, as shown in Func7.
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Attribute revocation consists of four phases: the CK&CM ciphertext conversion phase, the proxy re-encryption key generation phase, the attribute private key update phase, and the proxy re-encryption phase. The process is in Func8.
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Proxy re-encryption key generation phase: this process is run by AAi, as shown in Func9.
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Attribute private key update phase: this process is run by AAi, as shown in Func10.
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Proxy re-encryption phase: this process is run by PS, as shown in Func11.
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The whole system operation flow is shown in Fig. 6.
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Figure 6: System operation flow

6  Proof and Evaluation

6.1 Proof of Correctness

6.1.1 Correctness of Decryption

The set of attributes of the user is noted as UidA, the user’s private key is skDAi, the access policy is noted as A. If the user’s attribute set UidA does not satisfy the access policy A, the plaintext will not be decrypted according to the decryption algorithm, otherwise, the plaintext K can be decrypted. The decryption process is as follows:

K^=C1e(C0,d0)∏aj∈UidAe(Cj,i,dj)li(0)      =K⋅e(gpgp)ase(gps,gpa−r)e(R0sR0',gpa−r)⋅1∏aj∈UidAe(gptj⋅si,gprtj−1)li(0)⋅e(RjsiRj',gprtj−1)li(0)      =K⋅e(gp,gp)ase(gps,gpa−r)e(gp,gp)rs=K(4)

When attribute revocation occurs, there are:

rkj=tj'/tj,dj'=gprtj−1⋅rkj−1,Cj,i′=Cj,irkj=(Tjsi⋅Rj')rkj=gptj⋅si⋅rkj⋅Rjsi,(5)

Then

∏aj∈βe(Cj,i',dj')li(0)=∏aj∈βe(gptj⋅si⋅rkj⋅Rjsi⋅rkj,gpr⋅tj−1⋅rkj−1)li(0)=e(gp,gp)rs,(6)

Then

C1e(C0,d0)∏aj∈βe(Cj,i',dj)li(0)=K⋅e(gp,gp)ase(gps,gpa−r)e(gp,gp)rs=K,(7)

Proof complete.

6.1.2 Correctness of Matching Search Trapdoors

For ∀δ,δ'∈Zp*, let A=gδ, B =e(PKSS,H1(w)δ) denote the index corresponding to the ciphertext containing the keyword w. Tw'=[ T1',T2' ] denotes the trapdoor corresponding to the keyword w′, where T1'=gδ',T2'=H1(w').H((PKSS)δ').

SS Calculate

τ'=T2′H((T1′)uss)=H1(w′)⋅(H(PKSS)δ′H((T1′)uss))=H1(w′)⋅(H(guss)δ′H((gδ′)uss))=H1(w′),(8)

Then

e(A,τ'uss)=e(gδ,(H1(w'))uss)=e(g,H1(w'))δ.uSS,(9)

And

B=e(PKSS,H1(w)δ=e(guss,H1(w))δ=e(g,H1(w))uss⋅δ,(10)

Then when the keyword w'=w, there is e(A,τ'uSS), i.e., index matches successfully with Tw′.

Proof complete.

6.2 Proof of Security

1) Theorem 1: If the decisional DBDH assumption holds. Then any PPT adversaries cannot selectively break our scheme.

Proof: Suppose there is a PPT attacker 𝒜 with a non-negligible advantage ε against our IND-sAtt-CPA scheme. This scheme will build a PPT challenger ℬB to simulate our scheme. The challenger ℬ first sets the order of the bilinear group G to N=p×r, e:G×G→GT, where p and r are different prime numbers, G and GT are cyclic groups. Denote the subgroups of order p and r of G by Gp and Gr, respectively. ℬ choose u=R{0,1}, when u=0, Zu=e(gp,gp)θ, when u=1, Zu=e(gp,gp)abc. Challenger ℬ constructs DBDH challenge (gp,A,B,C,Zu)=(gp,gpa,gpb,gpc,Zu). The game between ℬ and 𝒜 is as follows.

Init: 𝒜 chooses an access policy τ', and sends it to the challenger ℬ.

Setup: ℬ choose random x′∈Zp∗, Set α=ab+x′, calculate y=e(gp,gp)α=e(gp,gp)abe(gp,gp)x′, randomly selected tj∈Zp∗,Rj,R0∈Gr(1≤j≤n), and calculate

∀aj∈UidA:Tj={gpb/tj⋅Rj,aj∉τ∗gptj⋅Rj,aj∈τ∗(11)

ℬ then sends the following public key pk=(gp∗R0,Tj,(1≤j≤n)) to attacker 𝒜.

Phase1: 𝒜 Select attribute set ωj={aj|aj,aj∉τ∗}. Then send the private key query request to the user, for each query request from 𝒜, ℬ chooses a random value ∀r'∈Zp, and set r=ab+r'b. Then: d0=gpa−(ab+r′b) = gpx'(gpb)−r'. Since aj∉τ∗, then dj=gprtj/b=(gpa)tjgpr'tj. ℬ sends user private key skDAi=(d0,dj) to 𝒜.

Challenge: 𝒜 submits two plaintexts m0,m1 to ℬ, ℬ randomly choose a random mb from two, b∈{0,1}. ℬ encrypts the message C0=gpc.R0c.R0', C1=mb.e(gp,gp)abce(gpc,gpx').

Phase2:𝒜 repeat the first phase of the private key inquiry.

Output: Attacker 𝒜 outputs a guess b′∈{0,1}, if b′=b, the challenger can guess u=1,Zu=e(gp,gp)abc, Because Zu=e(gp,gp)abc is a valid ciphertext in the system, with the help of attacker 𝒜, Challenger ℬ can solve the DBDH problem with the following advantages: Pr[b′=b|Zu=e(gp,gp)abc]=1/2+ε, otherwise ℬ guesses that u=0,Zu=e(gp,gp)θ is a random ciphertext of A. The attacker cannot obtain any information about the plaintext message mb. Therefore, Challenger ℬ solves the DBDH problem with the following advantages: Pr[b′≠b|Zu=e(gp,gp)θ] = 1/2. In summary, regardless of the conjecture, B solves the DBDH problem with the following advantage: 12Pr[ u'=u|u=0 ]+12Pr[ u'=u|u=1 ]−12=ε2

However, there is no effective polynomial algorithm to solve the DBDH problem with non-negligible advantages. Therefore, the attacker can not win the IND-sAtt-CPA game with the advantage of exceeding ε, and the attacker has no advantage in breaking into the system, that is to say, the attacker can not obtain the real attributes of the user through the ciphertext guess of the attribute key, so the encryption scheme prevents the disclosure of user attributes.

Proof complete.

2) Theorem 2: If the HDH assumption holds, then our proposed scheme satisfies the security against selective keyword attacks under the indistinguishability of trapdoors.

Proof: Assume that adversary 𝒜 can attack our proposed solution by advantage of ε and makes at most q trapdoor queries, where q>0. This scheme constructs a challenger ℬ to solve the HDH problem in G with the advantage of ε. ℬ input a random tuple of HDH challenge (g,gc,gd,η)∈G4 and H:{0,1}∗→G, Where H is a hash function and η is in the form of H(gcd), or a random element in G. ℬ randomly select δ∈Zp∗, let h=(gc)δ. At the same time, ℬ randomly chooses the hash function H1. The game between ℬ and 𝒜 is as follows.

Setup:ℬ randomly select l∈Zp∗, Let the public key of SS be PKSS=(PKS1,PKS2) = ((gc)l,h1/cl) = ((gc)l,hδ/l). Then there exists an unknown c such that SKSS=us=cl, and e(PKS1,PKS2)=e(g,h).

Trapdoor1: When adversary 𝒜 enquires the keyword wj, Challenger ℬ randomly selects δ'∈Zp*, calculate T1*∈gδ',T2*=H1(w').H((gc)lδ'). ℬ answers to 𝒜 The trap door of wj is Twj=[T1,T2]. Where l∈Zp∗ is the value selected at the system establishment stage.

Challenge: Adversary 𝒜 outputs two keywords that will be challenged, w1 and w2, and Challenger ℬ generates a challenge trapdoor Twb∗=[T1∗,T2∗], T1∗=(gd)1/l,T2∗=H1(wb~)⋅η, η is a challenge element in the HDH problem.

If η=H(gcd), then Twb~∗ is a valid form of the trapdoor for the keyword wb~ and satisfies a uniform distribution. If gc,gd,H(η) is uniformly distributed in G, then, from the point of view of the attacker 𝒜, Twb~∗ and b~ are independent of each other.

Trapdoor2: 𝒜 asks a trapdoor question about the keyword wj, but wj≠w1,w2. ℬ's answer is like the previous one.

Output: Finally, 𝒜 outputs guess b′∈{0,1}, If b=b′, ℬ outputs “1”, i.e., η=H(gcd)), and |Pr[b~=b′]−1/2|>ε. Otherwise, ℬ outputs “0”, i.e., η≠H(gcd), and |Pr[b=b′]|=1/2. This leads to |Pr[ℬ(g,gc,gd,H(gcd))=0]−Pr[ℬ(g,gc,gd,η′)=0]|≥|(1/2∓ε)−1/2|=ε. In the above simulation, the probability of Challenger ℬ terminating the game during the trapdoor questioning phase and the challenge phase is 0. Therefore, the probability of Challenger ℬ eventually succeeding throughout the game is the probability of adversary 𝒜 breaching the scenario.

For the bit-based plaintext encryption scheme, the adversary 𝒜 cannot correctly obtain the corresponding bit plaintext under the condition of obtaining the challenge ciphertext, that is, the probability of the adversary’s successful attack is 1/2. Then the encryption scheme is IND-CPA secure. The adversary cannot obtain any information leaks corresponding to the keyword search trap.

Proof complete.

6.3 Functional Comparison

Compare the functionality of the different options, as shown in Table 3. Only literature [36] and this scheme achieves multi-attribute authorization, which can prevent collusion attacks, but literature [36] is less flexible and cannot achieve user/attribute revocation. The scheme of [6] realizes user revocation and outsourcing decryption, but this scheme cannot prevent collusion attacks and cannot realize the public verifiability of private key distribution. Although both literature [7] and this paper use a symmetric key to encrypt files, only this paper realizes the update of the symmetric key and its ciphertext and revocation in a complete sense. In addition, literature [2,37] only implemented the function of policy hiding. Our proposed scheme also supports searchable encryption and introduces blockchain to prevent repudiation. The most important thing is that our scheme can manage rights in a complete sense in terms of users, user attributes, and file attributes.
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6.4 Evaluation

6.4.1 Complexity Evaluation of our CPABE Scheme

In terms of performance, this paper compares the proposed scheme with [2,6,7,36,37] in storage overhead and computational overhead from a theoretical perspective.

To further illustrate the advantages of the proposed scheme in computational overhead, this paper refers to [2]. Based on the Charm open-source library, this scheme selects the elliptic curve group of 160-bit on the singular curve y2=x3+x on the machine of AMD-R5-4500U, 2.30 GHz with 8.0 GB RAM, and get Tp=3.589ms, TGe=2.821ms, TGTe=0.566ms. This scheme assumes that the total number of attributes of the system is 20. The number of symmetric keys is 5. The experimental results of the time cost are shown in Fig. 7.

[image: images]

Figure 7: Comparison of time overheads

In the storage overhead comparison, this scheme only compares data owners and data visitors, because other entities do not have storage resource constraints, and to make the comparison more targeted, For ease of representation, Table 4 lists the meaning of each symbol.
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As shown in Table 5, the storage overhead of [36] is the largest. In our scheme, the public key, master key, attribute private key and ciphertext are all the smallest, so the storage overhead is the least. In addition, for the communication cost, although the ciphertext occupancy space in our scheme is limited compared with the [7], our scheme achieves a complete sense of privilege management.
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Computational complexity is shown in Table 6. In the scheme of [6,36], there is no computational overhead in the key generation phase because the multi-agency model suffers additional overhead. Compared with other [2] and [37], the main increased complexity of this scheme lies in the introduction of the symmetric key, which is similar to the consumption of [7]. In terms of attribute revocation, references [2,36,37] did not implement attribute revocation. In comparison, reference [6] did not use PRE to implement attribute revocation, which is the highest cost. Reference [7] and our scheme are both based on PRE implementation, and This paper has achieved full functionality revocation, including symmetric keys, attribute private keys, and ciphertext of symmetric keys, with the lowest computational cost. Func8 in PRE ensures that the proxy server can update the ciphertext of the symmetric key without obtaining the symmetric key plaintext, preventing the proxy server from snooping on users’ privacy.
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Fig. 7a shows that the user attribute key generation time varies with the size of the user attribute set, and the calculation time increases with the increase of the user attribute set. Since the calculation time in [6,36] is constant, no comparison is made here. In the case of the same user attribute set size, the computing time of our proposed scheme is the least compared with the other two schemes, and the computing time of [37] is the largest. Fig. 7b shows that the encryption time varies with the number of attributes in the ciphertext, and the computing time increases with the increase of the number of attributes in the embedded ciphertext. In the case of the same number of embedded ciphertext attributes, the computing time of our proposed scheme is the least, while that [36] has the largest calculation time. Fig. 7c shows that the decryption time varies with the minimum attribute set size that satisfies the access policy. Reference [6] can outsource the bilinear pairing operation with high computational overhead to the cloud computing platform, so the decryption computing time is constant and will not be compared here. The decryption computation time of other schemes increases with the increase of the minimum attribute set satisfying the access policy. Although the efficiency of our scheme is like that of the scheme [2], this paper has implemented the property revocation function.

6.4.2 Load Evaluation of Blockchain and IPFS

The additional load of the blockchain system is shown separately in Fig. 8. Considering the additional storage overhead caused by the blockchain, assume that the AA’s number is 10, and the audit of the data in the Block by the supervisory is 2%. A block packages 100 private key distribution records and 100 storage addresses. When the number of authorities is 10, the number of system attributes is 12, and the head size is ignored, the block size is only 7.12 MB. Fig. 8 shows the additional storage overhead and time overhead as the number of private keys generated increases in the blockchain. In the current environment where storage media are getting cheaper and cheaper, it is entirely acceptable to exchange space and time for security.
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Figure 8: The overhead caused by blockchain

In the current work, the patient’s detailed data will be stored in IPFS, while the blockchain mainly records the distribution of attribute keys and the storage address of patient information in IPFS.

In Fig. 8, this paper takes the transaction rate of the FISCO BCOS blockchain as a reference and calculates that the time cost caused by the block is not large. If the system is built on the bottom of BCOS, the peak value of the system can reach 20000TPS. If the sensor data is submitted 3 times per second for calculation, it can provide services for nearly 7000 people per second, so it is practical on a certain scale.

In addition, a large number of data reads and writes mainly occur in IPFS, because IPFS stores all case and sensor information, this paper tested the performance of IPFS (Table 7) on the local area network and ALIYUN, respectively, and each group carried out 5 repeated tests, taking the average as the test results.

[image: images]

Take the I7-8700CPU and ubuntu18.04-LTS systems with the main frequency of 3.7 Ghz as an example, for 1m files, the write rates in the local area network and Aliyun are 7.35 Mbit/s and 9.09 Mbit/s, respectively. Taking the single data transmission volume of the sensor as 1 kbit, it can complete the transmission of about 9000 sensor data per second. When each person uses three kinds of sensors, it can provide services for 3000 people per second. Therefore, whether in terms of the efficiency of blockchain or IPFS, the proposed model can meet the use of a certain scale.

6.4.3 Evaluation of Selection Efficiency of Improved Raft

Furthermore, in 3.7 Ghz ‘s I 7-8700CPU and ubuntu18.04-LTS systems, this paper compares the master selection time cost with the traditional Raft algorithm.

The node stability factor in the credit score is calculated according to formula (1), and the penalty factor is punished by multiple punishment, that is, multiple punishment is carried out according to the cumulative amount of wrong private key distribution.

In the experiment, the credit segment is divided into 5 segments, and the penalty factor is [10,9,8.5,8,7]. The simulation tests are carried out under two conditions: the number of alliance nodes is 50, the number of main selections is increased from 10 to 300, and the number of alliance nodes is increased from 20 to 200. In these two cases, the time difference between the traditional Raft algorithm and the improved Raft algorithm is compared. each group carries out 5 repeated tests, taking the average as the test results, as shown in Fig. 9.

[image: images]

Figure 9: Comparison of election time

As can be seen from Fig. 9, the time used to select the leader of the traditional Raft and the improved Raft algorithm fluctuates, and the time of the improved algorithm in this paper is less than that of the traditional Raft algorithm. The traditional Raft and the improved Raft algorithm need a round of interaction, and the communication time of voting between nodes is the main factor. During the interaction, the improved algorithm reduces the size of communication nodes through the comparison of credit values, so it has the advantage of selecting the master time, thus improving consensus efficiency.

7  Conclusions and Future Work

For the security of medical data in distributed storage, in this paper, this paper proposes an access control scheme based on CP-ABE. The use of blockchain realizes the traceability of attribute keys distributed by multiple authorized institutions. The improvement of the Raft protocol improves the efficiency of consensus and promotes the accuracy of attribute private key distribution. The ciphertext search method based on IPFS not only overcomes the problem of limited block capacity but also solves the problem of ciphertext search. Most importantly, as far as we know, our scheme puts forward the trinity access policy of user, user attribute, and file attribute for the first time, and implements attribute revocation in a complete sense based on conversion function and proxy re-encryption tool. Finally, in comparison with the other schemes, our scheme has More functions and higher efficiency.

The future work will encompass three key areas. Firstly, we aim to develop a comprehensive system utilizing FISCO BCOS as a foundation. It will involve designing a user-friendly and intuitive UI, as well as implementing smart contracts to enhance the flexibility of rights management. Secondly, we will invest efforts in exploring more efficient access control structures and outsourcing solutions. The objective is to minimize the computational demands on users’ mobile devices and wearables, thereby optimizing performance and resource utilization. Lastly, due to the presence of multiple sensors in medical data, we will focus on investigating techniques for multi-sensor data fusion. This research aims to mitigate system storage and communication overhead while ensuring an uninterrupted user experience.
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Func3: Enc (K, 4, pk)

Input: The system public key (pk), the symmetric key K (K1, K2, K3) for the encrypted MD and the
access structure A

Output: encryption result CK of K

Stepl: Select random s € Z*, R, € G,, then calculate C, = x"- R,,C, =m-y' =K - e(g,, g)".

Step2: Assign secret s based on the access policy tree, Set the value of the root node to s, Shared secret
value s, = (i), where i denotes the location index of the leaf node and the value of each leaf node is
used to generate a portion of the ciphertext. f (i) = Z/’;é b,x’, where b; is a random value and ¢ is the
number of child nodes.

Step3: For each leaf node, calculate Va,; € 4, C;; = T;'R, where R’ is a random value, R € G,, CK =
(seq, Cy, Cy,Va;, € A:[i, C;,]).
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Table 3: Functional comparison

Solutions Access Strategy Multi- Revocation Symmetric Collusion Traceability Searchable
structure  hide attribute key update resistance
User Attribute File
[6] LSSS v x v v x N/A x X x
[36] N/A x v x x x N/A v x x
[2] LSSS v x x x x N/A x x X
[37] LSSS v x x x x N/A x X X
[7] Accessree X x v v x x x x x
Ours Accessree v/ v v v v v v v v
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Func8: Trans (CK, CM)

Input: Ciphertext CK, CM

Output: CK', CM’

Stepl: Select random values ¢, ki, ks, ks, € Z7, take K1, K2, K3 as g"1, g2, gh3c alculate cl' = ¢g* [K -

e(g,.8) 1=¢(g,.g,)" (g11g"*|g""), CK' = (seq+1, C,, C|,Va;, € A:[i, C,,]) Complete the update
of symmetric key K.
Step2: Let m,,m,,m; to be the sub files of MD respectively, calculate g* [g“1m, [g2m,|gm;] =

(g**ym, | (g""2)m, | (g“*3)m;, complete the update to CM.
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Table 4: Meanings of notations

Notations Meaning

| Z:|/1GING,| Size of element in | Z*|/G/G

n Number of system attributes

|A4,| Number of leaf nodes in the access structure
|A.| Number of attributes in the access structure

| A, Number of attributes of a user

Nk Number of symmetric keys

/ Number of random numbers in G

TEITe, Time for a group exponential operation in G/G,
17 Time for a pairing operatione: G x G — Gy
mG A multiplication operation in G

mG, A multiplication operation in G,
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Table 7: IPFS read/write performance test

Network File size (Byte) Write time Read time Write speed Read speed
environment (MS) (MS) (Mb/s) (Mb/s)
LAN 100 M 3365.6 1016.8 29.76 94.33

LAN 10M 854.2 123 11.76 83.33
LAN 1M 136.6 34.8 7.35 29.41
Aliyun 100 M 25034 1357 3.94 73.69
Aliyun 10M 950 145 10.52 68.96
Aliyun 1M 110 25 9.09 40.00
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Func4: Index (pk, PKss, W)

Input: Search server’s public key PKjs, the system public key pk, keyword w
Output: Index,,

Stepl: Select random value § € Z*. Then calculate Index, = [¢°, e (PKs, H; (w)')] .
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Func9: RkGen (/, mk)

Input: Collection of attributes to be updated / € A4 S, mk
Output: Proxy re-encryption key rk

Stepl: For Va; € /, randomly choose 7; € /, calculate rk; = t/1;.
Step2: Output rk = (seq + 1, rk;).
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Func10: SkUpdate (skp,;, 1k, [)

Input: sk,,,;, rk, User’s new property collection /

Output: User’s new attribute key sk’ .

Stepl: Compare whether the version number of sk, is the same as that of rk if not, output sk),,, =
Sk pai.

Step2: If the version number is the same, then Va; € /, calculate d; = d,-’kf/' 1.

Step3: Output sk, = (seq + 1, d,,d’).
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Table 1: Main functional differences

Solutions Ours [2] [3] 1[4 [51 [6] [7]
User v x v v v v v
Fine grain size  File v x x x x x x
Attribute v v x v v v v
Attribute private key update v x x v x x x
Permission Symmetric key update v x x x x x
update Key ciphertext update v x x x v x v
Traceability Attribute private key distribution v x x x x v x
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Func5: Trapdoor (pk, PKs, w)

Input: Search server’s public key PKs, the system public key pk, keyword w
Output: Trapdoor of search T, /
Step1: Select random value §' € Z, then calculate T, = [g", H,(w) - H((PK)")].
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Table 6: Comparison of computational complexity

Solutions Key generation Encrypt Decryption Revocation Revocation level Revocation method Fully updated
[6] Oo(1) (714el +3) T Oo(1) (8+3n+5|4c])  Attribute Other v
TE+TP +(1+
2+ 214:) mG
[36] o(1) Q2 |Ag] +514cl BGn+6]4DTP + X x N x
+2)TE 2T,
2] (21441 +4) T (5n+514c) T, < (@l4cl+ D TP X X N X
+ 4l TG )
[37] (T1441+3) TS @n+5ANTE+ < (Gl +D TP X X N x
275, 214l TG, )
7] (144] +5) TE, (214l + Ng) TG+ STP + (14| + Ql Ayl +2) Attribute PRE x
Z(IAu|+k)T8T 2Nk +HTE T8+2|A(»IT8T)
Ours (|4q] +#) TE (214cl+ Ng) T&+ STP + (14l + (14ul +5)TE+TP Attribute PRE v
Z(IAu|+k)T8T 2Nk +HTE
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Funcl: Setup (k, 4 S)

Input: System security parameter k and the set of all attributes in the system (AS)

Output: System public key (pk) and master key (mk)

Stepl: Generate the bilinear group G ande: G x G — G;,G and G are cyclic groups of order N,
Where N = p xr, p and r are different prime numbers. Use G, and G, to represent subgroups of order
p and r of G, respectively. Use g, and g, represents the generators of G, and G,, respectively.

Step2: Generate random values o, t),1,,--- ,f, € Z;,nis an integer, R, R,,--- , R, € G,, calculate
x=g, R.y=¢(g.g) . T,=g" R <j=n.

Step3: Output pk = (e, x, y, T;) and mk = (a, 1,).

Step4: Initialize version number seq = 1, AA save (seq, mk), publish (seq, pk).
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Table 2: Comparison of solutions

Solutions [2] [4] [23]  [24] [25] [5] [26]  [27] [28] [29]
Multi-attribute x x v v v x x x x x
Strategy hide FHP « FHP FHP PHP FHP FHP FHP FHP PHP
Revocation based on PRE x Attt x User User User x x x x
Ciphertext updates v v x v v v x x x x
Key update v v x v v x x x x x
Access structure LSSS LSSS LSSS LSSS AND AND LSSS AND AND LSSS
Outsourced x v v v x v v v v x
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Table 5: Comparison of communication and storage overhead

Solutions Public key Master key private key Ciphertext

[38] 51G| + G| 3|\Z: (2|4, + 3) 1G] (4141 + 5) 1G] + |Gy
[36] 3Gl +1Gyl (I+5) 1G] (|44 + 9n) |G| (414.1 +4n) |G| + |Gyl
[2] 7G| + Gy |Gl +5|Z; (Cn+4) |G| G4+ 4 1G] + 1G]
[37] 7G| + Gy |G| +2|Z: (414, +2) |G (514 +2) 1G]l + 216Gy
[7] 31GI + |Gyl |Gl + |Z; 214, + 1D |G| (4.1 +3)1Gl + |G|
Ours 2|G| + |Gy 2\Z; (4. + D 1G] (4.1 + D 1G] + Gyl
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Func6: Compare (pk, Index,,, T, SKs)

Input: The system public key (pk), Index,,, T,, SKs = u,

Output: Storage addresses of CK and CM Addrs

Stepl: Calculate § = H,(w) - H((PKss)" /H(g""") if e (PKgs, H, (W)') = € (¢°,8") .
Step2: If the keyword index Index, matches successfully with the 7, then output Addrs.
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Func7: Decrypt (CK, skp.4;)

Input: Ciphertext CK And user attribute key skp,;

Output: Symmetric key K and MD

Stepl: After obtaining the ciphertext CK, check whether the version number of CK is consistent with
the version number of the sk,;, if not, visit the 44; to update the private key.

Step2: If the version number is the same, calculate K = C,/e(Cy, d,) ]_[a e (C,,, d: ) o) , where [, is the
Lagrangian factor.

Step3: The user obtains data MD by decrypting the corresponding ciphertext CK according to the
obtained symmetric key K.
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Func2: SkGen (mk, pk, A)

Input: System public key (pk), master key (mk) and, user attribute set U, A4

Output: User Attribute Key sk,,;

Stepl: Select random r € Z* Then calculate d, = g, Va; € UyA, calculate d; = g y
Step2: Calculate and output sk, = (seq, d,,d,), seq is the current version number.






