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Abstract: Among steganalysis techniques, detection against MV (motion vector) domain-based video steganography in the HEVC (High Efficiency Video Coding) standard remains a challenging issue. For the purpose of improving the detection performance, this paper proposes a steganalysis method that can perfectly detect MV-based steganography in HEVC. Firstly, we define the local optimality of MVP (Motion Vector Prediction) based on the technology of AMVP (Advanced Motion Vector Prediction). Secondly, we analyze that in HEVC video, message embedding either using MVP index or MVD (Motion Vector Difference) may destroy the above optimality of MVP. And then, we define the optimal rate of MVP as a steganalysis feature. Finally, we conduct steganalysis detection experiments on two general datasets for three popular steganography methods and compare the performance with four state-of-the-art steganalysis methods. The experimental results demonstrate the effectiveness of the proposed feature set. Furthermore, our method stands out for its practical applicability, requiring no model training and exhibiting low computational complexity, making it a viable solution for real-world scenarios.
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1  Introduction

Steganography aims to embed secret messages in multimedia such as pictures, audio, and video without arousing suspicion, thus enabling covert communication. On the other hand, its adversary, steganalysis, aims to detect the presence of embedded secret messages in ordinary media. Video is the ideal cover for steganography, and there are different steganography methods according to the embedding location [1] in the video, mainly intra-frame prediction modes [2–4], frame selection [5], inter-frame prediction modes [6–10], MVs (Motion Vectors) [11–14], transformation coefficients [15–17], etc. Since many MVs are available for message embedding in video coding, more methods are based on the MV domain. Thus, the MV-based steganalysis technique is a current research hotspot.

With the gradual popularization and application of the HEVC (High Efficiency Video Coding) standard [18], the research of MV-based video steganography and steganalysis techniques based on the HEVC is particularly important. Yang et al. [19] proposed a steganography method based on MV space coding for HEVC. They provided the construction and coding process of MV space. They defined the mapping relationship between the set of MVs and the points in the space, which can achieve the effect of embedding a 2N + 1 binary number by changing at most one component among N MV components. Guo et al. [12] first counted the motion trend of each frame and established a MTB (Motion Trend Based) mapping strategy between the MV and the binary bitstream, and then used the SATD (Sum of Transform Difference) difference before and after the MV modification as steganographic distortion for message embedding. Hu et al. [20] proposed a new steganography method, named SAMVP (Steganography by Advanced Motion Vector Prediction), which using the AMVP (Advanced Motion Vector Prediction) technique in HEVC. SAMVP uses the MVP (Motion Vector Prediction) index in the AMVP technique of inter-frame prediction as the embedding cover, which has a sizeable embedding capacity and is lossless. Liu et al. [21] proposed the Adaptive-SAMVP (A-SAMVP) based on SAMVP by defining the cost function and combining it with STC (Syndrome Trellis Code) [22]. Since AMVP encodes MVs by MVP index values and MVDs (Motion Vector Differences), A-SAMVP embeds the information in the index values of the candidate list and uses the code rate difference between two candidate MVPs to define the cost function. The overall performance of the algorithm is improved.

The MV-based steganography algorithm is a modification of the MV and its associated information, which inevitably destroys the optimality of specific parameters in the video coding process, so some traditional H.264/AVC-based steganalysis methods are still effective to some extent in HEVC, such as AoSO (Adding or Subtracting One) [23], NPELO (Near Perfect Estimation for Local Optimality) [24], MVC (Motion Vector Consistency) [25]. Nevertheless, researchers have attempted to design steganalysis features that integrate the unique characteristics of HEVC to improve the detection efficiency of steganalysis algorithms. Shanableh [26] extended the idea of the MVC approach from H.264/AVC to HEVC. They redefined the concept of block group based on the coding depth according to the characteristics of HEVC standard and proposed the feature sets based on MV non-consistency. Huang et al. [27] introduced the convolutional neural network to the MV domain video steganalysis based on the HEVC standard and proposed the VSRNet (Video Steganalysis Residual Network) structure. The method constructs independent VSRNet sub-networks for different embedding rates and finally connects all sub-network structures to form a quantitative steganalysis convolutional neural network. Based on VSRNet, they further introduce information such as Selection-Channel-Aware [28] and MVD [29] to improve the performance of steganalysis. In the new type of MV modification strategy [20,21] based on the HEVC standard, it is possible to modify only the MVP index without changing the MV itself. So, the traditional MV-based steganalysis features are ineffective for this new type of steganography algorithm. However, if the MVP index is modified, the local optimality of the MVP in the candidate list may be destroyed. Based on this observation, Liu et al. [30] constructed steganalysis features based on local optimality on the MVP candidate list and MV, and they proposed the LOCL (Local Optimality in Candidate List) method, which effectively improves the detection performance in HEVC.

However, existing MV-based video steganalysis methods still have some significant shortcomings. Firstly, the current methods ignore the disturbance caused by MV steganography to the local optimality of MVP in HEVC, which leads to low detection effectiveness in current video steganalysis. Secondly, existing methods are based on machine learning models that require a significant amount of training to achieve an ideal detection model. However, these trained steganalysis models often have low robustness, as they tend to exhibit noticeable performance degradation in the presence of cover or algorithm mismatches.

Based on the above analysis, this paper focuses on the local optimality of the MVP candidate list in HEVC and fully explores the statistical differences before and after message embedding to design the steganalysis feature. First, either the traditional steganography of modifying MVDs or the new steganography of modifying MVP indexes may have perturbations on the local optimality of MVP. Second, we propose a steganalysis feature with a dimension of only one based on the local optimality of the MVP, which is defined as the optimality rate of the MVP in HEVC codestreams. The optimality rate of the MVP is 100% in all cover videos and below 100% in all stego videos. Based on this feature, we can accurately determine whether or not the video has been modified by steganography.

The main contributions of this paper can be summarized as follows:

1.    We conducted an in-depth analysis on how information embedding, whether based on the MVP index or MVD, can potentially disrupt the optimality of MVP in the AMVP technique. As a result, we introduced a steganalysis feature defined as the optimal rate of MVP with a dimension of one. This feature boasts the lowest dimension compared to existing steganalysis features in the MV domain.

2.    Unlike previous steganalysis schemes in the MV domain for HEVC, our proposed method consistently achieves 100% accuracy in distinguishing between cover and stego videos.

3.    The proposed scheme eliminates the need for redundant model training during execution, ensuring low computational complexity and making it highly suitable for practical application scenarios.

The rest of the paper are organized as follows. The second part introduces the basics knowledge of AMVP technology. The third part analyzes the effect of on the MVP by message embedding based on MVP index and MVD, and defines the optimal rate of MVP as a feature for steganalysis. Then it is proved theoretically that the optimal rate is 100% in the cover video and below 100% in the stego video. The experimental results and analysis are given in the fourth part. Finally, the paper is concluded.

2  Preliminaries

2.1 The Technology of AMVP (Advanced Motion Vector Prediction)

AMVP is an MV prediction technique for inter-frame encoding proposed in HEVC standard. AMVP uses the correlation of MVs in the spatial and temporal domains to build a list of candidate MVPs (including mvp0 and mvp1 for a PU (Prediction Unit)). The optimal MVP mvpidx, idx∈{0,1} is selected from the candidate list, and the final optimal MV mv is obtained by whole-pixel and sub-pixel motion estimation starting from the mvpidx. Then the MVD mvd is obtained by:

mvd=mv−mvp.(1)

mvd is finally encoded using 0-th order Exp-Golomb codes [18]. The decoder recovers the mv of the current PU by building the same list of candidate MVPs, and only needs the index value idx of mvp in the candidate list and the mvd. So that the recovered mv = mvd + mvpidx.

2.2 The Local Optimality of the MVP

HEVC adopts the Lagrangian optimization algorithm to achieve encoding control in selecting the optimal MVP from the candidate list. The definition of Lagrangian rate-distortion is as follows:

Jmotion(mv)=D+λ∗R,(2)

where D represents the pixel distortion caused by encoding using the current mv. The distortion D is usually calculated using the SAD (Sum of Absolute Difference) or SATD (Hadamard Sum of Absolute Transformed Difference). λ is a Lagrangian parameter that controls the balance between bit rate and distortion. R represents the number of bits required to encode the current mv, which is actually the number of bits required to encode mvd and MVP index idx:

R=Bits(mvd)+Bits(idx)=Bits(mvd)+1,(3)

where Bits (idx) = 1 is the number of bits required to encode the idx, and Bits (mvd) is the number of bits required to encode mvd using the 0-th order Exp-Golomb codes.

According to the Lagrangian optimization model, without loss of generality, assuming that the optimal MVP selected by the encoder in the candidate list is mvpidx, then mvpidx must meet the local optimality of the MVP:

Jmotion(mvpidx)≤Jmotion(mvpidx¯),(4)

where idx¯ represents the values in the set {0, 1} that is different from idx. Formula (4) means the rate-distortion of the MVP corresponding to index idx must be the smallest in the candidate list. Due to the fact that the optimal MVP has been determined by the encoder during the final confirmation of the MVP, which means the reference block is determined. Therefore, the distortion D of the two candidate MVPs is the same, so the local optimality of the MVP in formula (4) can be simplified as:

R(mvpidx)≤R(mvpidx¯).(5)

That is to say the number of bits encoding the optimal MVP mvpidx is lower than that of another candidate mvpidx¯.

3  The Proposed Steganalysis Method

In this section, we first analyze the security risk of the HEVC steganography method using MVP index and MVD, i.e., both of them can perturb the local optimality of the MVP. Then a steganalysis feature is designed based on the optimality of the MVP in AMVP.

3.1 Motion Vector Domain Based Steganography in HEVC

Based on the analysis in the previous section, the Lagrangian rate-distortion optimization model first finds the optimal mvp from the candidate list of MVPs and then finds the optimal mv by motion estimation. Thus the selected mvp is optimal in the sense of rate-distortion in the candidate list. MV-based steganography in HEVC can use the MVP index idx or MVD mvd as embedding cover. The effects of these two embedding methods on the optimality of the MVP are analyzed below.

3.1.1 Using the Index of MVP for Message Embedding

Each PU encoded with the AMVP technique has an MVP index idx∈{0,1}. SAMVP [20] and A-SAMVP [21] are the new type of steganographic approaches with idx as the cover. In the method of SAMVP, when the secret message is the same as idx, the information of the corresponding PU block does not have to be modified. When the secret message differs from idx, the value of idx must be modified to idx¯, and then the corresponding mvp is also modified. According to mvd = mv − mvp, since mvp is changed while mv remains unchanged, mvd correspondingly needs to be modified. According to the analysis of formula (2), firstly, as mv is unchanged, then the corresponding best matching block is not changed, so there is no change in pixel distortion D, i.e., no visual distortion for this message embedding; Secondly, the bit rate has changed, mainly due to the change in the number of bits required for mvd encoding using 0-th order Exp-Golomb codes. Therefore, although SAMVP is lossless in visual quality, it may increase the bit rate. To reduce the impact of embedding operations on the bit rate, A-SAMVP constructs an adaptive steganographic method using STC. The scheme improves the performance of the steganography method by taking the differences in bit rate before and after message embedding as the cost function.

Although the schemes in SAMVP and A-SAMVP can be lossless in visual quality, an obvious security risk exists. According to the Lagrangian optimization model, the encoder must satisfy the local optimality in formula (4) after selecting the optimal mvpidx from the MVP candidate list. Therefore, if the mvpidx is artificially modified to mvpidx¯, there will be evident modification traces from the decoder. Figs. 1a, 1bshow the scenarios where the local optimality of the MVP is corrupted due to message embedding using idx. Fig. 1a shows the normal case before message embedding. The optimal mv by motion estimation is (3, 9), the two candidates mvp0 and mvp1 in the MVP candidate list are (3, 8) and (3, 9), respectively, and the corresponding mvd are (0, 1) and (0, 0), respectively. Calculated according to formula (3), the number of encoding bits corresponding to the two MVPs is 4 and 3, respectively. So the optimal MVP index is idx = 1, i.e., mvp1 will be selected as the optimal MVP. Fig. 1b shows the situation after message embedding. Assuming that idx changes from 1 to 0, which means the mvp0 is selected for AMVP. And the number of bits needed to encode the two candidate MVPs at the decoding side is still 4 and 3, respectively. As a result, the optimal MVP index idx should be 1 and mvp1 should be selected as the optimal MVP in theory. However, in practice, the idx obtained by decoder is 0, thus destroying the optimality of the MVP.

[image: images]

Figure 1: An example for the local optimality of MVP in HEVC. The gray background represents the actual situation of MVP observed by the decoding end. (a) Cover video, the MVP satisfies the local optimality. (b) Stego video by modifying the MVP index idx, the MVP do not satisfies the local optimality. (c) Stego video by modifying the mvd, the MVP do not satisfies the local optimality

Based on the above analysis, using the MVP index idx as the message embedding cover could destroy the MVP’s local optimality.

3.1.2 Using the MVD for Message Embedding

Using the MVD as a cover for message embedding is a traditional steganography method [11,19] in H.264/AVC and HEVC. In HEVC, according to mvd = mv − mvp, since mvd is modified to mvd′ but mvp remains unchanged, which means the mv needs to be modified:

mv′=mvd′+mvp.(6)

That is to say, the optimal matching block corresponding to the current PU has changed. Although these steganography methods do not directly modify the MVP index idx, they may still destroy the MVP’s local optimality. This is because the rate-distortion of the corresponding two candidate MVPs will be changed after the mvd modification. Still, Fig. 1a shows the PU of cover video before embedding, and Fig. 1c shows the case after the mvd of this PU block is modified. Suppose the mvd changes from (0, 0) to (0, −1) after message embedding (usually, only one component is modified, and the modification amplitude is one). At this time, idx = 1 remains unchanged, and according to formula (6), the corresponding mv at the decoding side will be changed to (3, 8). From the decoding end, the mvd at idx = 0 becomes (0, 0). According to formula (3), the number of bits required to encode mvp0 and mvp1 is 3 and 5, respectively. So the optimal MVP index idx should be 0 theoretically, but it is actually 1, thus destroying the optimality of the MVP. From the above analysis, the steganography methods using the MVD as the cover may also destroy the MVP’s optimality.

3.2 The Proposed One-Dimensional Steganalysis Feature Based on the Local Optimality of the MVP

According to the analysis in Section 3.1, in the HEVC standard, both the traditional steganography method using MVD as cover and the new steganography method using MVP indexes as cover may perturb the local optimality of the MVP. Specifically, if the video to be detected is a normal cover video, then all the MVPs of PUs encoded by AMVP in its inter-frame coding frames will satisfy the local optimality (formula (4)); if the video to be detected is a stego video containing secret information, then some of the MVPs of PU encoded by AMVP in its inter-frame coding frames will not satisfy the local optimality. To formalize the degree of disturbance to the local optimality of the MVPs, the optimal rate of the MVP for the video is defined as follows:

Optimal(mvp)=∑i=1Nδ(Jmotion(mvpidxi),Jmin)N×100%,(7)

where N is the total number of all PUs encoded with the AMVP technique in a video sequence. δ is a check function, δ(x,y)=1 when x equals y, and δ(x,y)=0 otherwise. J is the Lagrangian rate-distortion calculated according to formula (2), and Jmin=min{Jmotion(mvpidxi),Jmotion(mvpidxi¯)}, idxi,idxi¯∈{0,1}. As can be seen from the above definition, Optimal (mvp) essentially describes the proportion of MVPs that satisfy the local optimality among all MVPs in a video sequence. Steganalysis aims to judge whether a video is a cover or a stego video, so the value of Optimal (mvp) can be used as the basis (feature) for steganalysis. If Optimal (mvp) = 100%, the video is considered a normal cover; if Optimal (mvp) < 100%, the video is viewed as a stego. To prove that Optimal (mvp) can be used for steganalysis, two properties and a corollary and its proof are given below.

Property 1: The optimal rate of MVP in the cover video is 100%.

Proof: According to the HEVC standard, AMVP select the one with the minimum Lagrangian rate-distortion in the MVP candidates list {mvp0,mvp1} as the optimal MVP for the current PU. Without loss of generality, assuming that the optimal MVP in PU is mvp0, then according to the rate-distortion minimization rule, there must be:

Jmotion(mvp0)≤Jmotion(mvp1),(8)

and then there are:

Jmin=min{Jmotion(mvp0),Jmotion(mvp1)}=Jmotion(mvp0),(9)
so that δ(Jmotion(mvp0),Jmin)=1, and then:
Optimal(mvp)=∑i=1Nδ(Jmotion(mvp0),Jmin)N×100%=∑i=1N1N×100%=100%.(10)

Finally Optimal(mvp)=100%, and the proof is completed.

Property 2: If the local optimality of MVP of some PUs in the stego video is broken, the optimal rate of the MVP in the stego video is less than 100%.

Proof: Without loss of generality, it is assumed that AMVP chooses mvp0 as the optimal MVP before message embedding. According to the analysis in Section 3.1, message embedding using either the MVP index or the MVD may destroy the local optimality of the MVP.

Case (1). For the steganography method of using the MVP index as cover. If the local optimality of the MVP of some PUs is corrupted after embedding, i.e., the selected optimal MVP in the encoder becomes mvp1 after embedding (see Section 3.1.1), and Jmotion(mvp0)≤Jmotion(mvp1). So that Jmin=min{Jmotion(mvp0),Jmotion(mvp1)}=Jmotion(mvp0), and δ(Jmotion(mvp1),Jmin)=0<1. So the optimal reate of MVP in the decoder is:

Optimal(mvp)=∑i=1Nδ(Jmotion(mvp1),Jmin)N×100%<∑i=1N1N×100%=100%.(11)

Case (2). For the steganography method of using the MVD as cover. If the local optimality of the MVP of some PUs is corrupted after embedding, the optimal MVPs selected by these PUs remain unchanged, but according to the analysis in Section 3.1.2, the MVDs have changed. Therefor, Jmotion(mvp1)<Jmotion(mvp0), and Jmin=min{Jmotion(mvp0),Jmotion(mvp1)}=Jmotion(mvp1). And then there is δ(Jmotion(mvp0),Jmin)=0, so the optimal rate of MVP in the Decoder is:

Optimal(mvp)=∑i=1Nδ(Jmotion(mvp0),Jmin)N×100%<∑i=1N1N×100%=100%.(12)

Combining formulas (11) and (12), the proof of Property 2 is completed.

Corollary 1: Given a video sequence, if its optimal rate of MVP is less than 100%, the sequence is a stego video.

Proof: According to Property 1, if this video is a cover video, its optimal rate of MVP must be equal to 100%. On the contrary, if its optimal rate of MVP is lower than 100%, it means that the optimality of the MVP of some PUs is perturbed, which is an abnormal phenomenon. This perturbation comes from the message embedding, so that the video can be judged as stego.

3.3 The Process of the Proposed Steganalysis Method

Through the analysis of Properties 1, 2 and Corollary 1, we can use the optimal rate of MVP Optimal (mvp) as the steganalysis feature for determining whether the video sequence of HEVC has been modified by message embedding. The proposed steganalysis process is shown in Fig. 2, and the specific steps are as follows:
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Figure 2: The steganalysis process of the proposed scheme

Step 1: The HEVC compressed video sequence is decoded to obtain the decoding parameters.

Step 2: All PU units encoded using the AMVP technique and their corresponding parameters (MVs, MVP candidate lists, etc.) are collected.

Step 3: The optimal rate of MVP Optimal (mvp) for the video sequence is calculated according to formula (7).

Step 4: Finally, the value of Optimal (mvp) is used for judgment. If Optimal (mvp) = 100%, it indicates that the optimal MVPs of all PU units encoded using the AMVP technique are intact, so the video sequence is judged as a normal cover video. If Optimal (mvp) < 100%, it indicates that the optimal MVPs of some PU units have been damaged, and the video sequence is judged as a stego video.

In the above steganalysis process, the value needed to be calculated for each detected video sequence is only the Optimal (mvp), so there is no model training and classification. Therefore, the computational complexity of the proposed method is low, and the execution efficiency is high.

4  Experiments and Analysis

In this section, some different setups are presented to evaluate the performance of the proposed scheme.

4.1 Experiments Setup

4.1.1 Video Databases

Table 1 shows two video databases used for the experiments. The database DB1 contains 34 well-known standard test sequences [31] with a resolution of Common Intermediate Format (CIF, 352 × 288), and each video sequence is cut into a fixed length by selecting its first 240 frames (so the total number of frames for experiments is 8160). The DB1 database is widely used in video steganography and steganalysis. It is characterized by low resolution, and all videos have the same resolution. In addition, the video types in DB1 are very rich, including both slow-motion and fast-motion videos, both dynamic and static backgrounds, and both human and landscape videos. Another database, DB2, contains 80 standard test sequences with different resolutions (from 416 × 240 to 2560 × 1600), which are downloaded from the internet, and each sequence is cut into a fixed length by selecting its first 100 frames (so the number of total frames is 8000). The DB2 dataset is also a commonly used standard dataset in video steganography and steganalysis. It is characterized by different resolutions and more high-definition videos. In addition, the video types in DB2 are also very rich. All the video sequences in DB1 and DB2 are stored in uncompressed file format, with YUV 4:2:0 color space.
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4.1.2 Steganography Methods

Three state-of-the-art typical MV-based steganography methods for HEVC are used for message embedding to evaluate the detectability of video steganalysis in the MV domain. The first one is Yang’s method [19] (denoted as Tar1), the second one is Hu’s method [20] (denoted as Tar2), and the last one is Liu’s method [21] (denoted as Tar3). Due to the different design principles of the above three methods, their embedding capacities are evaluated differently. The embedding strength e in Tar1 is a decimal whose range is 0 to 1, representing the probability of whether the secret information is embedded in CTU, which shall be set at 0.1, 0.2, 0.3, 0.4, and 0.5. The embedding threshold T in Tar2 is defined as T = abs(abs(H1) − abs(H0)) + abs(abs(V1) − abs(V0)), where H0, V0 represent the horizontal and vertical components of mvp0, H1, V1 represent the horizontal and vertical components of mvp1, and abs(x) is the absolute value of x. The T will be set at 0, 1, 5, 20, and 1000 for experiments. The embedding capacity for Tar3 is bpap (Bits Per AMVP PU), which shall be set at 0.1, 0.2, 0.3, 0.4, and 0.5. All the steganography methods are implemented based on the official test model HM16.9 [32]. It is worth noting that, since the proposed scheme in this paper is a steganalysis algorithm based on MV domain, we only use the steganography method based on MV domain for message embedding in the experiment. However, according to the existing research on steganalysis algorithm based on multi-domain [25], the message embedding in other domains (such as inter-frame coding mode) may also lead to abnormal statistical characteristics of MV domain. Therefore, in future research, we will study the applicability of the proposed method in other embedding domains.

4.1.3 Competitor Steganalysis Methods

There are two types of competitor steganalysis methods used for the experiments. The first type is the parallel porting of classical methods proposed for H.264/AVC to HEVC, including AoSO [23] and NPELO [24]. The other type is the MV-based steganalysis methods proposed based on HEVC, including the neural network-based VSRNet method [27] and the local optimality in the candidate list-based LOCL method [30]. All the steganalysis feature sets are extracted based on the official test model HM16.9.

4.1.4 Training and Classification

It is worth noting that the steganalysis scheme proposed in this article does not require the use of machine learning methods for training and classification, as we can determine whether there exist message embedding based on the proposed optimal rate of MVP. To implement training and classification for various competitive steganalysis approaches, we use a Gaussian-kernel SVM (Support Vector Machine) [33], whose penalty factor C and kernel factor γ are established via a five-fold cross-validation. Additionally, the accuracy rate-which is calculated as the proportion of correctly identified samples to all samples-is used to gauge the effectiveness of the detection process. Ten randomly selected database splits are used to get the final accuracy rate. Each iteration uses 40% of the cover-stego video pairings for testing, and 60% are randomly selected for training. A desktop computer with a 3.1 GHz Intel Core i9 CPU and 64 GB RAM is used to conduct all of the tests. The evaluation metric for steganalysis detection is the average correct detection rate, which is the average of the true positive rate and false positive rate.

4.2 The Optimal Rate of MVP for Cover video

This experiment verifies the applicability of Property 1 of Section 3.2 under different conditions, i.e., the optimal rate of MVP is calculated according to formula (7) for cover video in DB1 and DB2 databases. To detect the impact of different encoders, the cover videos in this experiment are compressed using two different encoders.

The first encoder is HM16.9, and the cover videos are encoded with QP (Quality Parameters) of 20, 25, and 30. The GOP (Group Of Picture) structure used for HM is IPPPPPPPPPI..., and the experimental results are shown in Table 2. Two metrics are counted in the table, the first is the average of the optimal rate of MVP of all videos in the database, and the second is the proportion of videos with a 100% optimal rate to the whole videos. The experimental data shows that both DB1 and DB2, Optimal (mvp) have a mean value of 100% at different QPs. The proportion of videos with a 100% optimal rate to the whole videos is also 100%. The experimental data indicate that among the cover videos encoded with HM, all the PU encoded with AMVP meet the local optimality of MVP, i.e., they satisfy the Property 1.
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The second encoder is the efficient x265 [34]. The parameters used for x265 are the same as HM above. The experimental results are shown in Table 3, and it can be seen that both in DB1 and DB2, Optimal (mvp) have a mean value of 100% at different QPs. The proportion of videos with a 100% optimal rate to the whole videos is also 100%. The experimental result indicates that the cover video compressed by x265 also satisfies the Property 1.
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The results of the above two experiments show that both the official reference software HM and the optimized high-performance encoder x265 have an optimal rate of 100% of MVP for cover videos under different encoding parameters, which follows the Property 1.

4.3 The Optimal Rate of MVP for Stego Video

This experiment analyzes the detection performance of the proposed method on stego video. We use different steganography methods for message embedding on DB1 and DB2 databases, with an encoder of HM16.9 and a GOP structure of IPPPPPPPI.

The experimental results for the steganography algorithm Tar1 [19] are shown in Table 4. Taking the embedding strength e = 0.1 at QP = 20 in the DB1 database as an example, the average value of Optimal (mvp) is 99.70%, which means the optimality of the MVP of 0.3% PUs is corrupted. The proportion of videos with Optimal (mvp) equal to 100% of the total videos is 0%, which indicates that no video fully satisfies the MVP optimality. As a whole from Table 4, the average value of Optimal (mvp) is lower than 100% for different databases and QPs, and the proportion of the number of videos with Optimal (mvp) equal to 100% is 0%, which indicates that the optimality of MVP of all videos is perturbed. Based on the above analysis, it can be determined that all video sequences in this experiment are stego videos, and the reason is that the embedding operation performed by Tar1 on the MVDs destroys the local optimality of the MVP, which is consistent with the theoretical analysis in Section 3.1.2 and Property 2 in Section 3.2.
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The experimental results for the steganography algorithm Tar2 [20] are shown in Table 5. With different databases and QPs, the average value of Optimal(mvp) is 100% when the embedding threshold T = 0 and the proportion of videos with Optimal(mvp) equal to 100% of the total videos is 0%. According to the definition of T in Section 4.1.2, T = 0 means that mvp0 is the same as mvp1, so modifying the MVP index does not change the optimality of the MVP. That means when T = 0, the scheme of this paper is invalid. In fact, at T = 0, the Tar2 algorithm only selects those PUs whose mvp0 is the same as mvp1 for message embedding, and its embedding capacity is smaller. When T ≠ 0, the first indicator in the experimental results are not 100%, and the second indicator are 0%, which indicates that the optimality of the MVP of all videos is perturbed. We can determine these videos as stego based on these two statistical indicators. The reason for the above experimental results is that the embedding operation performed by Tar2 on the MVP index destroys the MVP’s local optimality, which is consistent with the theoretical analysis in Section 3.1.1 and Property 2 in Section 3.2.
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The experimental results for the steganography algorithm Tar3 [21] are shown in Table 6. The experimental results are similar to those of Tar2, but the Tar3 method is an adaptive embedding in MVP index with STC. The experimental results show that the proposed scheme can ideally detect the damage to the local optimality of the MVP. The underlying reason is that the embedding operation performed by Tar3 on the MVP index destroys the local optimality of the MVP, which is also consistent with the theoretical analysis in Section 3.1.1 and Property 2 in Section 3.2.
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Through the above analysis, for the three state-of-the-art steganography methods, the proposed steganalysis feature in this paper is invalid only in the case of T = 0 for the Tar2. In all other conditions, we can accurately distinguish the cover video from the stego video by whether the optimal rate of MVP is equal to 100%. The above experimental findings also verify the correctness of Property 2 and Corollary 1 in Section 3.2.

4.4 Comparison with Other Traditional Machine Learning-Based Steganalysis Methods

To compare the detection performance of existing steganalysis methods against the above three steganography algorithms, this section uses four traditional existing state-of-the-art steganalysis methods to detect the stego videos in Section 4.3. Due to limitations in the length of the paper, we only list some experimental data on database DB1 in Table 7. The feature set of AoSO [23] uses the SAD to describe the MV’s local optimal. From the experimental data, AoSO has some detection effect on Tar1 because Tar1 is a steganography method that directly modifies the MV and destroys the local optimality of the MV. AoSO is ineffective on Tar2 and Tar3 because these two steganography methods embed messages in the MVP index, and the original MV remains unchanged. NPELO [24] is a steganalysis feature set based on the local optimality of MV rate-distortion. The experimental data shows that NPELO performs better in detecting Tar1 than Tar2 and Tar3 for reasons similar to AoSO. The overall performance of NPELO is better than that of AoSO because NPELO considers rate-distortion (including pixel distortion and code bit), making it more reasonable. VSRNet [27] is a neural network-based steganalysis method, which is effective in detecting Tar1 but ineffective for Tar2 and Tar3. The experimental results indicate that VSRNet cannot yet capture the perturbations caused by the steganography method, which embeds messages in the index of MVP. LOCL [30] is a feature set that combines the NPELO and the optimal MVP candidate list, and its performance is better than AoSO, NPELO and VSRNet overall. However, LOCL considers the MVP’s optimality together with the MV’s optimality when designing the features, but the optimality of the MVP still needs to be fully exploited.
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From the above analysis, the detection accuracy of traditional steganalysis features for the three steganography algorithms is low (mostly below 80%). In contrast, according to the analysis in Sections 4.2 and 4.3, the proposed optimal rate of MVP can perfectly distinguish cover videos from stego videos in most cases. The reasons can be described from two aspects. First, the proposed method is designed based on an apparent vulnerability of the existing HEVC steganography algorithm in the MV domain, which has not been fully exploited in previous methods. The proposed steganalysis algorithm designed by the vulnerability can effectively attack the MV-based HEVC steganography algorithm. Second, the mechanism adopted by the proposed method is different from that adopted by the above comparison schemes. The value of the optimal rate of the MVP is used as the basis for judging whether it is a stego video. The other comparison schemes adopt the mechanism based on machine learning, which requires model training of cover and stego videos, and the overall detection performance is not high.

4.5 Applicability in B-Frames

The proposed method is based on the AMVP technique and can be applied to all videos encoded with the AMVP technique. Therefore, although the inter-frame coding frames used in the previous experiments are P-Frames, they are also theoretically applicable to B-Frames. If there are two reference lists for the PU block encoded by the AMVP technique in the B-Frame, the MVP on both reference lists satisfies the properties of Section 3.2.

To verify the applicability of the proposed scheme on B-Frames, we use the GOP structure of IBBBBBBBBI... for this experiment. The experiment is performed on the DB1 database with the steganography method as Tar2 (it is worth noting that Tar1 and Tar3 are also applicable and are not listed in this paper due to space limitation), and other parameters are the same as in Section 4.3. Table 8 shows the statistical results of the optimal rate of MVP for the cover video and stego video. As can be seen from the data in the table, the average value of Optimal (mvp) for the cover videos at different QPs is 100%, and the videos with 100% optimal rate account for 100% of the whole dataset, indicating that the experimental results at B-Frame also satisfy the Property 1 in Section 3.2.
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The results at the embedding threshold T = 0 are consistent with those at T = 0 in Table 5, again because only the PUs whose mvp0 = mvp1 are used for message embedding, so the optimality of the MVP is not destroyed. In contrast, when T ≠ 0, Optimal (mvp) in the experimental results is not 100%, and the proportion of the videos with a 100% optimal rate to the whole videos is 0%, which indicates that the optimality of the MVP of all videos is perturbed. In summary, for the HEVC videos compressed with B-Frames, except for T = 0, the proposed optimal rate of MVP can still effectively distinguish between cover and stego videos.

4.6 The Complexity Analysis of the Proposed Feature

In order to analyze the computational complexity of the proposed scheme, this subsection compares the time required for feature extraction with different QPs. Table 9 shows the dimensionality of the four steganalysis features and the average time needed to extract a video sequence (see Section 4.3 for parameter settings, CIF format, 240 frames, DB1). The experiments are run on a desktop computer with a 3.1 GHz Intel Core i9 CPU and 64 GB RAM. The data in the table shows that the feature dimension of the proposed scheme in this paper is only 1, which is the lowest among all methods. Regarding computational complexity, both AoSO and NPELO need to compute the 1-neighbourhood optimality of the MV, and the computational complexity is close. The highest complexity is LOCL because it has to calculate not only the optimality of the MV but also the optimality of the MVP’s candidate list. The extraction time of the proposed scheme is only about 1/2 of the other algorithms, because the proposed scheme does not need to calculate the 1-neighborhood optimality of the MV, but only the rate-distortion of the two MVPs. In addition, the smaller the QP, the larger the running time of all algorithms. This is because the smaller the QP, the finer the division of coding blocks, the more MVs in the code stream, and the more data to be processed.
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Overall, the computational complexity of the scheme in this paper is minimal because the feature dimension is only one, and the rate-distortion of only two MVPs needs to be calculated. More importantly, the proposed scheme does not require extensive machine learning based training. Therefore, the proposed method is very efficient and can be applied to practical scenarios.

5  Conclusion

Problems in information security are always the mutual game between attackers and defenders [35,36], so are video steganography and steganalysis. The development of video coding standards is always aimed at reducing redundancy and improving compressibility to ensure visual quality [18,37]. The primary starting point of steganography is to use data redundancy to embed secret information. Therefore, although the new coding standard provides more coding elements (such as the MVP index in AMVP technology) for information embedding, it also poses a challenge to steganography due to reduced redundancy. For example, with the wide application of HEVC, video information hiding based on HEVC has received more and more attention. The AMVP technology introduced in HEVC provides more embedding space for steganography, which can be used for message embedding by MVD or MVP index. However, the existing steganography of the MV domain based on HEVC also exposes security risks. Firstly, we analyzed in this paper that information embedding using the MVP index or the MVD may lead to perturbations in the optimality of the MVP. Secondly, we design the optimal rate of MVP as a steganalysis feature. Finally, through theoretical analysis and experimental verification, the proposed scheme not only can accurately distinguish the cover video from the stego video, but also does not require traditional model training and classification, and has the characteristics of low complexity.

The future work is primarily structured around two focal points. Firstly, we intend to persist in examining whether novel techniques emerging in alternative standards, such as HEVC and VVC, introduce fresh vulnerabilities to the prevalent steganography algorithms. Secondly, we aim to investigate the utilization of AMVP technology’s advantages to seamlessly integrate information into HEVC without compromising the optimality of MVP. This approach aims to elevate the embedding capacity and bolster resistance against steganalysis attacks.
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Table 1: Databases with YUYV format of test video sequences

Database Examples Number of Resolution Number of Number of
total frames frames in each  sequence
sequence

DBI Foreman, Akiyo, 8160 352 x 288 240 34
Bridge_close,
Bridge_far, City,
News, Football...

DB2 Basketball, 8000 2560 x 1600 100 10
BQMall, Cactus, 1920 x 1080 100 10
ChinaSpeed, 1280 x 720 100 20
fohnny, 832 x 480 100 20

’ 416 x 240 100 20
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Table 3: The optimal rate of MVP for cover videos encoded by x265

Database QP Optimal (mvp) Proportion of videos with 100% optimal rate
DBI 20 100 100

25 100 100

30 100 100
DB2 20 100 100

25 100 100

30 100 100
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Table 8: Statistical results for the cover and stego video with GOP structure of IBBBBBBBBI... The
steganography algorithm is Tar2 [20], and the database is DB1. The first value is the average (%) of
the optimal rate of all videos, and the second value is the proportion (%) of the videos with a 100%

optimal rate to the whole videos

QP Cover Embedding threshold 7

0 1 5 20 1000
20 100 100 100 100 9580 0 8744 0 79.63 0 7597 0
25 100 100 100 100 96.16 0 8752 0 7794 0 7245 0
30 100 100 100 100 96.70 0 88.05 0 7759 0 7128 0
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Table 6: Statistical data of the optimal rate of MVP for steganography method Tar3 [21]. The first
value is the average (%) of the optimal rate of all videos, and the second value is the proportion (%) of
the videos with a 100% optimal rate to the whole videos

DB QP Embedding capacity (in bpap)
0.1 0.2 0.3 0.4 0.5

DBI1 20 9888 0 9899 0 98.08 0 9646 0 9440 O
25 98.17 0 9849 0 9769 0 9598 0 9374 0
30 9446 0 9624 0 9553 0 9417 0 92.03 0

DB2 20 9946 0 9926 0 9838 0 96.78 0 9459 0
25 9949 0 99.17 0 98.06 0 96.15 0 93.64 O
30 9908 0 9891 0 9756 0 9532 0 9256 0
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Table 4: Statistical data of the optimal rate of MVP for steganography method Tarl [19]. The first
value is the average (%) of the optimal rate of all videos, and the second value is the proportion (%) of
the videos with a 100% optimal rate to the whole videos

DB QP Embedding strength e
0.1 0.2 0.3 0.4 0.5

DBI 20 99.70 0 9960 0 9935 0 9929 0 99.14 0
25 9985 0 9970 0 9952 0 9941 0 9924 0
30 9987 0 99.73 0 9958 0 9947 0 9933 0

DB2 20 9981 0 99.70 0 99.57 0 9947 0 9938 O
25 9983 0 9970 0 9954 0 9940 0 99.28 0
30 9985 0 99.72 0 99.59 0 9945 0 9934 0
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Table 9: Average computational time (in second) of feature extraction for a single CIF sequence with
240 frames (in DB1)

Steganalysis methods Dimension QP

20 25 30
A0SO [23] 18 415 330 2.64
NPELO [24] 36 445 355 286
LOCL [30] 37 470 3.85 295

Proposed 1 240  1.81 1.39
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Table 7: Detector accuracy (%) of competitor four traditional steganalysis methods against three
steganography methods in database DB1

Steganalysis QP Steganography Tarl [19] Embedding Tar2 [20] Embedding Tar3 [21] Embedding

methods method & strength e threshold T capacity (in bpap)
Embedding
parameter 0.1 0.5 0 1000 0.1 0.5
A0SO [23] 20 58.29 67.80  49.17 48.17 4845 50.04
30 54.92 63.90  49.20 48.80  48.90 48.15
NPELO [24] 20 71.93 74.39 63.47 73.89 63.22 60.99
30 68.31 70.44 60.86 71.64 4540 48.88
VSRNet [27] 20 68.11 70.19  49.34 56.12  49.34 52.42
30 65.24 67.83 50.23 5490  49.08 51.98
LOCL [30] 20 72.36 76.80 59.96 72.82 69.55 68.21

30 65.77 67.56  46.21 8732 57.74 64.62
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Table 2: The optimal rate of MVP for cover videos encoded by HM

Database QP Optimal (mvp) Proportion of videos with 100% optimal rate
DBI 20 100 100

25 100 100

30 100 100
DB2 20 100 100

25 100 100

30 100 100
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Table 5: Statistical data of the optimal rate of MVP for steganography method Tar2 [20]. The first
value is the average (%) of the optimal rate of all videos, and the second value is the proportion (%) of
the videos with a 100% optimal rate to the whole videos

DB QP Embedding threshold T
0 1 5 20 1000
DB1 20 100 100 9990 0 8227 0 7284 0 69.17 0
25 100 100 9327 0 81.92 0 7130 0 6680 0
30 100 100 94.04 0 8297 0 71.55 0 6636 0
DB2 20 100 100 95.17 0 84.85 0 7501 0 6857 0
25 100 100 9465 0 8334 0 7231 0 6577 0
30 100 100 9502 0 83.69 0 71.52 0 64.07 0
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