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Abstract: Efficient optical network management poses significant importance in backhaul and access network communication for preventing service disruptions and ensuring Quality of Service (QoS) satisfaction. The emerging faults in optical networks introduce challenges that can jeopardize the network with a variety of faults. The existing literature witnessed various partial or inadequate solutions. On the other hand, Machine Learning (ML) has revolutionized as a promising technique for fault detection and prevention. Unlike traditional fault management systems, this research has three-fold contributions. First, this research leverages the ML and Deep Learning (DL) multi-classification system and evaluates their accuracy in detecting six distinct fault types, including fiber cut, fiber eavesdropping, splicing, bad connector, bending, and PC connector. Secondly, this paper assesses the classification delay of each classification algorithm. Finally, this work proposes a fiber optics fault prevention algorithm that determines to mitigate the faults accordingly. This work utilized a publicly available fiber optics dataset named OTDR_Data and applied different ML classifiers, such as Gaussian Naive Bayes (GNB), Logistic Regression (LR), Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Random Forest (RF), and Decision Tree (DT). Moreover, Ensemble Learning (EL) techniques are applied to evaluate the accuracy of various classifiers. In addition, this work evaluated the performance of DL-based Convolutional Neural Network and Long-Short Term Memory (CNN-LSTM) hybrid classifier. The findings reveal that the CNN-LSTM hybrid technique achieved the highest accuracy of 99% with a delay of 360 s. On the other hand, EL techniques improved the accuracy in detecting fiber optic faults. Thus, this research comprehensively assesses accuracy and delay metrics for various classifiers and proposes the most efficient attack detection system in fiber optics.
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1  Introduction

The optical fiber communication system is envisioned as the backbone of modern telecommunication systems that is the most reliable and secure, with high data transfer and low latency at a longer distance [1]. The existing fiber optics fulfill the increasing network demands, including 5G, Internet of Things (IoT), 4K and 8K video streaming services, Virtual Reality (VR), and Augmented Reality (AR) content and applications. According to the recent forecast by CISCO, 66% of the human population will have internet access in the future [2]. In such situations, the fiber optics network must ensure the Quality of Service (QoS) and provide uninterrupted connectivity worldwide. Despite many promising features of the fiber optics network, it is highly vulnerable to a variety of failures [3], including fiber cut [4], fiber eavesdropping [5], splicing, bad connector [6], fiber bending, and Physical Contact (PC) connector [7]. These faults can lead to diminished data transfer rates and increased latency, directly impacting the end-user experience [8]. Fig. 1 depicts the major fiber optics faults.
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Figure 1: Fiber optics faults

In order to cope with these faults, existing literature proposed various techniques such as Optical Power Meter (OPM) and Optical Spectrum Analyzer (OSA) [9], Fiber Bragg Grating (FBG), Mach−Zehnder Interferometry (MZI) [10], Optical Frequency Field Reflection (OFDR) [11], Photon Counting Optical Time Domain Reflectometers (v-OTDR) [12] and Optical Time Domain Reflectometers (OTDR). Furthermore, authors in [13,14] used FBG for fault detection and Wavelength Division Multiplexing (WDM) to identify faulty fiber branches in Passive Optical Networks (PON). Among the techniques mentioned above, the OTDR is a widely adopted method for identifying and localizing faults in fiber optics. It uses the time and intensity of light backscattered from the fiber optics. However, the detection efficiency of traditional techniques is hindered by the noise present in backscattered OTDR signals.

On the other hand, Artificial Intelligence (AI) has an enormous contribution to predicting the anomalies in various domains such as healthcare [15], IoT [16], Vehicular Networks (VANETs) [17], Power monitor systems [18], E-Commerce and so on. More specifically to existing research, Machine Learning (ML) and Deep Learning (DL) techniques are significantly used in optical communication systems, such as the Linear Regression (LR) algorithm applied for signal amplification [19]. Similarly, Principle Component Analysis (PCA) and Support Vector Machine (SVM) are utilized for modulation reorganization and data rate [20]. Furthermore, Random Forest (RF) and Decision Tree (DT) are used for classifying the probability of Bit Error Rate (BER) to ensure the QoS threshold [21]. Deep Neural Networks (DNN) are also employed for multiple purposes in optical communications, such as monitoring and predicting the Optical Signal to Noise Ratio (OSNR), modulation schemes, and so forth [22,23]. Similarly, fault detection and localization based on ML techniques are developed. For instance, soft failure-based detection and identification of fiber optics are monitored by continuous observation of BER using SVM, Neural Networks (NN), and RF techniques [24]. Furthermore, the Single-Layer Perceptron Neural Networks (SLP NN) technique was developed on simple LR to predict the location of the fiber cut in underground cable [25]. Other techniques, including Autoencoder (AE) and Bidirectional Gated Recurrent Unit (BiGRU) algorithms for anomaly detection [3], are incorporated in fiber optics.

However, the above-mentioned works used limited ML/DL techniques for fault detection and localization. Different from those works, this research evaluates six major faults using various advanced ML and DL classification techniques. The proposed study detects the faults and enables the users to identify the attack type accurately. The contribution of this research can be summarized as follows:

•   The proposed research exploited six major faults in fiber optics using a multiclassification system to determine the fault types accurately.

•   This work evaluated and compared the accuracy of six ML classifiers, Gaussian Naive Bayes (GNB), LR, SVM, K-Nearest Neighbor (KNN), RF, and DT, and a hybrid DL classifier, Convolutional Neural Network and Long-Short Term Memory (CNN-LSTM) to detect the fiber optics faults.

•   This research applied various EL techniques to combine the ML models and evaluate their performance for enhancing fault detection accuracy.

•   The proposed work evaluated the performance of every classifier in terms of delay and accuracy.

The rest of the article is summarized as follows:

Section 2 provides detailed work related to fault detection. Section 3 presents the system model for fault detection and proposes an ML-based simulation system. In Section 4, this paper demonstrates the results achieved in graphical form. Finally, Section 5 summarizes the paper in the conclusion section. Table 1 illustrates the notations and their descriptions used in this paper.
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2  Related Work

In recent years, the extensive upliftment in fiber optics networks has gained significant attention from academics and the industry. Specifically, the existing literature witnessed considerable development in this era. The advancement in optical fiber networks has improved data transmission up to terabytes per second, with a negligible delay at long distances, and fiber optics has expanded its reach from backhaul to the access network, including the deployment of Fiber-to-the-X (FTTX), (X: Home, node, building, etc.) [26]. Despite notable achievements, the prompt fault detection and prevention system is crucial in fiber optics. To mitigate these challenges, existing literature has contributed using various techniques, such as the FBG technique, which is gaining momentum in fiber optics components [27]. The significant drawback of FBG is that it detects anomalies over fiber optics, such as temperature and stress, without identifying the fault types. Researchers in [28] introduced a fault detection technique using tunable photon counting (Φ-OTDR) to identify fiber optics faults in PONs. This method filters out and reduces the coherent noise and enhances fault detection through a feedback loop linking a Field-Programmable Gate Array (FPGA) based acquisition unit and the filter.

Nevertheless, the increased sensitivity of Single-Photon Detectors (SPDs) poses a challenge to dynamic range detection. Additionally, the existing work encounters power consumption limitations as the Semiconductor Optical Amplifier (SOA) struggles to meet power requirements. In addition, authors in [29] implemented a real-time fiber incident detection system by exploiting AI to train the model using previous fiber optics incident images in fiber optics networks. The authors proposed a You Only Look Once (YOLO) technique using CNN, and they extended this work to a Regional Mask CNN (Mask-RCNN) based model, which detects and extracts the object regions from images, including fiber cut, link degradation, power issue. Notably, this study is limited to training the model using images rather than detecting multiple faults.

Recently, ML has gained a widespread application, particularly in fiber optics communication networks for fault prediction and localization systems with high accuracy. OPM collects and evaluates various physical characteristics of transmitted signals and components within an optical network to detect ML-based faults. Specifically, Artificial Neural Networks (ANN) extract the features by learning from optical fiber channel parameters such as OSNR, polarization-mode dispersion (PMD), Polarization Dependent Loss (PDL), and Chromatic Dispersion (CD) [30]. However, these techniques require advanced signal processing to find the relevant information; therefore, detecting network failure and system performance becomes very complex and time-consuming.

In reference [31], nonlinear regression ML techniques, specifically SVM and neural networks, are employed to analyze multiple modulation schemes, including Quadrature Phase-Shift Keying (QPSK), Quadrature Amplitude Modulation (8 QAM), 16 QAM, and 64 QAM. These models are trained using diverse OSNR, and relevant features are derived directly from the detected optical signals. This work mainly focuses on the classification of distinct modulation schemes for transmission, whereas the network performance is not evaluated. In contrast, reference [32] introduced a Multi-Task Learning Artificial Neural Network (MTL-ANN) for monitoring the optical performance on simultaneous OSNR and Modulation Format Identification (MFI). The Amplitude Histograms (AHs) of signals are used as an input feature, and the results obtained for non-return-to-zero on-off-keying (NRZ-OOK), pulse-amplitude-modulation (PAM4), and PAM8 signals, MTL-ANN performs better in terms of accuracy and stability. However, the complexity of the MTL-ANN increases exponentially.

Along with the OPM, fiber optic failure management is essential; a review of failure management is presented by [33] to meet the service level agreements with customers and guarantee reliable and stable network services. Failure management of the optical network is performed by alarm monitoring, predicting equipment life, identifying equipment abnormalities, power monitoring, and identifying fiber optics anomalies. These techniques take time to resolve issues; therefore, they need an instant solution to deal with network anomalies to avoid significant delays.

The authors in [34] employed a DL model with a recurrent-based autoencoder technique for identifying the fault in PON. Remarkably, the model achieved an average accuracy of 97% in fault detection and minimized Root Mean Square Error (RMSE) compared to conventional techniques. Nevertheless, this approach identified faulty branches within the PON, it demonstrated poor performance in detecting significant faults such as fiber cuts and bends.

Another work in [35] on branch identification utilized the reflectors at each branch of 1:32 splitting branches PON and the state-of-the-art ML-based attention mechanism autoencoder and GRU techniques used for measuring the performance of the designed algorithm. A Variable Optical Attenuator (VOA) distinguishes the overlapped reflections from multiple branches. The performance of the proposed method is compared with Multilayer Perceptron (MLP), CNN, LSTM, and GRU methods. Despite a significant contribution, the proposed method does not identify the fault type and location. Moreover, authors in [36] worked on the detection and localization of fiber faults at SNR from 0 to 30 dB using noised OTDR reflected traces simulated over the CNN model, the performance of reflective events measured in probability detection and RMSE for the location of the event. This method only detects and localizes the reflective events in a single fiber and is limited to the prediction of reflective events capacity; it needs further improvement for better accuracy. In addition, Abdelli et al. [3] determined two fiber faults, including fiber cut and eavesdropping, using the ML-based Auto Encoder (AE) model. This model detects the fiber faults using a localized fault detection system. However, the proposed method is limited to only two fault types.

Authors in [37] proposed an experimental splitting eavesdropping events detection and localization performed over optical fiber communications at different splitting ratios using ML-based CNN technique by considering both OPM (Q-factor, OSNR, BER, Error Vector Magnitude (EVM)) and eye diagram as input features. The results show 100% for event detection and 92.76% for event localization, but the proposed method is limited to end-to-end transmission eavesdropping events and ignores the other anomalies.

Similarly, authors in [38] proposed a fiber-bending eavesdropping detection using a clip-on coupler, which evaluates the 5-dimensional input features from received optical signals time domain waveform. The employed ML-based LSTM classifier classifies the normal and bending eavesdropping events and achieves a 95.83% accuracy rate. Table 2 shows the summarized work for ML-based fault detection techniques, contributions, and limitations in fiber optics communications.
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Different from the above-mentioned traditional works, which are limited to a few fault detection methods, their proposed techniques are inefficient in detecting and localizing the fault promptly. Furthermore, prevention is a significant issue not considered by any related work. Unlike previous works, this work deeply considers all types of faults in fiber optics and provides the most reliable detection and prevention techniques. Furthermore, this work used the hybrid DL model based on CNN-LSTM and EL of bagging, boosting, and voting, which exhibited better performance than other proposed ML models (GNB, LR, SVM, KNN, RF, DT). In addition, it predicts the delay for each classifier.

3  System Model

The proposed system model is divided into two parts. Initially, this work presents the system components, loss analysis using attenuation in fiber optics, and ML multiclassification system for detecting various faults, including fiber eavesdropping, bending events, bad splices, dirty connectors, fiber cut, and PC connectors. This work utilized reflectors to identify the faulty link in PON. Secondly, this work proposes a decision-making algorithm to tackle the faults mentioned above as per the situation. Notably, every attack varies in severity and requires a situation-specific response. The first part of this proposed methodology includes system components and an ML-based fault detection system.

3.1 System Components

The proposed system models contain various system components, including an Optical Line Terminal (OLT), Optical Distribution Network (ODN), and Optical Network Unit (ONU). The data is fetched from OLT to ONU and vice versa through ODN. A detailed discussion of these three components is given below. Moreover, OTDR is another significant component in this proposed system that detects network faults. The system components and their relation are depicted in Fig. 2.
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Figure 2: PON system and components

OLT: OLT is a fundamental component of PON in this research that performs multiple operations, including signal conversion (electrical to optical), signal distributions (CO to ONUs using ODN), and signal management for upstream and downstream transmission. In addition, it performs multiplexing, demultiplexing, dynamic bandwidth allocations, network synchronizations, monitoring, authentication, and security. In this proposed work, OLT transmits the data using fiber optics.

ODN: The ODN is a critical passive intermediary component in this proposed system. Its primary function is to distribute the signal from a single fiber of the OLT to multiple ONUs. The significance and scope of the ODN are amplified with the expanding deployment of FTTX technologies. In the context of this proposed research, the ODN’s role is pivotal, acting as a bridge that facilitates communication between the OLT and ONUs.

ONU: In this research, ONU is a vital end-user component equipped with a transceiver. It converts the optical signals to electrical signals and vice versa. Moreover, it plays a role in handling and filtering data downstream and upstream. In upstream, the ONU allocates the time slot allocation, multiplication, collision avoidance, etc.

OTDR: The OTDR is one of the essential components in this proposed system that detects faults in fiber optics using a Rayleigh backscattering technique. Based on the calculations in Eq. (1), the OTDR locates the fault position and attenuation losses.

d=vt2n(1)

where v is the speed of light depends upon refractive index n, and t is the round trip time of light signal travels and reflected. ML is implemented to calculate the faults more accurately. The OTDR is inefficient in detecting faults using traditional techniques. Therefore, the ML techniques facilitate predicting the faults using a public dataset.

3.1.1 Attenuation in Fiber Optics

Attenuation is one of the significant challenges in fiber optic communications that delays transmission due to various factors such as dispersion, absorption, bending, splicing, and faulty connectors. A careful manufacturing process and specific selection of materials and waveguides are crucial to mitigate dispersion and absorption issues. On the other hand, fiber attenuation due to bending, splicing, and connectors depends upon the quality of installation. The optical receivers recover the transmitted signals from the received degraded optical power, but the receiver cannot recover the signals due to higher attenuations in fiber links. The fiber attenuation is calculated in Eq. (2) as [39]:

dPods=−αPo(2)

where α is the attenuation coefficient, Po is optical power, and s is the distance propagated along the fiber optics. Meanwhile, the output power Pout is measured by Eq. (3).

Pout=Pinexp⁡(−αL)(3)

Here, Pin is the input power, and L is the fiber length in kilometers (km). The attenuation coefficient α(dB/km) is calculated in Eq. (4) as:

α=−10Llog10⁡(PoutPin)(4)

Other losses were observed by rayleigh scattering due to the fluctuations in refractive index due to the microscopic variations in density and concentration of silicon molecules in fiber optics during fabrications. See Eq. (5) the Rayleigh scattering. Rc is calculated as:

Rc=αRλ4(5)

αR is the Rayleigh scattering coefficient, it can be calculated in Eq. (6) as [40]:

αR=8π33n8γ2kβtTf(6)

Whereas n is the refractive index, γ is photoelastic constant, k is Boltzmann constant, and βt is isothermal compressibility at the fictive temperature Tf (a temperature at which no further structural changes occur in glasses).

Furthermore, the losses occur due to optical components like fiber joints and connectors between two fibers producing little light reflection. The change in refractive index (glass-air-glass) due to fiber joint known as Fresnel reflection loss LossF: [41], which is represented in Eq. (7):

LossF=−10log10⁡(1−((n1−n0)(n1+n0))2)(7)

n1 and n0 are the refractive indexes of the fiber core and medium between two fibers, respectively.

The losses due to connectors for optical fiber are measured as the Return loss (LossR); the return loss for refractive index matching material is calculated as Eq. (8) [42]:

LossR(dB)=−10log10⁡((n1−n2)(n1+n2))2(8)

n2 is the refractive index of index-matching material.

Furthermore, the bending in fiber optics is of two types: i. Macro bending and ii. Micro bending. The losses due to macro bending are the larger visible loop bents cause light reflection out of the fiber core. Microbending produces small-scale distortion due to imperfect installation and stress on the fiber. The total attenuation coefficient (αtotal) in fiber optics is measured by adding all attenuation due to absorption (αabs), scattering (αscat), bending (αben), splicing (αspl) and connectors (αcon). See Eqs. (9) and (10), which calculate the total losses in fiber optics [43].

αtotal=αabs+αscat+αben+αspl+αcon(9)

Total Loss(dB)=αtotalxL+LossF+LossR(10)

3.2 ML-Based Multiclassification System

This work exploits advanced ML and DL techniques to detect and classify attacks effectively. The proposed ML-based model involves various steps, as outlined in Fig. 3.
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Figure 3: ML-based fault detection system

3.2.1 Data Collection

The data collection and its relevance to the problem is the most crucial step in ML, as it lays the foundation for accurate model training and analysis. Considering the importance of the relevant dataset, this work utilized a publicly available dataset, OTDR_Data [44]. This dataset is mainly designed to capture various faults. It contains six fault types and 30 features. Overall, this dataset comprises 125,832 records. Furthermore, the collected data is passed through the data preprocessing process.

3.2.2 Data Preprocessing

Preprocessing plays a vital role in ensuring the accuracy of ML models. The existing dataset contains many missing records and useless features. To perform efficient preprocessing, this work incorporated the following steps: Data cleaning, data split in training and testing, and applying 10-fold cross-validation.

3.2.3 Data Cleaning and Normalization

The data cleaning process ensures the elimination of non-contributing records and features. The empty records are removed manually in the data cleaning processes to optimize the dataset. The missing values were replaced with the median and mode for numerical and categorical features, and the missing records with excessive missing data were discarded. The Interquartile Range (IQR) and Z-score statistical methods are applied to analyze and address the missing values. The stability and standardization of data are maintained primarily for fault identifications in fiber optics. Furthermore, duplicate records are removed to avoid bias in the model training and ensure that each data contributes to the model learning. The data is normalized by preventing overfitting and underfitting. This work balanced the insufficient classes to remove the overfitting in the dataset, and a wide range of data was assured to combat underfitting.

3.2.4 Data Training and Testing

The training and testing of datasets are fundamental in developing robust, reliable models capable of accurately detecting and analyzing faults in PON systems. In this step, this work divided the dataset into training (70%) and testing (30%). This training set actively develops and perfects the models to various fault scenarios and feature variabilities. The testing set involves a crucial step for evaluating the performance of the model and its capability. Afterwards, this work employed a 10-fold cross-validation technique to ensure the robustness and reliability of this proposed model.

3.2.5 Multi Classification

Unlike binary classification systems, multiclassification is a categorical approach involving multi-class prediction. Considering the fault detection type that includes various classes, this work employed a multi-classification system to assess the performance of different ML and DL models. Specifically, integrated six ML models as mentioned below:

GNB: It is a fast and multivariate ML classifier that relies on the Bayes theorem and assumes the features of each class on Gaussian distribution. It calculates the mean and variance of each class and predicts the new data points [45]. Eq. (11) shows the mathematical model for GNB.

P(Z|X)=P(Z)P(X|Z)P(X)(11)

Here, P(Z|X) is the probability of class Z over given feature X,

P(Z) is the predictive probability of class.

P(X|Z) is the probability of predictor X over given class Z.

P(X) is the overall probability of feature X.

LR: The LR classification technique employs the probability of categorical data. This method uses the logistic function to model the relationship between dependent variables (fault class) and independent variables (features). The multinomial LR classification calculates the sigmoid function with the SoftMax function, as mentioned in Eq. (12) [46].

P(Z=k|X)=eXTwk∑i=1KeXTwi(12)

P(Z=k|X) is the probability of feature X belonging to class k, wk is the weight vector for class k, and i iterates over a total number of classes from 1 to K.

SVM: SVM is a powerful and multipurpose supervised ML algorithm, mainly used for classification purposes. It separates the different classes in available features by finding the best hyperplane. The hyperplane boundary is chosen on a maximum margin between data points of other classes [47].

KNN: KNN is a simple and commonly used instant-based learning ML algorithm that handles multiclassification tasks over a large dataset. It uses the entire dataset to calculate the point and predict the values based on the nearest k-neighbor points. The data point is calculated for classification by voting the most used labels for the closest neighbor points [48].

RF: RF is a supervised learning technique for classification and regression tasks. It works on ensemble learning techniques by combining the multiple decision tree outputs to predict the features. For classification, it determines the training set, applies DT for each sample, and generates the output on majority voting [49].

DT: DT is one of the most popular ML predictive techniques; this paper utilized it for multiclassification in fiber optics fault detection. DT separates the data into subsets by investigating the training samples and features on the principle of information gain and entropy. The purpose is to construct a tree structure to efficiently predict the output for new data using an available dataset. The Entropy (E(D)) and Gain information (G(D)) are given in Eqs. (13) and (14), respectively [47].

E(D)=∑k=1K−Pklog2⁡Pk(13)

G(D)=1−∑k=1KPk2(14)

Here, K is the total number of faults, and Pk is the probability of randomly choosing data from fault k.

EL: It is a powerful ML technique with the additional capability to predict faults. In contrast, it increases the computational efficiency by combining the weak learning models. The EL technique’s predictive performance is higher than that of the individual models. The following EL techniques are utilized in this study.

Bagging: It is an EL ML technique that improves the accuracy of algorithms by containing the subset of trained multiple models, and each model votes for the output similar to the RF model. It combines numerous models and reduces the variance. This work used the DT classifier as a base function and applied the bagging EL technique.

Boosting: Boosting combines multiple ML models that have weak prediction capability. It trains each sample, adjusts the weight, and corrects previous errors to increase the model’s accuracy. The final output is based on the weight of each model and has better classification accuracy. In this work, the boosting EL technique is also evaluated by using DT as a base classifier.

Voting: Voting is a vital EL technique where multiple models are trained independently, and their predictions are combined on a majority voting for classifications. This work combined RF, LR, and KNN for voting classifications. Fig. 4 shows the ensemble model applied to RF, LR, and KNN classifiers.
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Figure 4: EL voting technique

CNN: It is an ANN with high feature extraction capability from the training data. It consists of multiple hidden layers, where the first part contains the input layer, followed by altering the convolutional layer and pooling layer. The convolutional layer is partially connected; it extracts the features as artificial neurons and forwards them to the next pooling layer. The pooling layer reduces the feature and resamples it based on the average input value. The second part consists of a fully connected layer with a completely straightforward neural network to create the combinations of features for mapping the output.

LSTM: Traditional feedforward ANNs do not support sequential time series structured data. Recently developed Recurrent Neural Networks (RNNs) overcome this by incorporating recurrent alongside forward connections. LSTM is a type of RNN with high capacity, especially for learning from data sequences. It has a complex architecture consisting of three gates: An input gate, an output gate, and a forget gate. These gates are designed to store long-term memory, control the flow of information, and determine whether information is kept or removed. Furthermore, it enables LSTM to remember the pattern for extended periods, which benefits not to train the data repeatedly.

Hybrid model (CNN-LSTM): By taking advantage of the best feature extraction for CNN and sequential data developing from LSTM, this paper combined both models and generated a hybrid model based on CNN-LSTM. In this designed network architecture, the efficiency of convolutional layers in extracting and generalizing features from time series data is improved by using LSTM. This combination advances the accuracy of mapping the output from input, mainly fault classification, using time series.

In this work, the designed CNN algorithm, the convolutional layer with 64 filters and a kernel size of 03, extracts features and passes them to the next pooling payer to reduce the computational complexity by downsampling the feature maps. After the pooling layer, data is flattened into the 1D array to send into the fully connected layer. The Rectified Linear Unit (Relu) is an activation function for convolutional and pooling layers. It creates non-linearity and allows the network to learn complex patterns. The LSTM is specially designed for processing data sequences; tanh and sigmoid are the activation functions used for the gating mechanism. The combined CNN-LSTM is the most potent solution for sequential data. Finally, the softmax function is used in the final layer for multiclassification. Fig. 5 shows a consolidated evaluation framework for CNN and LSTM.
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Figure 5: CNN-LSTM architecture

3.3 Fault Prevention System in Fiber Optics

Each fault in fiber optics has its own severity and prevention techniques. In this proposed system, the OTDR signals are initially analyzed to predict the faults through the multiclassification ML approaches and address the fault according to the ML-based results. Based on the fault type, this work proposes a decision-making system that decides an appropriate prevention system. Specifically, optical fiber includes two major fault types: Fiber disconnection and Fiber attenuation. The faults are followed, and their proposed mitigation system.

Fiber cut: In the case of a fiber cut, the most reliable solution is to route the traffic from a redundant link. Thus, this paper proposes a redundancy that implies switching to backup fiber to maintain the data transmission until the link is established physically.

Fiber attenuation: Fiber attenuation involves various fiber faults. In the case of signal attenuation, the proposed system model copes with the fault accordingly. For example, a splice loss fault detected at the fiber junction is resolved by a splicer of fiber in the proposed system. On the other hand, losses due to dirty connectors are resolved by cleaning or replacing the connectors. Regarding fiber tapping or eavesdropping, the proposed system uses OLT to secure communication channels through encryption.

Finally, the proposed system manages fiber bending by adjusting the installation to reduce stress. However, physical connector faults are treated as other faulty connectors that need to be replaced. Algorithm 1 presents the fault detection and decision system.
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3.4 ML Model Evaluation

The proposed ML-based evaluation system is divided into Accuracy and Delay. The accuracy involves the model’s accuracy, whereas the delay measures the testing time of each classifier. The motive of involving delay in the proposed system verifies the tradeoff between the accuracy and delay of a specific model. The performance of proposed ML classifiers is evaluated using the precision, recall, accuracy, and F1 score calculated in Eqs. (15) to (18), respectively.

The precision (Prc) measures the accuracy of valid predictors.

Prc=TPTP+FP(15)

Recall (Rc) measures the sensitivity or ability of an ML model to count all the related classes.

Rc=TPTP+FN(16)

Accuracy (Acc) is an essential parameter for performance measurement, and the equation is given as follows:

Acc=TP+TNTP+FP+TN+FN(17)

F1 score is the harmonic mean of precision and recall parameters, and the purpose is to balance both precision and recall parameters.

F1=2xPrc x RcPrc+Rc(18)

Here, TP (true positive) represents the correct predicted, TN (true negative) is falsely predicted, FP is correctly predicted false class, and FN refers to the incorrectly predicted false class.

Delay: The fiber optics is a delay-sensitive network, which requires less delay while classifying the attack type. In the proposed system, the delay measures the average time each ML classifier takes for testing, illustrating the computational efficiency in terms of processing time. Through this evaluation, this work aims to identify classifiers that strike the optimal balance between accuracy and computational efficiency, ensuring effective fault detection while minimizing processing time.

4  Results and Discussion

In this work, the deep study of fault detection and prevention systems is performed using six different ML classifiers, three EL techniques, and one hybrid DL technique. The classifiers for the model are evaluated using a multiclassification system that includes accuracy, precision, recall, F1 score, and delay. In addition, this work exhibited the results using Receiver Operating Characteristic (ROC) curves for each model that shows the performance of classifiers. Table 3 shows the numerical results of each model.
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Notably, the RF, LR, and KNN using EL show an improved accuracy, whereas the delay is enhanced compared to individual classifiers. Thus, the EL technique has higher accuracy with increased delay. The following are the visualized results of various ML classifiers where every class shows a specific fault type from 1 to 6, class 0 shows no fault, and class 7 is the reflector. It is also normal and helps to identify the faulty branch, as illustrated in Table 4.
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The visualized ROC curve of different ML classifiers is shown as follows. Fig. 6 indicates that the GNB classifier achieved the highest accuracy in class 3, which is 0.95; Class 1 and class 7 are 0.93. Class 0, class 2, class 4, and class 5 are 0.85, 0.88, 0.92, and 0.80, respectively; class 6 achieves lowest of 0.65. Fig. 7 shows that the LR classifier achieved a satisfactory accuracy of 0.97 in class 3 and 0.95 in class 1. In class 7 and class 4, LR attained an accuracy of 0.94 and 0.91, respectively, while the rest of the classes were in the 80s. Fig. 8 shows that the SVM classifier achieved the highest accuracy in class 3, 0.97. Most of the accuracy achieved by SMV is in the 90s, except for class 6, which is 0.88. The KNN obtained an accuracy of 0.96 in class 3, class 4, and class 7. While it achieved 0.95 in class 1 and class 6, 0.94 for class 2 and class 4, 0.88 for class 0, as depicted in Fig. 9. The RF shows better accuracy in most of the classes, such as 0.97 in class 1, class 3, class 4, and class 7. On the other side, class 0, class 2, and class 5 achieved 0.96 accuracy. As compared to previous classifiers, RF achieved a better accuracy, as shown in Fig. 10. As displayed in Fig. 11, DT reflects a poor accuracy in most of the classes, where the highest accuracy is 0.92 in class 7, 0.91 in class 4 and class 6, 0.90 in class 1 and class 3 and lowest accuracy of 0.80 in class 0.
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Figure 6: GNB classifier
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Figure 7: LR classifier
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Figure 8: SVM classifier
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Figure 9: KNN classifier
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Figure 10: RF classifier
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Figure 11: DT classifier

EL: The bagging EL applied on DT reflected an improved accuracy compared to simple DT. After applying bagging EL, class 4 achieved a height accuracy of 0.98; other classes, except class 0, predicted an accuracy of 0.97. Moreover, class 0 shows an accuracy of 0.96, see Fig. 12. Similarly, the boosting EL is applied on DT in the proposed system, which depicts less accuracy than the bagging method. The highest accuracy using boosting is shown in Fig. 13, which is 0.96 accuracy, which is less than the bagging method.
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Figure 12: Bagging classifier
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Figure 13: Boosting classifier

Moreover, the voting EL method is applied to LR, RF, and KNN combined in the proposed system. The superiority of the voting method is reflected in Fig. 14, where class 1, class 3, class 4, class 5, and class 7 achieved 0.97, and other classes achieved 0.96 accuracy. Thus, the voting method is more efficient and accurate in multi-class fault detection systems.

[image: images]

Figure 14: Voting classifier

Fig. 15 is for the hybrid-based CNN-LSTM model, showing the highest average accuracy for all classes, class 2 and class 4 to class 7 of 0.98, and the rest of all classes showed 0.97.

[image: images]

Figure 15: CNN-LSTM classifier

4.1 Consolidated Results

Accuracy: As shown in Fig. 16, comparative evaluation results of all classifiers with and without the EL technique reflect that the voting method achieved higher accuracy, precision, recall, and F1 of 94% than other EL techniques and individual classifiers. Moreover, the DL-based hybrid CNN-LSTM model shows % highest average performance of 99%.

[image: images]

Figure 16: Performance comparison of ML classifiers

Delay: As shown in Fig. 17, the lowest delay is observed in the KNN ML model, which is 0.05 s, whereas GNB is in a second-ranked model with a delay of 0.11 ms. The higher delay observed for the EL voting model and hybrid CNN-LSTM model is 163 and 635.8 s, respectively.

[image: images]

Figure 17: Delay analysis of ML classifiers

5  Conclusion

Fault detection and prevention in fiber optics is the most prioritized issue in optical communications. It badly affects the communications services for a longer time. To keep safe and secure fiber optics cables, this research proposed the six ML models (GNB, LR, SVM, KNN, RF, DT) and three EL-based ML models (Bagging, Boosting, and Voting) and a DL-based CNN-LSTM hybrid model to predict the faults. The faults are classified into six classes: Fiber eavesdropping, bad splicing, bending events, dirty connectors, fiber cut, and PC connectors. The reflectors are used to identify the branch in PON. Class 0 shows the normal link, class 1 to class 6 shows faulty links, and class 7 shows reflectors. Additionally, we proposed an algorithm for the prevention of specific detected faults. Different ML classifiers’ performance is measured in terms of accuracy, precision, recall, F1, and delay. Results show that the KNN-based ML model has the shortest delay of 0.05s and performance accuracy of 80%, and GNB shows a delay of 0.11 s and has the lowest performance of 56% accuracy. The performance of ML models is increased by applying the EL-based bagging, boosting, and voting techniques, showing accuracy and delay of 86% and 35.28 s, 82% and 30.1 s, 94% and 163.02 s, respectively. Moreover, the proposed DL-based hybrid model shows the highest performance of 99% accuracy and delay of 635.8 s.
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Table 3: Numerical performance comparison of ML classifiers

S. No. ML classifier Accuracy Precision Recall F1 Delay (s)
01. GNB 0.56 0.55 0.56 0.54 0.11

02. LR 0.60 0.60 0.60 0.59 17.84
03. SVM 0.67 0.68 0.67 0.66 269.0
04 KNN 0.80 0.80 0.80 0.79 0.05

05. RF 0.83 0.84 0.83 0.83 152.6
06. DT 0.80 0.80 0.80 0.80 6.42

07. Bagging 0.85 0.86 0.85 0.85 35.2

08. Boosting 0.82 0.82 0.82 0.84 30.1

09. Voting 0.94 0.94 0.94 0.94 163.0

10. CNN-LSTM 0.99 0.98 0.99 0.99 635.8
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Table 4: Fault types

Class Fault type

0 Normal

1 Fiber eavesdropping
2 Bad splice

3 Fiber bending

4 Dirty connectors

5 Fiber cut

6 PC connector

7 Reflectors
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Table 1: Scientific notations and their descriptions

Notation Description Notation Description

P, Optical power I Iterations

S Optical signal distance K Total classes

L The total length of fiber E(D) Entropy for DT

P, Output optical power G(D) Gain information for DT

P, Input optical power P, Probability of fault k

o Attenuation coefficient Lossy Fresnel reflection loss

Qp Rayleigh scattering coefficient Lossg Return loss

R, Rayleigh scattering v Speed of light

A Wavelength X Feature vector

N Refractive index Z Fault class

y Photoelastic constant P(Z|X) Probability of Z over feature X

k Boltzmann constant P(Z) Predictive probability

B, Isothermal compressibility (X12) Probability of X over class Z

T, Fictive temperature P(X) The overall probability of feature X

n, The refractive index of the core wy Weight vector for class k

n, The refractive index between two P (Z = k|X) Probability of Z over feature X
fibers belongs to class k

n, Refractive index of index matching

materials
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Receiver Operating Characteristic (ROC) Curve for DT
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Table 2: ML-based fault detection techniques

Reference Contribution ML clas- Limitations Accuracy
sifiers (o)
[29] Real-time CNN The fiber optics network events are -
incident monitored using real-time images,
monitoring which are infeasible to collect.
[30] OPM ANN It is a complex technique that —
monitoring requires high signal processing to
collect the signal information.
[32] Modulation ANN Higher complexity in MTL-ANN -
schemes and only monitors the optical
classification performance.
[34] Fault GRU- A faulty branch in PON is not 97.0%
identification AE detected, and a few faults are
identified with average accuracy.
[35] Faulty branch MLP, It only identifies the faulty branch 98.7%
identification LSTM, based on two reflected closed-length
in PON GRU, branches; also, the fault type is not
CNN evaluated.
[3] Anomaly AE and Identify only two significant faults 96.8%
detection BiGRU with average accuracy.
[37] Splitting CNN It is only applicable for end-to-end 92.76%
eavesdropping eavesdropping detection, not for
PON.
[38] Bending LSTM Determines only bending 95.83%
eavesdropping eavesdropping for single fiber with

average detection accuracy.
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Algorithm 1: Fiber optic fault prevention

Require: OTDR_data
Require: Multiclassification of OTDR_data
1. If OTDR_data = Disconnection

Fault types are identified based on OTDR data analysis
If FaultType = FiberCut
Redundancy performed to restore the connection
Else If FaultType = SignalAttenuation
Adjust the power level to compensate for signal attenuation
Else If FaultType = SpliceFault
Replace faulty splicer to ensure an uninterrupted connection
Else If FaultType = ConnectorFault
Replace or clean the faulty connector for smooth connectivity

. Else If FaultType = FiberEavesdropping

Secure communication channels to avoid eavesdropping
Else If FaultType = FiberBending

Adjust installation to prevent fiber bending
Else If FaultType = PCConnectorFault

Clean or replace the PC connector to resolve the fault
Else If FaultType = Unknown

Handle unidentified fault types appropriately
Else If OTDRData = NoFault

Transmit Data Normally

. Else

Invalid OTDR Data

. End
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