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Abstract: Due to the overwhelming characteristics of the Internet of Things (IoT) and its adoption in approximately every aspect of our lives, the concept of individual devices’ privacy has gained prominent attention from both customers, i.e., people, and industries as wearable devices collect sensitive information about patients (both admitted and outdoor) in smart healthcare infrastructures. In addition to privacy, outliers or noise are among the crucial issues, which are directly correlated with IoT infrastructures, as most member devices are resource-limited and could generate or transmit false data that is required to be refined before processing, i.e., transmitting. Therefore, the development of privacy-preserving information fusion techniques is highly encouraged, especially those designed for smart IoT-enabled domains. In this paper, we are going to present an effective hybrid approach that can refine raw data values captured by the respective member device before transmission while preserving its privacy through the utilization of the differential privacy technique in IoT infrastructures. Sliding window, i.e., δi based dynamic programming methodology, is implemented at the device level to ensure precise and accurate detection of outliers or noisy data, and refine it prior to activation of the respective transmission activity. Additionally, an appropriate privacy budget has been selected, which is enough to ensure the privacy of every individual module, i.e., a wearable device such as a smartwatch attached to the patient’s body. In contrast, the end module, i.e., the server in this case, can extract important information with approximately the maximum level of accuracy. Moreover, refined data has been processed by adding an appropriate nose through the Laplace mechanism to make it useless or meaningless for the adversary modules in the IoT. The proposed hybrid approach is trusted from both the device’s privacy and the integrity of the transmitted information perspectives. Simulation and analytical results have proved that the proposed privacy-preserving information fusion technique for wearable devices is an ideal solution for resource-constrained infrastructures such as IoT and the Internet of Medical Things, where both device privacy and information integrity are important. Finally, the proposed hybrid approach is proven against well-known intruder attacks, especially those related to the privacy of the respective device in IoT infrastructures.
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1  Introduction

The Internet of Things (IoT) is defined as a networking infrastructure where smart physical devices, appliances, vehicles, and other objects (preferably physical, are embedded with appropriate sensors, actuators, transceivers, and software) for the timely collection of useful information about a particular phenomenon either through active or passive interaction and sharing it with a centralized module, i.e., a server or edge [1]. These devices or smart objects could range from very simple devices, such as thermostats in smart homes to wearable smart watches, to very complex industrial transportation and machinery, whose sole purpose is to minimize human efforts while carrying out different activities with an equal level of precision and accuracy, along with improving productivity. However, due to their resource-constrained nature, i.e., limited processing and communication power, the data values captured by these devices are highly susceptible to outliers or noise. It occurs either due to malfunctioning of the respective deployed module, i.e., the physical device, or through interference during transmission [2]. Secondly, duplicate data values are quite common in IoT infrastructure, as it is highly likely for neighboring devices to capture similar data. Therefore, captured data values by the respective IoT network should be passed through a sophisticated refinement process. In this process, outliers and duplicate data values are removed or replaced with approximate, accurate values while preserving the overall integrity of the respective data. In addition to the outliers or duplicate data values, a more crucial issue, which has a direct correlation with the adoption of IoT in different application domains, is the privacy of the respective source device that is required to be ensured, as every individual in an IoT-enabled smart environment, i.e., a smart home or hospital, does not want to reveal his or her identity while providing respective information to the centralized module [3]. Thus, smart devices could be a great addition to homes, hospitals, and offices, but their associated risks, as these are highly vulnerable to both security and privacy attacks from intruders, should be kept in mind as well. Therefore, newly developed fusion methodologies should incorporate appropriate measures to ensure data integrity through sophisticated noise-evading mechanisms. Additionally, it should preserve the privacy of the underlined smart device in the IoT through the integration of smart security parameters. device in IoT through the integration of smart security parameters Data fusion and aggregation are among the de facto standards to ensure the integrity of the captured data, i.e., both from outliers and duplicate perspectives, through the respective smart devices in the IoT environment [4]. These approaches could be adopted both locally, i.e., on the deployed smart device, such as a temperature sensor, or centrally on the respective server or edge modules. However, in both cases, these mechanisms are bound to ensure the maximum possible integrity, precision, and accuracy, along with the minimum possible information loss ratio, irrespective of the application domains [5]. In the multiple sensor domain, an influential value, i.e., high density, is reduced by the approximate outcome of the respective fusion model, where functions are classified as directionally or simply monotones [6]. Likewise, an effective feature extraction model has been integrated with a deep learning-enabled multi-model scheme to ensure precise and accurate diagnosis of faults, especially from two different signals related to time [7]. Furthermore, a device vulnerability-aware fusion approach has been reported to make sure that the integrity of the refined data is consistent with the captured raw data in resource-constrained networks [8]. An effective fusion approach was developed by Fitzgerald et al. [9] for minimizing the ratio of duplicate data values through two different models, i.e., 1-K and n-K, where the former was applicable for multi-sensor scenarios whereas the latter is useful when actuators along with appropriate sensors are required. For the human activity recognition model, a smart fusion approach has been developed where wearable devices are bound to carry out processing on the visual data in the multiple head-enabled systems [10]. Similarly, false readings have been rectified through a lightweight fusion scheme developed by Singh et al. [11]. Although these fusion approaches are smart enough to refine captured data values with the maximum possible integrity level of the refined data, the information loss ratio and complexity are far beyond the acceptance bounds. Moreover, these schemes are specifically designed for information fusion and do not care about the privacy of the respective smart devices.

The privacy of a smart device could be preserved through a sophisticated privacy mechanism that must ensure that information has sufficient details, enabling the intended receiver to extract valuable information while preserving the privacy of the respective smart device in the IoT domain. Federated learning has been introduced to guarantee the privacy of the respective source devices from adversaries in IoT infrastructures [12]. It is a distributed machine learning methodology where data captured by respective devices is transmitted in weighted form instead of actual data values. Moreover, certain ratios of noise could be incorporated into real data before the aggregation process [13]. Likewise, federated learning and blockchain-based architecture have been developed to safeguard the privacy of patients in the smart healthcare environment of the Internet of Medical Things (IoMTs) [14]. The fusion of federated learning and blockchain has been developed for privacy preservation in IoT infrastructure [15]. Additionally, Monero and deniable ring signatures, along with licensing technology, were integrated to form a sophisticated privacy-preserving model for resource-constrained networks [16]. Differential privacy is among the most prominent approaches that are developed to provide the expected level of privacy to the respective source device, especially in the open communication module of resource-limited networking infrastructures [17]. In differential privacy, the expected output function is not directly correlated to the presence or absence of individual records, as depicted in Fig. 1. An interesting feature of differential privacy is that the privacy of the device is guaranteed irrespective of the adversary’s knowledge while carrying out the attack. Although these approaches have resolved security and privacy issues, particularly those linked with the direct communication of device and server modules over a shared medium, fusion-enabled strategies have been completely neglected by the research domain. Information fusion is not only important to improve the accuracy and precision ratio of the various decisions taken by the respective server or edge modules, but also equally important for the reliability of data as well. Secondly, existing approaches have not considered device location and propagation ratio, which are quite crucial in the development of a reliable and consistent privacy-preserving communication approach, especially in the IoT networking infrastructure. Thirdly, differential privacy is very handy if incorporated into the security protocol as it guarantees the safety of the concerned device even if the adversary has sufficient knowledge. Therefore, a hybrid algorithm with embedded fusion and device privacy needs to be developed which incorporates exceptional capabilities of information fusion and differential privacy, especially in the IoT.
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Figure 1: Differential privacy is not affected by presence OR absence of a record

In this paper, a privacy-preserving information fusion-enabled model has been developed to perform refinement of raw data values, which are captured through smart devices, in IoT infrastructures. This model consists of two broad steps, i.e., (i) data fusion, which is carried out by the respective device, i.e., locally, to refine captured data through a sophisticated procedure that is sliding window-based dynamic programming methodology that is highly pruned against outliers or noisy data; (ii) secondly, to preserve the privacy of the respective smart device, i.e., a mobile phone or smartwatch, through differential privacy, where noise is added to actual raw data before transmission to make it meaningless for the intruders or adversaries in the IoT. The main contributions of this paper are given below:

1.   A dynamic programming-enabled data fusion approach that is carried out locally on every smart device in the IoT ensures that refined data is more trustworthy than raw data as it is noise-and duplicate-free (where applicable).

2.   The concept of a sliding window is integrated with a traditional dynamic programming algorithm to minimize its processing and response time, additionally, making it applicable for real-time data sets.

3.   Differential privacy has been adopted to ensure the privacy of the respective smart device or source module by adding sufficient noise to actual data before its transmission in the IoT; and

4.   Mechanism for sharing refined data with a centralized module without revealing the identity of the source device.

The remaining manuscript is organized as follows: In Section 2, a short but comprehensive review of the most relevant literature is presented, where different issues with the existing schemes are identified. In the next section, i.e., Section 3, a detailed description of the proposed methodologies, both information fusion and device privacy, is provided with sufficient detail along with supported mathematical models. In Section 4, the performance of the proposed hybrid information fusion and privacy-preserving scheme is presented both graphically and in textual format. Finally, concluding remarks along with future research directives are described in Section 5.

2  Literature Review

Noisy data and privacy of devices, that is both source and destination, are among the crucial issues, which form the basis for the adoption of IoT infrastructure in different application domains. In literature, these issues were addressed separately, i.e., sophisticated fusion approaches were developed to minimize the expected ratio of the noisy data whereas federated learning, particularly differential privacy, and blockchain technology were developed to preserve the device’s privacy. In this section, a detailed description of those techniques where either fusion or device privacy issues have been addressed especially for the IoT domain. A brief overview of the existing approaches is presented in the following subsections.

2.1 Information Fusion and Aggregation

Information fusion and aggregation are used to refine raw data that is captured through various sensing devices and transmitted via a shared medium to the respective server [18,19]. These approaches could resolve both duplicates and outliers locally, i.e., at the respective source devices, or centrally at the concern server or edge module. In scenarios where multiple devices are active, an extended version of the function, i.e., pre-aggregation, was developed where the influencing factor of certain attributes or values, preferably those with maximum value is reduced through the separation of functions into monotone and others. These measures were taken to attain the expected outcome from the model [6]. Likewise, effective feature extraction and deep learning-enabled multi-models have been integrated to ensure the precise and accurate diagnosis of faults, especially from two different signals related to the time [7]. Furthermore, a device vulnerability-aware fusion approach has been reported to make sure that the integrity of the refined data is consistent with the captured raw data in resource-constraint networks. An effective fusion approach was developed by Fitzgerald et al. [9] for minimizing the ratio of duplicate data values through two different models, i.e., 1-K and n-K. The former was used for multi-sensor scenarios. In contrast, the latter is useful when actuators along with appropriate sensors are required. For the human activity recognition model, a smart fusion approach has been developed where wearable devices process the visual data in multiple head-enabled systems [10]. Similarly, false readings have been rectified through a lightweight fusion scheme developed by Singh et al. [11]. Furthermore, a smart methodology has been reported to refine vibration signals especially those collected through the respective wearable devices. Secondly, Bayesian fusion models particularly those with built-in interval estimators are applied directly to active channels in the IoT domain [20]. Entropy and fusion methodologies have increased the accuracy level of the underlying prediction system, as false readings directly affect the performance of an autonomous system. Additionally, this system completes the fusion process before the identification of injuries and illness classification [21]. Pradhan et al. [22] have developed a methodology of truncated bits where unimportant bits are dropped automatically to control the computational tasks of the underlined system. A power-effective fusion methodology has been developed by Xiao et al. [23] to resolve duplicates and outliers’ issues autonomously. Moreover, this approach has guaranteed that captured readings are rectified without compromising the overall integrity level of the data set. Apart from this, the least mean square especially with embedded multi-directional features was utilized to minimize the approximate ratio of the duplicate data values in IoT [24]. It is a weighted-enabled approach, which is constantly updated to find optimal values to produce a more precise way of handling both duplicates and noise values. A hybrid model of cluster and power-aware techniques was developed where both optimal path identification and aggregation issues were resolved through fuzzy logic and capuchin algorithms [25]. Although these approaches have addressed both fusion and aggregation issues, these are either application-specific or very hard to implement in other domains. Secondly, these approaches have not considered the security and privacy issues of the communicating devices in the IoT.

2.2 Privacy Preserving Fusion Approaches

Device or data privacy is a critical issue that is directly correlated with the IoT infrastructures as every device must share its captured data, i.e., sensitive, and private, via un-secure wireless media, which is highly susceptible to numerous adversary attacks and, thus, could lead to its possible leakage [26]. Therefore, privacy-preserving methodologies have been adopted in different application domains of the IoT to ensure that the privacy of the respective wearable device, i.e., smartphone or watch, is preserved, even if data is transmitted via open communication channels. Anonymity is a common technique used to preserve the privacy of the source device in numerous IoT networks. In this technique, heuristic algorithms are utilized to divide available records into groups and then every record is replaced with a central value, thus hiding important details from the adversary [27]. Furthermore, an attack on communication medium and background knowledge is prevented through an enhanced version of k-anonymity, i.e., L-diversity. Similarly, a k-anonymity and θ sensitive hybrid methodology has been introduced where diversity levels are separated through a θ-oriented threshold value and append certain noise to preserve the privacy of both data and device [28]. Similarly, differential privacy has been introduced for the effective preservation of data by applying certain functions to append noise and make transmitted data meaningless to the adversary or intruder module. Differential privacy is a committed approach where it is almost impossible for the intruder to extract meaningful information irrespective of how much knowledge and processing power, he/she has [29]. Fan et al. [30] have presented an enhanced version of the traditional differential privacy by adding noise through the Laplace mechanism where the information loss ratio is sufficiently reduced. Similarly, adopted of Kalman’s filtering methodology has been reported to enhance privacy levels while keeping the information loss ratio to its minimum possible threshold [31]. Federated learning has been introduced to guarantee the privacy of the respective source devices from adversaries in IoT infrastructures [11]. It is a distributed machine learning methodology where data captured by a respective device is transmitted in weighted form instead of actual data values. Moreover, a certain ratio of noise could be incorporated into real data before the aggregation process [12]. Likewise, federated learning and blockchain-based architecture have been developed to safeguard the privacy of patients in the smart healthcare environment of IoMTs [13]. The fusion of federated learning and blockchain has been developed for privacy preservation in IoT infrastructure [14]. Additionally, Monero and deniable ring signatures along with licensing technology were integrated to form a sophisticated privacy-preserving model for the resource’s constraint networks [15]. Furthermore, a lightweight and privacy-preserving technique was developed by Zhang et al. [31] to extract a noise-free data set. A structure-oriented and efficient routing-based technique was introduced and applied to the next-generation wireless sensor networks [32]. Although, both information fusion and privacy issues are addressed separately quite well in an effective manner, however, a hybrid methodology is required to be developed, which ensures both the privacy and accuracy of the data in the IoT domain.

3  Proposed Hybrid Information Fusion and Privacy-Preserving Scheme

Generally, in IoT and other resource-constrained networking infrastructures, devices, i.e., smart watches or mobile phones, are deployed preferably near the underlined phenomenon, which may be passive or active. As these devices are resource constraints, i.e., limited computation, storage, and transmission power, therefore, it is highly likely that captured data has a certain ratio of false readings, which should be refined before its transmission to the respective module, i.e., server or cloud in this case. Secondly, as refined data is transmitted over open communication media an intruder could intercept it and the privacy of the source device could be compromised. Therefore, privacy-preserving approaches should be utilized to keep the anonymity of the source device for both intruders irrespective of how knowledgeable he/she is. A detailed discussion of the proposed information fusion approach has been provided in the following subsection, which is followed by an explanation of the proposed differential privacy-based approach.

3.1 Dynamic Programming and Sliding Window-Based Information Fusion: Device Level

In IoT infrastructures, every smart device Ci is deployed in a closed neighborhood of the respective phenomenon, which is required to be monitored 24/7, and captures data values simultaneously after a predefined time interval. These captured readings are shared with the centralized module, i.e., server Sj in this case, through a shared communication medium where important decisions, preferably informed, are made based on these readings. Thus, the accuracy and preciseness of the underlined decision support system implemented on the respective server or edge module have a direct correlation to these readings, which are captured through the respective smart devices. As these devices Ci are resources limited and the probability of false ready is high, therefore, captured data of every device is required to be processed, i.e., refined, either locally by the respective device or centrally by the concerned server module. Local data fusion is very fruitful as not only is it reliable, but it saves considerable resources through a strict communication or transmission policy, i.e., only accurate and precise data is transmitted. To address this issue, we have presented a sliding window and dynamic programming-based fusion approach, which could be implemented directly on smart devices without compromising performance measures. In this approach, every device is bound to capture data consecutively and share it with the respective server module in blocks instead of individual reading and Ci must ensure that every reading in a particular block should be within the predefined bounds. These bounds are the defined threshold values or expected range of the underlined sensor module, i.e., upper, and lower. For example, the upper and lower bounds for a temperature sensor would be approximately 10 and 60 0C depending on the region where IoT is deployed. Thus, every device must ensure that every value in a particular block should fall within these ranges. If a value is exceeded or less than these bounds, then it could be an outlier and, thus, required to be refined before the activation of the communication process. Let’s say we have two vectors X = x1, x2, x3....xn and Y = y1, y2, y3....ym represents the upper and lower bound of a particular smart device in IoT, then vector Z = z1, z2, z3....zk is accurate if every value of Z falls within these bounds as described Eq. (1).

∀i = 1, 2,…,kZk∈[Xn, Ym](1)

It is important to note that if all member values of a particular block lie within the defined bounds, i.e., upper, and lower, then the whole block is assumed as accurate and is ready to be transmitted to the concerned destination server or edge module. Alternatively, if any value, say Z2 of a particular block, does not fall within these ranges or bounds, then surely, it is an outlier and should be refined, which is sorted out by replacing this outlier with an average value of the whole block except outliers as given in the Eq. (2).

z2=Avg(∑1kZkk−1)(2)

For example, a simple scenario of noisy data values, i.e., temperature sensor readings, in a particular block are represented in Fig. 2 where the upper and lower bounds for our country are approximately −10 and 60, respectively. After completion of the respective refinement process, the concerned block of data, i.e., Zk, is ready to transmit via wireless media to the concerned destination module. If this procedure is repeatedly applied to every block of raw data before the communication, then the accuracy ratio of various decisions made by the respective server could be approximately 97% as the transmission medium is not ideal and has a certain ratio of interference. Moreover, the information loss ratio in this case is very rare and could be considered as zero, cos only false readings are replaced with average values.
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Figure 2: Generic overview of outliers or noisy data values in a particular block

Although noisy data or outliers are rectified through repeated application of the procedure, duplicate data values persist as these are accurate values in a particular block. The proposed scheme compares every captured reading with existing accurate values in the block as given in the Eq. (3).

∀i = 1, 2,…,n[Zi}∉Z1, 2, 3,…,n−1(3)

where the most recent value captured through the respective device is represented by Zi.

d(Zk, Xi)=∑i = 1n(Zk−Xi)2n(4)

The proposed refinement process becomes more effective if we integrate the sliding window-based concept with the traditional dynamic programming approach. In the proposed setup, every block of data could be a possible window of size δ, where a dynamic programming approach is used to find similarity indexes of the currently captured block with the previously transmitted block. If we assume that the variable Length is used to represent the length of the Longest common subsequence between the two blocks, i.e., current, and previously transmitted, then its calculation is based Eq. (5).

Lengthi, j, δ={i=0li=0ORlj=0Lenghthi−1, j−1+1,iflilj≥0 and Xi=YjMax[Lenghthi−1, j, Lenghthi, j−1],iflilj<0 and Xi≠Yj(5)

Similarity indexes of two blocks are computed using a sliding window-based dynamic programming algorithm by filling out the indexes table with values representing several duplicates in the current window. For example, a value four in the indexes table represents that four occurrences of a particular value exist. As soon as the indexes table is computed, the next step is to find the longest common subsequence, which is duplicate data values and needs to be discarded to save valuable resources as these values have already been transmitted in the previous block.

3.2 Smart Device’s Privacy Preservation through Differential Privacy in IoT

As soon as a particular block of data has been accurately refined through the proposed sliding window-based dynamic programming algorithm and now it is ready to be shared with the respective server or edge module in IoT. However, before the transmission, the privacy of the source device must be preserved, which is ensured through the effective utilization of differential privacy. For this purpose, the very first step is finding the privacy budget, which describes the actual amount of noise required to be added to the underlined block of data to ensure the expected level of privacy as depicted in Fig. 3.
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Figure 3: Expected ratio of noise required to be added through Laplace function

Two functions or blocks, say X and Y, are assumed as neighbors if these blocks or functions differ only in a single individual where all possible outputs are represented by S as given in the Eq. (6).

Pr[F(X)∈S]Pr[F(Y)∈S]<eε(6)

where F represents a randomized function, a function having multiple outputs under the same input. Moreover, a probability distribution that describes its out does not represent point distribution. It is important to note that out of function F could be the same with or without data of an individual, thus, enough randomness should be incorporated in function F such that it is difficult for an adversary to differentiate between X or Y based on the output of F. Thus if an intruder could not decide which of the input, i.e., from X and Y, has been used, then surely, he/she cannot determine whether actual data was embedded in the message input or not. Finally, ϵ is the budget parameter, which can tune the privacy level of the input and its value is inversely proportional to the privacy, i.e., a smaller value of ϵ means the highest possible privacy and vice versa. We have used the Laplace mechanism for addition noise to the input, i.e., block of data in this, to ensure the privacy of the source module as given in Eq. (7).

F(X)=f(x)+Lap(Sε)(7)
where Lap(s) and s are respective representations of sampling and sensitivity, respectively. The probability density function of the Laplace function is given in the Eq. (8).
f(xu,b)=12bexp⁡(−x−ub)(8)

where μ and b represent location parameter and diversity, respectively. Likewise, the Laplace distribution function is very easy to integrate (if we are interested in separating two symmetric cases, which is quite common in the IoT infrastructure). It is due to the effective utilization of the absolute value function. The cumulative distribution function of a random variable X is that X is bounded to take values that are less than or equal to x in any domain. Thus, the cumulative distribution function of the Laplace function is given by Eq. (9). Additionally, it is highly recommended to note that Eq. (9) is applicable only if we are interested in separating approximately symmetric cases in the real environment.

F(x)=∫−∞∞f(u)du={12exp⁡(∞−ub)if x<u1−12exp⁡(−∞−ub)if x≥u=12+12sgn(x−u)(1−exp)−x−ub))(9)

In the next step, the Laplace mechanism is applied to the function F to add sufficient noise to the actual data values in such a way that the privacy of the respective source device is preserved irrespective of how much knowledge and computational powers the adversary has. This integrated function will convert respective blocks of data to a form secure version that is deferentially private. As soon as this deferentially private version of the underlined refined block is generated, then it could be transmitted via an insecure channel to the intended destination module, i.e., server or edge in this case. Even though, if this deferentially private version of the block is intercepted by the intruder, then he/she will not be able to extract any useful information from it, i.e., this version of data is meaningless to the intruder and, thus, the privacy of the respective source device, Ci, is preserved.

The proposed hybrid algorithm, which is fusion-oriented and privacy-preserving, is presented below as Algorithm 1, where m and n are used to describe block lengths. Additionally, X and Y are the input variables along with sliding window control parameter is δ. Finally, two functions are used in the proposed algorithm that is the computation of the similarity indexes table and the length of the longest common subsequence that is used to present how similar two captured data sets are.
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4  Performance Evaluation of the Proposed Hybrid Approach

This section thoroughly describes numerous simulation results on different evaluation metrics to double-check the performance of the proposed privacy-preserving information fusion approach in comparison to the existing state-of-the-art approaches. Therefore, these mechanisms were implemented in an open-source simulator, that is NS2, where every scheme was deeply analyzed through effective performance evaluation metrics such as the ratio of fused data (both duplicate and outliers), Privacy level, Vulnerability, Computation, and transmission time, lifetime, and the ratio of the transmitted packets along with congestion control. Initially, a random deployment methodology for devices was adopted to make it consistent with the real-time IoT infrastructures. Secondly, every device was deployed such that it fell within the coverage area of at least one server module. The coverage area for both member devices and server modules was assumed to be 450, which is the standard coverage area of the Xbee transceiver attached to the Wasp-Mote Board from Libelium. Moreover, other specific parameters are provided in Table 1 along with a brief but comprehensive description. Moreover, every server in IoT does not need to have an equal number of member devices as far as random deployment is concerned. Lastly, we have selected on-board battery power according to the available standards such as 1150, 2300, 6600, and 13,000 mAh.
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4.1 Accuracy and Precision Ratio Metric: Proposed Information Fusion Algorithm

Figures accuracy and precision ratio are among the crucial measures used to evaluate the performance of the newly developed fusion approaches and their effectiveness in increasing the accuracy level of the underlined decision support system. Hence, the proposed sliding window and dynamic programming-enabled fusion approach has been tested thoroughly especially in the context of data accuracy along with field-proven algorithms preferably under similar conditions and infrastructures. During the simulation setup and experiments, we have observed that the proposed fusion approach has achieved a higher accuracy level than its counterpart algorithms as depicted in Fig. 4. Enhanced accuracy level of the proposed fusion approach has a direct correlation with the concept of the sliding window, i.e., δ, which not only enables the respective device to carry out the refinement process on limited data, i.e., block but bounds it to work on the most recently captured readings. Finally, as the proposed fusion approach is applied locally on every device, thus, valuable resources are saved along with reducing or controlling traffic.
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Figure 4: Precision and accuracy ratio of the proposed information fusion and existing techniques

4.2 Refinement Ratio: Device-Level Information Fusion

A crucial issue linked with both duplicate and outlier data values is the wastage of valuable resources such as bandwidth, battery, and transceiver if both are tackled properly and in time. Although global data fusion is fruitful in terms of the overall refinement ratio, it compromises the efficient utilization of the available resources, which is crucial in resource-limited domains such as IoT. Therefore, local dynamic programming and a sliding window-based local data fusion approach have been implemented, which performs exceptionally well than other counterpart algorithms. Fig. 5 shows the effectiveness of the proposed fusion approach as it has a maximum possible refinement ratio than existing approaches, i.e., outliers’ detection (“OD”), Multiple Sensor-based, multiple pattern anomaly value (“MPAV”), “PAV” and rare pattern drift detection (“RPDD”), under similar technological and environmental conditions. Additionally, the performance of the proposed fusion algorithm is not correlated to the size of the data set whereas the performance of other algorithms is affected by a slight increase in data set size. The reason behind this non-correlation is its utilization of a fixed block preferably of most recently captured values.
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Figure 5: Refinement ratio of the proposed information fusion and existing techniques

4.3 Processing OR Computational Overhead

Another crucial performance testing measure is processing or computational time overhead, which is the approximate time required to complete the fusion process either locally or globally. An algorithm, i.e., fusion, with approximately the lowest computational overhead and maximum accuracy ratio is assumed as an ideal solution for IoT, but achieving both goals simultaneously is very hard. However, the proposed information fusion algorithm has performed exceptionally well than existing algorithms as shown in Fig. 6. Firstly, the minimum processing or computational overhead of the proposed information fusion approach is due to the sliding window concept, which enables a device to operate only on the most recently captured readings and within a specific domain, i.e., block. Secondly, as the proposed approach is implemented on the device level, therefore, it must operate the captured reading of a single device. Moreover, an interesting feature of the proposed information fusion approach is its fixed computational overhead as it has to operate a fixed size block, which makes an ideal solution for the resource’s constraint networks such as IoT.
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Figure 6: Computational time overhead of the proposed information fusion algorithm and existing techniques

4.3.1 Information Loss Ratio

Information loss is among the critical issues associated with both information fusion and aggregation mechanisms in IoT. However, this ratio could be reduced through appropriate measures instead of removing a record, it should be replaced with a more precise and accurate record. Secondly, this refinement process should be subjected to careful utilization of those readings, captured in closed time intervals, i.e., if a value is identified as noise and it is captured around 10:00 AM, then readings collected in the closed quarter such as 9:59 AM and 10:01 AM should be considered. The proposed information fusion approach has the minimum possible information loss ratio as it bounds the refinement process within a particular block and window. Therefore, the information loss ratio in the proposed information fusion approach falls within the acceptable range of existing approaches as shown in Fig. 7.
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Figure 7: Information loss ratio of the proposed fusion and existing approaches

4.4 Device’s Privacy Preservation in IoT

Approximate entropy is an indication of the overall complexity ratio of the underlined data set, i.e., a slightly bigger value of entropy concludes that more information is available whereas a smaller value less information. Simulation results have been checked for different values ϵ, i.e., ϵ = 0.2, ϵ = 0.3, ϵ = 0.4, ϵ = 0.5, and ϵ = 0.6, which shows that appropriate noise, preferably random, has been added to the original data value, which makes it hard for the adversary module to get any clue about information being transmitted. Thus, not only data has been communicated securely, but the privacy of the respective source device is preserved. Additionally, as depicted in Fig. 8, data with embedded noise through the differential privacy is quite different from the original data streams, which are captured by the respective device. Apart from this, differential privacy-enabled communication approaches are pruned against well-known intruder attacks such as man in the middle or masquerading.

[image: images]

Figure 8: Approximate entropy in differential privacy where the value of is u is less than 1

4.5 Well-Known Security Attacks

The proposed privacy-preserving approach is pruned against well-known intruder attacks as sufficient noise has been embedded through the Laplace function, which makes actual data meaningful for intruders or adversaries in the IoT. If one of the adversaries can intercept this message, which is encrypted using differential privacy with the Laplace function, then he/she will not be able to extract any meaningful information if he/she tries to apply head and trial or another sophisticated hacking function. Thus, the proposed approach is to prune against masquerading attacks. Additionally, it is pruned against man in a middle attack, which is launched by adversaries to pretend itself as someone else who is hijacking an ongoing communication session where every message from the source and destination module is intercepted by the intruder and updated copies of captured message is shared. In this case, both source and destination are not aware that their communication has been hijacked and the contents of every message are compromised. However, the proposed scheme appends sufficient noise to the actual data, which is based on budget, i.e., ϵ, and, thus, makes it impossible for the adversary to understand the contents of the underlined messages. Likewise, it is pruned against perfect forward and backward secrecy, phishing, device, and server impersonation attacks as shown in Table 2.
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5  Conclusion and Future Work

Internet of Things (IoT) has been widely used in different application domains where member devices could collect information that is extremely private and sensitive. Therefore, appropriate security and privacy measures are required to be adopted to make these networking infrastructures trustworthy for both individual persons and organizations. In addition to the privacy and security of data and source modules, noisy data or outliers are another crucial aspect of IoT networks, and they could affect the accuracy and precision ratio of those systems deployed in the actual working environment of controlling and monitoring. Similarly, duplicate data values should be handled without compromising the accuracy and precision ratio of the IoT. In this paper, we have presented a privacy-preserving information fusion approach to ensure noise-free communication between the device and server module while preserving the privacy of both devices simultaneously. A sliding window-based dynamic programming approach is presented to guarantee timely detection and correction of the noisy data especially at the device level. Moreover, refined data values are secured through a sophisticated methodology, i.e., differential privacy, which not only safeguards the data but also preserves the privacy of the source module. Simulation results have concluded that the proposed scheme is an ideal solution as it has an embedded noise detection and correction facility along with strong privacy.

The proposed privacy-preserving information fusion approach is likely to be extended for IoT infrastructures where the communication party, i.e., devices Ci and servers Sj could be mobile.
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Table 1: Simulation setup for the [oT
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Algorithm 1: Sliding Window-Based Dynamic Programming Algorithm for [oT

Inmput: Blocks of Data A, & B,, Captured through Smart Device C;
Output: Refined Block of Data (Noise and Duplicate Free)
Zk<_(Ana Bm):
m: Length of Block A;
n: Length of Block B;
6 «wi;
X[1,2,...,m,1,2,...,n];
Y[0,1,2,...,m,0,1,2,...,n];
Function-LCSS (m, n, §);
Function-Length (Y, X, 1, ], §);
Remove Duplicates from A, or B;
Refined Block under 6 A, and B,,;
LCSS (block (A;i, Bs; ){
forI=0..mdo
Lengthi, 0 =0
end for
forj=0..ndo
Length0,j =0
end for
fori=1..mdo
forj=1..ndo
if A; = B; then
Xijs = Xicnjo1s +1;
Yi; ="\
else
ifYiiis < Yi,,s then

end if
end for
end for
}
Length (Argl, Arg2, Arg3, Arg4) {
ifi=0&j=0& 4 then
return 0;
end if
ifYi;; ==\ then
LCSS (Y, X,i—1,j-1,8);
print Xi;
else
ifYi; s == 1 then
LCSS (Y, X,i-1,3, 8);
else
print-LCSS (Y, X, 1,j -1, 8);
end if
end if
}

return Location Aware Noise
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Table 2: Simulation setup for the [oT

Security attack Traditional DES AES-128  AES-256 EC Proposed
User impersonation No Yes Yes Yes Yes Yes
Device impersonation No Yes Yes Yes Yes Yes
Server impersonation Yes Yes No No No Yes
Eavesdropping No Yes Yes Yes Yes Yes
Perfect forward and Yes No Yes Yes Yes Yes
backward

Man in the middle No No Yes Yes Yes Yes
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