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Abstract: Industrial Internet of Things (IIoT) service providers have become increasingly important in the manufacturing industry due to their ability to gather and process vast amounts of data from connected devices, enabling manufacturers to improve operational efficiency, reduce costs, and enhance product quality. These platforms provide manufacturers with real-time visibility into their production processes and supply chains, allowing them to optimize operations and make informed decisions. In addition, IIoT service providers can help manufacturers create new revenue streams through the development of innovative products and services and enable them to leverage the benefits of emerging technologies such as Artificial Intelligence (AI) and machine learning. Overall, the implementation of IIoT platforms in the manufacturing industry is crucial for companies seeking to remain competitive and meet the ever-increasing demands of customers in the digital age. In this study, the evaluation criteria to be considered in the selection of IIoT service provider in small and medium-sized (SME) manufacturing enterprises will be determined and IIoT service providers alternatives will be evaluated using the technique for order preference by similarity to an ideal solution (TOPSIS) method based on circular intuitionistic fuzzy sets. Based on the assessments conducted in accordance with the literature review and expert consultations, a set of 8 selection criteria has been established. These criteria encompass industry expertise, customer support, flexibility and scalability, security, cost-effectiveness, reliability, data analytics, as well as compatibility and usability. Upon evaluating these criteria, it was observed that the security criterion holds the highest significance, succeeded by cost-effectiveness, data analytics, flexibility and scalability, reliability, and customer support criteria, in descending order of importance. Following the evaluation of seven distinct alternatives against these criteria, it was deduced that the A6 alternative, a German service provider, emerged as the most favorable option. The identical issue was addressed utilizing sensitivity analysis alongside various multi-criteria decision-making (MCDM) methods, and after comprehensive evaluation, the outcomes were assessed. Spearman’s correlation coefficient was computed to ascertain the association between the rankings derived from solving the problem using diverse MCDM methods.
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1  Introduction

The Internet of Things (IoT) emerges as a transformative phenomenon that unites the realms of physical and digital domains through the interconnection of various entities such as devices, sensors, systems, and individuals. This connectivity fosters seamless communication, data sharing, and enhanced operational efficiency. Across diverse sectors including agriculture, healthcare, manufacturing, and transportation, IoT facilitates streamlined business processes and stimulates innovation. Leveraging real-time data, IoT enables the optimization of resource utilization and the automation of tasks, thereby promoting effectiveness and efficiency. Furthermore, the utilization of IoT-generated data empowers businesses to expedite decision-making processes with heightened accuracy. Moreover, IoT exhibits considerable potential in bolstering sustainability initiatives, particularly through the monitoring of energy consumption and waste management, consequently fostering the establishment of environmentally conscious practices within businesses.

The Internet of Things (IoT) is considered one of the foundational technologies driving digital transformation reflecting processes. At its core, IoT is founded on the principle that objects embedded with sensors continually gather information about their surroundings and transmit this data to other devices. This information is evaluated, and subsequent actions are based on this analysis [1–3]. In simple terms, IoT technology can be defined as the connection between people, computers, and objects. This is achieved by using a variety of information sensing equipment, including infrared sensors, Radio Frequency Identification (RFID), laser systems, global positioning systems, and others, to link any item to the Internet protocol (IP) and assign a unique IP address for information exchange and communication. This enables the management, tracking, positioning, and monitoring of items [4].

Over the past decade, the economic potential of the IoT has rapidly become a reality. The global market for IoT services has seen continuous growth and is projected to reach USD 172.6 billion by 2025. The adoption of IoT services has had a significant impact on transforming enterprise business into digital and identifying new business models. Moreover, it has also led to improved productivity and efficiency in various industries such as manufacturing, logistics, transportation, and energy [5].

The Industrial Internet of Things (IIoT) is a subset of the IoT, specifically focused on industrial applications. The IIoT offers significant advantages to companies, one of which is the automatic collection of data. By incorporating intelligent sensors into machinery and equipment, businesses can gather comprehensive data from all system components, including energy consumption and production levels. This data can then be analyzed to monitor progress over time, improve quality control, and identify and address issues proactively, ultimately leading to enhanced efficiency. The automatic data collection process also provides companies with cost and time savings. In today’s highly competitive global market, having access to accurate and real-time data is crucial for gaining a competitive edge. The IIoT offers a range of significant benefits, one of which is the compatibility and optimization of processes. When devices and equipment are connected to the Internet, factories can gain unparalleled visibility into their operations. This enhanced visibility also generates a plethora of data that can be leveraged to enhance processes and procedures. Thus, the implementation of the IIoT can facilitate the operation of smart factories with greater efficiency and reduced downtime and waste. Additionally, the heightened visibility provided by the IIoT can aid factories in meeting regulatory compliance standards with greater ease. By closely monitoring their operations, factories can ensure that they always adhere to the latest regulatory requirements. The implementation of the IIoT technology can yield substantial reductions in operating costs by automating tasks, processes, and workflows. When smart devices and machines are connected to the Internet, businesses can obtain insights into their operations and make informed decisions that can lead to cost savings. Moreover, the IIoT can facilitate the automation of manual tasks, such as material handling and data entry, which can enable businesses to free up their employees to focus on higher-value activities and decrease labor costs. In addition to cost savings and process optimization, the IIoT can also have a significant impact on workplace safety. By linking industrial equipment and sensors to the Internet, employers can gain real-time visibility into potential safety hazards. Furthermore, it can assist employers in responding quickly to emergencies by monitoring dangerous conditions and tracking the whereabouts of employees. As a result, the IIoT can improve workplace safety by providing employers with critical data and insights that enable them to take proactive measures to mitigate risks and prevent accidents. The IIoT also offers the advantage of reducing manufacturing defects. By leveraging advanced sensor technology, the IIoT can swiftly and easily detect issues in the production process. This real-time detection enables measures to be implemented to prevent the issue from recurring. This not only results in cost and time savings but also enhances safety by guaranteeing that products are of the highest quality. Additionally, the IIoT can be employed to monitor equipment performance. By detecting issues at an early stage, more severe problems can be avoided in the future, and the life of the equipment can be prolonged. Connecting machines to the IIoT allows companies to gather data about their equipment and employ it to enhance predictive maintenance processes. Furthermore, the IIoT can monitor the performance of individual parts and identify which features are most susceptible to failure. By leveraging this data, companies can develop proactive maintenance strategies to optimize equipment performance and minimize downtime. As a result, companies can save money and increase productivity by reducing unexpected equipment failures and reducing the need for reactive maintenance [6,7].

IIoT devices are capable of handling and producing a significant amount of data, despite their low cost and limited CPU capacity, storage, and memory resources. However, these devices can be prone to security vulnerabilities if proper security measures are not implemented. Such vulnerabilities can result in unexpected behavior within private networks, which may compromise the availability of services, the confidentiality of data, and the privacy of users. Therefore, the IIoT ecosystem has become a potential target for cybercriminals, and new solutions are needed to address the threats to data protection and cybersecurity [8]. In IoT ecosystems, attention must be paid to device-level vulnerabilities, insecure communication protocols, resource constraints, and non-standard security frameworks. Some precautions should be taken to prevent inadequate access, data and privacy violations. At this point, a holistic and multi-layered approach is required for the security of the IoT ecosystem. Intensive security measures should be taken at the device level, secure communication protocols should be established, advanced monitoring and intervention techniques should be determined and implemented, and standardized security measures should be provided [9].

Numerous multinational enterprises spanning diverse sectors prioritize the integration of IIoT applications to enhance operational efficiency, capitalize on emerging business prospects, and foster agility through meticulous process monitoring. Foremost among these entities are General Electric (GE), Siemens, Bosch, Schneider Electric, ABB, IBM, Amazon Web Services, and Microsoft. For instance, GE leverages the Predix platform, grounded in IIoT, to facilitate asset performance management, predictive maintenance, and operational process optimization across various domains, including energy, healthcare, aviation, and manufacturing [10]. Siemens optimizes its operational processes across diverse sectors, including energy, transportation, and others, by leveraging the MindSphere platform. This entails the collection of data and the interconnection of devices, facilitating real-time monitoring, analysis, and optimization of critical processes. Through MindSphere, Siemens enables seamless integration of industrial machinery, sensors, and data analytics, empowering businesses to make informed decisions, enhance efficiency, and drive innovation in their operations [11]. Holmer Agricultural Machinery enhances the efficiency of its service technicians by leveraging IIoT capabilities through its remote diagnosis and maintenance package called EasyHelp 4.0. This innovative solution collects data from agricultural machinery, enabling remote monitoring and diagnostics. With EasyHelp 4.0, service technicians can efficiently analyze machinery performance, identify potential issues, and perform maintenance tasks remotely. By effectively managing the maintenance process of agricultural machinery, Holmer Agricultural Machinery ensures optimal performance and minimal downtime for its customers, ultimately improving overall operational efficiency and customer satisfaction [12]. Numerous businesses, including Europe’s leading copper producer Aurubis Olen [13], the Tokuyama Cement Plant [14], Stora Enso [15], and Jujo Thermal [16], effectively utilize IIoT to manage their processes with enhanced efficiency and effectiveness. Through the integration of IIoT technologies, these companies can monitor and optimize various aspects of their operations in real-time. Whether it is enhancing production processes, improving equipment performance, or optimizing resource utilization, IIoT empowers these businesses to make data-driven decisions, streamline workflows, and achieve higher levels of productivity and operational excellence.

In the literature, IoT selection and performance evaluation have been made by different researchers using different multi-criteria decision-making (MCDM) methods [17–21]. Many developing countries and SMEs are aiming to transition to Industry 4.0 by integrating IoT service providers into their production processes. However, there is a gap in the literature regarding the evaluation criteria for selecting an IIoT service provider and how to evaluate the performance of existing providers. To address this gap, this study will seek answers to two questions. The first question is what evaluation criteria should be considered when selecting an IIoT service provider. The second question is how to assess the performance of existing service providers. To answer these questions, the Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) method, based on circular intuitionistic fuzzy sets, will be applied in an SME company operating in the automotive industry and exporting from Turkey.

In the subsequent section of the research, a thorough examination of pertinent literature utilizing the keywords “IIoT” and “TOPSIS” will be outlined. Following this, the third segment will elucidate the procedural steps of the TOPSIS approach grounded in circular intuitionistic fuzzy sets methodology, which constitutes the methodological framework employed in this investigation. Subsequently, the fourth chapter will entail the practical application of the proposed method within the context of an exporting business, accompanied by an exposition of the resultant findings. Finally, the concluding section will encompass a discussion of the research’s primary objectives, the interpretation of the obtained results, the delineation of the study’s limitations, and recommendations for future research endeavors.

2  Literature Review

In this section, a synthesis of existing literature about studies on both IoT and IIoT, as well as the TOPSIS method, will be provided.

2.1 Studies on IoT and IIoT

On 19 March, 2023, a search was conducted on the Web of Science database using the keywords “Internet of Things” or “Industrial Internet of Things,” resulting in 4247 publications. The search did not include the use of abbreviations “IoT” or “IIoT” as it led to many studies that were not directly related to the topic of interest. These publications span the years between 2011 and 2023, indicating an increasing interest in the subject over time as shown in Fig. 1 [22]. The 4247 publications are classified as 2710 articles, 1380 proceeding papers, 106 review articles, 77 book chapters, and 2 books.
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Figure 1: Distribution of “IoT” or “IIoT” studies by years (Reprinted with permission from reference [22]. 2023, Web of Science)

In 2023, Rajawat et al. conducted a study in which they developed a new, flexible model that can address challenges and enhance productivity. The study explored the use of “Reinforcement Learning” in industrial production processes that utilize IIoT systems. The analysis demonstrated that the proposed model showed enhancements with adaptive and dynamic decision controls, specifically in harsh industrial environments [23]. Studies about IoT or IIoT in the literature are summarized in Table 1.
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2.2 Studies on Fuzzy TOPSIS

In the scholarly literature, numerous studies on TOPSIS from various researchers and perspectives have been conducted. As of 21 March, 2023, a comprehensive search on the Web of Science database using the keyword “fuzzy TOPSIS” yielded 6,595 results when selecting all fields. Spanning from 1993 to 2023, this investigation examined a total of 5641 articles, 92 review articles, 927 proceeding papers, 65 book chapters, and other material types. These materials encompassed publications dating from the earliest record in 1985 to the most recent contribution in 2023. The database-indexed contents from the Web of Science served as the primary source for this examination. Fig. 2 illustrates the distribution of “fuzzy TOPSIS” studies across various years, offering valuable insights into the temporal trends and prevalence of research in this domain [33].
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Figure 2: Distribution of “fuzzy TOPSIS” studies by years (Reprinted with permission from reference [33]. 2023, Web of Science)

Intuitionistic fuzzy sets are a technique that can be used to handle uncertainty in data by utilizing two membership degrees. The concept of entropy is a useful tool for characterizing the degree of uncertainty inherent in fuzzy information. In a recent study, Jin et al. [34] have proposed a novel approach to calculate entropy, which provides a new perspective on uncertainty measurement. The proposed entropy calculation method was implemented in resolving MCDM quandaries. In response to the constraints associated with conventional score functions, a novel score function for intuitionistic fuzzy numbers was introduced, grounded in a probabilistic framework. Subsequently, an entropy index was formulated leveraging this innovative score function. To streamline medical treatment selection processes, this entropy index was integrated with the three-way ranking method and TOPSIS (Technique for Order Preference by Similarity to Ideal Solution). A comprehensive summary of pertinent studies employing TOPSIS in the literature is presented in Table 2.
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3  Material and Methods

Fuzzy sets serve as a valuable tool in addressing risk-laden problems characterized by intense subjective evaluations [49]. This section will delve into the utilization of circular intuitionistic fuzzy sets and expound upon the operational procedures of the TOPSIS model founded on circular intuitionistic fuzzy sets, as pioneered by Kahraman et al. [50]. TOPSIS, recognized as one of the prominent multi-criteria decision-making methods, relies on Euclidean distance measurement as its foundational principle. The classical TOPSIS approach develops a solution that is close to the positive solution and far from the negative solution. In this method, precise value judgments are used. However, since decision-makers often have uncertain judgments in decision-making problems, this classical approach is inadequate for solving the problem. To overcome this deficiency, TOPSIS methods based on different fuzzy numbers are frequently used in the literature [50].

3.1 Circular Intuitionistic Fuzzy Sets (C-IFS)

Let denote the universal set, which is a non-empty and finite set as “U”. Within this framework, the intuitionistic fuzzy, IF (I) set and circular intuitionistic fuzzy, C-IF (I´) sets are defined as follows [51–54]:

I={u,(µI(u),νI(u)) | u∈U}for IF(1)

I′={u,(µI′(u),νI′(u),r) | u∈U}for C−IFS(2)

0≤{µI(u)+νI(u)}≤1(3)

In this context μI, μ represents the membership degree from the universal set U to the interval [0,1], indicating the degree to which an element belongs to the IF set (I). Similarly, νI, νI′ denote the non-membership degree from the universal set U to the interval [0,1], signifying the degree to which an element does not belong to the IF set (I) and the C-IF (I′) set, respectively. Additionally, r represents the radius of the circle around an element u∈U. The degree of hesitancy (indeterminacy) associated with u about the C-IF (I′) is calculated as follows:

ℏI′(u)=1−µI′(u)−νI′(u)(4)

For any element of u belonging to the universal set U, a circle intuitionistic fuzzy value is represented by a circle with a radius r and a center at µ(u),ν(u). Generally, this is denoted as I′=(u,µI(u),νI(u);r). To facilitate a deeper comprehension of Circular Intuitionistic Fuzzy Sets (C-IFSs), further definitions can be made. Let ℒ={(a,b) | a,bϵ[0,1]&a+b≤1)}. The C-IFS can be expressed as follows:

I′={(u,Or(µI′(u),νI′(u)) | u∈U}(5)

where:

Or(µI′(u),νI′(u))={(a,b) | a,b∈[0,1]&(µI′(u)−a)2+(νI′(u)−b)2≤r}∩ℒ={(a,b) | a,b∈[0,1],(μI′(u)−a)2+(νI′(u)−b)2≤r & a+b≤1}(6)

The theoretical formulation provided in Eq. (6) generates five distinct circle forms, as illustrated in Fig. 3. Notably, the radius ranges from 0 and 2; succinctly expressed as r∈ [0, 2]. A radius of zero signifies that the C-IF value is equivalent to a conventional IF value [51].
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Figure 3: The geometrical explication of an IF and a C-IF numbers (Reprinted with permission from Ref [54]. 2023, Ting-Yu Chen)

An IFS−Ci is defined as a collection of IF pairs which take the form [(µi,1,νi,1),(µi,2,νi,2),…], where i denotes the number of IFS−Ci and each of these sets contains ki IF pairs. C-IFS is constructed by computing the arithmetic average of the IF pairs as follows [36,39]:

[µ(Ci),ν(Ci)]=[∑j=1kiμi,jki,∑j=1kiνi,jki](7)

where ki is the number of IF pairs in Ci.

In the literature, various types of fuzzy numbers are encountered, among which Pythagorean fuzzy sets and q-rung orthopair fuzzy sets stand out as particularly significant. The theory of Intuitionistic Fuzzy Sets (IFS) was pioneered by Atanassov in 1983, leveraging conventional fuzzy sets to establish a framework for intuitive reasoning and decision-making. Circular intuitionistic fuzzy sets were also developed by Atanassov [52] and are characterized by a circle as well as membership and non-membership degrees as extensions of IFSs [53]. Circular intuitionistic fuzzy numbers are very capable of representing vague and imprecise judgments. These fuzzy sets have a circular component to represent uncertainty more flexibly and intuitively. In general, circular intuitionistic fuzzy numbers are widely used because they can deal with uncertainty, subjectivity and vague situations that arise in multi-criteria decision-making methods [54]. Additionally, C-IFNs enable the collection of multiple criteria using various aggregation operators to determine the overall utility of alternatives. C-IFNs allow for detailed potential evaluation of each alternative, considering the circularity and uncertainty of each C-IFN in this assembly process. C-IFNs are effective in solving the uncertainty and ambiguity processes encountered in the decision-making process, especially in cases where triangular, spherical, and Pythagorean fuzzy numbers may be insufficient. These numbers offer a more flexible framework than classical fuzzy numbers. Due to their circular structure, it is possible to represent non-linear relationships more accurately with these numbers. Unlike other fuzzy numbers, C-IFNs handle seasonality and cyclicality more effectively. In addition, they offer a more detailed and rich evaluation in terms of linguistic variables. Since these numbers consider situations of uncertainty and ambiguity in a broader context, the decisions made are said to be more reliable. It also has a very common application area such as engineering, health, social sciences and finance [52,54]. Given their capacity to manage cyclical relationships and uncertainty, Circular Intuitionistic Fuzzy Numbers (C-IFNs) are adeptly suited for the modeling and analysis of real-world datasets characterized by intricate patterns and uncertainties. The geometrical interpretation of numbers for both an IF set and a C-IF set is depicted in Fig. 3 [54].

C-IFs represent a robust data source that mitigates ambiguity and uncertainty. For instance, data acquired from sensors deployed on machinery within a manufacturing setting may inherently exhibit variations or inaccuracies stemming from environmental factors or other sources. C-IFs, owing to their inherent structure, effectively address this uncertainty, thereby facilitating enhanced precision in maintenance scheduling and planning. Analogously, in the healthcare domain, evaluating patient data utilizing C-IFs facilitates the derivation of more precise diagnostic assessments and treatment strategies. The adoption of these numerical constructs proves efficacious in addressing real-world challenges across diverse contexts.

3.2 TOPSIS Based on Circular Intuitionistic Fuzzy Sets (C-IFs TOPSIS)

TOPSIS is one of the multi-criteria decision-making methods used to evaluate and rank alternatives according to certain criteria. Fuzzy set theory successfully handles the uncertainty and imprecision in linguistic evaluations using fuzzy numbers. Circular heuristic fuzzy sets help experts define these degrees by considering the uncertainties in membership (belonging) and non-membership (non-belonging) degrees.

Step 1. Let determine the set of alternatives A={A1,A2,A3,…,Am}(i=1,2,…,m) and the set of evaluation criteria C={c1,c2,c3,…,cn}(j=1,2,…,n). The vector set is defined as a weight vector, and it consists of weights of each criterion W=(w1,w2,w3,…,wn) where wj>0 and ∑j=1nwj=1. A decision-maker set consisting of individuals who are experts in their fields is formed and if this set is denoted by E, it is denoted as E={E1,E2,E3,…,Ek}.

Step 2. To construct the decision matrices consisting of linguistic terms based on Decision Makers’ (DMs) opinions using the scale provided in Table 3, each DM fills in the decision matrix using the linguistic scale. The decision matrix typically contains rows representing alternatives and columns representing criteria.
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Step 3. Each decision matrix (d) created by the experts is transformed into intuitionistic fuzzy numbers (IFNs) using Table 3. Ek=(eijk)nxm=(µijk,νijk) is constructed. eijk refers the performance of each alternative Ai according to cj of kth expert.

Step 4. Decision matrices created by all decision makers are aggregated by using Eq. (8) to form an intuitionistic fuzzy decision matrix.

(µ(ci),ν(ci))=(∑j=1kiµijki,∑j=1kiνijki)(8)

The variable ki represents the number of IF pairs within the set ci.

Step 5. The radius of each IF value is calculated, and it is the maximum radius of the Euclidean distance given in Eq. (9).

r=max1≤j≤ki(µ(ci)−µij)2+(ν(ci)−νij)2(9)

Step 6. Optimistic and pessimistic decision matrices (QOd;QPd) are constructed using Eqs. (10) and (11), respectively.

QOd=c1c2⋮cn[⟨(µ11+r11,ν11−r11)⟩⟨(µ12+r12,ν12−r12)⟩…⟨(µ1m+r1m,ν1m−r1m)⟩⟨(µ21+r21,ν21−r21)⟩⟨(µ22+r22,ν22−r22)⟩…⟨(µ2m+r2m,ν2m−r2m)⟩⋮⋮⋱⋮⟨(µn1+rn1,νn1−rn1)⟩⟨(µn2+rn2,νn2−rn2)⟩…⟨(µnm+rnm,νnm−rnm)⟩](10)

Here dij=(µij,νij;rij) denotes the C-IF number associated with the ith alternative concerning the jth criterion. Additionally, qijOd=⟨(µij+rij,νij−rij)⟩ is utilized to represent a modified C-IF number for the ith alternative and jth criterion.

QPd=c1c2⋮cn[⟨(µ11−r11,ν11+r11)⟩⟨(µ12−r12,ν12+r12)⟩…⟨(µ1m−r1m,ν1m+r1m)⟩⟨(µ21−r21,ν21+r21)⟩⟨(µ22−r22,ν22+r22)⟩…⟨(µ2m−r2m,ν2m+r2m)⟩⋮⋮⋱⋮⟨(µn1−rn1,νn1+rn1)⟩⟨(µn2−rn2,νn2+rn2)⟩…⟨(µnm−rnm,νnm+rnm)⟩](11)

where qijPd=⟨(µij−rij,νij+rij)⟩.

Step 7. Each decision maker evaluates each criterion based on the scale provided in Table 4. The weight row vector, which comprises intuitionistic fuzzy values, is denoted as Wk=(wjk)1xn, where n represents the number of criteria being evaluated.
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Step 8. The aggregated intuitionistic fuzzy criteria weight matrix is derived using the intuitionistic fuzzy weighted geometric (IFWG) operator. This operator combines the individual criterion weight matrices provided by each expert, as described by the following equation:

IFWG(E1,E2,…,Em)=[∏i=1mµEiEwi,(1−∏i=1m(1−νEi)Ewi)](12)

Here Ewi denotes the weight attributed to expert i, which is determined based on the individual’s expertise and experience in the field.

Step 9. The radius values for each criterion are computed using Eq. (9). The maximum radius lengths are determined by considering the radius lengths obtained by each expert for the jth criterion. The circular intuitionistic fuzzy criteria weight matrix, denoted as W, is represented as W=(wj)1xn, where each element wj is a circular intuitionistic fuzzy weight for the jth criterion expressed as wj=(µj,νj;rj).

Step 10. Criterion weight matrices are created depending on whether the expert is optimistic or pessimistic. The optimistic and pessimistic criterion weight matrix is formed by using Eqs. (13) and (14), respectively.

QOw=c1c2⋮cn[⟨(µ1+r1,ν1−r1)⟩⟨(µ2+r2,ν2−r2)⟩⋮⟨(µn+rn,νn−rn)⟩]where qjOw=⟨(µn+rn,νn−rn)⟩(13)

QPw=c1c2⋮cn[⟨(µ1−r1,ν1+r1)⟩⟨(µ2−r2,ν2+r2)⟩⋮⟨(µn−rn,νn+rn)⟩]where qjPw=⟨(µn−rn,νn+rn)⟩(14)

Step 11. The weighted optimistic decision matrix (ϑijO) and the weighted pessimistic decision matrix (ϑijp) are calculated using the following equations:

ϑijO=qjOw⊗qijOd(15)

ϑijP=qjPw⊗qijPd(16)

Step 12. The positive ideal solution and negative ideal solution, based on the optimistic matrix, are determined using the score and accuracy functions provided in the equations below. Similarly, the positive ideal solution and negative ideal solution, based on the pessimistic matrix, are also computed using the same score and accuracy functions.

Score function Γ(A)=µA−νA(17)

Accuracy function ℘(A)=µA+νA(18)

The positive ideal solution (𝒮o∗) and the negative ideal solution (𝒮o−) based on the optimistic matrix are obtained using the following equations:

𝒮O∗={⟨(maxiϑijO|j∈J1),(miniϑijO|j∈J2)⟩|j=1,2,…,n}T={ϑ1O+,ϑ2O+,…,ϑnO+}T(19)

𝒮O−={⟨(miniϑijO|j∈J1),(maxiϑijO|j∈J2)⟩|j=1,2,…,n}T={ϑ1O−,ϑ2O−,…,ϑnO−}T(20)

The positive ideal solution (𝒮p∗) and the negative ideal solution (𝒮p−) based on the pessimistic matrix are obtained using the following equations.

𝒮p∗={⟨(maxiϑijP|j∈J1),(miniϑijP|j∈J2)⟩|j=1,2,…,n}T={ϑ1P+,ϑ2P+,…,ϑnP+}T(21)

𝒮p−={⟨(miniϑijP|j∈J1),(maxiϑijP|j∈J2)⟩|j=1,2,…,n}T={ϑ1P−,ϑ2P−,…,ϑnP−}T(22)

In this context, ϑjO+=(µjO+,νjO+) and ϑjP+=(µjP+,νjP+) represent the maximum intuitionistic fuzzy number with the highest score value among alternatives for the jth criterion. Similarly, ϑjO−=(µjO−,νjO−) and ϑjP−=(µjP−,νjP−) denote the minimum intuitionistic fuzzy number with the lowest score value among alternatives for the jth criterion. Here J1 denotes the set of benefit criteria, while J2 represents the cost criteria.

Step 13. Distance measures are calculated for each alternative according to the positive and negative ideal solutions. The distance measures to the positive and negative ideal solutions based on the optimistic matrix are calculated by the following equations:

DiO∗=(12n∑i=1n[|µij−µjO+|2+|νij−νjO+|2+|ℏij−ℏjO+|2])12(23)

DiO−=(12n∑i=1n[|µij−µjO−|2+|νij−νjO−|2+|ℏij−ℏjO−|2])12(24)

The distance measures to the positive and negative ideal solutions based on the pessimistic matrix are calculated using the following equations. The degree of hesitancy (indeterminacy) is computed as ℏ=1−µij−νij.

DiP∗=(12n∑i=1n[|µij−µjP+|2+|νij−νjP+|2+|ℏij−ℏjP+|2])12(25)

DiP−=(12n∑i=1n[|µij−µjP−|2+|νij−νjP−|2+|ℏij−ℏjP−|2])12(26)

Step 14. The relative closeness coefficient based on the optimistic and pessimistic matrices is calculated using the following equations, respectively:

𝒞𝒞iO=DiO−DiO−+DiO∗(27)

𝒞𝒞iP=DiP−DiP−+DiP∗(28)

Step 15. The following equation is utilized to compute the composite ratio score for ranking the alternatives. λ represents the weights assigned to the optimistic and pessimistic attitudes of the experts.

𝒞𝒞i𝒞R=λ ∗ 𝒞𝒞iO+(1−λ) ∗ 𝒞𝒞iP(29)

Step 16. The alternatives are ranked based on their final score. The best alternative(s) are selected in descending order of relative closeness coefficient values.

4  Evaluation of IIoT Service Providers

This section will assess the process of evaluating an IIoT service provider for the production line of a company belonging to the SME category and involved in export activities. The assessment will be conducted by a group of five experts in the field, including two academic personnel and three senior managers from the company. The evaluation will consider a range of factors to determine the most suitable IIoT service provider for the company’s needs. The proposed flowchart of the research is illustrated in Fig. 4.
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Figure 4: The proposed flowchart

Upon examination of the flowchart, the initial step involves precisely and clearly defining the problem under investigation. Subsequently, a decision-making team comprising subject matter experts is assembled. Through a synthesis of expert opinions and an extensive literature review, criteria and potential alternatives pertinent to addressing the identified problem are delineated. Following this, a linguistic scale for problem resolution is established, and decision-makers are tasked with evaluating the criteria and alternatives against this scale. This evaluation yields initial decision matrices. The subsequent resolution of the problem entails employing the procedural steps of the TOPSIS method based on circular intuitive fuzzy numbers. Ultimately, the most suitable alternative is determined by systematically listing and evaluating the available options.

4.1 Determination Criteria and Alternatives

The evaluation of the IIoT service providers should consider the criteria outlined in Table 5, which are based on a thorough review of the literature and expert opinions. Following a preliminary evaluation with IoT service providers operating in the manufacturing industries, the decision-maker team reduced the number of alternatives to seven. The alternatives that successfully passed the pre-selection process are detailed in Table 6.
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4.2 Application of TOPSIS Based on CIFs

At this stage, the selection process for the most appropriate Industrial Internet of Things (IIoT) service provider involves evaluating seven different alternatives. The initial step involved requesting the assessment of each alternative by five subject matter experts, who evaluated them based on nine different criteria. The initial assessment matrix obtained is presented in Table 7. Five decision-makers evaluated seven existing alternatives according to nine different evaluation criteria. During this evaluation, the decision-making team used the linguistic evaluation scale in Table 3. For example, as a result of the evaluation of each alternative according to the C1 (industry expertise) criterion by the first decision maker, A1 has the best value among the alternatives, followed by A4 and A7 alternatives.
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Next, an aggregated decision matrix was generated, presented in Table 8, which utilized the decision matrices of each expert and Eq. (8). The decision matrix is comprised of intuitionistic fuzzy values.
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The lengths of the radius, which are based on decision matrices produced by each expert, are calculated using Eq. (9). The circular intuitionistic fuzzy decision matrix shown in Table 9 is then created using the obtained radius lengths.
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Optimistic and pessimistic matrices are obtained using Eqs. (10) and (11), respectively (Tables 10 and 11).
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The experts involved in the study evaluated determined criteria by using Table 4. Based on the evaluation of the criteria, the results were then compiled into Table 12. The criteria evaluated by the experts were aggregated using Eq. (12). Here, the experience and knowledge of each expert are considered equally.
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The procedures utilized to compute the optimistic and pessimistic decision matrices were similarly applied in evaluating the criteria, resulting in the derivation of the optimistic and pessimistic criteria weight matrices, as shown in Table 13.
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Based on the evaluation results by experts, security was identified as the most crucial criterion, while usability was found to be the least significant. The security criteria ranked highest, followed by cost-effectiveness, data analytics, flexibility and scalability, reliability, and customer support criteria, in that order. Certain precautionary measures can be implemented by small and medium-sized enterprises (SMEs) to enhance security within their operational frameworks. One such measure involves the segmentation of their networks into smaller units, facilitated by the deployment of conventional security mechanisms including firewalls, subnets, and Virtual Local Area Networks (VLANs). Additionally, the integration of microcontrollers such as Trusted Platform Modules (TPMs) can fortify security measures by encapsulating critical components such as credentials, passwords, encryption keys, or public certificates. Access controls within SMEs can be tailored to align with specific organizational roles, qualifications, and policies, thereby ensuring stringent security protocols [65]. The adoption of blockchain technology emerges as a robust strategy to safeguard Industrial Internet of Things (IIoT) data flows [61,62]. Furthermore, augmenting access authentication processes with multifactor authentication methodologies, such as code generation, facial recognition, or biometric data in conjunction with traditional password protocols, can significantly bolster security parameters. Moreover, the establishment of secure remote access channels for employees is imperative, necessitating vigilant monitoring of network traffic for any anomalies through intrusion detection and prevention systems (IDS/IPS). Regular updates for IIoT devices and applications should be rigorously implemented to mitigate potential vulnerabilities and maintain optimal security standards [65].

By employing Eqs. (15) and (16), weighted optimistic and pessimistic decision matrices are generated, as presented in Tables 14 and 15, respectively.
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The positive ideal solution (𝒮o∗ and 𝒮p∗) and the negative ideal solution (𝒮o− and 𝒮p−) based on the optimistic and pessimistic matrices are obtained using the Eqs. (19)–(22) (Table 16).
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The separation measures are derived through Eqs. (23)–(26), which calculates the distances from each alternative to positive and negative ideal solutions. These solutions are based on optimistic and pessimistic matrices (Table 17).
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The relative closeness coefficient based on the optimistic and pessimistic matrix is calculated using Eqs. (27) and (28) (Table 18).
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The composite ratio score for ranking the alternatives is calculated by using Eq. (29) and the results are given in Table 19. The weights of the optimistic and pessimistic attitudes of the experts were accepted equally.
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4.3 Sensitivity Analysis

In this section, a sensitivity analysis is conducted to assess the reaction of the problem under varying conditions. Table 20 depicts the ranking of alternatives for different weights of the optimistic and pessimistic attitudes of the experts. Across all values of λ, the order of the first two and the last two alternatives remained unchanged. Minor variations were observed in the rankings of other alternatives for different λ values.
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Each criterion was evaluated according to 9 different linguistic assessment scales from EHI to ELI and the rankings of the alternatives were tested. Nine different evaluation scales for nine different criteria resulted in 81 different results. When Fig. 5 is examined, A6 has been identified as the best IIoT service provider for several different criteria weights. A6 took place in second place for C2-EHI, C7-BAI, C7-LI, C7-VLI, C8-EHI and C9-ELI; third place for C7-ELI and fourth place for C9-EHI.

[image: images]

Figure 5: Ranking of alternatives based on different criteria weights

4.4 Comparison Analysis

In this section, the problem that is the subject of the study will be solved with other methods used in solving multi-criteria decision-making problems and the obtained results will be examined. The problem was also solved by ARAS, COPRAS, EDAS, MOORA and CODAS methods based on triangular fuzzy numbers (TFNs) and the results are shown in Table 21.
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When the table is examined, A7 was determined as the best alternative for CODAS, EDAS and MOORA methods based on TFNs, while A7 took the second place for C-IFN TOPSIS, TFN-ARAS and TFN-COPRAS methods, and A6 took the first place. Although there are some minor changes in the rankings according to the methods when Spearman’s correlation coefficient was calculated, it was 0.89 for TOPSIS with ARAS and COPRAS; for TOPSIS with CODAS, EDAS and MOORA it was 0.75. This shows that there is a positive and strong relationship between the rankings.

When solutions of different multi-criteria decision-making methods are compared, different results can be obtained. The assumptions underlying each method and the process steps of each method may differ from each other. Since different steps are involved in determining the weights of the criteria used in the evaluation of alternatives at the decision-making stage, the criterion weights take different values from each other, which changes the ranking of the alternatives. In addition, different mathematical and statistical methods are used when collecting evaluations made by more than one decision-maker. This may cause differences in the ranking of alternatives. Uncertainty is a very natural situation in solving multi-criteria decision-making problems. Depending on the solution method used, uncertainty is introduced into the problem using probabilistic models, fuzzy logic, or interval methods. This difference may cause the ranking of the alternatives to be different. For this reason, the solution of the problem will be effective by determining the methods compatible with the characteristics of the problem and the preferences of the decision maker. The robustness of the result obtained for the problem can be investigated using different methods.

5  Conclusion

The Internet of Things (IoT) is a fundamental technology of digital transformation and is considered to be at the forefront of this field. Its underlying principle is that an object equipped with sensors, which can constantly measure or detect certain situations, transmits information to a central location. This information is evaluated, and subsequent actions are based on this analysis. The primary objective of businesses, irrespective of their size, is to leverage Internet of Things (IoT) technology to equip various elements such as production lines, machines, products, semi-finished goods, and personnel with smart capabilities, thereby generating valuable data. This enables organizations to achieve greater efficacy and efficiency in managing their processes through centralized control, resulting in a more dynamic and regulated workflow.

The objective of this research is to identify the criteria that should be considered when selecting an IoT service provider, particularly for small and medium-sized enterprises (SMEs), and to determine the most suitable provider from seven available alternatives based on the company’s strategy and these criteria. The research employs a multi-criteria decision-making approach to address this typical problem, utilizing the TOPSIS method based on circular intuitionistic fuzzy sets. The study involves five decision-makers who evaluate IoT service providers and criteria, and their opinions shape the criteria weights and evaluation outcomes.

While security is the most important criterion among the criteria, this criterion is followed by cost-effectiveness, data analytics, flexibility and scalability, reliability, customer support, compatibility, and industry expertise, respectively. In the last place is the usability criterion. IIoT technology facilitates the interconnection of devices, sensors, and systems within enterprises, enabling the collection and analysis of data to enhance operational efficiency, productivity, and decision-making. However, this heightened connectivity underscores the imperative and significance of security measures. IIoT systems amass extensive datasets about production, machinery, equipment, and even personnel within business operations. Such data repositories constitute proprietary and confidential information, mandating stringent security protocols for protection. Unauthorized or unregulated access to IIoT systems utilized for monitoring and managing operational workflows represents a critical security vulnerability. Inadequate security measures may render operational processes susceptible to intrusion by malicious software, potentially resulting in disruptions and detrimental impacts on enterprises. Furthermore, security considerations should extend to IIoT systems deployed within supply chain frameworks. Vulnerabilities within this interconnected chain can exert adverse repercussions across all facets of business operations. In essence, the implementation of sensitive and rigorous security measures stands as paramount for safeguarding confidential data, ensuring the continuity of operational processes, and upholding the resilience of supply chain operations. Furthermore, amidst the pervasive global economic downturn, small and medium-sized enterprises (SMEs) are particularly apprehensive about their investment decisions. In addition, those contemplating the integration of IIoT systems cannot overlook the cost factor. Upon establishing such systems, the substantial datasets accrued from machinery, operations, and even personnel necessitate meticulous analysis and interpretation. Consequently, data analytics emerges as a pivotal criterion in this regard.

Based on the given criteria, it was concluded that the A6 alternative is the most suitable Industrial Internet of Things (IIoT) service provider, whereas the A2 IIoT service provider was found to be the least suitable. A sensitivity analysis was conducted under varying conditions and with different criterion weights, and it was found that the A6 alternative consistently performed the best, except some extreme cases.

This study aims to introduce the concept of IoT, which is a part of the digitalization processes, especially in small and medium-sized industrial enterprises and will positively affect the performance of enterprises and contribute to the decision-making processes of enterprises at this point. The biggest limitation of the study is that research was conducted for a single sector in a single country. While this study was conducted within a specific sector and country, businesses seeking to implement an IIoT system must heed these criteria, irrespective of their geographic location or industry. Considerations such as security, cost, and data analytics are likely to feature prominently in the decision-making processes of all business managers. Furthermore, IIoT service providers participating in the evaluation are entities serving clients globally. Consequently, they stand to derive insights from the findings of this study for application across diverse geographical and sectoral contexts. Multi-criteria decision-making problems are problems in which uncertainty and subjective value judgments are intense. The inability to form a homogeneous decision-maker team is a limitation.

The same problem may be solved in the future for a wider range of IIoT service providers under different evaluation criteria. Evaluation criteria and alternatives can be compared again for small and medium-sized enterprises in different sectors on a global scale. Additionally, the results can be tested in larger enterprises. Solving different MCDM methods based on different fuzzy numbers under different distance measurements can also be listed in future studies.
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Table 3: Scale to evaluate the alternatives due to the criteria

Intuitionistic fuzzy numbers

Linguistic terms

u v
Extremely high value (EHV) 0.90 0.10
Very high value (VHV) 0.80 0.15
High value (HV) 0.70 0.25
Above average value (AAV) 0.60 0.35
Average value (AV) 0.50 0.45
Below average value (BAV) 0.40 0.55
Low value (LV) 0.30 0.65
Very low value (VLV) 0.20 0.75

Extremely low value (ELV) 0.10 0.90
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Table 8: Aggregated intuitionistic fuzzy decision matrix

Criteria Al A2 A3 A4 A5 A6 A7
Cl (0.860, (0.580, (0.620, (0.840, (0.740, (0.660, (0.800,
0.120) 0.370) 0.330) 0.130) 0.210) 0.290) 0.160)
C2 (0.800, (0.360, (0.300, (0.720, (0.820, (0.580, (0.720,
0.160) 0.590) 0.650) 0.230) 0.140) 0.370) 0.230)
C3 (0.600, (0.380, (0.780, (0.840, (0.620, (0.600, (0.700,
0.350) 0.570) 0.180) 0.130) 0.330) 0.350) 0.250)
C4 (0.800, (0.380, (0.440, (0.840, (0.840, (0.600, (0.800,
0.160) 0.570) 0.510) 0.130) 0.130) 0.350) 0.160)
C5 (0.800, (0.500, (0.500, (0.740, (0.840, (0.540, (0.740,
0.160) 0.450) 0.450) 0.210) 0.130) 0.410) 0.210)
Co6 (0.680, (0.420, (0.440, (0.780, (0.840, (0.620, (0.780,
0.270) 0.530) 0.510) 0.180) 0.130) 0.330) 0.180)
C7 (0.720, (0.380, (0.420, (0.620, (0.840, (0.780, (0.880,
0.230) 0.570) 0.530) 0.330) 0.130) 0.170) 0.110)
C8 (0.800, (0.400, (0.440, (0.860, (0.860, (0.660, (0.840,
0.160) 0.550) 0.510) 0.120) 0.120) 0.290) 0.130)
C9 (0.780, (0.540, (0.560, (0.700, (0.840, (0.540, (0.560,

0.180) 0.410) 0.390) 0.250) 0.130) 0.410) 0.390)
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Table 13: Optimistic and pessimistic criteria weight matrices

Criteria

Optimistic criteria weights

Pessimistic criteria weights

Cl
C2
C3
C4
Cs
Co
C7
C8
C9

(0.626, 0.324)
(0.744, 0.206)
(0.825,0.124)
(0.924, 0.055)
(0.841, 0.109)
(0.779, 0.171)
(0.834, 0.116)
(0.640, 0.310)
(0.539,0.411)

(0.450, 0.500)
(0.443, 0.507)
(0.651, 0.299)
(0.793, 0.186)
(0.676, 0.274)
(0.452, 0.498)
(0.604, 0.346)
(0.476, 0.474)
(0.376, 0.574)
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Table 4: Scale to evaluate criteria

S Intuitionistic fuzzy numbers
Linguistic terms

u v
Extremely high importance (EHI) 0.90 0.10
Very high importance (VHI) 0.80 0.15
High importance (HI) 0.70 0.25
Above average importance (AAI) 0.60 0.35
Average Importance (Al) 0.50 0.45
Below average importance (BAI) 0.40 0.55
Low importance (LI) 0.30 0.65
Very low importance (VLI) 0.20 0.75

Extremely low importance (ELI) 0.10 0.90
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Table 9: Intuitionistic fuzzy decision matrix with maximum radius length
Al A2 A3 A4 AS A6 A7
Cl (0.860, (0.580, (0.620, (0.840, (0.740, (0.660, (0.800,
0.120; 0.370; 0.330; 0.130; 0.210; 0.290; 0.160;
0.067) 0.170) 0.170) 0.067) 0.085) 0.085) 0.135)
C2 (0.800, (0.360, (0.300, (0.720, (0.820, (0.580, (0.720,
0.160; 0.590; 0.650; 0.230; 0.140; 0.370; 0.230;
0.135) 0.085) 0.141) 0.170) 0.089) 0.170) 0.170)
C3 (0.600, (0.380, (0.780, (0.840, (0.620, (0.600, (0.700,
0.350; 0.570; 0.180; 0.130; 0.330; 0.350; 0.250;
0.141) 0.170) 0.144) 0.067) 0.170) 0.141) 0.141)
C4 (0.800, (0.380, (0.440, (0.840, (0.840, (0.600, (0.800,
0.160; 0.570; 0.510; 0.130; 0.130; 0.350; 0.160;
0.135) 0,170) 0.226) 0.067) 0.067) 0.283) 0.135)
C5 (0.800, (0.500, (0.500, (0.740, (0.840, (0.540, (0.740,
0.160; 0.450; 0.450; 0.210; 0.130; 0.410; 0.210;
0.135) 0.141) 0.141) 0.198) 0.067) 0.198) 0.085)
C6 (0.680, (0.420, (0.440, (0.780, (0.840, (0.620, (0.780,
0.270; 0.530; 0.510; 0.180; 0.130; 0.330; 0.180;
0.170) 0.170) 0.226) 0.144) 0.067) 0.170) 0.144)
C7 (0.720, (0.380, (0.420, (0.620, (0.840, (0.780, (0.880,
0.230; 0.570; 0.530; 0.330; 0.130; 0.170; 0.110;
0.170) 0,170) 0.170) 0.2595) 0.067) 0.113) 0.089)
C8 (0.800, (0.400, (0.440, (0.860, (0.860, (0.660, (0.840,
0.160; 0.550; 0.510; 0.120; 0.120; 0.290; 0.130;
0.135) 0.141) 0.226) 0.067) 0.067) 0.226) 0.067)
C9 (0.780, (0.540, (0.560, (0.700, (0.840, (0.540, (0.560,
0.180; 0.410; 0.390; 0.250; 0.130; 0.410; 0.390;
0.144) 0.226) 0.226) 0.141) 0.067) 0.226) 0.085)
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Table 19: Composite ratio and ranking of alternatives

ForA=0.5 Al A2 A3 A4 AS A6 A7
ccer 0.696 0.501 0.623 0.711 0.696 0.757 0.727
Rank 5 7 6 3 4 1 2

Note: As a result, the ranking of the best IIoT service provider alternatives in the SME operating in the automotive sector is A6 > A7 > A4
>AS5> A1 > A3 > A2.
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Table 7: Linguistic decision matrix for each expert

Alternatives

Criteria Experts -7 A2 A3 Ad A5 A6 AT
El EHV AAV HV VHV HV HV VHV
E2 VHV AV HV EHV HV AAV HV
C1 E3 EHV AV AAV EHV VHV  AAV VHV
E4 VHV  AAV AV VHV VHV HV EHV
ES EHV HV AAV VHV HV HV VHV
El HV v BAV AAV VHV  AAV VHV
E2 VHV LV LV HV VHV AV HV
C2 E3 EHV BAV LV HV VHV HV AAV
E4 VHV BAV VLV VHV EHV AAV HV
ES VHV BAV LV VHV VHV AV VHV
El HV BAV HV VHV  AAV HV HV
E2  AAV AV VHV EHV HV AAV AAV
C3 E3 AV LV HV VHV HV HV HV
E4  AAV Y EHV VHV  AAV AV VHV
ES AAV BAV VHV EHV AV AV HV
El VHV BAV AAV EHV VHV AV VHV
E2 VHV LV AV EHV EHV AAV HV
C4 E3 HV LV LV VHV EHV AAV VHV
E4 VHV BAV LV VHV VHV AV EHV
ES EHV AV AV VHV VHV VHV VHV
El VAV AV AV VHV EHV AAV VHV
E2 EHV AAV  AAV HV EHV AV VHV
C5 E3 HV AV AV AAV VHV BAV HV
E4 VHV BAV AV VHV VHV  AAV HV
E5 VHV AV BAV VHV VHV  AAV HV
El AAV v AV VHV VHV HV HV
E2  AAV BAV BAV HV EHV HV VHV
C6 E3 HV BAV AAV HV VHV  AAV HV
E4 HV AV LV VHV VHV AV VHV
E5 VHV AV BAV EHV EHV AAV EHV
El HV v BAV AAV VHV VHV EHV
E2 VHV BAV BAV AV VHV HV VHV
C7 E3 AAV LV LV AAV EHV VHV EHV
E4 VHV AV AV VHV EHV VHV EHV
ES HV BAV AV AAV VHV VHV EHV
El VHV v LV VHV VHV  AAV VHV
E2 HV BAV BAV EHV EHV AV EHV
C8 E3 VHV BAV AV EHV EHV VHV VHV
E4 VHV AV AAV VHV VHV VHV EHV
ES EHV BAV BAV EHV EHV AAV VHV
El EHV HV AAV VHV EHV BAV AAV
E2 VHV BAV AV AAV VHV BAV AV
C9 E3 VHV AV BAV HV EHV HV AV
E4 HV AAV  AAV VHV VHV HV AAV
ES HV AV HV AAV VHV AV AAV
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Table 21: Different ranking of alternatives due to different methods

MCDM methods

Ranking

TOPSIS based on C-IFN
CODAS based on TFN
COPRAS based on TFN
EDAS based on TFN
ARAS based on TFN
MOORA based on TFN

A6>AT7T>A4>A5>A1>A3>A2
A7>A5>A6>A1>A4>A3>A2
A6>AT7T>A5>A1>A4>A3>A2
A7>A5>A6>A1>A4>A3>A2
A6>AT7T>A5>A1>A4>A3>A2
A7>A5>A6>A1>A4>A3>A2
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Table 12: Linguistic evaluations of criteria by each expert and aggregated weights with maximum
radius length based on C-IF values

Criteria E1 E2 E3 E4 ES Aggregated weights with Type
maximum radius lengths

Benefit Cost

Cl AAl Al Al AAl Al (0.538, 0.412; 0.088)
C2 Al HI AAl Al HI (0.593, 0.356; 0.151)
C3 HI VHI  HI HI VHI  (0.738,0.211; 0.087)
C4 VHI EHI EHI VHI EHI  (0.859,0.120;0.066)
C5 VHI VHI HI HI VHI  (0.758,0.192; 0.083)
C6 AAI  HI AAl Al HI (0.615, 0.334; 0.163)
C7 HI HI HI VHI  HI (0.719, 0.231; 0.115)
C8 AAl  AAI Al AAl Al (0.558, 0.392; 0.082)
9 BAI BAI Al Al Al (0.457, 0.492; 0.081)

LA &
<
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Table 16: Positive and negative ideal solutions based on the optimistic and pessimistic decision matrices

Optimistic matrix Pessimistic matrix

Positive ideal solution ~ Negative ideal solution  Positive ideal solution =~ Negative ideal

solution
(0.580, 0.360) (0.447, 0.341) (0.357, 0.680) (0.201, 0.671)
(0.695, 0.226) (0.328, 0.610) (0.299, 0.628) (0.145, 0.807)
(0.763, 0.156) (0.454,0.475) (0.497, 0.408) (0.296, 0.632)
(0.864, 0.079) (0.478,0.079) (0.665, 0.279) (0.379, 0.250)
(0.456, 0.220) (0.789, 0.120) (0.308, 0.434) (0.533, 0.361)
(0.720, 0.201) (0.459, 0.470) (0.325, 0.598) (0.208, 0.734)
(0.756, 0.172) (0.458, 0.470) (0.457, 0.458) (0.277, 0.653)
(0.598, 0.328) (0.346, 0.592) (0.317, 0.646) (0.165, 0.785)
(0.498, 0.432) (0.180, 0.591) (0.239, 0.758) (0.068, 0.826)
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Table 11: Pessimistic decision matrix

Criteria Al A2 A3 A4 A5 A6 A7
Cl (0.793, (0.410, (0.450, (0.773, (0.655, (0.575, (0.715,
0.187) 0.540) 0.500) 0.197) 0.295) 0.375) 0.295)
C2 (0.665, (0.275, (0.159, (0.550, (0.731, (0.410, (0.550,
0.295) 0.675) 0.791) 0.400) 0.229) 0.540) 0.400)
C3 (0.459, (0.210, (0.636, (0.773, (0.450, (0.459, (0.559,
0.491) 0.740) 0.324) 0.197) 0.500) 0.491) 0.391)
C4 (0.665, (0.210, (0.214, (0.773, (0.773, (0.317, (0.517,
0.295) 0.740) 0.736) 0.197) 0.197) 0.633) 0.295)
C5 (0.665, (0.359, (0.359, (0.542, (0.773, (0.342, (0.542,
0.295) 0.591) 0.591) 0.408) 0.197) 0.608) 0.295)
Co6 (0.510, (0.250, (0.214, (0.636, (0,773, (0.450, (0.610,
0.440) 0.700) 0.736) 0.324) 0.197) 0.500) 0.324)
C7 (0.550, (0.210, (0.250, (0.365, (0,773, (0.667, (0.767,
0.400) 0.740) 0.700) 0.585) 0.197) 0.283) 0.199)
C8 (0.665, (0.259, (0.214, (0.793, (0.793, (0.434, (0.614,
0.295) 0.691) 0.736) 0.187) 0.187) 0.516) 0.197)
C9 (0.636, (0.314, (0.334, (0.559, (0.773, (0.314, (0.334,

0.324) 0.636) 0.616) 0.391) 0.197) 0.636) 0.475)
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Table 1: Summary of [oT and I1oT studies

Author(s)

Objective

Siegfried et al. [24]
Sarjan et al. [25]
Zhang et al. [26]

Alabadi et al. [27]

Haghnegahdar et al. [28]

Krommuang et al. [29]

Shih et al. [30]
Kumar et al. [31]
Qietal. [32]

To examine the potential of blockchain technology for use in Industrial
Internet of Things (IIoT) applications.

To identify potential attacks and their consequences, investigate security
vulnerabilities of the IIoT systems in electric power systems.

To validate the effectiveness of the IloT-enabled monitoring and
maintenance mechanism, resulting in sustainable automated coal mining.
To make a comprehensive analysis of Industry 4.0 and the I1oT,
exploring the primary drivers behind this emerging field, the latest
advancements, and existing limitations.

The investigation and synthesis of the integration of cloud computing,
cloud manufacturing, and the Internet of Things (IoT) with additive
manufacturing constitute a pivotal focus of this study.

To identify key factors that are critical for auto part manufacturers in
selecting Internet of Things (IoT) applications to manage their
production processes.

To develop an access control system for the IToT.

To discuss I1oT and blockchain technology in all its aspects.

To implement big data challenges for the I1oT system.
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Table 6: Definition of alternatives

Alternative code

IIoT service provider information

Al

The aforementioned enterprise was founded in the year 1984 and has since
developed a global reputation and formidable workforce. Additionally, the
organization offers IoT solutions to diverse industries.

A2

The aforementioned enterprise, possessing considerable expertise within the
realm of manufacturing and providing efficacious [oT solutions to commercial
entities, originates from Turkey.

A3

Established in 2004, this company specializes in the development of [oT
solutions for various industries. Operating in Turkey, it focuses on creating
tailored solutions for SMEs that operate within the manufacturing sector.

A4

With its establishment dating back to 1972, this company has offered effective
problem-solving solutions across numerous sectors over the years. It also
currently provides flexible and efficient IoT solutions.

AS

A6

This company was established in 1847 in Germany and has since expanded its
services to almost every corner of the globe. Its current trajectory as a provider
of IoT services suggests that it is on track to become a global industry leader.
This company was founded in Germany in 1886 and has established itself as an
open, flexible, and scalable provider of [oT services. It possesses the capability
to securely store and transmit data on a global scale.

A7

This company was established in the United States of America and has earned
a place among the global industry leaders due to its strong and knowledgeable
staff, which provides open-source solutions worldwide.
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Table 20: Ranking of alternatives due to the different A values

A 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Al 0.642 0.653 0.663 0.674 0.685 0.696 0.706  0.717 0.728  0.739  0.749
4 4 4 4 4 5 5 5 5 5 5
A2 0441 0453 0465 0477 0.489 0501 0.513 0.525 0.537 0.549 0.561
7 7 7 7 7 7 7 7 7 7 7
A3 0.528 0.547 0.566  0.585 0.604 0.623 0.642 0.661 0.680 0.698 0.717
6 6 6 6 6 6 6 6 6 6 6
Ad 0.656 0.667 0.678 0.689 0.700 0.711 0.722 0.733  0.744  0.755 0.766
3 3 3 3 3 3 3 3 3 4 4
A5 0.622 0.637 0.652 0.667 0.681 0.696 0.711 0.725 0.740  0.755 0.770
5 5 5 5 5 4 4 4 4 3 3
A6 0.685 0.699 0.714 0.728 0.743 0.757 0.772 0.786 0.801  0.815 0.830
1 1 1 1 1 1 1 1 1 1 1
A7 0.660 0.674 0.687 0.700 0.714 0.727 0.741  0.754 0.768 0.781  0.795
2 2 2 2 2 2 2 2 2 2 2
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Table 17: Separation measures of the alternatives based on the optimistic and pessimistic matrices

Al A2 A3 A4 AS A6 A7
D 0.071 0.050 0.039 0.064 0.061 0.030 0.049
DY 0.213 0.064 0.100 0.210 0.204 0.147 0.191
D 0.086 0.050 0.044 0.091 0.140 0.036 0.071
D 0.155 0.040 0.049 0.174 0.231 0.079 0.138
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Table 15: Weighted pessimistic decision matrix

Criteria Al A2 A3 A4 A5 A6 A7
Cl (0.357, (0.211, (0.222, (0.255, (0.232, (0.210, (0.201,
0.680) 0.730) 0.716) 0.683) 0.704) 0.731) 0.671)
C2 (0.295, (0.146, (0.145, (0.293, (0.299, (0.247, (0.181,
0.618) 0.8006) 0.807) 0.632) 0.628) 0.687) 0.632)
C3 (0.299, (0.296, (0.497, (0.488, (0.425, (0.399, (0.300,
0.514) 0.632) 0.408) 0.424) 0.484) 0.514) 0.453)
C4 (0.528, (0.403, (0.488, (0.665, (0.665, (0.647, (0.379,
0.250) 0.539) 0.449) 0.279) 0.279) 0.282) 0.250)
C5 (0.450, (0.365, (0.365, (0.533, (0.516, (0.419, (0.308,
0.370) 0.553) 0.553) 0.361) 0.394) 0.490) 0.434)
C6 (0.231, (0.208, (0.234, (0.325, (0.319, (0.278, (0.215,
0.625) 0.734) 0.702) 0.598) 0.610) 0.650) 0.598)
C7 (0.333, (0.277, (0.297, (0.441, (0.457, (0.450, (0.386,
0.457) 0.653) 0.630) 0.465) 0.458) 0.455) 0.434)
C8 (0.317, (0.165, (0.203, (0.282, (0.282, (0.270, (0.187,
0.646) 0.785) 0.740) 0.656) 0.656) 0.660) 0.660)
C9 (0.239, (0.155, (0.159, (0.170, (0.184, (0.155, (0.068,

0.758) 0.795) 0.790) 0.776) 0.765) 0.795) 0.826)
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Table 2: Summary of TOPSIS and fuzzy TOPSIS studies

Author(s)

Method

Objective

Umamakeswari [35]

Singh et al. [36]

Lin et al. [37]

Bhatia et al. [38]
Lan et al. [39]

Huang et al. [40]

Kaur et al. [41]

Sarwar et al. [42]

An et al. [43]

Mouhoumed et al. [44]

Chen et al. [45]

Miguez et al. [46]

Eraslan et al. [47]

Enginoglu et al. [48]

TOPSIS method on complex
picture fuzzy soft sets

Fuzzy AHP and TOPSIS

Fuzzy TOPSIS

Fuzzy TOPSIS

ANP-TOPSIS based temporal
neutrosophic environment
CRITIC-TOPSIS
Entropy-TOPSIS

TOPSIS based on rough fuzzy

integrated cloud
Entropy-TOPSIS

Fuzzy AHP-TOPSIS

Fuzzy AHP-TOPSIS

AHP-TOPSIS

TOPSIS under fuzzy soft
environment

TOPSIS under fuzzy soft
environment

To determine the best leaf
plate.

To determine and prioritize
the parameters affecting the
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destination in Vietnam.

To evaluate the working
condition of the aluminum
reduction cell.

To choose the optimum solar
panel for rural electrification.
To determine the failures of
the steam valve system.

To evaluate the Belt and Road
Initiative countries according
to the development of
renewable energy.

To establish of site suitability
map for artificial groundwater
recharge using dry wells.

To establish an appropriate
ballast water management
system.

To evaluate hotel chains’
sustainability.

To develop a new group
decision making method
based on TOPSIS under fuzzy
soft environment.

To develop a new approach
based on TOPSIS under a
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Table 10: Optimistic decision matrix

Criteria Al A2 A3 A4 A5 A6 A7
Cl (0.927, (0.750, (0.790, (0.907, (0.825, (0.745, (0.935,
0.053) 0.200) 0.160) 0.063) 0.125) 0.205) 0.025)
C2 (0.935, (0.445, (0.441, (0.890, (0.909, (0.750, (0.890,
0.025) 0.505) 0.509) 0.060) 0.051) 0.200) 0.060)
C3 (0.741, (0.550, (0.924, (0.907, (0.790, (0.741, (0.841,
0.209) 0.400) 0.036) 0.063) 0.160) 0.209) 0.109)
C4 (0.935, (0.550, (0.666, (0.907, (0.907, (0.883, (0.935,
0.025) 0.400) 0.284) 0.063) 0.063) 0.067) 0.025)
C5 (0.935, (0.641, (0.641, (0.938, (0.907, (0.738, (0.825,
0.025) 0.309) 0.309) 0.012) 0.063) 0.212) 0.125)
C6 (0.850, (0.590, (0.666, (0.924, (0.907, (0.790, (0.924,
0.100) 0.360) 0.284) 0.036) 0.063) 0.160) 0.036)
C7 (0.890, (0.550, (0.590, (0.875, (0.907, (0.893, (0.969,
0.060) 0.400) 0.360) 0.075) 0.063) 0.057) 0.021)
C8 (0.935, (0.541, (0.666, (0.927, (0.927, (0.886, (0.907,
0.025) 0.409) 0.284) 0.053) 0.053) 0.064) 0.063)
C9 (0.924, (0.766, (0.786, (0.841, (0.907, (0.766, (0.645,

0.036) 0.184) 0.164) 0.109) 0.063) 0.184) 0.305)
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Table 5: Definition of criteria

Criteria code

Criteria name

Criteria definition

Cl

Industry expertise [55]

To effectively provide Industrial Internet of Things
(IToT) services, a provider must possess an extensive
comprehension of the manufacturing industry, as well
as a comprehensive understanding of the distinct
obstacles that small and medium-sized enterprises
(SMEs) encounter.

C2

Customer support [56,57]

The provider of Industrial Internet of Things (I1oT)
services is required to establish an efficient customer
support system that can promptly and effectively
address any questions or concerns raised by SME
clients.

C3

C4

Flexibility and scalability
[58-60]

Security [55,57,59,61-64]

The provider of Industrial Internet of Things (IIoT)
services should be capable of providing a flexible and
scalable solution that can be customized to suit the
specific needs and requirements of SMEs.

SMEs must implement robust security measures to
safeguard their data and maintain the integrity of their
production operations.

Cs

Cost effectiveness
[57,58,60,63]

The provider of Industrial Internet of Things (IIoT)
services is required to deliver a cost-effective solution
that provides value for the SMEs’ investment and
enables them to achieve long-term cost savings.

Co

Reliability [55,57]

The I1oT devices provided by the service provider must
be reliable and capable of functioning effectively in
diverse environments without disrupting the
operations of the SME:s.

C7

Data analytics [59,62]

The provider should possess a strong data analytics
platform that can enable SMEs to extract valuable
insights from the data generated by the IToT devices.

C8

Compatibility [57]

The I1oT solution provided by the provider must be
compatible with the SME’s existing infrastructure and
systems to ensure smooth integration.

C9

Usability [56,57]

The provider should empower users and developers to
utilize [1oT devices and services with greater
effectiveness and efficiency.
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Table 18: The relative closeness coefficient and ranking of alternatives based on the optimistic and

pessimistic matrix

Al A2 A3 A4 AS A6 A7
ccy 0.749 0.561 0.717 0.766 0.770 0.830 0.795
Rank 5 7 6 4 3 1 2
cct 0.642 0.441 0.528 0.656 0.622 0.685 0.660
Rank 4 7 6 3 5 1 2
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Table 14: Weighted optimistic decision matrix

Criteria Al A2 A3 A4 A5 A6 A7
Cl (0.580, (0.469, (0.494, (0.567, (0.516, (0.466, (0.447,
0.360) 0.460) 0.433) 0.367) 0.409) 0.463) 0.341)
C2 (0.695, (0.331, (0.328, (0.662, (0.676, (0.558, (0.409,
0.226) 0.607) 0.610) 0.254) 0.246) 0.365) 0.254)
C3 (0.612, (0.454, (0.763, (0.749, (0.652, (0.612, (0.461,
0.307) 0.475) 0.156) 0.180) 0.265) 0.307) 0.220)
C4 (0.864, (0.508, (0.616, (0.838, (0.838, (0.816, (0.478,
0.079) 0.433) 0.323) 0.114) 0.114) 0.118) 0.079)
C5 (0.786, (0.539, (0.539, (0.789, (0.763, (0.621, (0.456,
0.132) 0.384) 0.384) 0.120) 0.165) 0.298) 0.220)
Co6 (0.662, (0.459, (0.519, (0.720, (0.706, (0.615, (0.475,
0.254) 0.470) 0.400) 0.201) 0.223) 0.304) 0.201)
C7 (0.742, (0.458, (0.492, (0.729, (0.756, (0.744, (0.639,
0.170) 0.470) 0.435) 0.183) 0.172) 0.167) 0.135)
C8 (0.598, (0.346, (0.426, (0.593, (0.593, (0.567, (0.393,
0.328) 0.592) 0.5006) 0.347) 0.347) 0.354) 0.354)
C9 (0.498, (0.413, (0.423, (0.453, (0.488, (0.413, (0.180,

0.432) 0.519) 0.508) 0.475) 0.448) 0.519) 0.591)






