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Abstract: Steganography is a technique for hiding secret messages while sending and receiving communications through a cover item. From ancient times to the present, the security of secret or vital information has always been a significant problem. The development of secure communication methods that keep recipient-only data transmissions secret has always been an area of interest. Therefore, several approaches, including steganography, have been developed by researchers over time to enable safe data transit. In this review, we have discussed image steganography based on Discrete Cosine Transform (DCT) algorithm, etc. We have also discussed image steganography based on multiple hashing algorithms like the Rivest–Shamir–Adleman (RSA) method, the Blowfish technique, and the hash-least significant bit (LSB) approach. In this review, a novel method of hiding information in images has been developed with minimal variance in image bits, making our method secure and effective. A cryptography mechanism was also used in this strategy. Before encoding the data and embedding it into a carry image, this review verifies that it has been encrypted. Usually, embedded text in photos conveys crucial signals about the content. This review employs hash table encryption on the message before hiding it within the picture to provide a more secure method of data transport. If the message is ever intercepted by a third party, there are several ways to stop this operation. A second level of security process implementation involves encrypting and decrypting steganography images using different hashing algorithms.
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1  Introduction

1.1 Steganography

Steganography is the method of concealing crucial data inside an innocent-looking file. It is a technique for hiding information that stands out from the norm in confidential or secret files [1]. Steganography in cryptology is often misunderstood because of its association with the storage of secret information. The key distinction is that steganography also requires important details, yet steganography doesn’t seem to conceal anything [2–5]. The name “steganography” is derived from the Greek word “steganos,” which means “secret writing.” The word “steganos” combines the Greek words for “secret” and “graphic,” which means “writing.” However, steganography is the practice of concealing information” the form of text or secret messages inside other media resources like images, written text, video, or audio [6]. In common parlance, “steganography” and “cryptography” are often used synonymously. An embedded watermark guarantees the message’s authenticity, while cryptography jumbles it and steganography keeps it hidden. To encrypt genuine data successfully, we need to use a steganography approach that can be trusted [7]. Without considering envision characteristics like color, texture, or semantics, adversarial perturbations were applied to the cover images globally. This led to obvious distortions, especially in simple areas [8]. Depending on the kind of carrier, several appropriate steganographic methods are used to establish security, three decades of technological advancements in the field of steganography [9]. A comparison of these tools according to the provided criteria reveals their advantages, disadvantages, practicality, and room for further research. The OpenPuff steganography tool has widespread support in academic and professional communities. This research further analyzes the effectiveness of the OpenPuff tool on a few previously undisclosed criteria to verify and defend its efficacy [10].

The World Wide Web (WWW) has made it possible to send and receive any amount of digital information (movies, music, pictures, documents, and even whole networks) instantly and without effort [11]. Meanwhile, such unrestricted access to a plethora of data has resulted in serious dangers to encrypted and privacy-protected communication via the World Wide Web, making it difficult to protect data sent over an unsecured network. By tampering with the message, attackers or opponents may often compromise the information and cause monetary or moral harm [12]. As a result, several data encryption and concealment methods have been devised to ensure safe transmissions of sensitive data [13,14]. Fig. 1 shows the classification of steganography security systems.
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Figure 1: Classification of steganography security systems

Both steganography and data transmission techniques that could be utilized covertly include encryption. In cryptography, communication is altered in such a manner that only the sender and the intended recipient, who both have access to the encryption key, can read it [15]. However, in steganography, the hidden message is made to hide in a cover picture, making it impossible for an intermediate person to know whether there is a message hidden in the information being shared. This contrasts with cryptography, where it is always clear that the message is in encrypted form. The receiver then receives the cover picture with the concealed message.

1.2 Cryptography

The background of cryptography is extensive and important, spanning from the use of paper and pen through the development of specialized machinery to the use of arithmetic operations. In this study, only a short analysis that is important for transmitting information has been given. Cryptology is the study of how to send and read secret messages using codes (the Greek word for secret or hidden is cryptology). It is typically divided into cryptanalysis and cryptography. Cryptography is the study of designing systems for encoding and decoding messages. It says that the word “cryptography” usually refers to the group of security measures that include:

•   Encrypt and decrypt methods.

•   Integrity-checking procedures, and

•   Digital signature techniques.

Typically, there are four main components to every cryptographic procedure:

1.2.1 Plain Text

A transmission of deciphered data. Anything from a simple text file to a password, credit card number, payroll data, personnel details, or even a top-secret calculation being transmitted between businesses might be included.

1.2.2 Ciphertext

It means simple text that has been made unreadable by a mathematical formula. Ciphertext is an unencrypted message that has been encrypted before transmission.

1.2.3 Key

A numeric or algebraic factor or procedure that controls the encryption or decryption of plaintext communication. You can’t read the coded message without the key.

1.2.4 Cryptography Algorithm

A procedure in mathematics that is used to jumble up the original text to get to the cipher. Encryption refers to the process of using encryption techniques to change the plain language into ciphertext, while decryption refers to the process of using the same technique to change ciphertext back into plain text. Cryptography is a method used to protect sensitive information in Fig. 2.
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Figure 2: Structure of cryptography

The three kinds of cryptographic algorithms below are widely employed today for data security purposes:

1.2.5 Cryptography with a Secret Key

One key is used to perform both the decrypt and encrypt processes in this technique, which is also known as symmetric-key cryptography. The Data Encryption Standard, which is extensively used by the Federal Government, is the best illustration of this cryptographic algorithm. The stages involved in secret-key cryptography to provide secure communication are shown in Fig. 3.
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Figure 3: Secret-key cryptography

While this approach increases data protection, it is difficult to distribute the key between sender and recipient since a prohibited person might easily get all of the data if they have the private key. So, using this strategy, key security is a crucial concern for encrypted transmission.

1.2.6 Cryptography Using a Public Key

As an asymmetric method, public key cryptography encrypts sensitive information using a shared “public” key and decrypts it with a shared “private” (or secret) key. With this method, two separate keys are needed to initiate the action. Deducing the secret key from the public key would be computationally impossible. It is possible for anybody with access to a public key to encrypt data, but only the private key owner may read the encrypted file. When data is encrypted, only the owner of the secret key can read it. Some common asymmetric-key algorithms include RSA, Diffie-Hellman, digital signature algorithms, public key cryptography standards, and key exchange algorithms. The stages that make up this algorithm are shown in Fig. 4.
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Figure 4: Public key cryptography

1.2.7 Hash Function

Data is irrevocably encrypted using hash functions, which use an algebraic change. Message integrity is the main use of hash functions in cryptography. The hash function gives a communication’s payload a digital fingerprint, ensuring that the text has not been tampered with by an outsider, a virus, or any other means. As there is very little chance that two separate plain texts will produce the same hash result, hash algorithms are effective. Hash function structures are shown in Fig. 5.
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Figure 5: Structure of hash function

There are numerous popular hashing operations in use right now:

1.2.8 Hashed Message Authentication Code: A Message Authentication Method

Identifies users and their devices using a shared secret and then hashes their data for further security.

1.2.9 Message Digest 2 (MD2)

Bit-based generates a 128-bit hash value from a message of any length; optimized for use with smart cards.

1.2.10 MD4

Just like MD2 but optimized for lightning-fast program execution.

1.2.11 MD5

Identical to MD4, but slower due to more data manipulation. Designed as a response to concerns about MD4.

1.2.12 The SHA-2 Safe Hash Algorithm

Creates a 160-bit hash value, and it’s modeled around MD4; NIST suggested it for the Secure Hash Standard (SHS).

The communication may be retrieved by the receiver using the retrieval mechanism and secret key supplied by the sender [16]. Fig. 6 depicts a paradigm for steganography using cryptography.
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Figure 6: A model of the steganography process with cryptography

The goal of a digital steganography procedure is to covertly bury sensitive data in another medium. Binary bits, text data, and even picture and video files may all fall under the category of “secret data” [17]. All forms of digital content, such as photos, films, and writings, are fair game for the jacket. The term “secret data” is used to describe information that has been effectively concealed inside a cover/host media, whereas the term “stego-media” describes the actual media that has been concealed. It is intended that the stego-media be disseminated over a wide-open or unprotected route of communication [18–21]. Fig. 7 is a block diagrammatic depiction of a typical steganography system.
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Figure 7: Block diagram of a typical steganography system

Even if the message is picked up, it won’t make any sense. When applied to the realm of digital communication, both cryptography and steganography have the same goal: preserving the confidentiality of a message while hiding it from prying eyes [22]. In either combination or alone, these methods are helpful. Combining them also yields outstanding results but should be done in stages for maximum safety. These days, digital steganography may be used to conceal data in a variety of media, including messages, images, Deoxyribonucleic acid (DNA), networks, video, and audio [23]. Considering the breadth of steganography, it is easy to see why current steganography is crucial for security and integrity, particularly in the context of the internet [24]. Secret sharing provides an alternative to traditional methods of exchanging and storing confidential data since it divides the secret into pieces (called shares) that may be stored on different disks and/or sent over other routes. This strategy therefore resolves the single point of failure issue. The dealer, often referred to as the secret holder, splits the secret into n shares in a secret-sharing arrangement. Shares may be awarded to a group of individuals known as shareholders [25].

The internet community’s reliance on cryptosystems has diminished because of the restrictions imposed by the government. This is why we rely on steganography, a technique that encodes messages in such a way that they are impossible to decipher without the correct key, even when the host medium is compromised [26]. To the best of our knowledge, picture steganography is still the most popular medium among the several forms of digital steganography due to its superior capacity to hide hidden data in the cover media with undetectable effects [27,28].

The problem statement involves concealing information by encoding it in the LSB of each Red Green Blue (RGB) pixel value in the cover image. To further protect the confidentiality of the message, the private message must first be transformed to cipher text using the RSA technique before it can be embedded [29,30]. Hash-LSB, a method developed from LSB insertion on pictures, was used in this strategy. To ascertain the optimal locations to insert or hide information, we utilize a hashing algorithm in our Hash-LSB. We possess a challenging task in merging the two systems, one of which is the RSA algorithm originating from cryptography and another is the Hash-LSB method from steganography [31].

This review is important because it addresses the persistent problem of protecting confidential information when communicating. Although several methods, such as steganography, have been developed to enable secure data transfer, there are still gaps in the reviews that have already been published. To be more precise, previous research could have failed to do a sufficient job of examining how different hashing algorithms may be integrated into image steganography or stressing how important it is to have as little volatility in image bits as possible to guarantee security and efficacy. By putting up a fresh approach that solves these drawbacks, this review seeks to close these gaps and progress the field of secure data transfer. Our research has concentrated on uncovering a technique by which sensitive data might be securely sent and distributed. It is normal procedure for all respected enterprises to encode confidential information before transmitting it over the internet to prevent any disclosure of data about the company to adversaries or non-members. Founded the Hash-LSB and RSA algorithms, we formulated a safe steganography approach that is more protected than another alternative presently in utilization for hiding information in transmission. This study aims to investigate the effectiveness of image steganography by utilizing various hashing methods. To supply light on the durability and security of steganography techniques that use diverse hashing algorithms, this research will investigate the degree to which approaches can conceal data from access while safeguarding image integrity and nondisclosure. This article examines and assesses diverse techniques for concealing data within digital images for improved protection.

Motivation of the Study

•   Research targets historical to modern data security, prioritizing the protection of sensitive information across eras.

•   Researchers pursue covert communication with steganography, highlighting persistent interest in secure encryption methods.

•   This review focuses on image steganography employing multiple hashing algorithms such as Hash-LSB, RSA, Blowfish, and DCT.

•   A novel method ensuring minimal variance in image bits for heightened security.

•   Additionally, encryption mechanisms are integrated, ensuring data confidentiality before embedding it into images.

•   Secure data transport using encryption and diverse hashing algorithms prevents interception, bolstering overall security and privacy measures effectively.

Research Gap

•   This study addresses the persistent challenge of securely transmitting sensitive information through innovative steganography techniques.

•   We explore image steganography employing diverse hashing algorithms such as Hash-LSB, RSA, Blowfish, and DCT.

•   The multiple hashing algorithms minimize image bit variance for heightened security and integrate cryptography for further protection.

•   Encrypt messages first, use hash table encryption for robust data concealment, safeguarding against interception.

•   Additionally, multiple layers of security through varied hashing algorithms enhance protection against unauthorized access.

The following is the remainder of this article: Section 2 provides related material. The method is addressed in Section 3. Section 4 provides main conclusions.

2  Existing Works

The goal of [32] is to provide an image steganography technique that divides the image into parts and hides information for each component. For image segmentation, a variety of clustering techniques can be applied. To keep the data safe, this suggested work [33] combines Hash-LSB steganography, data compression, and RSA cryptography. The RSA encryption technique is used, and the recipient must use their private key to decrypt the message because it was encrypted with a public key. The article [34] presents a combination of three approaches, including a modified version of the RSA cryptographic algorithm, concealed text created with steganography, and the selection of a random pixel from an image, to increase the overall degree of security provided by the system. Steganography and cryptography are two strategies for protecting data from outsiders. Steganography is the artwork and technological know-how of concealing a hid message in a photograph, while cryptography is a manner of converting original text to encrypted text [35]. This article [36] is an exploratory evaluation of the basics of cryptography and steganography methods. Furthermore, the paper offers a brief evaluation of several cryptographic factors which can be widely utilized in the subject of communique safety. Moreover, it consists of numerous mathematical problems and an analysis of safety factors for a number of diverse sorts of offenses. The essential cause of this research [37] is to improve the level of safety supplied by way of cryptography with the aid of utilizing a supplementary approach called steganography. Video images, a sound record, or an image can all consist of hidden facts using steganography methods.

The act of concealing a file, message, picture, or video within another file, message, image, or video is referred to as steganography [38]. Picture steganography is presented in this study [39], along with assessment criteria that consider a variety of characteristics related to the ability to hide data and increase security. The results of the testing show that the proposed approach may successfully disguise data while also providing a very high degree of security. The purpose of that research [40] is to provide a high-level overview of steganography in cloud technology and to assess different studies based on their technique choices, carrier kinds, payload capacities, and embedded methods to prepare the way for new and exciting research. This study will also evaluate and contrast these investigations to open crucial research avenues.

The major objective of this study [41] is to investigate the many ways in which steganography and cryptographic procedures might be combined to produce a hybrid security solution. Additionally, several contrasts between cryptographic approaches and steganography were discussed and given. Table 1 compares the previous studies.
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3  Analysis of Hashing Algorithms Used for Image Steganography and Cryptography

Hashing methods provide unique hash values for images, which helps to ensure data authenticity and reliability in image steganography. The image can have these hash values stored in it or utilized to check the integrity of the file as it is being sent. Hashing techniques result in fixed-length hash values that uniquely reflect input data, offering a dependable method for data protection and verification. Though hashing improves the security of cryptography and image steganography, it’s vital to be aware of its drawbacks, including its susceptibility to colliding threats and the requirement for additional encryption techniques for complete data protection.

3.1 Techniques for Enhancing Steganography in the Spatial Domain

The most popular steganography techniques in the spatial realm work to alter the embedding and noise of the image’s LSB layer. The LSB technique is a simple presentation method that works for both visual and auditory content. In the context of images, LSB approaches are cognizant of the need to communicate securely by exchanging just the least prominent advantage of pixel values. For illustration, the value of grayscale can vary from 0 to 255, denoted by 8 bits (shown in Fig. 8). To embed additional data into the cover object, the lowest N bits are swapped or replaced. When applied to a picture, approaches that use the least significant bits reveal no change. Multiple photographs of the same-looking subject have been corroborated by eyewitnesses, proving this to be the case.
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Figure 8: LSB replacement

The LSB method involves exchanging pixels for a hidden message. Fig. 9 shows because the concealed message’s components are scattered carelessly. This method is often used to redistribute the bits; as a result, the LSBs will be altered in half of the instances. For ways to hide information. The LSB method is used to modify pixels randomly, while other algorithms are used to change pixels in certain parts of an image. There’s another way to hide the hidden message improvements to steganography techniques for the spatial domain are used to randomly add noise to pixels in a way that statistically looks like a common way that images get distorted, such as with scanner noise or standard digital noise. When a shared key is used with a pseudo-random noise generator, it creates distortion. These methods of embedding and extracting are used to find a place and make a list of places that point to parts object.

[image: images]

Figure 9: Block diagram for the LSB method

The procedures of the embed algorithm are used to alter the elements, like pixels in a picture, to conceal the message, while the procedures of the extraction algorithm are used to retrieve the message by examining the same sequence of places. In the LSB-improved methods, an embedding and extraction algorithm is used. The LSB procedure, which swaps the LSB of the messages, is at the heart of the LSB improvement methods used in the embedding process. If two message bits were to be stored in the two LSBs of a single cover element, it would be an example of an LSB operation that modifies more than one bit of the cover. The stego-object is chosen, extracted, and aligned using LSB enhancement methods to retrieve the hidden message.

3.2 H-LSB-Based Method

The Hash-based Least Significant Bit Technique, for example, steganography is the practice of concealing information or messages inside images [42–46]. Steganography is nothing more than covered writing; it uses a mechanism to hide secret messages as well as information that is hidden inside other data. The art of covert communication or the science of undetectable communication is steganography. The fundamental objective of the hash-based least significant bit approach for picture steganography, which has been presented, is to embed a secret file or piece of information in a specific image file, which can subsequently be extracted using a stego key or password. To embed data in the cover picture with a change in the lower bit, in this cryptography, the Least Significant Bits inserting technique is used. There is no indication of this LSB insertion [47–51]. It has been suggested to use an image steganography technique that performs encoding and decoding for hiding and extracting messages, respectively. First, a message file will be steganographically hidden inside a cover image file using LSB techniques. The Hash-LSB algorithm is a common technique in steganography, the art of hiding information within digital media. In this method, secret data is embedded into the least significant bit of pixel values in an image or audio file. Because the LSBs have the least impact on the overall appearance, alterations are often imperceptible to the human eye or ear. Hash functions are utilized to ensure the integrity of the embedded data, generating a unique fingerprint for verification. By employing Hash-LSB, steganographers can conceal information securely while minimizing detectable alterations to the carrier medium. To extract embedded data, this steganography program is once again used with this file [52–56]. The hidden data is placed as a payload in the frames that make up the cover picture, which is composed of several pixels. Following are explanations of data encoding, data decoding, and data concealment in images [57–61].

3.2.1 Encoding Technique

The process of encoding begins with the selection of an image file, followed by the collection of data concerning the cover-free pixel LSB [62,63]. These picture pixels are isolated from one another, and then inside this image, a secret message is concealed by utilizing a technique that is based on the hash of the least significant bit [64–68]. After the hash code has been created, it is helpful to embed the data within the frame. Then, it will find the four LSBs of the pixels in which the secret message is stored [69–71]. When extra pixels are added to the mix of Stego pixels, a picture known as Stegno is produced. This Stegno picture will be sent to the specified recipient after it has finished transmitting. This encoding method was formerly employed to conceal data [72–74].

3.2.2 Decoding Technique

To decode the message, a Stegno picture must first be captured, and then, to derive the confidential data or information from the image, information regarding the image must be gathered. To decode the data, this pixel from the Stego picture will be sent into the de-steganography program [75,76]. It is possible to extract secret information from this pixel. Decoding the data so that it may be read by the intended recipient will require the use of a password. This password is sometimes referred to as the Stego key [77]. Fig. 10 represents the encoding and decoding techniques.
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Figure 10: Encoding and decoding techniques

3.2.3 Hash-LSB Decoding

In the decoding procedure, we employed the hash function once again to determine the locations of the LSBs where the embedded data bits were located. After specifying the location of the bits, the segments are recovered from their location in the similar sequence in which they existed as encased. After this procedure, we will receive the information in dual form, which is then transformed into denary form, and the encrypted instant text will be obtained using the same procedure. After obtaining the locations of LSBs containing secret information, the receiver will use the RSA technique to decode the secret data. Fig. 11 depicts the decryption flow. To use the RSA algorithm, the recipient will utilize his/her private key, since the public key of the receiver has already encrypted the secret data. With the private key of the receiver, the encrypted text will be transformed into the original, readable message.
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Figure 11: Decryption flowchart

A Method for Data Recovery:

Step 1: Get a steganographic picture.

Step 2: Determine the four LSBs of each RGB pixel in the steganographic picture.

Step 3: Use the hash function to find the location of LSBs containing concealed data.

Step 4: Obtain the bits using places 3, 3, and 2 in that sequence.

Step 5: Decrypt the recovered data using the RSA technique.

Step 6: Ultimately, the hidden message was revealed.

3.2.4 Algorithm Hash Flow

The process that creates the hash function is known as the least significant bit of hashing. This hash function not only counts the number of LSB bits in the picture but also considers the location of each hidden pixel and where it is inside the pixel [78–81]. A digital string of a predetermined length is generated in response to a hash value that accepts input of a variable length. In huge files, the hash function is also utilized for identifying instances of duplicate records [82–86].

The hash function is often provided as shown in Eq. (1).

x=y%z(1)

where x, y, and z represent the coordinates of the LSB inside the pixel, (x, y, z) represent the coordinates of each pixel in the concealed picture, and z represents the total number of [87–89]. Fig. 12 indicates the bits of the private message that are distributed.
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Figure 12: Bits of the secret message is distributed

3.3 Analysis of the RSA Algorithm

The RSA algorithm is a message-encrypting cryptosystem that uses the product of two prime integers to create a pair of keys, which are then used to encrypt and decode messages. The original content might be placed in the cover picture as encrypted text using the RSA method in conjunction with Hash-LSB. We are raising the degree of security by employing the RSA. In the instance of steganalysis, only cipher text that is encrypted and unreadable may be recovered, making it secure. The RSA algorithm, a cornerstone of modern encryption, contributes significantly to steganography the concealing of messages within other media. In steganography, RSA aids by encrypting the secret message before embedding it within an innocuous carrier file, such as an image or audio clip. RSA’s strength lies in its use of public and private keys: the sender uses the recipient’s public key to encrypt the message, which only the recipient can decrypt using their private key. This ensures the secrecy of the embedded message, enhancing the security of steganography techniques, and safeguarding against unauthorized access and detection.

The RSA algorithm:

(i) Choose two very huge, powerful prime numbers, k and l. Let m=kl.

(ii) Calculate the totient value of Euler for m:g(m)=(k−1)(l−1).

(iii) Find a randomly generated e that is satisfactory 1<e<g(m) and relatively prime to g(m), i.e., abc(d,g(m))=1.

(iv) Determine a value for e such that e=d−1modg(m).

(v) Encryption: Given an unencrypted text m, o<m, then the ciphertext c=ndmodm.

(vi) Decryption: The process of decrypting the ciphertext n=bemodm.

This approach relies on the following mathematical concepts, all of which should be familiar to the user (It must seek out the final one, the Euler totient function since they are unfamiliar to each other):

•   Exponentials

•   Prime numbers

•   Modular arithmetic

•   Prime factorization

•   Euler totient function

•   Greatest Common Denominator (GCD)

Since this is being planned with development in mind, we should probably be familiar with binary, char, bits, ASCII, and UTF-8 [90,91].

When it uses algorithms with single-character parameters [92] as examples. This may be the theoretically right way to do it, but we find that we prefer the developer-style approach, where each variable has a meaningful name. We decided to put pen to paper and make sure we fully grasped how RSA operates. We observe how developers effectively employ a solitary symbol in this case.

For both decryption and encryption, the RSA method makes use of a pair of keys, d, and e. The transformation from a plaintext message P to cipher text C is accomplished by

X=Owmod b(2)

The original text may be retrieved using Eq. (3).

B=Xsmod b(3)

Because modular arithmetic is symmetric, decryption and encryption are reversed operations that can be performed against one another. This allows these two processes to be interchanged. Therefore,

O=Xsmod b=(Ow)smod b=(Os)wmod b(4)

As a result of this connection, either the encryption or decryption transformation might be applied first [93].

One will never write code in this manner, and upon first glance, a non-expert would question what the variables, X, s, w, and n stand for. Is it necessary to use uppercase O and X when using lowercase letters for s and w? Let’s rebuild these with classy developer variable names that reflect what they are in actuality. The definitions of each variable in the paragraph that was cited above are apparent, but read further to find out what “mod n” means. The source of the values for each variable is also not specified. Upon further reading, this resulted in the addition of more equations to the list. In the alphabetical procedure, these are the equations [94,95].

3.4 Encryption Phase

A username and password are required for the initial stage of accessing the model to hide the data. After successfully logging into the system, the client may compose a text to encrypt the information using the private keys before embedding the data into a picture, as shown in Fig. 13. The proposed method in our system uses the affine algorithm to encrypt private data. The affine cipher is one method for information encryption.

[image: images]

Figure 13: Encryption phase flowchart

In this procedure, mapping each letter of the alphabet to its corresponding number is encoded using an algebraic function, before changing once more into a letter. Each letter encrypts to every other letter and back again due to the equation used, suggesting that the cipher is really just a standard substitution algorithm with a rule dictating which character is sent to another. This technology offers superior privacy to secure the data user from illegal network access, making it difficult to retrieve the information without the receiver key. After turning plain text into cipher text using the affine method, we took the cipher text and transformed each letter into ASCII codes, which were then translated into a sequence of binary digits to give further security. This suggested approach is used to prevent attackers from obtaining the true data while attempting to acquire it. This encrypted data will be integrated into the picture with little modification to the actual picture.

Process of encryption

Step 1: Choose the hidden message.

Step 2: Text encryption using the Affine Cipher method.

Step 3: Transform the encrypted message into ASCII code.

Step 4: Convert text from ASCII to binary.

Tables 2 and 3 display the detected value and the encrypted value using cryptography techniques.

[image: images]

[image: images]

Solve the initial portion of the equation (3y + 6), for each possible value of y. After getting the value of (3y + 6) for each character, divide that number by 26 and save the leftover. The first four stages of encryption are laid out in Table 3.

To decipher encrypted text to normal ASCII: 105 101 109 119 111 75 converting from the ASCII code to binary: 01101001 01100101 01101101 0111011101101111 01001011.

3.5 Embedding Phase

When the secret message has been encrypted, we have offered a method for embedding it into an image. The least significant bit is swapped out for a hash value utilizing a hash-based LSB. One of the most popular uses of steganography is to encrypt data contained in image files. and LSB is the technique of choice for doing so. This approach has been successfully used to encrypt a message, embed it in a picture, and then deliver the image to its intended recipient.

A simple LSB matching method that uses a random±1 modification process to conceal one-bit regarding data in each pixel. Here, in contrast to LSB replacement techniques, LSB matching might effectively fend off the RS attack because of the unpredictability in raising or lowering the original pixel following the concealment of the secret bits. Below is a presentation of the embedding and extraction process with concrete instance. The embedding equation and the function E(.) are provided in Eqs. (5) and (6), respectively, may be used to generate the stego-pixels (p1∗, p2∗) for the original pixels (p1, p2) during embedding, where a1,and a2 indicate the two bits of the confidential data.

(p1∗, p2∗)={(p1, p2),if(LSB(p1)=a1)and(LSB(p1, p2)=a2)(p1, p2+1),if(LSB(p1)=a1)and(LSBE(p1, p2)≠a2)(p1−1, p2),if(LSB(p1)≠a1)and(LSB(p1−1,p2) =a2)(p1+1, p2),if(LSB(p1)≠a1)and(LSB(p1−1,p2)  ≠a2)}(5)

E((p1, p2)=LSB(⌊p1/2⌋+p2)(6)

p2=LSB(⌊p1∗/2⌋+p2∗)(7)

In this study, we propose a multi-layered security system that combines cryptography and steganography to make our data more impenetrable to outsiders. To protect sensitive information during data transfer via an unsecured connection, users may wish to use both of these techniques. To begin, we encrypt the text that will eventually be hidden in the cover photo, making it nearly impossible for anyone but the intended recipient to read without access to their private key. Next, we use a hash function to figure out where the message should go, and finally, we use a technique that embeds eight bits of secret data into the LSB of each pixel’s value in the color channels of RGB. The hash function of LSB for RGB is shown in Fig. 14. Our methods for concealing information inside a picture include embedding three bits into the LSB of each red pixel, three bits into the LSB of each G pixel, and two bits into the LSB of each blue pixel. Blue has a greater prismatic impact on the human eye than R or G, thus these eight bits are placed in that sequence.

[image: images]

Figure 14: Hash process to determine the LSB of RGB

This procedure is repeated until the full-bit message has been included in the cover art. Using this method, we can determine where in the cover image’s RGB color space each pixel may be utilized to conceal information.

P=r%m(8)

where P is the location of the LSB bit inside the pixel, r is the positioning of each concealed picture pixel, and M is the number of LSB bits.

Embedding proposed algorithm:

Step 1: Take the message and code it.

Step 2: Pick the picture on the cover.

Step 3: Extract four LSB bits from each RGB pixel of the cover image.

Step 4: In the sequence of 3, 3, and 2, respectively, encrypt eight bits of the ciphered information into four bits of the LSB of the RGB colors that make up the cover image using the coordinates indicated by the hashing algorithm in Eq. (5).

3.6 Blowfish Algorithm

When ciphering statistics, the Blowfish technique applies a Feistel machine, this is repeated 16 times.

Every repetition contains a rearrangement of the key and a substitute of the facts. Blowfish, a symmetric-key block cipher, performs a critical element in steganography by way of presenting a secure manner to different records. In steganography, Blowfish secures the information to be hid, creating a coded message. This encrypted text is subsequently inserted into a host medium, such as an image or sound file. Blowfish’s durability lies in its key-reliant S-boxes and complicated key schedule, making it resistant to exhaustive attacks.

Thus, Blowfish improves methods of steganography by offering a robust security layer, protecting the secrecy of concealed data.

The following are the stages of the data encryption process:

1.    Using a divider, separate the 64-bit block into two 32-bit halves. The result of applying the XOR operator to the first element of the P-block with the left-hand block XL is then sent to the F function block as shown in Fig. 15.

2.    The input of 32 bits is substituted by another output of the same size in the F function block.

3.    After each cycle is completed successfully, the right half becomes the new left half or vice versa by XORing the output from the F function block with the right half’s XR, as shown in Fig. 15.

4.    The above procedure is repeated for a maximum of 16 iterations.

5.    The final two halves, instead of being swapped, are XORed with the seventeenth and eighteenth parts of the P box. The resulting encrypted text is unintelligible to potential adversaries [96,97].

[image: images]

Figure 15:  Blowfish algorithm flow (F function block)

3.7 DCT

DCT is like an encoder and decoder. DCT is the initial stage of image compression. The entropy encoder, quantizer, and FDCT make up this system [98]. DCT decoding is the second stage. Entropy decoder, dehumanizer, and inverse mapped make up this system [99–101]. The DCT algorithm is pivotal in steganography due to its ability to efficiently transform spatial information into frequency domain representation. In steganography, it conceals secret data within cover media such as images or audio. By applying DCT, the original signal is decomposed into frequency components, facilitating the embedding of hidden information in less perceptible frequency coefficients. Altering these coefficients slightly maintains the cover media’s graphical or aural qualities while including the hidden message. Upon retrieval, the DCT algorithm is reversed to recover the hidden data. Its effectiveness lies in balancing data concealment with maintaining cover media fidelity. Fig. 16 represents the compressed and decompressed steps.

•   The image input measures B by N.

•   Image intensity at the intersection of rows u and columns h is denoted by D (u, h).

•   Row j1 and columns j2 of the DCT matrix include the coefficient D for the discrete cosine transform (t, z).

•   Low frequencies, which may be seen in the DCT’s top left corner, contain most of the signal energy for the majority of images.

•   Since the lower right numbers frequently indicate higher frequencies and are modest enough to be ignored with little to no obvious distortion, compression is made possible.

•   An array of integers measuring 8 by 8 is the DCT input. The grayscale value of each pixel is contained in this array.

•   Levels in 8-bit pixels range from 0 to 255.

X(y, c)=α(c)2,α(y)2∑t=07∑z=07d(t,z).Cos[∏(2z+1)y16].Cos[∏(2t+1)c16](9)

For y, c = 0, 1, 2,…,7

d(t, z)=∑t=07α(c)2∑z=07α(y)2X(y, c).Cos[∏(2z+1)y16].Cos[∏(2t+1)c16](10)

Forz, x = 0, 1, 2,…,7

α=[12ify=01ifyΘ0](11)
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Figure 16: Compressed and decompressed steps

3.8 Discussion

These methods are highly relevant across diverse fields, including secure messaging, cyber forensics, copyright safeguarding, and hidden data transfer. In safe communication, they facilitate the transfer of confidential data while preserving privacy. Computerized forensics takes advantages from their capability to hide and remove concealed data for research-oriented reasons. In copyright safeguarding, those methods help in embedding possession data inside digital media to discourage unlawful use. Additionally, they promote hidden statistics transfer, allowing for a diffused switch of facts in private circumstances. Their realistic implications encompass strengthening information and techniques, enhancing confidentiality, and progressing the vicinity of statistics protection through presenting efficient equipment for safeguarding digital assets and private correspondences. Applying numerous hashing techniques for enciphering and interpreting boosts the electricity of the steganography technique opposing multiple threats. Forceful breaches, that attempt to thoroughly look for the cipher key, are decreased by using the problem added through several hashing strategies. Furthermore, the exam of attacks in diverse hashing strategies yields several allocations of ciphered facts, making it tough for attackers to discover patterns or reap vast information. This approach assures enhanced protection by means of boosting the computational intricacy needed for decoding and lowering the probability of effective attacks, therefore protective the privateness of hidden transmissions. The realistic execution of the numerous hashing techniques for involves evaluations of computational complexity, abilities needs, and actual-global implementations.

4  Conclusion

Image steganography is a Hash-LSB method dependent on the RSA method utilized. Using Discrete Cosine Transform (DCT) and the Hash-LSB method, the confidential data file is enciphered using the efficient Ciphering method RSA then affecting the ability to view the image. After utilizing the blowfish cipher and encrypted key value to secure the covered image, the aim is to provide user verification. In this work, a novel method of concealing information in an image with minimal variance in image bits has been developed, making our method more effective and safer. This method also uses the RSA algorithm to safeguard the secret message, making it difficult to decrypt the data without the proper key. The RSA algorithm is very secure in and of itself, therefore we employed this method to enhance the protection of confidential information. The H-LSB approach has been used on images having .tiff extension, but it may also be used in any other format with only small procedural changes, such as compressed images. A very good MSE and PSNR value for the stego pictures were obtained by comparing the created technique’s performance analysis with that of the straightforward LSB technique. Limitations in this study the lack of comparative analysis among different hashing algorithms, limited scope in exploring newer, emerging hashing techniques, and potential bias towards existing methods. Future work investigates the effectiveness of hybrid hashing schemes, the exploration of robustness against advanced steganalysis techniques, and the examination of real-world application scenarios for diverse hashing algorithms.
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