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Abstract: The advent of Industry 5.0 marks a transformative era where Cyber-Physical Systems (CPSs) seamlessly integrate physical processes with advanced digital technologies. However, as industries become increasingly interconnected and reliant on smart digital technologies, the intersection of physical and cyber domains introduces novel security considerations, endangering the entire industrial ecosystem. The transition towards a more cooperative setting, including humans and machines in Industry 5.0, together with the growing intricacy and interconnection of CPSs, presents distinct and diverse security and privacy challenges. In this regard, this study provides a comprehensive review of security and privacy concerns pertaining to CPSs in the context of Industry 5.0. The review commences by providing an outline of the role of CPSs in Industry 5.0 and then proceeds to conduct a thorough review of the different security risks associated with CPSs in the context of Industry 5.0. Afterward, the study also presents the privacy implications inherent in these systems, particularly in light of the massive data collection and processing required. In addition, the paper delineates potential avenues for future research and provides countermeasures to surmount these challenges. Overall, the study underscores the imperative of adopting comprehensive security and privacy strategies within the context of Industry 5.0.
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1  Introduction

The industrial sector is an essential component of an economy, responsible for the production of material products that are highly mechanized and automated [1]. Since the Industrial Revolution’s inception in the late 18th century (Industry 1.0), humankind has harnessed technology’s power to drive progress. Industry 1.0 witnessed the rise of mechanical energy, while Industry 2.0, in the 1870s, focused more on electrical energy generation [2]. In addition, Industry 3.0, in the 1970s, focused on integrating electronics and information technologies into production, transforming manufacturing automation [2,3]. Industry 4.0, the fourth iteration of the industrial revolution, leverages the collective potential of the Internet of Things (IoT), big data analytics, cloud computing, cognitive computing, robotics, and Artificial Intelligence (AI), among others, to establish smart Cyber-Physical Systems (CPSs). These CPSs effectively facilitate the integration of the virtual and physical worlds, enabling instantaneous communication and interaction [2,4].

The concept of Industry 4.0 pertains to integrating intelligent networking among machines and processes within the industrial sector [5,6]. This integration is facilitated by utilizing CPSs, which enables intelligent control by incorporating embedded networked systems [5]. The core concept behind Industry 4.0 is transforming the manufacturing sector into a “smart” industry, achieved through the interconnection of machines and gadgets capable of mutually controlling one another over their life cycles [7]. The main emphasis of Industry 4.0 is centered on the automation of processes, resulting in a decrease in human involvement within the manufacturing process. The primary objective of Industry 4.0 is to enhance overall productivity and performance by facilitating intelligent communication and interaction across various devices and applications, employing AI techniques [1,8–11].

Industry 4.0 is widely regarded as a revolution propelled by technology to enhance efficiency and productivity. It fosters the development of novel socio-technical infrastructures by reshaping various facets of a workplace, including health management and work organization, models for lifelong learning and career advancement, team structures, and knowledge management [5]. The socio-technical approach of the paradigm is characterized as a groundbreaking transformation in the interactions between humans, technology, and the environment [7]. Furthermore, Industry 4.0’s focus on advanced automation and intelligence has overshadowed the consideration of human factors, potentially hindering sustainable human and societal development [9,10]. This necessitates greater attention and action from both industry experts and academia. While incorporating Industry 4.0 into frameworks like sustainability and sustainable supply chains can partially address this concern, a more comprehensive approach is needed to ensure a truly human-centric and sustainable future [9,11,12]. The advent of Industry 4.0 has brought about significant breakthroughs. Still, it has also posed issues that require a transition into Industry 5.0 to achieve sustainable growth and promote societal well-being [13–17]. Moreover, the promise for transformation, transparency, and connection inherent in Industry 4.0 brings cybersecurity threats, problems related to industrial espionage, and issues about data rights for organizations. Its complexity and associated costs sometimes hinder the adoption of integration, while compatibility concerns arise from partial implementation [1,12,13].

Furthermore, the effects of Industry 4.0 on the workforce, such as the displacement of jobs and the obsolescence of skills, necessitate strategic management to minimize resistance. In addition, the need for labor with advanced skills presents difficulties in recruiting and retaining such individuals [3,4,13,18–22]. Overall, the emergence of Industry 5.0 can be attributed to the concerns of humans and society during the industrial transition [23–27].

Overall, Industry 5.0 aims to rectify these limitations by strongly emphasizing human-centricity, sustainability, and resilience. It facilitates the establishment of a cooperative atmosphere in which humans and machines operate in synergy, promoting sustainable development and enhancing societal welfare [9]. Adopting Industry 5.0 allows enterprises to effectively address the limits of Industry 4.0 and achieve success in the evolving manufacturing landscape [14,15]. The inadequate focus on environmental preservation and sustainable technology within the framework of Industry 4.0 underscores the need for a transition towards Industry 5.0 [11,28–32].

The main objective of this study is to thoroughly examine and evaluate the security and privacy issues linked to CPSs within the context of Industry 5.0. Industry 5.0 represents the fifth iteration of the Industrial Revolution, distinguished by integrating the physical, digital, and biological realms, resulting in extensively networked and intelligent systems named CPSs, which play a crucial function within the context of Industry 5.0 by facilitating instantaneous communication and interaction among diverse components [33–36]. Overall, CPS’s growing integration and complexity in Industry 5.0 give rise to significant security and privacy concerns, endangering the underlying digital infrastructure and user data [28–32]. Industry 5.0 offers a paradigm shift with immense potential for organizations, governments, and society [37–40], whereas these challenges necessitate careful consideration and proactive measures to ensure the responsible and ethical implementation of Industry 5.0. On the other hand, to safeguard their crucial aspects and adhere to rules and regulations, organizations are compelled to prioritize cybersecurity, whereas policymakers must formulate all-encompassing frameworks for enhancing cybersecurity. In addition, policymakers must confront the societal ramifications associated with Industry 5.0, such as employment displacement, transparency, accountability, and sustainability. It is imperative for society to actively participate in the discourse regarding the ethical implementation of Industry 5.0 technologies while also ensuring that the advantages derived from these technologies are distributed in a fair manner. Thus, this study will examine the diverse security and privacy vulnerabilities associated with CPSs in Industry 5.0. The investigation will span several vital areas, analyzing security and privacy concerns, human interaction with CPSs, and providing solutions to the issues, which will contribute to developing effective mitigation methods and future research areas by providing a complete overview of the security and privacy landscape in Industry 5.0 CPSs. Researchers, industry practitioners, and policymakers involved in developing and deploying safe and privacy-preserving CPSs in Industry 5.0 will benefit from the findings of this research.

In this regard, the key contributions of the study can be outlined as follows:

•   Provides an overview of the Industrial Revolution and a brief comparison of existing literature pertaining to the security and privacy aspect of the Industrial Revolution.

•   Offers a brief overview of the role of CPSs in Industry 5.0 and the advantages of their integration.

•   Provide a review of security and privacy concerns pertaining to the CPSs in Industry 5.0. Following the highlights of the security and privacy concerns provides insights into what countermeasures are available to tackle these concerns; furthermore, future prospects are also highlighted.

The methodology adopted in the study involves a keyword-based search for research and review articles in several scientific databases, including Web of Science, IEEE Xplore, Science Direct, and Google Scholar. The keywords used for the search were “Security”, “Privacy,” and “Security and Privacy” combined with one of the following terms: “Cyber-Physical Systems,” “Industry 5.0 Era” and “Industry.” Studies that referred to security or privacy but were not related to CPSs or Industrial eras were filtered out. The remaining studies were evaluated based on their relevance, key contributions, and proposed solutions, and they were utilized in the selection of the final studies for review.

The remainder of the study is organized in the following manner. Following the introduction, Section 2 provides an overview of the Industrial Revolution and then provides a summary of the latest state of the art to provide a comparison of our work with theirs. Section 3 provides a brief overview of Industry 5.0 and CPSs. Section 4 provides a brief discussion of security and privacy challenges pertaining to CPSs in Industry 5.0. Section 5 provides a brief overview of what countermeasures are available to overcome these challenges and highlight the future prospects. Finally, the study concludes with a conclusion.

2  Background and Related Work

The transition from agrarian and handicraft-based economies to industrial and machine-driven ones was symbolized by the Industrial Revolution, which was a pivotal era in human history [34–38]. A series of developments transpired throughout the 18th and 19th centuries, and their repercussions persisted well into the 20th century and beyond, paying the way towards a modernized world [34–38]. For a better understanding, the following briefly outlines the evolution of the Industrial Revolution:

1.    First Industrial Revolution (Late 18th to early 19th century)

      During the first Industrial Revolution, the key innovations witnessed include the introduction of steam engines, mechanized textile production, and the development of factory systems. Overall, during this period, it led to significant growth in textile manufacturing, transportation (steam locomotives and steamships), and the coal and iron industries [34–38]. This revolutionized the way goods were produced and transported.

2.    Second Industrial Revolution (Mid to late 19th century)

      During the Second Industrial Revolution, the key innovations witnessed include the widespread use of electricity, the internal combustion engine, and the expansion of the telegraph and telephone systems. Rapid industrialization, the rise of heavy industry (steel, chemicals, and machinery), urbanization, and the development of mass production techniques (assembly lines) were common during this period [34–38].

3.    Third Industrial Revolution (Late 19th to early 20th century)

      During the Third Industrial Revolution, the key innovations witnessed include the rise of the automobile industry, aviation, and the development of new materials like plastics and synthetic chemicals. During this period, it transformed the way people lived, worked, and traveled, where the automobile made personal transportation more accessible, while aviation revolutionized long-distance travel and cargo transport [34–38].

4.    Fourth Industrial Revolution (Late 20th century to present)

      The fourth Industrial Revolution is characterized by the digitalization of information, the Internet, robotics, AI, and biotechnology. Overall, during the period, it has led to automation, increased connectivity, the rise of e-commerce, and the proliferation of smartphones and personal computing devices [34–38].

5.    Current and future developments (21st century): Fifth Industrial Revolution

      Continuing advancements in AI, renewable energy, 3D printing, and the IoT are driving the ongoing evolution of industry and society. These developments are likely to lead to further automation, increased efficiency, sustainable energy solutions, and new economic models. However, they also present challenges related to security and privacy, job displacement, and ethical concerns. According to [3,14,17,18], Industry 5.0 is highly dependent on the CPSs that were established during Industry 4.0. These CPSs, which facilitate the collaboration between humans and machines through the integration of computer intelligence and communication networks, serve as the foundation of Industry 5.0. Industry 5.0 revolutionizes automation through the integration of sophisticated AI into CPSs, facilitating extensive customization, a transition toward human proficiency, and an increased commitment to sustainability.

Overall, the Industrial Revolution has been a series of profound transformations in technology, economy, and society. Each phase has brought about new opportunities and challenges, and its effects are still felt today. The ongoing evolution of industry and technology is expected to continue shaping our world in ways we can only begin to imagine. Followed by the overview of the Industrial Revolution, the next section explains CPSs.

2.1 What Is CPS?

A CPS consists of many components that interact with the physical environment to develop intelligent solutions that address issues in various domains such as manufacturing, healthcare, transportation, smart city, and so on [39–43]. Overall, they emphasize the integration of software and hardware technologies, as well as the introduction of intelligent resources to automate utilization procedures [44–48]. In these systems, embedded computers and networks monitor and control the physical processes, with feedback loops, where physical processes affect computations and vice versa [48–51]. The key characteristic of CPS is the tight coupling of the cyber (computational) and physical elements. The typical structure of a CPS is shown in Fig. 1.
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Figure 1: Structure of a CPS

Accordingly, CPS enriches its learning and knowledge-generation processes with expert knowledge using massive amounts of big data as input [40–44]. Consequently, decision-making for a specific issue within the entire CPS is facilitated by the fusion of AI and expert knowledge [45–48]. Overall, CPS is used in a wide range of applications, including industrial automation (smart manufacturing), transportation systems (autonomous vehicles, intelligent transportation systems), healthcare (robotic surgery, patient monitoring systems), energy systems (smart grids), and smart cities (urban infrastructure management) [42–46]. In summary, CPSs represent the fusion of digital computing and the physical world, enabling advanced monitoring, control, and automation across a wide range of applications and industries. Overall, they play a crucial role in the development of smart technologies and the advancement of industries in the era of Industry 5.0.

2.2 Summary of Related Research

Having provided a brief overview of the Industrial Revolution and CPSs, the main intention of this section is to summarize the latest available literature in terms of their attributes and prove that no previous research has been done on reviewing the security and privacy issues pertaining to CPSs in the context of Industry 5.0. Table 1 summarizes the recent literature, indicating whether the study presents Industry 5.0, CPSs, security and privacy concerns, and also the scope of the study.
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According to the summarized state of the art, it is evident that none of the research has been done in terms of reviewing the security and privacy concerns pertaining to CPSs in Industry 5.0, which has motivated us to conduct this review. Having provided background on the Industrial Revolution and CPSs, along with highlighting the summary of the related state of the art, the next section further explains Industry 5.0 and CPSs.

3  Industry 5.0 and Cyber-Physical Systems

The key intention of this section is to provide an overview of the key characteristics of Industry 5.0 and highlight the role and benefits of CPSs in Industry 5.0.

3.1 Characteristics of Industry 5.0

Industry 5.0 signifies the next phase of industrialization, emphasizing the synergistic cooperation between humans and machines to promote a more individualized and human-oriented interaction [34,35]. This concept is characterized by three fundamental pillars, as described below:

1.   Human-centric approach

      Industry 5.0 focuses heavily on adopting a human-centric approach, wherein humans collaborate with robots and intelligent devices enabled by AI. This method aims to enhance human labor’s abilities and potential, shifting away from an overreliance on technology to integrate critical thinking and adaptability [16,17].

2.   Resilience

      The objective of Industry 5.0 is to bolster resilience by enabling human intervention when necessary, thereby supplementing the progress achieved in Industry 4.0 to provide assistance rather than replace humans. This approach aims to foster the creation of employment opportunities that offer more excellent value, enhance the level of design autonomy for consumers, and promote the development of critical thinking skills and flexibility [16,18].

3.   Sustainability

      Sustainability constitutes a core component of Industry 5.0, prioritizing comprehensive sustainability objectives and reintegrating human, environmental, and social aspects into one [11,19,20,34,35].

Fig. 2 below illustrates the intersection of the three pillars of Industry 5.0.

[image: images]

Figure 2: Three pillars of Industry 5.0

In general, the significance of Industry 5.0 resides in its capacity to create substantial transformations in organizational strategies and industrial practices. While CPS is a paradigm for Industry 4.0, Industry 5.0 places higher demands on human-centeredness and sustainability. This shift enables businesses and industries to proactively provide solutions for societal needs, conserve resources, and promote social stability. It fosters the creation of employment opportunities that offer greater value, enhances the level of creative autonomy for consumers, and promotes a work environment that prioritizes individualization and human-centered practices. In this context, some variants of CPS align more closely with the vision proposed by Industry 5.0. For example, Cyber-Physical-Social Systems (CPSS) proposed in [24] integrate social aspects into the cyber-physical framework, reflecting the human-centric and sustainable focus of Industry 5.0 [24].

Overall, Industry 5.0 holds significant importance due to its emphasis on the broader global context, encompassing not just productivity and profit but also the well-being of personnel, hence fostering interconnectedness. By prioritizing human and environmental considerations, Industry 5.0 aims to create more resilient and adaptable industrial ecosystems that contribute to overall societal advancement.

3.2 Role of Cyber-Physical Systems in Industry 5.0

CPSs are of paramount importance in Industry 5.0 as they facilitate secure and effective collaboration between humans and robots. They establish the groundwork for efficient collaboration between human workers and robotic systems in the manufacturing industry by enabling real-time coordination, monitoring, safety protocols, data analysis, and adaptive processes. Overall, they facilitate human-robot collaboration by:

1.   Adaptive and intelligent systems

       Integrating AI algorithms within CPSs enhances the adaptability and intelligence of these systems. Within the realm of human-robot collaboration, this cognitive ability empowers robots to acquire knowledge from human conduct, comprehend preferences, and modify their behaviors correspondingly [10].

2.   Collaborative robotics (cobots)

       The CPS framework enables the advancement and implementation of collaborative robots, also known as cobots. These robotic systems are specifically engineered to collaborate with human operators, providing support and aid in various jobs. The role of CPS is to guarantee the safe operation of cobots, their ability to adapt to dynamic settings, and their efficient collaboration with human workers [21].

3.   Integration of physical and digital systems

       CPSs combine physical processes with digital systems, establishing a cohesive linkage between the tangible realm and the virtual domain. Within the human-robot collaboration, CPSs facilitate the capability to monitor, control, and optimize physical processes in real-time, employing digital representations [22].

4.   Real-time communication and data exchange

       The utilization of CPSs facilitates instantaneous communication and the exchange of data between human operators and robotic systems. This enables accelerated decision-making and adaptations to the production process in response to the changing manufacturing environment conditions [23].

5.   Safety mechanisms

       Ensuring safety is of utmost importance in the context of human-robot collaboration. The implementation of safety measures, including collision detection, emergency stop systems, and predictive analytics, is of paramount importance in the functioning of CPSs, as they serve to identify potential dangers and mitigate accidents [23].

6.   Sensing and perception

       Perception technologies and sophisticated sensors are essential elements of CPSs. These technological advancements enable robots to discern their environment, identify objects, and comprehend the gestures and actions of humans [16].

7.   Skill augmentation

       Incorporating robotic systems in CPSs enables the enhancement of human talents. This symbiotic relationship between humans and robots has the potential to enhance production by leveraging their respective strengths. Humans contribute to their cognitive skills, while robots contribute to precision and efficiency [10].

8.   Workflow optimization

       Using CPSs enables the enhancement of industrial processes in terms of efficiency and production. The integration of human-robot collaboration into workflows can be achieved seamlessly, wherein CPS is employed to analyze and adapt processes to improve overall performance constantly [10,11].

Overall, in various industries, the practical applications and benefits of CPSs are evident. For example, in automotive manufacturing, CPSs enable precise coordination between human workers and robots, where robots handle tasks requiring precision and strength, such as welding and component assembly. In contrast, humans oversee quality control and complex decision-making processes, thus enhancing production efficiency and product quality [42–44]. On the other hand, in healthcare, CPSs facilitate advanced robotic surgeries, where robots assist surgeons with delicate procedures, and real-time data from sensors ensure precise movements, reducing the risk of failures [44–46]. In agriculture, smart farming systems utilize CPSs for precision agriculture, with drones and autonomous vehicles equipped with sensors gathering data on soil conditions, crop health, and weather patterns. This real-time information optimizes planting, irrigation, and harvesting processes, increasing yield and reducing resource consumption. In logistics and supply chain management, CPSs streamline operations by enabling real-time tracking and management of goods. Automated warehouses use collaborative robots to sort and move items efficiently, while real-time data analytics optimize inventory management, reducing delays and improving supply chain efficiency [42–46]. Overall, CPSs are essential for achieving the human-centric and sustainable goals of Industry 5.0, integrating advanced AI, real-time data processing, and robust safety mechanisms to enhance human-robot collaboration, improve productivity, and ensure safety in various industrial applications.

3.3 The Benefits of Cyber-Physical Systems Integration in Enhancing Industrial Processes

The incorporation of CPSs into manufacturing and industrial operations has an array of benefits. The utilization of real-time monitoring and control facilitates prompt decision-making and adaptability to alterations, whereas predictive maintenance detects and resolves prospective equipment malfunctions by reducing periods of idleness. The optimization of resource utilization is crucial for achieving optimal allocation of raw materials, energy, and workforce while also incorporating adaptive production factors [21]. The adaptability mentioned above encompasses the ability to enhance production flexibility, enabling the seamless reconfiguration of production lines to address evolving product specifications and market demands effectively [24]. Implementing CPS enables enhanced quality control through sophisticated monitoring and automated inspections, thereby guaranteeing elevated levels of product quality and uniformity. Integrating human and machine collaboration has facilitated a more fluid and efficient interaction, resulting in increased productivity and enhanced accuracy within the production environment [22].

Furthermore, the implementation of CPSs plays a pivotal role in enhancing energy efficiency through the continuous monitoring and optimization of energy usage. This proactive approach not only aids in mitigating the adverse environmental effects but also reduces operational expenses. This phenomenon’s impact extends throughout the entire supply chain, resulting in enhanced visibility that facilitates improved coordination and efficiency among suppliers, manufacturers, and distributors [10,23]. By employing data-driven decision-making, CPSs effectively utilize generated data to conduct in-depth analysis, hence guiding decisions aimed at optimizing processes and enhancing overall business objectives. In general, the integration of CPSs leads to a reduction in costs, contributing to the establishment of a manufacturing environment that is both cost-effective and competitive [16,25].

4  Security and Privacy Challenges in Industry 5.0 CPSs

As mentioned above, Industry 5.0 represents the latest evolution in manufacturing and industry, characterized by increased automation and the integration of CPSs. While it offers numerous benefits, it also introduces various security challenges. The evolving threat landscape in Industry 5.0 is marked by the convergence of Information Technology (IT) and Operational Technology (OT), creating a larger attack surface for cybercriminals to play with. This convergence enables cyber criminals to target both digital and physical components of industrial systems, posing a serious threat to critical infrastructure.

One of the primary security challenges in Industry 5.0 is the emergence of new and sophisticated threats [42–46]. Cyberattacks can lead to physical consequences, such as the manipulation of industrial processes or the disabling of safety systems. These threats include malware specifically designed to target CPS, ransomware attacks on manufacturing facilities, and supply chain vulnerabilities that can disrupt production [46–49]. Additionally, the proliferation of IoT devices and their often inadequate security measures can provide entry points for attackers looking to compromise CPS [50,51]. Further, the consequences of security breaches in Industry 5.0 can be severe [37–40]. They can lead to production downtime, equipment damage, loss of intellectual property, and even safety hazards for workers. For example, a cyberattack on a power grid or water treatment facility could result in widespread outages and public health risks. Nonetheless, the financial and reputational damage inflicted on organizations can be long-lasting, affecting their ability to remain competitive and recover from the breach.

Overall, the impact of security breaches in Industry 5.0 extends beyond individual organizations to society as a whole. Disruptions in critical infrastructure can have cascading effects on the economy and public safety. For instance, the 2015 cyberattack on Ukraine’s power grid left hundreds of thousands of people without electricity during freezing temperatures, showcasing the real-world consequences of such attacks [52–54]. Furthermore, breaches can erode trust in emerging technologies like autonomous vehicles and smart cities, hindering their adoption and potential societal benefits. In Industry 5.0, where CPSs play a central role, security challenges are significant due to the increased interconnectivity and intelligence of these systems. Overall, the integration of advanced technologies and human-centric approaches in Industry 5.0 brings unique security challenges, which are outlined below:

1.   Increased attack surface

       The extensive use of interconnected devices and systems in CPSs expands the attack surface, endangering the underlying infrastructure. Each sensor, actuator, and networked device can potentially be a point of vulnerability for cyber attackers to exploit [41–43]. For instance, in a smart grid system, sensors and smart meters are deployed to monitor and manage electricity usage in real-time. If a cyber attacker gains access to these sensors, they could manipulate the data being reported, leading to incorrect billing or even disruptions in electricity distribution [55–57].

2.   Interconnected and interdependent systems

       The interconnected nature of CPSs means that a breach in one system can have cascading effects on others [44–46]. This interdependence can exacerbate the impact of cyberattacks if proper security measures are not in place, endangering the Industry 5.0 ecosystems. The interconnected nature of CPSs means that a breach in one system can have cascading effects on others [44–46]. This interdependence can exacerbate the impact of cyberattacks if proper security measures are not in place, endangering the Industry 5.0 ecosystems. For instance, in a smart manufacturing plant, various CPS components such as robotic arms, conveyor belts, and quality control sensors are interconnected to streamline production processes. If a cyber attacker breaches the network controlling the robotic arms, it could lead to malfunctions or shutdowns of the entire production line. This breach can further propagate to affect inventory management systems, logistics, and even external supply chains, causing significant operational and financial disruptions.

3.   Complexity of systems

       The complexity of CPSs, integrating various technologies and layers, can make it challenging to identify and address vulnerabilities and predict how security breaches will impact the system [42–46]. The complexity of CPSs, integrating various technologies and layers, can make it challenging to identify and address vulnerabilities and predict how security breaches will impact the system [42–46]. This complexity arises from the diverse components involved, such as sensors, actuators, communication networks, and control systems, each potentially having its own security weaknesses. For example, consider a smart healthcare system where various devices like heart monitors, insulin pumps, and patient data management systems are interconnected. If a cyber attacker exploits a vulnerability in the communication protocol used by the heart monitors, it could lead to incorrect readings or malfunctions. This breach could then compromise patient safety and the integrity of the entire healthcare system.

4.   Insider threats

       With a human-centric approach, Industry 5.0 increases the risk of insider threats, either unintentional (due to errors) or malicious. The involvement of more human operators and developers can introduce additional vulnerabilities, according to [42–46]. For example, in a smart factory setting, human operators might accidentally misconfigure a critical system or bypass security protocols, leading to vulnerabilities that could be exploited by cyber attackers.

5.   Supply chain vulnerabilities

       CPS often involves complex supply chains. A single compromised component, such as a tainted software update or hardware with built-in vulnerabilities, can put the entire system at risk, according to [46–50].

6.   Real-time operational constraints

       Many CPSs require real-time or near-real-time responses, limiting the time available to detect and respond to security incidents [43–47]. This can be particularly challenging for automated processes where human oversight is minimal. For example, in automated industrial control systems (ICS) used in manufacturing plants, processes such as assembly line operations and quality control need to occur in real time to ensure efficiency and product consistency. If a cyber attacker exploits a vulnerability in the ICS, they could disrupt the manufacturing process, causing defects or halting production entirely.

7.   Emerging technologies and unknown vulnerabilities

       The rapid development of new technologies in Industry 5.0 (e.g., AI and advanced robotics) can introduce unknown vulnerabilities where the security implications of these technologies may not be fully understood or anticipated [42–46]. For instance, as AI and machine learning algorithms are increasingly integrated into CPSs for predictive maintenance and decision-making, they can become targets for adversarial attacks [57–59]. These attacks involve manipulating input data to deceive the AI systems into making incorrect decisions, potentially leading to malfunctions or security breaches.

8.   Regulatory and compliance challenges

       Adhering to evolving regulatory standards and compliance requirements in different countries and sectors can be complex, especially when dealing with cross-border data flows and multinational operations [42–46]. For instance, organizations operating in the European Union must comply with the General Data Protection Regulation (GDPR), which imposes strict rules on data protection and privacy. However, these regulations can differ significantly from those in other regions, such as the United States’ CCPA (California Consumer Privacy Act) or China’s Cybersecurity Law.

9.   Physical safety and cybersecurity interplay

       In CPSs, cybersecurity breaches can have direct physical consequences. Compromised systems can lead to physical harm [42–46], especially in contexts like manufacturing or critical infrastructure. For example, in a smart manufacturing plant, a cyber attacker could exploit vulnerabilities in the ICS to manipulate machinery operations. This could result in equipment malfunctions, production errors, or even catastrophic failures that endanger the safety of workers and the integrity of the plant.

To address these challenges, a multi-layered and holistic security approach is essential, including robust encryption, access control, continuous monitoring, incident response planning, and regular security audits [43–47]. Additionally, fostering a culture of security awareness and training among all stakeholders is crucial in mitigating these risks, which will be discussed in detail in upcoming sections. Some of the real-world examples that highlight the growing security challenges pertaining to the CPSs in Industry 5.0 include the Stuxnet worm, discovered in 2010, which is a famous instance of a cyberattack on industrial systems where it targeted Iran’s nuclear facilities, causing physical damage to centrifuge by manipulating their control systems [53]. More recently, the Colonial Pipeline ransomware attack in 2021 disrupted fuel distribution across the U.S., underscoring the vulnerability of critical infrastructure to cyber threats [54]. These incidents serve as warnings of the need for robust cybersecurity measures and increased vigilance in the face of evolving threats in CPSs-integrated Industry 5.0. Based on real-world examples and available state-of-the-art, the following highlights some of the use cases of security challenges pertaining to CPSs in the context of Industry 5.0:

1.   Smart manufacturing

       A smart manufacturing facility employs interconnected machines, robots, and sensors to optimize production processes. However, a cyberattack on the manufacturing line’s control systems can result in production disruptions, product defects, and even safety hazards for workers [42–46].

2.   Autonomous vehicles

       Industry 5.0 includes the development of autonomous vehicles for various purposes, such as self-driving cars and delivery drones. If these vehicles are compromised by hackers, it could lead to accidents, theft, or unauthorized access to sensitive data about transportation routes and passengers [43–47].

3.   Smart grids

       Modern power grids are evolving into smart grids, incorporating digital communication and automation. A cyberattack on a smart grid can disrupt electricity supply, affecting homes, businesses, and critical infrastructure. Such an attack could lead to widespread outages and economic losses [43–47].

4.   Healthcare IoT

       In the healthcare sector, IoT devices like connected medical devices and wearable health monitors are increasingly common. A security breach in these devices can compromise patient data privacy, disrupt healthcare services, and potentially put patient’s lives at risk [43–47].

5.   Smart cities

       Smart cities leverage CPSs to enhance urban services, such as traffic management, waste collection, and public safety. A cyberattack on a smart city’s systems can disrupt these services, causing traffic congestion, delays in emergency response, and public inconvenience [50–54].

6.   Industrial robots

       Manufacturing industries rely on industrial robots for automation and efficiency. If these robots are compromised, they can be used for malicious purposes, causing damage to equipment or posing safety risks to workers [50–54].

7.   Supply chain attacks

       Cybercriminals target the supply chains of manufacturers and logistics companies in Industry 5.0. By infiltrating these supply chains, attackers can introduce malware or manipulate products, compromising their integrity and safety [50–54].

8.   3D printing

       3D printing is increasingly used in Industry 5.0 for rapid prototyping and manufacturing, where a cyberattack on a 3D printer’s control systems can lead to the production of defective or dangerous objects [50–54].

Overall, these use cases demonstrate the diverse range of applications in Industry 5.0 and the associated security challenges. Protecting against cyber threats in these scenarios requires a multi-layered approach, including robust cybersecurity measures, secure design practices, employee training, and ongoing monitoring and response strategies. As Industry 5.0 continues to evolve, addressing these security challenges will be critical to ensure the safety, efficiency, and reliability of CPSs.

4.1 Privacy Concerns in Industry 5.0 CPSs

Having provided a brief overview of security concerns pertaining to CPSs in the context of Industry 5.0, this section provides a brief overview of privacy concerns pertaining to CPSs in Industry 5.0.

1.   Data privacy implications

       Industry 5.0 CPSs collect and process enormous quantities of sensitive data from human interactions, machines, sensors, and other sources. This data may contain sensitive information, including financial and personal details and trade secrets. Organizations must implement stringent data privacy measures to protect this sensitive information from unauthorized access, exploitation, and disclosure. Privacy infringement during data collection, storage, use, and sharing can significantly impact user trust and system acceptance, emphasizing the need for robust privacy protocols [23,25].

2.   Challenges in human-robot collaboration

       Data privacy preservation is crucial in Industry 5.0, where there is significant integration of human and robotic collaboration within work contexts. This integration raises concerns about robots collecting and transmitting sensitive data about human employees, including their well-being, whereabouts, and conduct. It is essential for organizations to establish explicit norms and protocols governing human-robot interaction to safeguard human privacy. Addressing privacy concerns in human-computer interactions with robots is vital to maintaining user trust and ensuring system acceptance [17].

3.   Ethical and legal considerations

       In addition to the aforementioned particular privacy concerns, organizations must also consider many broader privacy challenges while incorporating Industry 5.0 technology. These challenges include:

i)   The escalating intricacy and interconnectivity of CPSs pose challenges in effectively monitoring and managing data flow. This phenomenon could facilitate unauthorized entities in acquiring access to confidential information [2,18].

ii)   The utilization of AI is frequently employed to analyze and process data inside Industry 5.0 systems. Nevertheless, AI systems possess a characteristic of opacity and complexity, rendering it challenging to comprehend the mechanisms by which data is utilized and ascertain its adherence to privacy norms.

iii)   Presently, there is an absence of unambiguous and all-encompassing privacy regulations applicable to technology within the Industry 5.0 domain. This circumstance can pose challenges for enterprises in terms of understanding and adhering to privacy regulations and safeguarding individuals’ privacy [19].

Organizations implementing Industry 5.0 technologies must undertake measures to tackle the privacy issues associated with such advancements effectively. This entails implementing comprehensive cybersecurity procedures to safeguard data against illegal access, abuse, and disclosure. One crucial step is to develop explicit norms and protocols governing data acquisition, manipulation, and dissemination [18,19]. Overall, the key objective is to ensure that individuals are granted transparency and autonomy in managing their personal data, and this can be achieved by collaborating with lawmakers to establish unambiguous and all-encompassing privacy rules. Moreover, organizations can adopt a series of measures to safeguard personal privacy while utilizing Industry 5.0 technology effectively. In this regard, the next section provides a brief overview of security and privacy attacks that could occur, endangering the CPSs in the context of Industry 5.0.

4.2 Security and Privacy Attacks

In the Industry 5.0 era, characterized by the advanced integration of CPSs, several types of security and privacy attacks can be expected, which are summarized in Fig. 3. To counter these attacks, a comprehensive and dynamic strategy for security and privacy is necessary, which includes the integration of cutting-edge technologies, ongoing employee education, and strong policies.
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Figure 3: Security and privacy attacks

•   Data breaches Increased data generation and exchange in CPSs can lead to sophisticated data breaches, where sensitive information such as trade secrets, personal data [57–59], or operational details could be stolen or exposed.

•   Cyberattacks on physical systems As physical and digital systems are more closely integrated, cyberattacks could directly impact physical components [58–60]. This includes attacks on Industrial Control Systems (ICS) and critical infrastructure, potentially causing physical damage or disrupting manufacturing processes.

•   Ransomware and malware attacks Ransomware and other malicious software can be used to lock out operators from controlling CPSs, demanding ransom for regaining access, or damaging systems and data [57–59]. In 2017, the WannaCry ransomware attack affected hundreds of thousands of computers worldwide, including critical infrastructure and industrial systems. It encrypted data and demanded ransom in bitcoin, showcasing the potential for ransomware to disrupt industrial operations [58–61].

•   MITM (Man In The Middle) attacks These occur when attackers intercept communication between CPS components, potentially altering or stealing information. This is particularly risky in systems where data integrity is critical for operational safety [58–61].

•   Supply chain attacks Given the interconnected nature of CPSs, vulnerabilities in one component can be exploited to affect the entire system. Attackers may target less secure elements in the supply chain to gain access to more secure areas [58–61].

•   AI-powered attacks Attackers may use AI to automate attacks or to create more sophisticated, adaptive attack methods that can learn and evolve to bypass security measures [61–65].

•   Insider threats Employees or others with inside access could misuse their access rights to compromise CPSs, either maliciously or inadvertently [57–60].

•   Eavesdropping Unauthorized access to CPSs could allow attackers to covertly monitor industrial processes, leading to industrial espionage [57–60].

•   Privacy violations With vast amounts of data being processed, there is an increased risk of privacy violations, either through unauthorized access, misuse of personal data, or inadequate anonymization [58–61].

•   IoT-targeted attacks Many CPSs rely on IoT devices as IoT made the backbone of them, which may have inherent security weaknesses, making them easy targets for attackers to enter larger systems [57–61].

5  Countermeasures and Future Directions

Ensuring the security and privacy of CPSs in the context of Industry 5.0 involves a multi-layered approach that addresses various aspects of these systems. The following are the key countermeasures that can be taken:

1.    Employing advanced encryption and authentication techniques Refers to utilizing state-of-the-art encryption and authentication methods to protect data in transit and at rest. Integrating humans and machines in collaborative efforts is a fundamental characteristic of Industry 5.0, and establishing secure interactions between these entities is of utmost importance [37–40]. Thus, the successful implementation of effective authentication and encryption techniques is necessary in this context, where some of the techniques include:

i)   Secure human authentication: Employ robust authentication procedures, such as multi-factor authentication, to authenticate the identity of human users engaging.

ii)   Secure communication channels: It is advisable to utilize secure communication methods, such as encrypted protocols, to facilitate data transmission between humans and robots [27].

2.    Robust access control mechanisms Implementing stringent access control policies to ensure only authorized personnel and systems can access sensitive data and critical components. Nonetheless, implementing access control methods is necessary to restrict robots’ access to sensitive data and systems, considering their given tasks and functions [28]. This can include the use of multi-factor authentication, biometric verification, and role-based access controls.

3.    Network security solutions Deploying firewalls, Intrusion Detection Systems (IDSs), and Intrusion Prevention Systems (IPSs) to protect network infrastructure. Securing wireless communication channels is particularly crucial [48–51].

4.    Anomaly detection systems Utilizing AI to monitor systems in real-time for unusual activities or deviations from normal operational patterns could indicate a security breach or system malfunction [46–50].

5.    Regular compliance Ensuring compliance with pertinent standards and regulations is critical in safeguarding the privacy and security of Industry 5.0 systems. This includes:

i)   Identify applicable regulations: The challenge at hand involves the identification and comprehension of the relevant cybersecurity and privacy legislation that governs the industry and operations of the company [31].

ii)   Implement compliance measures: In order to adhere to regulatory mandates, such as data breach notification laws and data protection rules, it is necessary to establish and enforce both technical and organizational controls [32].

iii)   Regularly review and adapt: It is imperative to consistently evaluate and modify compliance methods to remain aligned with the ever-changing regulatory landscape and technological improvements [28].

iv)   Seek expert guidance: It is advisable to consult with legal and cybersecurity professionals to ensure adherence to intricate and constantly evolving regulatory frameworks.

6.   Data privacy policies and compliance Adhering to international data protection regulations such as the General Data Protection Regulation (GDPR) and implementing policies for data minimization, consent management, and user data rights [46–51].

7.   Secure software development practices Emphasizing security in the software development lifecycle, including regular patching and updates to address security vulnerabilities [46–51].

8.   Employee training and awareness programs Educating employees and users about common cyber threats, safe practices, and the importance of security protocols [46–51].

9.   Physical security measures Ensuring physical security of critical infrastructure and devices to prevent unauthorized physical access [46–51].

10.   Resilient and redundant design Designing systems to be resilient to attacks and failures which can include redundant systems and fail-safe mechanisms [46–51].

11.   Incident response and recovery plans Developing comprehensive incident response strategies to quickly address security breaches or privacy incidents and minimize their impact [43–47].

12.   Ethical considerations and transparency Implementing ethical guidelines for the usage of data and AI and maintaining transparency about data usage and privacy practices with stakeholders [46–51].

13.   Supply chain security Securing the supply chain against potential threats, including scrutinizing suppliers and implementing security standards for procured hardware and software [46–51].

14.   Collaboration and information sharing Collaborating with other organizations, regulatory bodies, and security communities to share information about threats and best practices [46–51].

15.   Employing privacy-preserving technologies The enormous quantity of data collected and processed in the context of Industry 5.0 gives rise to essential concerns regarding privacy. Privacy-preserving technologies present auspicious avenues for safeguarding individual privacy. Some of the privacy-preserving technologies that can be incorporated include:

i)   Differential privacy: Different differential privacy approaches are employed to introduce random alterations to sensitive data, enabling statistical analysis while safeguarding the privacy of individual information [29].

ii)   Secure multi-party computation: Secure multi-party computation techniques are employed to provide collaborative analysis of sensitive data while ensuring that no one participant gains access to the actual material.

iii)   Data anonymization: The application of data anonymization techniques is crucial in order to eliminate or obscure Personally Identifying Information (PII) from data sets, hence enabling analysis while safeguarding the privacy of individuals.

iv)   Federated learning: The utilization of federated learning algorithms enables the training of AI models on decentralized datasets, eliminating the need for centralized datasets/servers.

These countermeasures represent a holistic approach to security and privacy, combining technical strategies with organizational and human-centric practices. They require continuous evaluation and adaptation to stay effective against evolving threats in the dynamic landscape of Industry 5.0. Overall, by implementing these security and privacy measures, organizations may effectively address the complexities associated with Industry 5.0, ensuring the protection of vital infrastructure, securing sensitive information, and upholding individual privacy.

Anticipated Future Directions

The advent of Industry 5.0 brings a new wave of technological advancements in CPSs, blending human ingenuity with advanced digital technologies. However, this also raises significant security and privacy challenges. Thus, future directions in addressing these challenges must be comprehensive and forward-thinking, encompassing both technological and regulatory aspects, which will be further discussed in the following:

1.    Advanced threat detection and response As CPSs become more interconnected, they become more vulnerable to sophisticated cyber-attacks. Thus, future research should focus on developing advanced threat detection systems that leverage AI to identify and mitigate threats in real time [66]. Additionally, automated response systems capable of instantaneously reacting to breaches could significantly reduce the damage caused by cyber-attacks.

2.    Enhanced data privacy technologies With Industry 5.0 emphasizing personalization and human-centric services, the amount of sensitive data processed by CPSs will increase. Innovations in encryption, such as homomorphic encryption, should be pursued to allow data processing while maintaining confidentiality. Thus, research into privacy-preserving data analytics will also be crucial. Nonetheless, blockchain technology can significantly enhance the privacy of CPSs by providing decentralized data management, ensuring data immutability, and leveraging cryptographic techniques for secure data transactions [67–69]. The use of smart contracts automates privacy controls, while anonymity and pseudonymity protect user identities. In addition, secure communication protocols facilitated by blockchain ensure that data in transit remains protected, addressing the growing privacy challenges in advanced CPSs.

3.    Secure edge computing As CPSs often involve edge computing, ensuring the security of these distributed systems is essential [66]. Future developments could include secure data processing at the edge, robust authentication mechanisms, and secure communication protocols between edge devices and central systems.

4.    Resilient design and engineering practices Incorporating security and privacy by design in CPSs is fundamental. This involves adopting resilient design practices that anticipate and mitigate potential security vulnerabilities right from the development phase. Additionally, regular security audits and updates must become an integral part of the CPSs lifecycle.

5.    Regulatory and standardization efforts Industry 5.0 will require updated regulatory frameworks to address the unique challenges of CPSs. This includes international standards for data privacy, cross-border data flow, and cybersecurity measures. Collaboration among industry, academia, and governments will be vital in developing these regulations.

6.    Human factor and training As human interaction with CPSs increases, understanding the human factor in cybersecurity becomes vital. This includes training employees in cybersecurity best practices and researching the impact of human behavior on CPSs security and privacy.

7.    Ethical and responsible AI use The integration of AI in CPSs must be guided by ethical principles to ensure that decisions made by these systems do not violate privacy norms or ethical standards. Thus, developing guidelines for responsible AI use in CPSs will be a key challenge.

In conclusion, the security and privacy challenges in the Industry 5.0 era are multifaceted, requiring a holistic approach that combines technological innovation, regulatory frameworks, and a focus on the human elements of cybersecurity. Hence, the future direction should aim for a balanced approach that safeguards security and privacy while harnessing its full potential.

6  Conclusion

As we conclude this review on the security and privacy issues pertaining to CPSs in the era of Industry 5.0, several key insights emerge. The integration of advanced technologies with human-centric approaches, while offering immense potential for innovation and efficiency, also brings forth a complex array of challenges in terms of security and privacy. The expanded attack surface, the intricacies of system interdependencies, and the vulnerabilities introduced by real-time operational constraints underscore the need for robust, adaptive, and proactive security strategies. Moreover, the privacy concerns in CPSs, amplified by the extensive big data collection and processing inherent in these systems, call for a vigilant approach to data protection, compliance with global regulations, and a keen awareness of the ethical implications of data usage. The evolving landscape of Industry 5.0, characterized by its emphasis on human-machine collaboration, further complicates these issues, making it imperative to consider the human element in both the creation and mitigation of security and privacy risks. This review underscores the necessity of a multifaceted approach to address these challenges. Advanced technological solutions, such as sophisticated encryption methods, comprehensive access control, and intelligent anomaly detection systems, form the backbone of this approach. Equally important is the establishment of resilient and flexible frameworks that can adapt to evolving threats and technologies. The role of regulatory frameworks and standards cannot be overstated, as they provide essential guidelines and benchmarks for security and privacy practices in this new era. Looking forward, the field of CPSs in Industry 5.0 presents a fertile ground for research, particularly in the development of holistic security solutions that integrate technical, regulatory, and human-centric perspectives. The importance of fostering a culture of security awareness and the need to embed ethical considerations in the development and deployment of these systems is paramount. In conclusion, while the challenges are significant, the opportunities presented by CPSs in Industry 5.0 to revolutionize industrial practices are equally substantial. A concerted effort by researchers, practitioners, policymakers, and stakeholders is required to navigate these challenges effectively and harness the full potential of CPSs, ensuring a secure, privacy-conscious, and ethically sound future in Industry 5.0.
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the CPSs in Industry 5.0 and also
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