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Abstract: Vehicular ad hoc networks (VANETs) provide intelligent navigation and efficient route management, resulting in time savings and cost reductions in the transportation sector. However, the exchange of beacons and messages over public channels among vehicles and roadside units renders these networks vulnerable to numerous attacks and privacy violations. To address these challenges, several privacy and security preservation protocols based on blockchain and public key cryptography have been proposed recently. However, most of these schemes are limited by a long execution time and massive communication costs, which make them inefficient for on-board units (OBUs). Additionally, some of them are still susceptible to many attacks. As such, this study presents a novel protocol based on the fusion of elliptic curve cryptography (ECC) and bilinear pairing (BP) operations. The formal security analysis is accomplished using the Burrows–Abadi–Needham (BAN) logic, demonstrating that our scheme is verifiably secure. The proposed scheme’s informal security assessment also shows that it provides salient security features, such as non-repudiation, anonymity, and unlinkability. Moreover, the scheme is shown to be resilient against attacks, such as packet replays, forgeries, message falsifications, and impersonations. From the performance perspective, this protocol yields a 37.88% reduction in communication overheads and a 44.44% improvement in the supported security features. Therefore, the proposed scheme can be deployed in VANETs to provide robust security at low overheads.
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1  Introduction

The continuously increasing volume of vehicles on roads has led to difficulties in urban traffic management. Additionally, frequent accidents and heavy traffic jams pose numerous challenges to traffic management systems. This situation has led to the development of vehicular ad hoc networks (VANETs) to offer efficient and intelligent transport management [1–3]. VANETs are a special case of self-organizing mobile networks, in which vehicles share information through vehicle-to-vehicle (V2V) or vehicle-to-roadside unit (V2R) transmission modes. As explained in Reference [4], rapid advancements in microelectronic and wireless technologies have contributed to the speedy developments in VANETs. A typical VANET environment comprises vehicles, trusted authorities (TAs), and roadside units (RSUs). According to Reference [5], the on-board unit (OBU) installed in each vehicle detects safety messages from its environment (e.g., customers, pedestrians, other vehicles, Internet, traffic lights, cloud, parking areas, and sensors). TAs register all RSUs and vehicles within the VANET, whilst RSUs act as relays during data exchanges amongst vehicles [6]. For message exchanges, vehicle-to-infrastructure (V2I) and V2V are two major modes deployed in VANETs [7].

OBUs use dedicated short-range communication (DSRC) to transmit safety messages to surrounding vehicles or infrastructure at a distance of up to 300 m every 100–300 milliseconds. The broadcast messages may include vehicle location, speed, traffic status, and route. These messages serve to boost safety and reduce accidents on roads. They also help VANETs in offering efficient, secure traffic and route management on roads [8]. Accidents can also be significantly reduced through emergency and rule violation warnings [9]. Additionally, infotainment applications, e.g., intelligent navigation, file sharing, parking, multimedia services, and toll collection, can boost comfort. Ultimately, this configuration results in time savings, cost reductions, and efficiency enhancements on roads. As explained in Reference [10], the resulting intelligent transportation system (ITS) consisting of the internet of vehicles (IoV) facilitates traffic route management. This system can also enhance driving safety and minimize traffic congestion [11].

Despite the many benefits of VANET deployments, the open nature of the wireless channels deployed during communication exposes these networks to numerous security and privacy violations [12]. Some serious issues in VANETs include data leakages, eavesdropping, and session hijacking attacks. Additionally, replays, man-in-the-middle (MitM) attacks, impersonations, and message fabrications can be present in these networks [7]. Attackers can also implant malicious vehicles in these networks to execute malevolent activities, such as the misuse of the offered route management [13]. Although beacons and messages are signed, the lack of encryption before broadcast has been noted to be a serious issue in VANETs [8,14]. Therefore, attackers can intercept these messages and, hence, violate privacy [15–17]. Additionally, adversaries can exploit these messages for malicious activities. Another serious challenge in VANETs is heterogeneity occasioned by the deployment of hardware from different manufacturers. Such heterogeneity results in different protocols for message transmission and authentication, thereby potentially causing inconsistencies in security and privacy implementations [8].

Numerous schemes have been developed recently to address the security and privacy issues above. The majority of these solutions are based on public key infrastructure (PKI) [18], blockchain, certificates, and physically unclonable functions (PUFs). Unfortunately, most of these schemes still face serious privacy, performance, and security setbacks. Additionally, the majority of the current traffic route management schemes incur high computation and communication overheads [10]. Limited bandwidths, heavy data volumes, scalability, short communication periods, and strict real-time operations call for efficient communication protocols. High mobility in VANETs likewise implies a short authentication and communication time amongst different entities. Therefore, the efficiency of the current authentication protocols must be improved. The major contributions of this study are as follows:

•   We develop an authentication method based on elliptic curve cryptography (ECC) and bilinear pairings (BPs) to offer efficient and secure source and message verification.

•   Stochastic one-time secret keys are incorporated in the proposed scheme during mutual validations to boost vehicle and RSU privacy. Additionally, these dynamic stochastic one-time secret keys help thwart adversarial linkability and traceability.

•   Conditional privacy is preserved in the proposed protocol so that malicious network entities can be identified and revoked by a fully trusted network entity. This aspect is crucial in preventing malicious parties from overwhelming VANETs with fake messages that can cause denial of service (DoS), traffic jams, and accidents.

•   A formal security analysis is conducted to demonstrate that the proposed scheme is provably secure. Additionally, an informal security analysis demonstrates that our scheme can withstand numerous attacks, such as message falsifications, forgeries, packet replays, impersonations, and MitM attacks. The protocol can also offer mutual authentication, perfect key secrecy, anonymity, unlinkability, non-repudiation, and source and message integrity.

•   We perform extensive comparative performance evaluations, demonstrating that the proposed scheme incurs relatively low computation costs and the least communication overheads. Therefore, it is concluded that the scheme offers robust security at low overheads.

1.1 This Sub-Section Aims to Present Some Mathematical Formulations upon Which the Proposed Protocol Is Based. The Two Building Blocks for the Proposed Protocol Are BP and Elliptic Curve (EC) Operations.

1.1.1 BP

Let λ1, λ2, and λ3 represent a cyclic group consisting of prime numbers, the order of which is p. Additionally, let gi be the generator of cyclic group λi. We also denote the one-to-one mapping from λ2 to λ1 as I(g2). The computable bilinear map is represented as I(g2) = g2. BM: λ1 × λ2 → λ3. In this scenario, BP has the following properties:

Computability: For any cyclic group generators gf∈λ1 and g2∈λ2, there exists an efficient algorithm that can derive the bilinear map BM as BM: λ1 × λ2 → λ3.

Bilinearity: For all cyclic group generators gi ∈ λi and m, n∈zp∗, bilinearity is denoted by BM(gfm), g2n=BM(gf, g2)mn. Particularly, zp∗={j|1≤j≤p−1|}.

Non-degeneracy: If Iλ3 denotes the identity in cyclic group λ3, then bilinear map BM(gf, g2)≠Iλ3.

1.1.2 ECC

Let p and q be large prime numbers, whilst Fp is a finite field, the order of which is p. Additionally, let E represent an EC denoted by y2 = x3 + ax + b mod p, where a, b∈Fp are constants. Also, let G be an additive group of order q and P the generator of G. Specifically, G comprises the point at infinity Ï and all points on E. The following concepts are utilized in the proposed protocol:

Point addition: Suppose that P and Q are two points of group G. We denote an intersection of the straight line connecting P and Q and the EC E as R. Thereafter, R = P + Q, provided that the two points are different. On condition that P = Q, intersection R is denoted as R = P + Q. However, when P = −Q, P + Q = 0.

Point multiplication: Suppose that m∈Zq∗. Accordingly, the EC scalar multiplication is denoted as m.P=P+P+…P (for a total of m times).

The strength of the resulting ECC-based security protocol is based on the difficulties of solving the elliptic curve discrete logarithm problem (ECDLP) and the elliptic curve computational Diffie-Hellman problem (ECCDHP). The two problems can be mathematically formulated as follows:

ECDLP: Suppose that points P and Q are random points on E, such that P, Q∈G and Q = x.P. Taking PT as the probabilistic polynomial time, computing integer x from Q in PT should be cumbersome.

ECCDHP: Let x and y be some two unknown integers and Q and R be two random points on E. Additionally, let {x.P, y.P, P} be some values such that x, y∈Zq∗. Hence, there exists no probabilistic polynomial time algorithm that can derive the value of x.y.P.

1.2 Security and Privacy Requirements

Without strong privacy and security protections, VANET message exchanges are exposed to numerous malicious entities and activities. As such, the proposed protocol must fulfill the following requirements to uphold strong privacy and security in this environment:

Anonymity: The actual identities of vehicles and RSUs should be hidden from adversaries. This strategy ensures that eavesdroppers cannot determine these unique identities for malicious activities.

Conditional privacy: TAs could determine the real identity and trace and eliminate any malicious RSU from the network. This situation prevents these malicious entities from transmitting high volumes of falsified messages that can lead to accidents or DoS.

Mutual authentication: All parties in the VANET must validate one another before exchanging any messages.

Source and message integrity: It should be impossible for attackers to change the messages exchanged in the VANET environment.

Backward key secrecy: Attackers should be unable to use the present session keys to derive any keys utilized in previous data exchange sessions.

Forward key secrecy: Adversaries with access to the present session keys should be unable to use these keys to compute the keys to be deployed in subsequent communication processes.

Unlinkability: Eavesdroppers in the network should be unable to associate any transmitted messages to a particular vehicle or RSU.

Nonrepudiation: Communicating entities should not be in a position to deny having participated in message exchange.

1.3 Threat Model

This section models adversarial capabilities that could compromise the proposed protocol. In our protocol, adversary Å is thought to have the capabilities advocated in the Canetti-Krawczyk (C-K) model. In this model, Å is capable of the following attacks:

•   Intercepting, eavesdropping, impersonating, modifying, and deleting the exchanged packets;

•   Physically capturing OBUs and retrieving all security tokens stored in their memories;

•   Capturing the session states and keys negotiated amongst the vehicles and RSUs.

The proposed protocol is required to avert all these adversarial attack vectors and guarantee strong privacy and security protection.

1.4 Motivation

Message transmission in VANETs is executed over open public channels prone to attacks. In this environment, attackers can intercept, delete, replay, and modify messages. Adversaries could also impersonate legitimate and authorized entities and broadcast fake information. Additionally, the inability of the VANET entities to establish message and source authenticity may result in accidents and traffic jams. Therefore, all VANET entities must validate message source authenticity, determine message integrity, and preserve confidentiality. Equally important is to maintain the anonymity and privacy of vehicles and RSUs, without which these entities are exposed to numerous attacks. For example, attackers may obtain the vehicle’s real identity, travel routes, and current location, which enables the adversaries to perform tracking [19–21] of network entities. Performance is another important metric that must be enhanced in VANETs so that multiple messages are processed immediately. This particular case involves vehicles moving at high speeds, in which receivers should be capable of processing multiple messages within 100–300 ms [22]. Given that OBUs installed in vehicles are not as endowed in computation and storage as TAs and RSUs, they can be easily overwhelmed with high computational overheads when numerous high-mobility vehicles broadcast multiple messages. This is particularly the case in dense traffic regions. Hence, there is a need to reduce this complexity.

2  Related Works

Numerous security and privacy preservation solutions have been developed to secure the communication process in VANETs. For example, the identity-based scheme (IBS) is presented in Reference [23]. However, key escrow problems continue to be a serious issue in IBS-based approaches [24]. A signature-based scheme utilizing public key infrastructure and identity is developed in Reference [25], whilst a conditional privacy preservation scheme is introduced in Reference [26]. Unfortunately, message verification and identity detection tend to have long execution durations, which degrades the performance of the two approaches above [27]. In addition, the scheme in Reference [26] incurs huge storage overheads for large pools of identities and secret keys. Privacy-preserving authentication protocols using group signatures are developed in Reference [28,29]. However, identifying malicious vehicles within a network may be cumbersome [30]. Reference [31] presents a signature-based batch verification scheme in VANETs, though failing to offer key secrecy, conditional privacy, and unlinkability. Meanwhile, the algorithm in Reference [32] is only evaluated against collusion attacks, and the protocol in Reference [33] does not consider non-repudiation and unlinkability. A lightweight authentication solution is introduced in Reference [34] based on the difficulty of ECCDHP. During registration, each vehicle is issued a smart card, which is used in conjunction with passwords for login. Similarly, an authentication approach utilizing passwords is presented in Reference [35]. Unfortunately, the technique in Reference [34] cannot withstand smart card loss and password-guessing attacks [7], and the approach in Reference [35] is not robust against attacks such as password guessing, sensor capturing, traceability, and impersonations [36].

To address the issues in Reference [34], message authenticated codes (MACs) are deployed in Reference [37] instead of passwords. Although MAC offers protection against attacks such as impersonations, privileged insiders, DoS, and packet replays, it has not been evaluated against MiTM attacks, forgeries, and message falsifications. The issues in Reference [35] are handled by the two-factor authentication technique in Reference [36], which deploys biometric templates instead of passwords. Although this scheme is robust against smart cards, stolen sink nodes, and replay attacks, it incurs high storage complexity in the sink node’s memory. Additionally, the revocation of malicious entities is not considered and has high communication and computation overheads [7]. A privacy-preserving scheme using a law executor is introduced in Reference [38], and a two-factor security protocol is meanwhile developed in Reference [39], both incurring low computation costs. However, session keys derived in References [38,39] are not secured against the C-K adversary attack [7]. For secure VANETs, techniques deploying PUFs are developed in References [40–42]. Although these techniques minimize redundant authentications [7], PUFs have instability issues [43]. Reference [44] introduces a privacy-preserving hybrid signcryption security solution. Other signcryption-based protocols are presented in References [8,33].

However, the use of several time-consuming operations in these schemes reduces their efficiency [44]. For example, the generation, distribution, processing, validation, and revocation of certificates result in long delays. Additionally, PKI-based signcryption protocols render it cumbersome for vehicles to manage large pools of certificates and key pairs. The scheme in Reference [8] also fails to offer key secrecy.

To enable vehicles to execute batch validation of other nearby vehicles, a privacy-preserving scheme is presented in Reference [45]. A similar batch authentication approach is developed in Reference [8]. Meanwhile, a mutual authentication technique for an IoV environment is introduced in Reference [14]. Although these schemes are provably secure and efficient, they fail to provide message confidentiality [44]. A security protocol using BP operations is introduced in Reference [46]. Meanwhile, a pairing-free security solution is presented in Reference [47]. Unfortunately, the technique in Reference [46] involves three pairing operations, which increases its computation complexity. Although the approach in Reference [47] is efficient owing to the deployment of ECC, it fails to offer anonymity and traceability. Besides, it cannot resist message replays [44]. A security technique based on pairing operations is introduced in Reference [7], but it fails to consider message integrity, non-repudiation, and conditional privacy. To curb some of the preceding challenges, schemes based on blockchain technology have been developed and shown to offer anonymity, immutability, and decentralization. For example, a blockchain certificate-based technique is developed in Reference [48].

However, it requires frequent interactions between certificate authorities and vehicles [49], thereby increasing its communication overheads. Similarly, blockchain-based protocols are developed in References [50–53]. However, blockchain technology incurs huge storage overheads [54] and, hence, is not energy-efficient [55,56]. Additionally, the protocol in Reference [53] does not consider message falsifications, non-repudiations, and impersonations. Nevertheless, a combination of pseudonyms and blockchains is deployed in Reference [57] to establish distributed trust in VANETs.

Similarly, a blockchain-based technique was introduced in Reference [58] to facilitate vehicle revocability without the need for TA’s assistance. However, the scheme in Reference [50] results in significant communication costs and delays due to the frequent involvement of the certificate authority (CA) in public key updates. Meanwhile, a fault tolerance technique was introduced in Reference [59], while an anti-jamming technique was developed in Reference [60]. Despite these advancements, it is crucial to conduct extensive formal and informal security analyses in these schemes. Table 1 offers a detailed summary of these related studies.

[image: images]

The preceding review shows that most current VANET security solutions are PKI-, identity-, ECC-, blockchain-, certificateless-, or PUF-based. These schemes still face serious privacy, performance, and security setbacks. For example, most identity-based approaches have key escrow and revocation challenges. Conversely, security solutions based on PKI incur huge storage costs. Although certificateless solutions solve the key escrow issues in identity-based protocols, the key revocation challenge is still challenging in these approaches. Owing to frequent mobility in VANETs, authentication and message exchange durations are extremely short. As such, a need arises to enhance the efficiency of authentication and communication procedures. The proposed protocol is robust and efficient, helping address many of these challenges.

3  The Proposed Protocol

Fig. 1 depicts the main entities in the proposed scheme: vehicles, RSUs, and TA. Before data exchange amongst vehicles and RSUs, they must register at the TA and be issued security tokens to deploy during the authentication and data exchange phases.
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Figure 1: Network model

Registration between the RSU and the TA, as well as vehicles and TA, is executed over secured communication channels. However, authentication and data exchange procedures are carried over wireless communication channels. Table 2 details the notations used in this paper.
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The proposed scheme is executed in three major phases: system setup, registration, and mutual authentication.

3.1 System Setup Phase

First, TA randomly selects p and q, where p, q∈zp∗. Second, it chooses collision-resistant one-way hash functions h:{0, 1}∗→Zp∗ before selecting TSK∈zp∗ as its private key. Third, TA derives its public key as TPK=g1TSK+p. Lastly, TA forwards the derived parameters {λ1, λ2, λ3 p, BM, g1, TPK, h(.)} to all vehicles in the network, as shown in Fig. 2.
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Figure 2: System setup and registration phases

3.2 Registration Phase

Each vehicle and RSU must register at the TA before proceeding to other phases, such as authentication and data exchanges. The execution of the following four steps facilitates this process:

Step 1: Roadside unit RSUi sends request Req-1 to TA through secured communication channels. Upon receiving this request, TA selected IDR as RSUi’s unique identity. Thereafter, it chooses some secret key RSK for RSUi, where RSK∈zp∗.

Step 2: TA computes public key RPK for RSUi, where RPK=gfRSK+q. After that, TA composes registration response message Res-1 = {RSK}, which is forwarded to RSUi over secure channels before publicly broadcasting RPK.

Step 3: First, vehicle Vj sends registration request Req2 to TA, which chooses random nonce VSK∈zp∗ as its private key. Second, it derives its equivalent public key VPK as VPK=gfVSK+p. Third, registration message Res2 = {VSK} is constructed and sent to Vj over secure channels. Lastly, it publicly broadcasts VPK, as shown in Fig. 2.

Step 4: TA generates and offers the vehicle access token VAT=RPKp∗gfp to the RSU, which it deploys to securely access any information from vehicle Vj. Meanwhile, TA maintains parameter set {IDR, RPKp∗q} in its access list ACL.

3.3 Authentication Phase

In the authentication phase, the communicating parties derive signatures and certificates used to ensure the integrity of the transmitted payload PLV and PLR. The first part of this phase is vehicle-to-RSUi authentication, while the second part is RSU- to-vehicle authentication. The goal of Vj → RSUi authentication is to transfer data from vehicles to RSUs securely. As detailed in Step 1→ Step 6, this process upholds the privacy of vehicle Vj communication from the rest of the vehicles. However, the second phase of the authentication process aims to transfer sensitive data from RSUs to vehicles securely. The specific details of the authentication procedures are described as follows:

Step 1: Vehicle Vj chooses some random number Rj from the set of random numbers ℝ to act as its one-time secret key, where R1, R2,…Rℝ ∈Zp∗. This procedure is followed by the computation of its corresponding public key as PUj=gfRj+VSK, where j = 1, 2,… ℝ.

Step 2: Vj stochastically chooses a random nonce A1∈Zp∗ and derives A2=gfVSK and A3=gfVSK+A1. Thereafter, it calculates parameters A4 = h (PUj||A2||A3||TPK), A2∗=gfRj−A1 and A3∗=(gfRj)−1. Lastly, it computes certificate C1= {PUj||A2∗||A3∗||A4}.

Step 3: Vehicle Vj derives signature Z1=g2(Rj+VSK+h(PLV)−1and composes authentication message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts), which it forwards to RSUi, as illustrated in Fig. 3.

Step 4: After obtaining Msg-1, RSUi confirms the freshness of timestamp Ts. In particular,, authentication is aborted if the timestamp freshness check flops. Otherwise, payload and source integrity are checked next.

Step 5: RSUi derives A2∗∗ = PUj × A3*, A3∗∗ = PUj(A2∗)−1 and A4* = h (PUj||A2**||A3**||TPK). After that, it checks whether or not A4* =? A4, such that authentication is aborted when the two values are unequal. Otherwise, RSUi has successfully validated PUj and ℂ1, confirming Vj’s authenticity. The reason is that the parameters computed at Vj and RSUi are equal. Consequently, A2** and A3** computed at RSUi should equal A2* and A3*derived at Vj. Given that A2** = PUj × A3*, A2** = gfRj+VSK × =(gfRj)−1. That is, A2** = gfRj+VSK−Rj=gfVSK=A2. Similarly, A3∗∗ = PUj(A2∗)−1. Hence, A3∗* =gfRj+VSK(gfRj−A1)−1=gfRj+VSK−Rj+A1=gfVSK+A1=A3. This step completes the certificate verification process.

Step 6: RSUi verifies the integrity of the transmitted payload using the signature derived previously. To accomplish this step, it checks whether or not BM(PUj. gfh(PLV),Z1)=BM(gf,g2). The reason is that BM(PUj. gfh(PLV), Z1)=BM(gfRj+VSK.gfh(PLV), g2(Rj+VSK+h(PLV)−1), implying that the following condition holds: BM(PUj. gfh(PLV), Z1)=BM(gfRj+VSK+h(PLV), g2(Rj+VSK+h(PLV)−1)=BM(gf,g2). provided the preceding condition holds, the payload PLV passes the integrity verification and is accepted by RSUi. Otherwise, RSUi rejects the payload PLV. This step completes the Vj → RSUi authentication procedures. Therefore, the RSUi → Vj authentication is executed next, as elaborated in the following steps:

Step 7: RSUi chooses some random number Ři from ℝ to act as its one-time secret key, where Ř1, Ř2,…Řℝ ∈Zp∗. Thereafter, RSUi derives its corresponding pubic key as RPK = gfR^i+RSK, where i = 1, 2,…. ℜ.

Step 8: RSUi derives certificate ℂ2 by randomly choosing parameters B1, B2∈Zp∗ and computing values B3=gfB2+RSK and B4=gfB1+R^i. Thereafter, it computes parameters A4∼ = h (RPK||B3||B4||TPK), B3∗=gfB2−B1, B4∗=gf(−B1−RSK)−1 and ℂ2 = {RPK||B3*||B4*|| A4∼}.

Step 9: To preserve the integrity of the payload PLR generated at RSUi, it computes signature Z2=g2(R^i+RSK+h(PLR)−1. Thereafter, it constructs message Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT) that it sends to Vj.

Step 10: After receiving message Msg2, Vj validates the freshness of timestamp T2, such that the session is aborted upon verification failure. This step is followed by the validity check of the source (RSUi) and the integrity checks of message Msg2. These checks are accomplished by computing parameters B3** = B3* × B4* and B4** = B4* × PPK. Thereafter, it computes value A4..∼ = h (PPK||B3**||B4**||TPK) and checks whether or not A4∼ =? A4..∼. If the two values are equivalent, PPK and certificate ℂ2 pass the verification checks. Therefore, RSUi is successfully authenticated by vehicle Vj. Ideally, parameter A4..∼ computed by Vj should equal parameter A4∼ derived at RSUi. Additionally, B3** = B3 and B4** = B4. Given that B3** = B3* × B4*, B3** = gfB2−B1×gf(−B1−RSK)−1=gfB2−B1×gf(B1+RSK). That is, B3**=gfB2−B1+B1+RSK. Hence, B3**=gfB2+RSK=B3. Similarly, B4** = B2* × PPK = gf(−B1−RSK)−1 × gfR^i+RSK. That is, B4** = gfR^i+RSK+B1−RSK. Therefore, B4** =gfR^i+B1=B4.

Step 11: Upon successful verification of certificate ℂ2, Vj proceeds to validate the integrity of payload PLR. To accomplish this step, it checks whether or not BM(PPK. gfh(PLR), Z2)=BM(gf, g2). The reason is as follows:

BM(PPK⋅gfh(PLR), Z2)=BM(gfR^i+RSK.gfh(PLR),g2(R^i+RSK+h(PLR)−1)

Therefore, BM(PPK. gfh(PLR), Z2)=BM (gfR^i+RSK+h(PLR),g2(R^i+RSK+h(PLR)−1)=BM(gf,g2). provided that the preceding condition holds, the payload PLR passes the integrity verification. Therefore, it is accepted by Vj; otherwise, it is rejected. This step completes the RSUi →Vj authentication procedures. Lastly, Step 12 is invoked to provide some levels of conditional tracing of any malicious RSUj.

Step 12: In this phase, the payload PLR∗ is assumed to originate from a malicious RSUj. As such, RSUj’s real identity needs to be established. Accordingly, the vehicle access token VAT=RPKp∗gfp is deployed. The idea is to check RSUj’s real identity IDR in TA’s access control list ACL. The following procedure is invoked to retrieve record {IDR, RPKp∗q } from ACL:

(VAT)q(gfp∗q)−1=(RPKp∗gfp)q(gfp∗q)−1=(RPKp∗q∗gfp∗q)(gfp∗q)−1=RPKp∗q
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Figure 3: Authentication phase

Therefore, the proposed protocol could attain conditional privacy for all communicating entities. This aspect is essential in identifying and revoking malicious entities from the network.

4  Security Analysis

This section ultimately aims to offer some formal security analysis of the proposed scheme, followed by its informal security analysis. Formal security analysis demonstrates the semantic security of the authentication procedures. Conversely, informal security analysis shows our scheme’s resilience against typical VANET attacks. The detailed illustration of the analyses is presented in the following sub-sections.

4.1 Formal Security Analysis

This sub-section deploys the BAN logic to analyze the proposed protocol. Accordingly, various postulates and notations of the BAN logic are used, including the nonce verification rule (NVR), message–meaning rule (MMR), jurisdiction rule (JR), and decomposition rule (DR). Table 3 presents some of the BAN logic notations.
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The BAN logic mathematical formulations of the various rules are described using the notations in Table 3.

MMR:

M|≡N↔ZM, M⊲{A}ZM|≡N|∼A

This rule means that M believes N said A, provided that M believes that key Z is the shared key with N. Moreover, M sees A, which is enciphered using key Z.

JR:

M|≡N⇒A, M|≡N|≡AM|≡A

This rule implies that M trusts A if M believes N has jurisdiction over A and M trusts that N believes A.

NVR:

M|≡#(A), M|≡N|∼AM|≡N|≡A

This rule means that M believes N trusts A provided that M believes A has been transmitted recently, and N has said A.

DR:

     i)  M⊲(A,B)M⊲A

    ii)  M|≡#(A)M|≡#(A,B)

   iii)  M|≡(A,B)M|≡(A)

The three postulates under DR are essential in decomposing the transmitted messages and validating their freshness. DR (i) implies that M can discern A provided that it observes all messages. Meanwhile, DR (ii) means that the combination of A and B is fresh provided that one of these components is fresh. However, the consequences of DR (iii) are that amalgamating an assortment of message components means that entities trust them independently.

The formal analysis of this scheme, a rigorous process that follows a systematic approach, proceeds as follows using the BAN logic notations and the preceding rules.

We obtain P1 in accordance with the provisions of MMR.

P1: RSUi|≡RSUi↔C1Vj, RSUi⊲{Msg−1}C1RSUi|≡Vj|∼{Msg−1}

Using the NVR, P2 is obtained as:

P2: RSUi|≡#(T2), RSUi|≡Vj|∼{Msg−1}RSUi|≡Vj|≡{Msg−1}

Similarly, applying JR yields P3, as shown below:

P3: RSUi|≡Vj⇒{Msg1}, RSUi|≡Vj|≡{Msg−1}RSUi|≡{Msg−1}

However, in accordance with DR, P4 is obtained.

P4: RSUi|≡RSUi↔C1Vj

This being the case, MMR is applied to yield P5.

P5: Vj|≡Vj↔C2RSUi, Vj⊲{Msg2}C2Vj|≡RSUi|∼{Msg2}

Thereafter, the application of NVR yields P6, as shown below:

P6: Vj|≡#(T1), Vj|≡RSUi|∼{Msg2}Vj|≡RSUi|≡{Msg2}

However, the usage of JR yields P7.

P7: Vj|≡RSUi⇒{Msg2}, Vj|≡RSUi|≡{Msg2}Vj|≡{Msg2}

Thereafter, DR is applied to obtain P8 and P9.

P8: Vj|≡Vj↔C2RSUi

Also,

P9: Vj|≡RSUi|≡Vj↔C2RSUi

Since Vj|≡#(T1), P10 is obtained as follows:

P10:Vj|≡#(T1+1)

Consequently, we get P11 as:

P11: Vj|≡#{(T1+1)C1}.

This is because Vj|≡C1, and Vj⊲{(T2+1)C2}

Based on MMR, the following is obtained:

P12: Vj|≡RSUi| ~ {(T2+1)C2}.

Similarly, NVR is deployed to yield P13.

P13: Vj|≡RSUi|≡{(T2+1)C2}

Then, it follows that:

P14: Vj|≡RSUi|≡Vj↔C2RSUi

Using the same logic, we obtain P14 as:

P14: RSUi|≡Vj|≡Vj↔C1RSUi

The BAN logic proves that the messages exchanged in this protocol are fresh. Hence, replay attacks are easily detected. Additionally, the BAN logic proves that this protocol offers a secure mechanism for validating the exchanged messages through the certificates encapsulated in the messages.

4.2 Informal Security Analysis

This sub-section explains and verifies some theorems to prove that our technique provides the desired security and privacy characteristics. The theorems formulated are also deployed to prove that this approach is robust against some common VANET attack vectors.

Theorem 1: This protocol can withstand packet replays.

Proof: Timestamps are incorporated in all messages exchanged between Vj and RSUi to curb packet replay attacks. For instance, message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts) sent from Vj to RSUi contains timestamp Ts. The freshness of this timestamp is verified at RSUi. Particularly, the session is aborted when the freshness check flops. Similarly, message Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT) forwarded from RSUi towards Vj incorporates timestamp T2 that is also validated by Vj. The authentication session is aborted when T2 fails the freshness check.

Theorem 2: Robust authentication is executed.

Proof: To keep intruders at bay, this protocol utilizes certificates attached to all exchanged messages. For example, vehicle Vj derives certificate C1= {PUj||A2∗||A3∗||A4}, where PUj is the one-time public key for Vj, A2∗=gfRj−A1, A3∗=(gfRj)−1 and A4 = h (PUj||A2||A3||TPK). After that, this certificate is encapsulated in message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts) that is forwarded to RSUi. Similarly, RSUi derives certificate ℂ2 = {RPK||B3*||B4*|| A4∼}, where RPK is the public key of RSUi, B3∗=gfB2−B1, B4∗=gf(−B1−RSK)−1 and A4∼ = h (RPK||B3||B4||TPK). These certificates are mutually validated before the messages received are accepted.

Theorem 3: MitM and message falsification attacks are prevented.

Proof: To prevent these attacks, Vj and RSUi validate all received messages. This objective is achieved using the signatures and certificates derived by these entities. For example, to validate the correctness of message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts) sent from Vj, RSUi computes A2∗∗ = PUj × A3*, A3∗∗ =PUj(A2∗)−1 and A4* = h (PUj||A2**||A3**||TPK) before checking whether or not A4* =? A4. The authentication procedures are terminated when the verification flops. Otherwise, PUj and ℂ1 in Msg-1 are successfully verified. Hence, Vj is authentic. Similarly, upon receiving message Msg2 = (PLR||ℤ2||PPK||ℂ2||T2||VAT) from RSUi, Vj computes parameters B3** = B3* × B4*, B4** = B4* × PPK and A4..∼ = h (PPK||B3**||B4**||TPK). This step is followed by checking whether or not A4∼ =? A4..∼. If the two values are equivalent, PPK and certificate ℂ2 in Msg2 pass the verification checks. Therefore, RSUi is successfully authenticated by vehicle Vj.

Theorem 4: Source and message integrity are preserved in this scheme.

Proof: In this protocol, signatures are used to ensure that messages are not changed over the communication channels as they are transmitted among the communicating parties. For example, Vj computes signature Z1=g2(Rj+VSK+h(PLV)−1, where Rj is the one-time secret key for Vj, VSK is the secret key for vehicle Vj, and PLV is the payload that Vj wants to exchange with RSUi. Thereafter, this signature is encapsulated in message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts), which is transmitted to RSUi. Upon receipt of Msg-1, RSUi derives A4* = h (PUj||A2**||A3**||TPK) that it deploys to validate the integrity of the payload and its source. This objective is accomplished by checking whether or not A4* =? A4 and to abort the session if the two values are dissimilar. Similarly, RSUi derives signature Z2=g2(R^i+RSK+h(PLR)−1, where Ři is the one-time secret key for RSUi, RSK is the secret key for RSUi, and PLR is the payload that RSUi wants to exchange with Vj. Thereafter this signature is incorporated in message Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT) that is forwarded to Vj also follows a verification process to derive A4..∼ = h (PPK||B3**||B4**||TPK) that is utilized to verify source and message integrity. To accomplish this step, it checks whether or not A4∼ =? A4..∼ and aborts the session when the validation flops.

Theorem 5: Anonymity of the network entities is preserved.

Proof: Suppose that adversary Å is interested in establishing the actual identity of roadside unit RSUi (i.e., IDR). To achieve this objective, Å intercepts messages Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts) and Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT), where PLV and PLR are the vehicle and RSU payloads, respectively. Meanwhile, Z1=g2(Rj+VSK+h(PLV)−1, PUj=gfRj+VSK, C1= {PUj||A2∗||A3∗||A4}, Z2=g2(R^i+RSK+h(PLR)−1, RPK=gfRSK+q, ℂ2 = {RPK||B3*||B4*|| A4∼}, A4 = h (PUj||A2||A3||TPK), A2∗=gfRj−A1 and A3∗=(gfRj)−1,A3=gfVSK+A1, A4∼ = h (RPK||B3||B4||TPK), B3∗=gfB2−B1, B4∗=gf(−B1−RSK)−1 and VAT=RPKp∗gfp. Evidently, Msg-1 and Msg2 do not contain any information that can help Å in successfully recovering IDR. Similarly, none of the parameters in the messages contain any information that may help Å in uniquely identifying Vj.

Theorem 6: The proposed scheme prevents forgery attacks.

Proof: Suppose adversary Å is interested in forging the derived signatures and certificates. In the proposed scheme, the derived signatures incorporate one-time secret keys and private keys of the communicating entities. For example, the signature Z2=g2(R^i+RSK+h(PLR)−1 is derived by RSUi, where Ři is the one-time secret key for RSUi, RSK is its secret key, and PLR is its payload. Consequently, attacker Å is unable to forge this signature. The reason is that Ři is only known to RSUi while RSK is only known to RSUi and TA, and, hence, not available to Å. Similarly, the signature Z1=g2(Rj+VSK+h(PLV)−1 is computed by Vj, where Rj is its one-time secret key, VSK is its secret key, and PLV is its payload. However, Rj is only known to Vj, and VSK is only known to TA and Vj. Devoid of these parameters, Å can never forge signature ℤ1. The same principle applies to certificates C1= {PUj||A2∗||A3∗||A4} and ℂ2 = {RPK||B3*||B4*||A4∼} owing to the incorporation of secrets PUj, RPK, RSK, TPK, Ři and Rj, all of which are unavailable to Å.

Theorem 7: Key secrecy is preserved.

Proof: Let’s consider a scenario where the attacker has intercepted the one-time private key for for Vj (i.e., Rj) and the one-time secret key Ři for RSUi for the current session. The attacker’s objective is to use these keys to compute subsequent communication session certificates C1∗= {PUj||A2∗||A3∗||A4} and C2∗ = {RPK||B3*||B4*||A4∼}, where A4 = h(PUj||A2||A3||TPK), A2∗=gfRj−A1, A3∗=(gfRj)−1, A4∼ = h (RPK||B3||B4||TPK), B3=gfB2+RSK, B4=gfB1+R^i, B3∗=gfB2−B1 and B4∗=gf(−B1−RSK)−1. However, the parameters Rj and Ři are refreshed after every session because they are one-time keys. This key refreshment is a crucial security measure that significantly hampers the attacker’s efforts, making this derivation ineffective.

Theorem 8: Impersonation attacks are prevented.

Proof: Suppose that adversary Å is interested in masquerading as vehicle Vj or roadside unit RSUi. To achieve this scenario, an attempt is made to compute signatures Z1=g2(Rj+VSK+h(PLV)−1, Z2=g2(R^i+RSK+h(PLR)−1 and certificates C1= {PUj||A2∗||A3∗||A4} and ℂ2 = {RPK||B3*||B4*||A4∼}. Specifically, A4 = h (PUj||A2||A3||TPK), A2∗=gfRj−A1, A3∗=(gfRj)−1, A4∼ = h (RPK||B3||B4||TPK), B3∗=gfB2−B1 and B4∗=gf(−B1−RSK)−1. However, as described in Theorem 6, this step requires access to Rj and Ři (one-time secret keys), secret keys VSK and RSK, TA’s public key TPK, RPK (public key of RSUi) and PUj (one-time public key for Vj), amongst other parameters. Additionally, Å needs to guess random nonces B1, B2∈Zp∗ correctly . Although message Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts) contains PUj, it is encapsulated in other parameters ℤ1, ℂ1, Ts, and payload PLV. Similarly, message Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT) contains RPK, but it is encapsulated in parameters ℤ2, ℂ2, T2, VAT, and payload PLR. As such, adversarial impersonation of these signatures and certificates will flop.

Theorem 9:Communication session unlinkability is preserved.

Proof: To achieve communication session unlinkability, the proposed protocol deploys stochastic one-time secret keys Ři and Rj to derive the distinct signatures ℤ1, ℤ2 and certificates ℂ1 and ℂ2 for each session. Particularly, Z1=g2(Rj+VSK+h(PLV)−1, Z2=g2(R^i+RSK+h(PLR)−1,C1= {PUj||A2∗||A3∗||A4}, ℂ2 = {RPK||B3*||B4*||A4∼}, A4∼ = h (RPK||B3||B4||TPK), B3∗=gfB2−B1, B3=gfB2+RSK and B4=gfB1+R^i and B4∗=g1(−B1−RSK)−1. Since that Ři and Rj are frequently refreshed, the generated signatures and certificates are always unique for each communication session, making it difficult for the adversary Å to associate the source of the transmitted messages to any particular RSUi or Vj.

Theorem 10: The proposed protocol provides conditional privacy for the communicating entities.

Proof: In this scheme, RSUs and vehicles deploy signatures and certificates instead of their actual identities. This method effectively hides their actual identities from other communicating parties. Based on Theorem 9, adversarial tracking of RSUi and Vj is not feasible. However, TA can trace the exact identity of any RSUi. This goal is accomplished by deploying its certificate ℂ2 = {RPK||B3*||B4*|| A4∼}. Suppose a malicious RSUj has sent that payload PLR∗, and TA is interested in establishing the real identity of this RSUi. To attain this objective, the vehicle access token VAT=RPKp∗gfp is deployed. This step encompasses checking RSUj ‘s real identity IDR on TA’s access list. Therefore, the following procedure is invoked to retrieve record {IDR, RPKp∗q} from the access list: (VAT)q(gfp∗q)−1=(RPKp∗gfp)q(gfp∗q)−1=(RPKp∗q∗gfp∗q)(gfp∗q)−1=RPKp∗q. Having tracked this malicious certificate to a particular RSUi, TA can confidently flag this RSUi as malicious and eliminate it from the network.

Theorem 11: The proposed protocol assures nonrepudiation of exchanged messages.

Proof: In this scheme, receivers can always validate the authenticity of the sender using certificates Cf= {PUj||A2∗||A3∗||A4} and ℂ2 = {RPK||B3*||B4*|| A4∼}. Additionally, the integrity of the exchanged messages is verified using signatures Z1=g2(Rj+VSK+h(PLV)−1 and Z2=g2(R^i+RSK+h(PLR)−1. The verification procedures are described in Steps 5, 6, 10, and Step 11 of the authentication phase in Section 3.3. Suppose that a dispute on the exchanged messages has emerged. In this case, the concerned parties can contact TA so that the disputed message can be tracked to its actual sender. This goal is accomplished by invoking the procedures in Theorem 10, after which this particular entity, if found to be the malicious actor, will be promptly eliminated from the network.

Theorem 12: Our scheme supports scalability and adaptability.

Proof: During the registration phase, all the vehicles and RSUs must register at the TA and be issued with security tokens deployable in the subsequent phases. After the successful registration phase, the TA stores the parameter set {IDR, RPKp∗q} in its access list ACL. After this, the TA will not be involved in the authentication procedures between the Vj and RSU. As such, there is no need to search through the TA’s ACL during the authentication process. Therefore, our scheme can accommodate the authentication of more vehicles without the TA becoming a bottleneck. This means that more vehicles can join the network to support more users without compromising the performance of the authentication procedures. Importantly, our scheme not only supports scalability but also renders the authentication process adaptable, ensuring it can flexibly handle varying user loads.

5  Performance Analysis

This sub-section aims to conduct a comparative analysis of our scheme. This goal is achieved using metrics commonly deployed in the evaluation of authentication schemes, including the computation overheads, the communication overheads, and the offered security features. The specific details of this comparative analysis are described below.

5.1 Computation Overhead

The proposed protocol incorporates certificates and signatures in all exchanged messages. As such, the time taken to verify these certificates and signatures is considered. Let TH, TBP, TPM, TSE, TBSM, TBPA, TBMH, TPA, and TE denote the time taken for one-way hashing, BP, EC point multiplication, symmetric encryption, BP scalar multiplication, BP point addition, BP map to point hash, EC point addition, and exponential operations, respectively. Additionally, let TGCS denote the time the sender takes to generate a single signature and certificate and let TVCS represent the time that the receiver takes to verify the single signature and certificate. As such, the total computation time during authentication is denoted as TGCS + TVCS. During single signature and certificate generation, 5TE + TH are executed. Hence, TGCS= 5TE + TH. During source and integrity verification using the single certificate and signature, 1TH, 2TBP, and 2TPM operations are executed. As such, TVCS = 2TBP + 2TPM + TH. To establish the computation costs of the various cryptographic operations, we deploy the MIRACL cryptographic library. Additionally, a laptop with the features presented in Table 4 is utilized.
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Using the execution durations in Table 4, the computation costs for the diverse cryptographic operations are given in Table 5.
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Based on the values in Table 5, TGCS = 10.623 ms, TVCS = 14.479 ms. Therefore, the proposed protocol takes 25.102 ms to generate and verify a single signature and certificate. Table 6 shows the execution time comparison of the other related schemes.
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As shown in Table 6, the protocol in Reference [33] requires 26.998 ms to fully execute the authentication process, whilst the scheme in Reference [44] needs 18.68 ms. The protocols in References [53,8,32,31], take 31.83, 17.74, 37.31, and 15.51 ms, respectively. As illustrated in Fig. 4, the scheme in Reference [32] exhibits the longest execution time of 37.31 ms, which is attributed to the numerous pairing activities required during its authentication.
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Figure 4: Computation overheads comparisons [7,31–33,44,53]

However, the protocol in Reference [31] takes the shortest time to fully execute. The reason is that it generally executes one-way hashing, scalar multiplication, point addition, and exponentiation operations on λ, all of which are lightweight compared with the BP operations in Reference [32]. The proposed protocol also executes two BP operations, rendering it relatively computationally extensive. However, it supports the highest number of security features, as shown in Table 9 of Section 5.3. Although the scheme in Reference [31] exhibits the shortest execution time, it does not offer backward key secrecy, conditional privacy, backward key secrecy, and unlinkability.

Similarly, the protocol in Reference [7] does not provide conditional privacy, nonrepudiation, and source and message integrity. Moreover, it has not been evaluated against forgeries and message falsifications. The scheme in Reference [44] fails to offer key secrecy and has not been evaluated against attacks such as MitM and impersonations.

5.2 Communication Overheads

The system setup and registration phases are carried out once, hence they are excluded in the derivation of the communication overheads of the authentication protocols. Accordingly, only the two messages exchanged during authentication are deployed to derive the communication costs of our protocol. The two messages are Msg-1 = (PLV||ℤ1||PUj||ℂ1||Ts), which is constructed at Vj and forwarded to RSUi; and Msg2 = (PLR||ℤ2||RPK||ℂ2||T2||VAT), which is composed of RSUi and transmitted to Vj. In this implementation, the output of TH is 20 bytes [49], IDR = Ts =T2 = VAT = 4 bytes [49], PLR=PLV=Z1=Z2=C1=C2= 20 bytes [61], and PUj = RPK = 16 bytes [61]. Using these values, the communication costs of the proposed approach are derived and shown in Table 7.
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As shown in Table 7, the two messages exchanged in the proposed protocol have a size of 164 bytes. Table 8 compares the communication costs of the various approaches. In Reference [53], the system parameter set {TSN, IDRSU, R, Q, Cert} is broadcast. Thereafter, the authentication requests ⟨Request, IDi, TS2, ℛi, Ai, ℒi⟩ from n vehicles are distributed. Eventually, the acknowledgment message ⟨TS3, IDi+, Certi+⟩ is transmitted to each verified vehicle. Hence, the entire process takes 300 bytes.
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Similarly, the protocol in Reference [7] requires two messages to fully execute authentication and key agreement. The first message is the authentication message {TIDi, VFi, VGi, VLi, r1, TSVi}, which is sent from Vi to TA, the size of which is 116 bytes. The second message is the authentication replay {Qi, V2, V3, V4, TSTA2}, which is 148 bytes in length. Therefore, the entire process consumes 264 bytes. Meanwhile, the messages exchanged in Reference [46] include {OIDi, AIDi, 1} and {Ωi, AIDi, pki, s} sent from Vi to the key generation center (KGC); {AIDi, pski} and {pki,r} sent from the KGC to Vi. The four messages are 369 bytes in length, as shown in Fig. 5. For the scheme in Reference [31], two messages are exchanged during the authentication phase. Specifically, Vi sends message {IDi, Ti, gi = (e(g, g)r1, r2, η}, the size of which is s, to RSU. Thereafter, this message is relayed to the traffic center server (TCS), and the entire process requires 824 bytes. The communication overhead analyses for the protocols in References [32] and [33] are similar to the one in Reference [31]. However, their total lengths are 340 bytes and 365 bytes, respectively. As shown in Fig. 5, our scheme exhibits the smallest communication overhead at 164 bytes. The protocol in Reference [31] has a total message length of 824 bytes, which is the highest. It is followed by the schemes in References [7,32,33,44,60] in sequence.

[image: images]

Figure 5: Comparative evaluation of communication overheads [7,31–33,44,53]

Considering the communication limitations in most VANET devices, such as OBUs, the proposed technique is the most applicable in this environment.

5.3 Supported Security Features

This sub-section evaluates our protocol and other related schemes against typical VANET attacks, including packet replays, message falsification, forgery, impersonation, and MitM. Additionally, these security techniques are analyzed based on whether or not they offer non-repudiation, authentication, conditional privacy, unlinkability, key secrecy, anonymity, and source and message integrity. Table 9 presents the results of this analysis.
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As shown in Table 9, the protocol in Reference [53] supports only four security features. Therefore, it is the most vulnerable. Those follow this protocol in Reference [32], which supports only five security features. The schemes in References [7,33,44] support eight security features each. However, the scheme in [31] supports nine security features. Meanwhile, the proposed protocol supports all 13 features. Therefore, it is the most secure. Using the nine security features in Reference [31] as bases, our approach evidently offers a 44.44% enhancement in the supported privacy and security features. Note that our protocol improves communication overhead by 37.88%. The proposed scheme provides enhanced security at minor communication costs and moderately short execution time.

5.4 Implementation

This sub-section tests the performance of the proposed scheme under network simulators. Specifically, the proposed protocol is simulated in Network Simulator version 3 (NS3) in a 2000 m × 2000 m simulation area over a duration of 300 s. The MAC layer deployed is 802.11 p, while the transmission power is 50 mW. The data transmission rate is 6 Mbps, and broadcasting rate is 100 ms. In this environment, we test the efficiency of our protocol in terms of throughput, packet delivery ratio (PDR), and end-to-end (E2E) latency. In all simulation scenarios, the number of vehicles is increased from the initial value of 10 to a maximum of 100. As shown in Fig. 6, network throughput rises steadily as the number of vehicles is incremented.
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Figure 6: Network throughput

This finding is attributed to the high number of packets sent across the network when the number of vehicles surges. Fig. 7 shows the variations of packet delivery rate at different vehicle volumes.
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Figure 7: Network PDR

As Fig. 7 demonstrates, PDR decreases as the number of vehicles increases. This decline is a direct result of network congestions, which are triggered by the surge in packet volume during high traffic. These congestions lead to packet drops, thereby reducing the number of successfully delivered packets. Fig. 8 further illustrates the impact of increasing vehicular traffic on E2E latencies.
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Figure 8: E2E latency

Fig. 8 shows an increase in E2E latencies as vehicles surge. At high traffic levels, end devices are overwhelmed with many data packets and requests that must be processed. Therefore, E2E generally increases as the number of vehicles in the network increases.

6  Conclusion

VANETs have been shown to face serious challenges in spite of their outstanding services, such as route management, intelligent navigation and file sharing. For example, malicious modification of driving route information can result in traffic jams, whilst illegitimate alteration of speed information can cause traffic accidents. Given that these issues directly affect human life and property safety, the development of strong message authentication schemes is extremely urgent. This aspect is particularly important because it will reduce the number of privacy and security violations that will eventually lead to the success of VANET applications. Hence, several security solutions have been presented in the recent past. Nevertheless, many of these schemes are either inefficient or are vulnerable to attacks. Accordingly, the proposed scheme has been demonstrated to be provably secure under the BAN logic model. It has also been shown to be robust against typical VANET attacks exampled by MitM, impersonations, forgery, replays and message falsification. The computation cost in our scheme is relatively lower compared with other BP-based techniques. Moreover, it results in a 44.44% improvement in the supported privacy and security features, as well as a 37.88% reduction in communication overheads.
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Fails to provide message confidentiality
Key escrow
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Table 3: Notations in the BAN logic

Symbol Description

z Private key

M|=N M trusts statement N

M|~ N M once said N

MaN M receives statement N

#N Statement N is fresh

{N}, Statement N is enciphered by secret key Z

zZ

M < N Secret key Z is shared between M and N
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Table 8: Communication overheads comparisons

Scheme No. of messages Size (bytes)
264

Bagga et al. [7] 2

Shen et al. [31] 2 824
Rabieh et al. [32] 2 340
Luo et al. [33] 2 365
Ali et al. [44] 4 369
Tan et al. [53] 3 300
Proposed 2 164
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Table 6: Computation overheads comparisons

Scheme Operations Time (ms)
Bagga et al. [7] Te+ Tep + 5Tps + 5Ty + 15Ty 17.74
Shen et al. [31] 3T 4+ 4T gsm + 3T gps + 6Ty 15.51
Rabieh et al. [32] 3Tg 4+ 2T g + ST sy + 6T pyn 37.31

Luo et al. [33] 2T wp + 8T oy + 8T 5pa 26.998
Ali et al. [44] 2T + T + 3T o 18.68

Tan et al. [53] 2T e + 2T 5 + 8T pem + 2T gpn + 8Ty 31.83
Proposed 2T + 2Ty + 5T + 2Ty 25.10
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Table 4: Execution environment

Feature Description

Clock frequency 2.4 GHz

RAM size 4 GB

Operating system Ubuntu 18.04.5 LTS
Processor Intel(R) Core 17-8565U
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Table 9: Supported security features comparisons
[53] [7] [44] [31] [32] [33] Proposed

Security features

Authentication J J J J J J J
Source and message integrity - - J J J J J
Anonymity - J J J J J J
Backward key secrecy - J - - - J J
Forward key secrecy - J - - J J
Unlinkability - J J — J - J
Conditional privacy J - J - J J J
Non-repudiation X - J J - J
Attacks resilience

Packet replays J J J X X J
Message falsification - - — J X J J
Forgery i - i i X i i
Impersonation - J — J X X J
MitM X J — J X X J
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Table 7: Derivation of communication costs

Message Size (bytes)
Msg-1 = (P Z||IPUSICIIT ) 80

P/ +7Z,+PU+C, +T,

Msgy = (PLY|Zo||Rex|Co| TNV ) 84
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Total 164
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Table 2: Notations

Symbol Description

TA Trusted authority

RSU Roadside unit

Tsx TA secret key

T TA public key

A Multiplicative cyclic groups

g Generator of A;

RSU; RSUi

IDy Unique identity of RSU;

V Vehicle j

Ry RS U, secret key

Rpx RS U, public key

Vs Vehicle V; secret key

Vek Vehicle V; public key

V ar Vehicle V; access token

R A set of random numbers

R One-time secret key for V

R One-time secret key for RSU;

PU, One-time public key for V;

h(.) One-way hashing function

By Bilinear map

| Concatenation operation

C,, G, V; and RSU; certificates, respectively
7y 7,y V; and RSU; signatures, respectively
PV, P V; and RSU, payloads, respectively
T, Timestamp i
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Table 5: Computation costs for cryprographic operations

Operation Execution time (ms)
One-way hashing, Ty 0.003
Map to point hash operation associated with BP, Tyyy 0.128
Point multiplication associated with EC, Tpy 2.063
Point addition associated with EC, T'p, 0.008
Symmetric encryption, T'sg 0.276
Bilinear pairing, T 5.175
Exponentiation operation on A, T 2.124
Point addition associated with BP, T, 0.018

Scalar multiplication associated with BP, T'zgy 2.146
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