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Abstract: Technical and accessibility issues in hospitals often prevent patients from receiving optimal mental and physical health care, which is essential for independent living, especially as societies age and chronic diseases like diabetes and cardiovascular disease become more common. Recent advances in the Internet of Things (IoT)-enabled wearable devices offer potential solutions for remote health monitoring and everyday activity recognition, gaining significant attention in personalized healthcare. This paper comprehensively reviews wearable healthcare technology integrated with the IoT for continuous vital sign monitoring. Relevant papers were extracted and analyzed using a systematic numerical review method, covering various aspects such as sports monitoring, disease detection, patient monitoring, and medical diagnosis. The review highlights the transformative impact of IoT-enabled wearable devices in healthcare, facilitating real-time monitoring of vital signs, including blood pressure, temperature, oxygen levels, and heart rate. Results from the reviewed papers demonstrate high accuracy and efficiency in predicting health conditions, improving sports performance, enhancing patient care, and diagnosing diseases. The integration of IoT in wearable healthcare devices enables remote patient monitoring, personalized care, and efficient data transmission, ultimately transcending traditional boundaries of healthcare and leading to better patient outcomes.
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Nomenclature



	AI
	Artificial Intelligence



	CGM
	Continuous Glucose Monitoring



	FDA
	Food and Drug Administration



	GDPR
	General Data Protection Regulation



	HIPAA
	Health Insurance Portability and Accountability Act



	IoT
	Internet of Things



	WMS
	Wearable Monitoring Systems





1  Introduction

Due to advancements in intelligent hardware, big data, and the internet, wearable healthcare technology has grown in popularity over the past few years [1–3]. Wearable medical devices may aid individuals in their pursuit of a healthier lifestyle and provide healthcare professionals with an uninterrupted flow of data. Nevertheless, the wearable medical device sector faces several significant obstacles that impede the expansion of wearable applications. These include challenges in developing user-friendly solutions, concerns regarding security and privacy, the absence of industry standards, and numerous technical impediments [4].

Scientists need to consider crucial aspects encompassing devices and metric choices when conducting sensor research. The utilization of wearable devices to generate data for advanced health research has significantly increased in demand over the past few years [5,6]. Consumer-grade, noninvasive wearables may offer numerous benefits for health research; they are typically unseen and inexpensive compared to research devices considered gold standards, convenient to wear, and accessible to consumers. Nevertheless, knowledge gaps have also generated apprehensions regarding the potential health hazards that wearables may present, either by inexplicably discouraging healthy behavior or by discouraging individuals from striving for objectives. To direct future clinical applications of wearable technology, it is crucial to have a more comprehensive comprehension of the characteristics that contribute to successful wearable implementation in clinical settings [7,8].

By providing personalized, timely, and cost-effective interventions that ultimately result in improved health outcomes and a higher standard of care in long-term care settings, incorporating the Internet of Things (IoT) into ubiquitous healthcare can disrupt the industry. In addition to recording dietary and medication information, wearable IoT care systems can monitor personal physiological indicators, including heart rate, blood pressure, and body temperature. The gathered data can be conveyed using wireless transmission to a central monitoring station for analysis and processing. This enables healthcare practitioners to obtain significant insights into the health condition of individuals and identify any irregularities or anomalies within the data. It furnishes valuable diagnostic and prognostic capabilities. The ubiquitous IoT system’s capabilities are further enhanced by incorporating AI algorithms for data analysis. AI algorithms can detect anomalies, patterns, and trends within data, offering significant diagnostic and prognostic capabilities [9–13].

The IoT is a crucial component in the early detection and intervention of diseases. Integrating sensor systems facilitates enhanced patient monitoring, reducing testing, avoidable consultations, and financial savings [14,15]. In an emergency, IoT applications can assist in rapidly notifying and warning physicians or caregivers of elderly individuals. Despite the manifest benefits of IoT technologies in the healthcare sector, including the mitigation of health problems such as medical errors, failures, and ineffectual workflows, IoT systems still need to achieve full integration within healthcare organizations. Adopting IoT applications necessitates a methodical process capable of discerning technological advancements; technology adoption is a well-established field of study in information systems, with particular emphasis on IoT adoption [16].

For the management of future pandemics, the IoT-based ubiquitous health surveillance system is a promising solution [17]. Eliminating the requirement for manual surveillance of patients in quarantine alleviates the workload of healthcare providers by remotely monitoring the precise whereabouts and physiological parameters of quarantined individuals. Healthcare providers can enhance their management of the COVID-19 pandemic by using the system, which can identify patients needing medical attention [18]. The gathered information may be submitted to a cloud-based database for healthcare providers to conduct remote monitoring. Early warning functions for medical emergencies and the ability to display real-time health data for multiple patients are capabilities of the monitor terminal. By doing so, the system effectively mitigates the workload of healthcare providers by eliminating the necessity for manual patient monitoring during quarantine [19]. Hussain Mir et al. [20] employed classification-based machine learning models to experiment with the COVID-19 primary novel dataset. Cross-validation ensured model consistency for the suggested models. Experimental findings show that our models have good accuracy, with Support Vector Machine reaching 97.767%. Experiments show that the suggested conceptual model will help discover and predict COVID-19 suspects and monitor patients to give emergency care in medical emergencies.

Implementing ubiquitous wireless devices for continuous vital sign monitoring holds promise for revolutionizing patient care by facilitating prompt intervention in the event of clinical deterioration and thereby enhancing overall patient outcomes. Multiple scholarly investigations have underscored the advantages and difficulties of continuously monitoring vital signs within hospital environments. The potential of ubiquitous monitoring systems to enhance the identification of deterioration and patient outcomes, particularly among high-risk patients, was underscored in a systematic review and meta-analysis by Areia et al. [21]. Nevertheless, the evaluation also identified constraints and impediments to execution, including the potential repercussions of cables and static devices on patient mobility and autonomy [21]. A survey-based study by Becking-Verhaar et al. [22] unveiled that nurses, on the whole, hold a favorable view of continuous vital sign monitoring. They highlight its benefits, including detecting patients who are deteriorating early on and saving time, which is especially beneficial during evening and night duties. A qualitative study by Leenen et al. [23] using the Behavior Change Wheel framework emphasized the significance of clinical assessment by nurses in conjunction with device measurements and the novelty of monitoring vital sign trends onwards.

Although the prospective advantages of continuous vital sign monitoring are apparent, scholarly literature has also underscored the difficulties associated with device precision, dependability, and the requirement for sufficient education and assistance for healthcare practitioners. The significance of resolving these obstacles to guarantee the effective integration and execution of continuous vital sign monitoring in clinical practice is emphasized by the studies. Moreover, the available evidence indicates that proficiently implementing continuous vital sign monitoring can result in timely intervention, early identification of deterioration, and enhanced patient outcomes; thus, it contributes to the paradigm shift in patient care.

Due to the rising demand for remote health monitoring solutions, this review rigorously analyzes the integration of IoT with wearable healthcare technology, filling a significant gap in the sector. This work is essential and unique since we focus on continuous vital sign monitoring and technical obstacles and breakthroughs. This article critically analyzes the potential for significant change that can result from integrating the IoT with ubiquitous healthcare technology, particularly emphasizing continuous vital sign monitoring. By combining IoT and wearables, real-time information on heart rate, blood pressure, temperature, and blood oxygen levels can be obtained, resulting in enhanced patient care, earlier detection of complications, and decreased healthcare costs. The discourse encompasses technological intricacies, such as the ability to transmit and communicate data in real-time and practical implementations in glucose monitoring, cancer treatment tracking, and post-operative care. The literature review, technological analysis, and evaluation of benefits and applications comprise the review, which concludes with insights into the challenges, implications, and prospects of this healthcare integration.

This study advances the area by offering a thorough overview of IoT-enabled wearable healthcare technology for continuous vital sign monitoring. Our contributions include (1) a detailed analysis of the underlying technologies, algorithms, and data processing methods; (2) a comparative study of existing methodologies; (3) an examination of applications and performance; and (4) a discussion of ethical, regulatory, and user experience issues.

2  Applications in Specific Health Monitoring Areas

In the medical field, wearable wireless devices for continuous vital sign monitoring are becoming increasingly common. Wearable devices can make early intervention possible by enabling the prompt diagnosis of clinical deterioration [24,25]. Patient outcomes are enhanced when automated alarms are combined with ongoing monitoring in the event of a deterioration [26]. To avoid reducing the patient’s movement, wearable technology should ideally be wireless, portable, and attached to an area of the body that is easily accessible [27]. These wearables may also be used to continuously monitor patients’ vital signs at home, reducing hospital stays and avoiding unanticipated readmissions [28].

It is standard procedure in intensive care, medium care, operating rooms, and recovery wards to monitor the vital signs of inpatients continuously. Vital signs are, however, only periodically checked on patients released to the general ward—typically just once or twice a day. Most wearable wireless continuous monitoring devices undergo feasibility and clinical validation testing. Currently, no excellent, sizable, well-monitored trials on wearable wireless technology demonstrate a discernible benefit in patient outcomes. Studies of this kind are required to support administrators and healthcare practitioners in making decisions about the use of wearable technology for continuous vital sign monitoring [29].

Current monitoring procedures may be enhanced by wearable monitoring systems (WMS). Nevertheless, there are several obstacles to deployment in the hospital setting, and the clinical impact of WMS on deterioration identification and patient outcomes still needs to be discovered. Though one research indicates it would be possible and cost-effective in surgical wards, with the potential to enhance patient outcomes compared to intermittent monitoring, continuous monitoring is not widely employed in the ward environment [21]. Wearable technology may offer a bridge between occasional manual measures and bedside wired monitors and a substitute for static wired continuous monitoring [30]. Wearable monitors make continuous vital sign monitoring, wireless data transmission to the electronic health record, and a decrease in unscheduled readmissions possible [31].

2.1 Glucose Monitoring

The use of wearable devices to control and track blood glucose levels in diabetics is known as glucose monitoring (Fig. 1). The notion of using fully noninvasive technology, like wearable devices, to control and track blood glucose levels in individuals with diabetes is still relatively new and in its early stages of development. The prevalent home electronic glucose meters need the person with diabetes to do an intrusive self-prick to draw blood, which exposes the individual to infections in addition to the stress and pain of having to undergo this procedure again, which is frequently required many times a day. The efficacy of wearable devices employing artificial intelligence (AI) for blood glucose level forecasting or prediction has been the subject of several studies [32]. By far, the most used sensor was the accelerometer; the glucose sensor came in second and was used to measure glucose in 46% of the most current research published [33]. One possible breakthrough in diabetes management is wearable continuous glucose monitoring (CGM) devices [34].
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Figure 1: Glucose monitoring workflow using wearable technology and IoT integration

Machine learning approaches with noninvasive technologies like wearable devices can comprehend and draw useful conclusions. When utilized appropriately, these technologies can enhance patients’ quality of life without intrusive procedures, and they are readily available and reasonably priced [32]. The global proliferation of wearable and mobile technology presents novel prospects for researchers to track diabetes-associated indicators, including blood glucose levels, physical activity levels, and insulin dosages [35–37]. Diabetes treatment may undergo a revolution thanks to wearable CGM sensors [38]. Scientific research is stimulated by the development of CGM technology and applications [34].

Although much research utilizing wearable devices for diabetes has been published, few reports employ machine learning, and even fewer utilize wearable devices for blood glucose forecasting [32]. Patients’ broad usage of them may be hampered by the field’s complexity and quick changes. This article aims to give healthcare professionals a general understanding of CGM technology, discuss applying CGM data in clinical practice, and offer advice on incorporating CGM into daily work [39]. More research would be required to determine how accurate sweat detection is for determining the threshold glucose level [40].

2.2 Cancer Treatment Tracking

Cancer treatment tracking, which involves monitoring the efficacy and the patient’s response to cancer treatments, is essential to cancer care. It has been demonstrated that patient-reported outcomes and symptom monitoring are valuable components of cancer care, given that they provide up-to-date information regarding the patient’s quality of life and symptoms. Symptom monitoring via weekly web-based patient-reported symptom monitoring treatment for lung cancer was associated with increased survival, according to a systematic literature review [41]. By utilizing patient-reported outcomes and symptom surveillance, medical professionals can more effectively identify and treat symptoms in their early stages, thereby improving patient outcomes [41].

Smartphone applications have also been created to assist cancer patients in monitoring their treatment progress. Numerous digital health applications for cancer were created to assist patients in monitoring their symptoms, medications, and appointments, according to a content analysis [42]. Patients may experience improved outcomes due to the organization and awareness of their treatment progress that these applications facilitate. However, a comprehensive evaluation of these applications’ efficacy in enhancing cancer treatment outcomes remains pending.

To enhance the efficacy of cancer treatment, novel methodologies and techniques have been devised, including gene therapy and stem cell therapy. The methodologies above encompass the insertion of exogenous genes directly into noncancerous tumors and the utilization of stem cells for regenerative medicine, therapeutic delivery, drug targeting, and immune cell generation [43]. Although preclinical studies have yielded encouraging results for these novel approaches, additional research is required to assess their efficacy in clinical environments.

In cancer care, big data and predictive analytics have also been utilized to assess patient risk. Healthcare providers can utilize these tools to identify patients who are at an elevated risk of developing cancer or enduring unfavorable treatment outcomes [44]. Healthcare providers can produce individualized treatment plans for every patient by leveraging big data and predictive analytics. This results in enhanced patient outcomes and improved quality of life.

2.3 Post-Surgery Care

Postoperative care is essential to the patient’s recuperation process, and several variables influence its quality and satisfaction. Involving patients in decisions regarding the timing of their interactions with healthcare services may result in a more person-centered approach to postoperative care. Furthermore, preoperative assessment should encompass variables such as the age, sex, mental health condition, and health literacy abilities of the patients, as these aspects may potentially hinder their recuperation after the procedure. In addition, using valid and dependable instruments for preoperative screening, providing pertinent preoperative and postoperative information, and establishing an accessible support system can all contribute to an individual’s enhanced recovery following surgery [45].

Patient-reported symptom monitoring has been linked to enhanced survival rates in cancer care. Furthermore, it may have further ramifications for clinical practice, including promoting patient disease awareness and improving patient-physician communication and relationships [46]. The significance of effective postoperative care and monitoring to prevent and manage surgical site infections, a major concern in postoperative recovery, is highlighted. The utilization of IoT and ubiquitous sensors in post-operative monitoring and patient care is illustrated in Fig. 2.
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Figure 2: Post-surgery care flowchart with IoT and wearable sensors

3  Technological Nuances of Wearable Gadgets

Currently, vital signs are monitored using wearable devices with sensors such as heart rate, blood pressure, body temperature, electrocardiogram, and pulse oximetry. These devices collect, process, and store extended periods of physiological and activity data from the individual wearing them. The captured data is then transmitted to a robust remote computer or a cloud-based implementation, where the sensor data is analyzed, deconstructed, and meaningful conclusions are drawn, interpreted, and displayed to the user [47,48]. Concerns regarding security, power consumption, connectivity capability, and design limitations are the primary evaluation obstacles for wearable technology. The powering procedure presents the greatest challenge in fabricating implantable and peripheral devices. The capability of wearable devices is typically limited due to the restricted communication area for wireless transmissions. The issue of wearable interface security is still unresolved. These devices compromise the privacy and security of their consumers [48].

Real-time health surveillance systems based on the IoT can save the patient’s life by constantly monitoring a patient’s vital signs. Software, a data-acquisition module, and a microcontroller comprise these systems. The data from the patient’s electrocardiogram, heart rate, blood pressure, body temperature, and pulse oximetry, routinely recorded and stored by the system, are transmitted to the physician’s mobile phone for analysis. An alert system is also incorporated into the system; if the patient’s vital signs become aberrant, a message is transmitted to the physician’s cell phone [49].

The implementation of wearable sensors is widespread in aiding the transition of patient care from the clinic to the patient’s vehicle. By analyzing patients’ vital signs, their functionality can continuously quantify progress through treatment regimens. Wearable devices offer the benefit of presenting objective data regarding motion and condensing this data into a format that healthcare professionals can readily comprehend. They can also be implemented in remote areas where healthcare access is limited or patients are too ailing or disabled to visit a clinic or hospital physically.

3.1 Real-Time Data Transmission Capabilities

The rapid influx and substantial volume of real-time data frequently necessitate the implementation of effective processing and analysis methodologies [50]. Wearable devices produce substantial volumes of data that necessitate real-time transmission and processing to furnish precise insights and facilitate decision-making [51].

Rapid response times and minimal latency are essential for real-time applications. AI models need to be devised and optimized in real-time scenarios to deliver prompt insights and actions. Complex algorithms and high computational demands can impede real-time performance. Real-time data may contain outliers, be chaotic, or be incomplete. Guaranteeing data quality becomes arduous when data cleansing and validation time constraints arise. For AI models to effectively process chaotic data and generate precise predictions or decisions, they need to possess robustness [50].

Scalability is frequently necessary for real-time AI applications to manage massive amounts of incoming data [52]. It can be difficult to scale AI models and infrastructure in response to increased workload due to resource limitations such as network bandwidth and memory. Real-time data need to be synchronized for precise analysis and decision-making, regardless of its origin. Synchronizing and integrating data streams in real-time from diverse sources can prove intricate, especially when confronted with data in varying formats or time zones.

Real-time updating or retraining of AI models can present significant challenges. Ongoing learning and model adaptation might be necessary to integrate fresh data and modify model parameters in response to dynamic environments. It is critical to strike a balance between the requirement for real-time updates and the stability of the model. The ability to efficiently analyze and visualize real-time data to derive significant insights and facilitate decision-making is essential to real-time data transmission capabilities [53–55]. The utilization of interactive visualization tools and real-time analytics techniques is necessary for timely data processing and presentation.

Preliminary research indicates that wearable devices can collect objective, real-time activity data to evaluate the physical function and performance status in real time. This is a useful tool for prognostic and clinical decision-making, as subjective assessment of performance status is limited. Preliminary results indicate that daily step counts are positively correlated with patient-reported outcomes (such as tiredness, quality of life, and depressive symptoms) and provider-assessed performance status and that higher daily step counts are associated with lower probabilities of adverse events [56].

3.2 Communication Capabilities

Wearable devices communicate with healthcare providers using wireless technologies such as Bluetooth, Wi-Fi, and cellular networks [57,58]. By enabling remote monitoring and real-time data transfer, these technologies decrease the need for human monitoring while increasing efficiency.

Communication methods like Web Socket are employed to minimize overload and lower server bandwidth needs. These protocols provide efficient and safe data transfer while enabling real-time data transmission [59]. Real-time data processing with edge computing eases the load on cloud servers and speeds up response times [51]. Healthcare practitioners may now monitor patients remotely thanks to cloud-based storage, which eliminates the need for manual monitoring and boosts productivity [59].

Data is displayed, and healthcare practitioners are alerted to aberrant vital signs via mobile applications and alerts. Family members can also utilize these systems to keep an eye on the health of their loved ones [57]. Security procedures are put in place to safeguard patient data [59]. Confidentiality should be guaranteed by all parties involved, and communications should be encrypted and secure. Personal monitoring devices ought to discreetly verify the identification of the user by biometrics or important physiological indicators [57].

3.3 Integration with IoT platforms

The purpose of healthcare wearable IoT devices is to provide continuous vital sign monitoring, thereby reducing the workload of medical professionals and enhancing patient outcomes. Integrating these devices with IoT platforms facilitates real-time data transmission and permits remote monitoring [11].

Platforms for the IoT enable data processing and analytics, which aid in making decisions and provide insights into patient health [51]. These platforms employ sophisticated analytics methodologies such as AI and machine learning to scrutinize substantial quantities of data and deliver practical insights [11].

Strict security protocols are in place to safeguard patient information. All parties involved should ensure the confidentiality of communications through encryption and security measures. To verify user identity, personal monitoring devices should discreetly employ biometrics or critical physiological signs [60,61].

3.4 Data Accuracy and Validation

The reliability of data retrieved from wearable devices is highly dependent on the accuracy of their embedded sensors. Calibration procedures, whether involving software algorithms or physical standards, need to be performed regularly to compensate for drift in sensors and other variables that can impact the accuracy of measurements [62–64]. For a wide range of wearable device applications, accurate and dependable data gathering relies on proper sensor calibration [62–65].

Validation studies are crucial because they guarantee that wearable technology can deliver precise and trustworthy data for applications in healthcare. Measurement errors may result in incorrect diagnosis, inappropriate treatment, or lost opportunities for early intervention [66,67]. Skin tone, body composition, and environmental factors are potential biases, limits, or confounding factors that may affect device performance and are identified through validation studies [68,69].

Researchers and healthcare practitioners should carefully analyze wearable device validation studies and performance parameters for their intended use cases to ensure data accuracy and reliability. For reliable monitoring across user characteristics, transparent validation testing in diverse populations in lab and real-world settings is essential. Following regulatory clearances and industry standards can also help patients and providers trust wearable devices and their data [69].

Commercial wearable devices for measuring health parameters have been tested for validity and reliability. A review by Fuller et al. [70] found that commercial wearable devices can measure steps and heart rate in controlled laboratory settings, but accuracy varies by manufacturer and device type. The review revealed that Apple Watch and Garmin devices had higher step-counting accuracy, while Fitbit, Samsung, and Withings devices had a mean error of ±3%. In controlled conditions, Apple Watch, Fitbit, and Garmin devices measured heart rate within safe limits.

In real life, many factors can impair wearable device accuracy. Hrabovska et al. [71] list numerous problems, including data quality (noise, missing data), data integration (combining data from multiple sources), data privacy and security, and technical restrictions. Data analytics, machine learning, and sophisticated approaches are needed to gain insights from wearable device data. Research-grade and consumer devices have been found to differ in accuracy; consumer devices tend to be more accurate while at rest and less accurate when engaged in an activity [72].

3.5 Drawbacks and Challenges

The seamless integration of IoT within healthcare ecosystems is characterized by various challenges that need to be acknowledged. These require a symbiotic relationship between regulatory architects, healthcare professionals, and the broader research community to cultivate solutions that are both pragmatically viable and innovative [16].

While current approaches to IoT-enabled wearable healthcare technology have shown much promise, they also have some serious disadvantages. Variabilities in sensor accuracy and data-gathering methods are common problems with wearable technology, which can result in inconsistent or perhaps false health information. The implementation of wearable medical technology risks intensifying pre-existing technical and digital inequalities, resulting in uneven opportunities for reaping the advantages of these advancements. Another major area for improvement with IoT-enabled wearable healthcare devices is interoperability. Integrating wearable data with other health information systems is difficult due to a lack of standards across various platforms and devices [66].

As health monitoring systems based on IoT technologies are developed, security, privacy, and scalability concerns have been pointed out [73]. While the digitalization of healthcare in developing nations has made high-quality healthcare more accessible, it also highlights the need for improved data management and security solutions to address issues with privacy, security, affordability, and quality of care [74].

Wearable sensor accuracy and dependability can vary; some investigations have found inconsistent readings compared to clinical-grade equipment [47]. This calls into question the reliability of the information used to determine diagnoses and courses of treatment.

If not adequately secured, the sensitive health data these devices capture is susceptible to breaches, which could put patients at risk for identity theft, discrimination, or other negative outcomes [75]. Numerous wearable gadgets are on the market without explicit data protection requirements because regulatory supervision has not kept up with the quick development of wearable technologies. IoT healthcare devices are too expensive for general adoption, particularly in environments with limited resources. Devices could not work with public health insurance or need pricey subscriptions [76,77].

Traditional risk assessment methods may not effectively manage sophisticated cyber-attacks in real-time, underscoring the necessity of dynamic risk assessment approaches to safeguard users from security risks in Medical IoT devices [78]. The significance of secure data authentication and device wearability issues is underscored by the rise in connected medical devices, such as wearable smart infusion pumps, which raises concerns about cybersecurity threats and the potential disruption of device performance [79]. Safeguarding patients’ data in healthcare IoT systems is of the utmost importance, and it has resulted in the implementation of secure techniques such as blockchain to prevent security violations and protect electronic health records [80].

4  Methods

For our survey, an extensive literature search was conducted using Scopus with carefully chosen keywords (“wearable” AND “IoT” OR “Internet of Things” AND “health” OR “healthcare” OR “medical”) specifically targeting titles of papers. The initial search, performed in February 2024, yielded 445 papers. Subsequently, a systematic screening process was employed, narrowing the selection to journal articles published between 2019 and 2024. After applying inclusion and exclusion criteria, 63 papers were identified. A detailed review of abstracts led to the final selection of 20 papers deemed most relevant to wearable healthcare technology, IoT integration, and continuous vital sign monitoring (Fig. 3).
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Figure 3: PRISMA flowchart

This method for wearable healthcare technologies and IoT integration has drawbacks. Scopus may be biased since other databases may have relevant publications that were not found in this search. The keywords may accidentally reject research employing alternative terminology, restricting the review’s scope. Focusing on journal publications and the 2019–2024 timeframe may skew findings from non-journal sources and earlier or later works. Abstracts for article selection and single-stage screening may add subjectivity and omit important facts, while the quality evaluation procedure is subjective and may miss key insights from lower-ranked journals. These limitations need to be acknowledged and addressed to interpret the findings and ensure review validity and reliability appropriately. Meta-analyses and longitudinal studies should be included in future research to manage the variability in patient outcomes and device performance effectively.

5  Results

The collection of papers explores the multifaceted applications of wearable healthcare technology integrated with the IoT (Fig. 4).
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Figure 4: Classification of papers

5.1 Monitoring Sports Performance and Health

The first set of papers focuses on leveraging IoT-based smart wearable systems for monitoring sports persons. Li et al. [81] introduced an IoT-smart wearable system achieving high accuracy (98.22%) in predicting sports person’s health, demonstrating the potential for enhancing sports performance through real-time health data. Keserwani et al. [82] emphasized the real-time analysis of wearable sensor data in healthcare, showcasing ongoing monitoring capabilities for better treatment, particularly in preventing burnout.

5.2 Wearable IoT for Disease Detection and Recommendation

Bokharaei et al. [83] and Zhang et al. [84] presented innovative approaches for disease detection and recommendation of wearable IoT devices. Bokharaei et al. [83] proposed a recommender framework using machine learning and social media sentiment analysis to recommend relevant wearable IoT devices for patients, achieving high accuracy (up to 95%). Zhang et al. [84] introduced wearable triboelectric sensors for gait analysis and waist motion capture, demonstrating potential applications in lower-limb and waist rehabilitation with high accuracy (98.4%).

5.3 Maternal Healthcare and Wearable IoT Platforms

Li et al. [85] and Wu et al. [86] contribute to the domain of maternal healthcare and wearable IoT platforms. Li et al. [85] proposed an IoT platform for smart maternal healthcare services, aiming to mitigate the workload of medical staff and improve obstetrical treatment. Wu et al. [86] designed a compact wearable sensor patch for health monitoring, emphasizing its feasibility for IoT-connected healthcare applications and remote monitoring.

5.4 IoT in Disease Prediction and Monitoring

The next cluster of papers explores the integration of IoT in disease prediction and monitoring. Ramasamy et al. [87] emphasized secure smart wearable computing through AI-enabled IoT for health monitoring. Nasser et al. [88] presented a cloud&deep learning-based wearable approach for monitoring diabetes, achieving high accuracy. Al-Makhadmeh et al. [89] utilized IoT for heart disease prediction, achieving a remarkable accuracy of 99.03%. Pradhan et al. [90] proposed a disease prediction and symptom recognition model using IoT, showing enhanced forecast rates and precision.

5.5 Innovative Technologies for Healthcare

The following papers cover various healthcare applications using innovative technologies. These include wearable health monitoring, IoT-connected e-textiles for neonatal medical monitoring [91,92], remote monitoring of COVID-19 patients [93], dynamic radio protocol selection for energy-constrained wearable IoT healthcare [94], automatic blood pressure monitoring using IoT [95], lung cancer diagnosis using IoT data [96], human activity recognition [97], energy-efficient IoT devices for healthcare data management [98], and a deep belief network for heart disease diagnosis [99]. Each study contributes to the broader landscape of technological advancements in healthcare

6  Discussion

6.1 Implications of Continuous Vital Sign Monitoring

Continuous vital sign monitoring through wearable healthcare technology integrated with IoT has transformative implications across various healthcare domains. Wearable devices, such as the IoT-based Smart Wearable System for sports monitoring, enhance sports performance and contribute to injury prevention and overall athlete health. Real-time analysis of wearable sensor data in healthcare, as demonstrated by systems like those presented by Keserwani et al. [82], facilitated early intervention by sending alarms to healthcare professionals in case of abnormal vital signs. This continuous monitoring leads to better patient outcomes and reduces the likelihood of burnout for healthcare providers.

Integrating wearable IoT devices extends beyond individual health to data-driven approaches for disease classification and recommendation frameworks. Bokharaei et al. [83] introduced a wearable IoT intelligent recommender framework that uses machine learning algorithms to classify diseases and recommend suitable wearable devices based on social media sentiment analysis. This approach, validated by healthcare specialists, showcases a potential accuracy rate of up to 95% in recommending wearable devices for specific patient needs. These recommendations benefit patients and aid healthcare professionals in making informed decisions regarding personalized patient care.

Innovations such as triboelectric sensors for gait analysis and waist motion capture [84] and compact wearable sensor patches for health monitoring [86] highlight the versatility of continuous monitoring technologies. These devices provide insights into rehabilitation, user recognition, and motion monitoring, emphasizing their potential in physical therapy and rehabilitation robotics. The secure and predictive nature of IoT-connected healthcare, as seen in studies predicting diabetes [88] and remotely monitoring COVID-19 patients [93], underscores the broader impact on public health and disease management.

Energy-efficient solutions, like the proposed energy-efficient healthcare data management method by Ahamed et al. [100], address the practical challenges of continuous monitoring by minimizing energy consumption. Such efficiency is essential for the long-term use of wearable devices, ensuring sustained health monitoring without significant disruptions. As wearable IoT technologies evolve, their applications in disease detection, personalized healthcare recommendations, and remote monitoring are poised to revolutionize the healthcare landscape, offering a holistic approach to patient well-being and healthcare management.

6.2 Challenges and Limitations in Wearable Healthcare Technology

Wearable healthcare technology has the potential to revolutionize the healthcare industry by providing real-time monitoring of patient’s health conditions. However, several challenges and limitations need to be addressed to ensure the effectiveness and reliability of these technologies (Table 1). One of the main challenges is the accuracy and reliability of the data collected by wearable devices. The accuracy of the data collected by these devices is critical for accurate diagnosis and treatment of patients. For instance, Li et al. [81] developed an IoT-based smart wearable system for monitoring sports person activity to improve sports person health and performance healthily. The experimental result shows that the IoT-smart wearable system achieves the highest accuracy of 98.22% and efficiently predicts the sportsperson’s health to improve performance reliably.
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Another challenge is the integration of wearable devices with existing healthcare systems. Integrating wearable devices with existing healthcare systems is essential to ensure that the data collected by these devices is used effectively to improve patient outcomes. Keserwani et al. [82] proposed a real-time analysis of wearable sensor data using IoT and machine learning in healthcare. This study aims to reduce the likelihood of burnout while providing better treatment to patients. The prototype facilitates the doctor’s ongoing monitoring of patient data. The use of IoT with machine learning can help us solve this issue.

Privacy and security concerns are also significant challenges in wearable healthcare technology. The data collected by wearable devices is sensitive and needs to be protected from unauthorized access. Ramasamy et al. [87] proposed secure smart wearable computing through AI-enabled IoT and Cyber-Physical Systems for Health Monitoring. The proposed system uses AI-enabled IoT and Cyber-Physical Systems to ensure the security and privacy of the data collected by wearable devices.

The cost of wearable devices is another limitation that needs to be addressed. The cost of wearable devices is a significant barrier to widespread healthcare adoption. Bokharaei et al. [83] proposed a wearable IoT intelligent recommender framework for a smarter healthcare approach. The proposed framework can help accelerate the transformation of smart hospitals. It can assist doctors in finding and suggesting the right wearable IoT for their patients smartly and efficiently during treatment for various diseases. Furthermore, wearable device manufacturers can also use the outcome of the proposed platform to develop personalized wearable devices for patients in the future.

Table 2 compares methods for integrating IoT-enabled wearable healthcare devices to meet significant problems. The issues are data privacy, battery life, accuracy, user comfort, and cost. We examine two methods for each problem, highlighting their results and supporting them with research. Cryptography and data transmission are secure but difficult to implement, while anonymization and data minimization are simpler but less secure. High-capacity rechargeable batteries increase device utilization but add weight, whereas body movement energy collecting is sustainable but unreliable. This extensive comparison, supported by references, shows the trade-offs and synergies between different techniques, helping readers grasp their potential and limitations in wearable healthcare technology.

[image: images]

Wearable healthcare technology and the IoT create serious ethical challenges. Data privacy, informed consent, and abuse of sensitive health information are the key concerns. Wearable technology collects sensitive health data that could violate privacy if breached. Strong encryption can be employed during transmission and storage to reduce this. Informed consent requires consumers to understand the data being gathered, how it will be used, and who will have access to it. Users need to opt in and out of consent easily. Data misuse, such as sharing data without permission and using it for unintended ends, requires strict rules and morality. User confidence and privacy rights depend on morality in developing, deploying, and overseeing these technologies.

To ensure patient safety, data security, and device efficacy, IoT-enabled wearable healthcare devices need to comply with a complicated set of standards and laws. The GDPR (General Data Protection Regulation) in Europe, HIPAA (Health Insurance Portability and Accountability Act) in the United States, and FDA (Food and Drug Administration) medical device standards are important rules [101,102]. Clinical trials to prove safety and efficacy are needed to meet regulatory standards. For smooth integration and functionality, healthcare systems need to be interoperable and follow defined communication protocols [103]. Documentation and audits must be updated to stay compliant and address regulatory changes. Compliance strategies must also include constant security monitoring and updating to protect patient data from new cyber threats [101,104].

Long-term wearable healthcare device success depends on energy efficiency and patient compliance. Energy-efficient design needs to include low-power sensors and optimized data transfer methods to improve battery life and reduce recharging. This improves user convenience and the possibility of continued device use, which is essential for continuous health monitoring. Innovative energy harvesting methods like body heat or kinetic energy can boost device operability. Wearables need to be lightweight, unobtrusive, and user-friendly to ensure patient compliance. Patients of all ages and tech levels should be able to use gadgets with simple and accessible user interfaces. Patient feedback should be used to improve device design and functionality, improving compliance and health outcomes over time [4,105,106].

The IoT and wearable healthcare technology have recently advanced, which has been well documented in current studies. Despite these developments, there are still several important gaps and difficulties that recent research has started to address. While recent research highlights the high accuracy of AI-driven prediction models, for instance, thorough studies on integrating them with IoT platforms for seamless data processing and transmission still need to be completed. Standardizing communication protocols and ensuring secure data transmission across various healthcare ecosystems still need much work [107]. Recent works have focused on the junction of ethical considerations and technological progress [47,108]. Through synthesizing these findings, this review not only provides a summary of the current state-of-the-art but also highlights important gaps in the literature, thereby offering a roadmap for future research and development in IoT-integrated wearable healthcare equipment.

6.3 Prospects and Potential Advancements in the Field

Wearable healthcare technology, coupled with IoT integration, holds substantial promise for the future of patient care and health monitoring. The integration of these technologies allows for continuous vital sign monitoring, providing real-time data on parameters such as blood pressure, temperature, blood oxygen levels, and heart rate. This transformative approach facilitates early problem detection, resulting in improved patient care and potential cost savings for the healthcare system. The advantages extend beyond mere data collection; wearables enable better patient interaction, real-time data processing, and remote monitoring, empowering healthcare professionals with individualized patient care capabilities.

In specific health monitoring areas, such as glucose monitoring, cancer treatment tracking, and post-surgery care, wearable IoT devices are proving to be instrumental. The papers discussed highlight innovative applications, including a smart wearable system for sports and physical health, real-time analysis of wearable sensor data for healthcare, and a wearable IoT intelligent recommender framework for personalized healthcare recommendations. Furthermore, the integration of triboelectric sensors for gait analysis and waist motion capture, the development of an IoT platform for smart maternal healthcare services, and the design of a rigid-flex wearable health monitoring sensor patch showcase the diverse applications and potential advancements in the field.

The future holds exciting prospects, with researchers exploring novel approaches like using wearable IoT devices for disease prediction, such as heart disease and diabetes. Additionally, the development of secure smart wearable computing through AI-enabled IoT and cyber-physical systems, advancements in deep learning models for health monitoring, and the creation of energy-efficient IoT devices for healthcare data management showcase the breadth of possibilities. The continuous evolution of wearable healthcare technology with IoT integration is poised to transcend traditional healthcare boundaries, ushering in a new era of personalized and efficient healthcare delivery. Future advancements in IoT-based wearable systems may include:

•   Enhanced data processing and analysis capabilities, such as real-time machine learning algorithms and edge computing.

•   Improved wearable device design, including flexible and lightweight materials, and energy-efficient components.

•   Integration of multiple sensors and data sources for more comprehensive health monitoring.

•   Development of personalized wearable devices based on individual health profiles and preferences.

•   Expansion of wearable systems to cover a broader range of health conditions and applications.

•   Enhanced data security and privacy measures to protect sensitive health information.

•   Collaboration between wearable device manufacturers, healthcare providers, and researchers to develop innovative solutions.

7  Conclusion

The key findings from the reviewed papers underscore the transformative impact of wearable healthcare technology integrated with the IoT. These technologies enable continuous vital sign monitoring, offering real-time health data on parameters such as blood pressure, temperature, blood oxygen levels, and heart rate. Notable achievements include high accuracy rates in predicting sports persons’ health, innovative recommender frameworks for disease detection, and the development of compact, flexible wearable sensor patches for diverse physiological measurements.

The integration of wearable healthcare technology with IoT holds significant importance in revolutionizing patient care. These technologies facilitate better patient interaction, early detection of health issues, and a reduction in healthcare expenses. The ability to provide continuous streams of health data into the digital sphere transcends traditional healthcare boundaries. Wearable IoT devices enable personalized care, and efficient health monitoring in critical areas such as glucose monitoring and cancer treatment tracking, and empower professionals with remote patient monitoring capabilities. The research highlights the potential for these technologies to enhance sports performance, maternal healthcare, disease prediction, and overall well-being.

The outlook for continuous vital sign monitoring in healthcare appears promising and transformative. The ongoing advancements in wearable healthcare technology, coupled with IoT integration, suggest a future where patients and healthcare providers can benefit from seamless, real-time health data. The development of intelligent recommender frameworks, energy-efficient IoT devices, and novel deep-learning models indicate a trend toward more sophisticated and accurate health monitoring solutions. As the field progresses, it is anticipated that wearable devices will play an increasingly integral role in disease prevention, early diagnosis, and personalized treatment plans.

The reviewed papers collectively highlight the transformative potential of wearable healthcare technology with IoT integration. The findings demonstrate the feasibility and efficacy of continuous vital sign monitoring across various healthcare domains. The importance of these technologies lies in their ability to revolutionize patient care, offering real-time data for better decision-making, personalized treatments, and enhanced overall well-being. Looking forward, the continuous evolution of these technologies is likely to shape the future of healthcare, bringing about advancements that contribute to more proactive and personalized approaches to patient health management. As wearables become more sophisticated and widely adopted, their role in healthcare is poised to expand, ushering in an era of connected, data-driven, and patient-centric healthcare solutions.
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Table 1: Challenges and methodologies in wearable healthcare technology
Challenge Approach Key Implications for Reference
findings/Results wearable healthcare
technology
Accuracy and IoT-smart wearable  Achieved highest Improved accuracy  [81]
reliability challenges system with accuracy of 98.22%. is essential for
wearable devices for effective monitoring
real-time and performance
monitoring. optimization.
Integration Utilize LM35 and Enable doctors to Seamless [82]
complexity and pulse sensor, monitor patient integration is
interoperability Arduino UNO data ongoing. crucial for effective
controller, WiFi healthcare delivery;
module, and interoperability is
augmented reality essential for data
glasses for real-time exchange among
data transmission. diverse devices.
Privacy and security Use sentiment Achieved 95% Health data [83]
concerns analysis, machine accuracy in protection, secure
learning, and recommending communication,
genetic algorithms ~ wearable devices. and ethical use are
for device imperative in
recommendations. adopting wearable
IoT in healthcare.
Limited scope in Use triboelectric Demonstrated Challenges in [84]
disease detection nanogenerator- potential in expanding
based devices for lower-limb applications to
gait analysis and rehabilitation and cover a broader
waist motion loT-based smart range of health
capture; apply healthcare conditions need to
machine learning applications. be addressed for
for user recognition widespread
and motion adoption.
monitoring.
Complex data Implement deep Achieved high Addressing [87]
analysis and learning algorithms  accuracy in health  challenges in
interpretation for health prediction. complex data
prediction, analysis is crucial
emphasizing data for effectively
security and utilizing Al-enabled
encryption. 10T in healthcare.
Energy efficiency Design a compact Demonstrated Achieving energy [86]
and battery life wearable sensor feasibility for efficiency is critical
patch with a IoT-connected for prolonged use
rigid-flex structure, healthcare and user acceptance
Bluetooth applications. of wearable
low-energy module, healthcare devices.
and encryption for
data transmission.
Ethical Propose an Achieved 99.03% Ethical [89]
considerations in IoT-based medical  accuracy in heart considerations, such
data usage device with deep disease prediction.  as data privacy and
learning for heart consent, need to be
disease prediction addressed for
and continuous responsible
data transmission. deployment of
continuous health
monitoring.
Generalization and  Introduce a disease =~ Enhanced forecast ~ Challenges in [90]
robustness in prediction and rate of 97.4% and generalizing models
models symptom precision of 97.42%. underscore the need
recognition model for robust and
using [oT, adaptable disease
Boltzmann detection solutions.
network, and Al
feedback training.
Regulatory Develop an Demonstrated Adherence to [92]
compliance and IoT-based smart efficacy in regulatory
standardization textile chest belt for monitoring standards is crucial
neonatal medical neonatal for ensuring the
monitoring, respiration. safety and reliability
incorporating of healthcare

pressure sensors
and Inertial
Measurement Unit.

monitoring devices,
especially for
vulnerable
populations.
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Table 2: Comparison of challenges and methodologies

Challenge Methodology 1 Outcome 1 Methodology 2 Outcome 2
Data privacy Encryption and High security but ~ Anonymization Simpler
secure data complex and data implementation
transmission implementation minimization but lower
security
Battery life High-capacity Extended device Energy harvesting Sustainable
rechargeable usage but increased from body energy but
batteries weight movements inconsistent
supply
Data accuracy Advanced Improved data Machine learning  High validation
algorithms for reliability models for data accuracy
noise reduction validation
User comfort Ergonomic design Enhanced user Lightweight Increased
of wearables compliance materials comfort
Cost Mass production  Affordable devices Scalable Reduced
to reduce cost but initial high manufacturing production
investment processes costs over time
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