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Abstract: Cancellable biometrics is the solution for the trade-off between two concepts: Biometrics for Security and Security for Biometrics. The cancelable template is stored in the authentication system’s database rather than the original biometric data. In case of the database is compromised, it is easy for the template to be canceled and regenerated from the same biometric data. Recoverability of the cancelable template comes from the diversity of the cancelable transformation parameters (cancelable key). Therefore, the cancelable key must be secret to be used in the system authentication process as a second authentication factor in conjunction with the biometric data. The main contribution of this paper is to tackle the risks of stolen/lost/shared cancelable keys by using biometric trait (in different feature domains) as the only authentication factor, in addition to achieving good performance with high security. The standard Generative Adversarial Network (GAN) is proposed as an encryption tool that needs the cancelable key during the training phase, and the testing phase depends only on the biometric trait. Additionally, random projection transformation is employed to increase the proposed system’s security and performance. The proposed transformation system is tested using the standard ORL face database, and the experiments are done by applying different features domains. Moreover, a security analysis for the proposed transformation system is presented.
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1  Introduction

Each individual has a unique biometric trait that can be used to recognize his identity. Many biometric traits are used such as fingerprint, face, iris, signature, voice, palm print, gait, and keystroke which can be categorized as physical/behavioral traits [1]. Therefore, biometrics is used in the authentication process for many applications such as Airports, banks, etc. (Biometric for Security). Compared to the traditional authentication scheme which depends on passwords or tokens, biometric traits can’t be stolen or forgiven or shared or lost. On the other hand, human biometrics can’t be changed if his stored traits’ data are stolen (Security for Biometric) [1]. To overcome this challenge, a biometrics template protection scheme is proposed [2]. Cancelable Biometrics is one categorization of the Template Protection scheme which provides the ability to guarantee the security of the biometric data [2,3].

Cancelable biometrics achieves high biometric security and privacy by matching the biometric template in the transformed domain at the authentication process. Hence, there are two main phases in each biometric authentication system: The enrollment phase (training) and the authentication phase (testing) [1]. During the enrollment phase, the original biometric trait is captured and stored in the system database. On the other hand, in the authentication phase, the system matches this stored biometric with a live version of the same person’s biometric trait (test biometric) [2]. The cancelable transformation process must satisfy the following criteria [1,2,4]:

•   The original biometric data can’t be revoked from the transformed one (Non- invertibility).

•   It should be able to produce different transformed versions from the same original biometric data (Recoverability) by the ability to change the transformation parameters value (Diversity).

•   The transformed versions must not be identical, where they can be used across multiple authentication systems without cross-matching (Unlinkability).

•   The overall system performance using the transformed template must be maintained (Recognition Performance).

Various Cancelable biometrics schemes have been proposed by researchers which are categorized as Biometric Salting and Non-invertible transformation [2]. In the non-invertible transformation, the cancelable transformed template is generated by applying a one-way non-invertible transform to the original biometric data. Using changeable transformation parameters, the system recoverability is achieved [3]. However, non-invertible transform has the advantage that the original biometric never be reconstructed even if the transform is compromised, the recognition performance is degraded after transformation due to the information lost which is caused by the non-invertible transformation [5]. On the other hand, in Biometric Salting, the recognition performance is maintained, since user-specific data (password/random key) is combined with the original biometric data to generate the cancelable transformed template [2]. Although the used transformed key helps to achieve the diversity, recoverability, and unlinkability of the cancelable scheme, it causes some security issues if it is stolen [6,7].

There are many methods used to generate cancelable biometric templates such as Random Projection, Cancelable biometric filters, Biohashing, Permutation, Bio-convolving, and Bloom filters [1]. In Random Projection, the biometric features are projected into a random sub-space [8] where the distance between biometric features in the original and transformed domain is guaranteed. A cancelable iris template is generated by random projection in [9,10], where the random projection is applied separately with each iris sector and then combined to create the final cancelable template. Another cancelable iris template is based on Johnson-Lindenstrauss (JL) lemma for random projection to increase recognition performance [8]. In [11], Cancelable biometric filters are generated by convolving the biometric data with a random convolution kernel where different cancelable filters can be recovered using different convolution kernels in case of system compromising. Biohashing is an extended version of the random projection method where the cancelable template is generated from the inner product between the biometric feature and orthogonal vectors created from the random user-specific key as proposed in [12]. The Permutation process is another model used to create a cancelable template by randomly permuting the biometric features using some auxiliary data [3]. In [13], the iris texture features are shifted and the rows are combined to generate the cancelable template. Also, randomly permuted sector features are combined as proposed in [10]. In Bio-convolving method, a set of sequence cancelable template are generated from a set of sequence original biometric data [14]. Whilst, the Bloom filter process is proposed [15,16] to achieve a fast biometric query processing in which the cancelable iris template is generated using an adaptive bloom filter method.

All of the mentioned cancelable biometric methods are categorized as two-factor authentication schemes. It depends on using a cancelable key along with the biometric data in the authentication phase. Hence, this cancelable key can cause much security vulnerability in case of compromising/stolen/shared or Lost. Therefore, authentication schemes that depend only on biometric data in the authentication phase are needed.

The one-factor authentication schemes are proposed to overcome the problems of using the cancelable key in the authentication phase by using the cancelable key only in the enrollment phase [17]. The bio-encoding scheme is proposed in [18], it stores the cancelable key publicly in the system database along with the cancelable template. Other one-factor authentication schemes are proposed in [19,20], they suggested storing an encrypted cancelable key along with the cancelable template using a Hetro-Association Network model. Although those schemes are categorized as one-factor authentication systems and the cancelable key is used only in the enrollment phase, their high recognition performance depended on the value of the cancelable key rather than the biometric trait itself.

Tarek et al. [21,22] proposed one-factor cancelable authentication system that depended only on the biometric trait data in both the enrollment and authentication phases using the standard GAN model where the cancelable key is a random permuted version from the biometric feature trait. Although the proposed schemes increase the recognition performance by depending only on biometric trait, the security of the proposed system needs to be maximized.

This paper proposes a more secure version of the proposed cancelable schemes in [21,22] based on the standard GAN model. The standard GAN model is suggested here as the cancelable transformation model followed by a random projection transform process for increasing the system’s security. GAN model contains pair of competitive networks in its architecture (Generator/Discriminator) network [23]. During the enrollment phase, samples from the training set are fed into the generator networks, and a random permuted version from one training sample acts as the cancelable key is fed into the discriminator network. After the training process, a transformed version from the original biometric trait is generated from the generator network. For additional security purposes, another step of transformation is needed. A random projection transformation is performed between this generator network’s output and the mean computed values of all original biometric trait (Generator’s input) to generate the final stored cancelable template. Additionally, the final generator’s weight values are stored in the system database along with the cancelable template. On the other hand, during the authentication phase, only one live biometric sample is needed to feed into the generator network using its stored weight values to generate the transformed biometric template. Eventually, to generate the test cancelable template, a random projection transformation between the transformed biometric template (Generator’s output) and the test biometric is performed. The test cancelable template is compared with the stored one.

The rest of this paper is organized as follows Section 2 discusses the main concept for the standard GAN model, and the Random Projection concept. The proposed cancelable scheme is described in Section 3. Section 4 discusses the security attack analysis for the proposed scheme. The performance results for the proposed scheme are covered in Section 5. Finally, Section 6 concludes the papers’ work.

2  Related Work

In this section, the basic information about the Standard GAN model and Random Projection techniques and their roles in the cancelable biometric schemes are described.

2.1 Generative Adversarial Network

GAN is a type of deep machine learning tools which has a powerful learning framework to generate a new sample from a given distribution [24]. The GAN model is composed of a pair of networks (Generative/Discriminator) [23]. The generative network is responsible for learning a training dataset and generating a new sample, while the discriminator’s role is to distinguish between the real sample and the other sample generated from the generative network. During the GAN training process, it is a competitive process between the two networks, because the generator network tries to generate a new sample that can’t be distinguished from the real one and the discriminator network tries to discover the non-real one [25]. For providing more details about how the GAN model work, the generator network, G, learns the mapping from an input distribution z to a new generated distribution y with a similar look to the real sample, G :z  → y. While the discriminator network, D, tries to distinguish the generator’s output sample from the real one x, D : x  → (0, 1) [24,25].

The generator’s and the discriminator’s network can be trained jointly in a min-max game. Where, D tries to maximize its classification ability between real and generator’s output sample, while G tries to minimize the discriminator’s distinguishably. The traditional back-propagation algorithm can be used in the training process for the standard GAN model using the following objective function [25]:


minGmaxDV(D,G)=Ex∼pdata(x)[logD(X)]+Ez∼pdata(z)[log(1−D(G(Z))]
(1)

GAN can be used in various applications such as classification, image synthesis, semantic image editing, image super-resolution, and style transfer [23]. One of these applications applied in the biometrics field is image synthesis. Synthesizing a realistic biometric image based on a random sample such as fingerprint [25], iris [26], and face [27]. On the other hand, the GAN model can be used in the biometric template security field for generating a permuted-indexing cancellable biometric to protect the stored biometric template [28].

2.2 Random Projection

Random Projection is utilized to be used as a cancelable transformation for creating cancelable biometric template as proposed in [8,29]. Random Projection for a biometric authentication system is done by the multiplication of the biometric feature vector with a random matrix as shown in Eq. (2), where X is the biometric feature vector, M is a random matrix, and Y is the cancelable biometric template [8].


Y=X.M
(2)

The main idea of the random projection is to guarantee that the estimated distance between the generated feature vectors after projection is larger than or equal to the estimated distance between the original biometric feature vectors [8]. Although, random projection preserves the discriminability, it is used as an invertible transformation to estimate the original biometric feature if the final cancelable template and the random matrix are comprised [12,30]. Various approaches are proposed in order to overcome this security drawback such as Random Mutlispace Quantization (RMQ) [31], Multispace Random Projections (MRP) [32], and User-dependent Multi-state Discretization (Ud-MsD) [33].

3  The Proposed Methodology

The main contribution of the proposed work is to suggest a cancelable one-factor authentication system based only on the biometric trait. However, the cancelable properties of diversity, recoverability, and unlikability are achieved using another authentication factor that can be easily changeable (cancelable key). The proposed scheme is a transformation process that is trained using a two-authentication factor and tested with only one-authentication factor. GAN is suggested to perform the transformation role by using both GAN’s networks in the training phase and using only one of them in the testing phase, i.e., the generator and discriminator networks are used to train the GAN model and the final GAN output is produced from the generator output. The training phase uses the biometric trait samples as an input to the generator network and the cancelable key as an input to the discriminator network. This cancelable key is generated by randomly permuting one biometric training sample to achieve the full dependency on the biometric trait without any other factors.

After training both networks alternatively, the generator’s output is fed to a random projection process to generate the final transformed template. The random projection process uses the mean of all biometric training samples to guarantee the non-invertibility properties and the high recognition performance. Fig. 1 illustrates the proposed scheme.
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Figure 1: Flowchart of the proposed scheme

Due to the reversibility property of the GAN model [34,35], the original biometric sample can be regenerated from the transformed biometric using the stored generator’s weight values. This property threatens the security of the biometric system; therefore, an additional transformation process to the transformed biometric is suggested. A random projection transformation is performed between the transformed biometric produced by the GAN model and a reference biometric template representing all the biometric samples. The reference template is computed by the average of all the input biometric trait samples values, each of size 1 × n. In order to apply the projection process, the transformed GAN output and the reference template must be reshaped. The transformed template is reshaped into a matrix of size (o × p), and the reference template is reshaped into a matrix of size (p × o), where (o × p = n). Then, the projection transformation is applied between the reshaped matrices to generate a matrix of size (p × p) representing the final stored cancelable template. The enrollment process steps are illustrated in Algorithm 1.

During the authentication process, the test biometric sample is only needed to represent the personal identity. The test biometric template is generated by applying the same feature extraction method on the input biometric trait. Then, the test template is fed into the generator network using the stored generator’s weight values to produce the transformed template.

After that, the test and the transformed templates are reshaped into (p × o) and (o × p) matrices to apply the projection transformation process and produce the final test cancelable template. Eventually, an authentication decision is made according to the Euclidian distance between the final test cancelable template and the stored one of the claimed identity. The Authentication process steps are illustrated in Algorithm 2.

[image: images]

4  Security Analysis

This section presents an analytical study of the proposed scheme from security points of view. The study includes recoverability, diversity, un-linkability, and non-invertibility properties that must be satisfied for any cancelable biometric scheme. Moreover, a security analysis against some possible security attackers is presented.

4.1 Recoverability, Diversity, and Un-Linkability

A cancelable biometric scheme is said to be recoverable if it is easy to revoke a new cancelable template from the same biometric trait in case of the system storage is compromised. This can be easily achieved in the proposed scheme by generating a new version of the discriminator input (cancelable key).

Since the cancelable key is a random permuted version for a selected biometric sample, there are many versions of the cancelable key that could be generated from the same biometric trait. Therefore, our proposed scheme satisfies the recoverability propriety with a number of n! possible permutations to a biometric sample of size n. In other words, each person has different n! cancelable templates using different n! cancelable keys. Therefore, the proposed scheme satisfies the diversity propriety across various authentication systems using the same biometric trait.

The transformation of the GAN model mainly depends on the discriminator input (real image) rather than the generator input (random noise). Since the cancelable template depends on the cancelable key value which is derived from the original biometric trait, therefore, there are different n! cancelable key across various authentication systems for the same biometric trait that are un-linkable to each other. Therefore, the proposed scheme satisfies the un-linkability propriety.
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4.2 Non-invertibility

Non-invertibility is one of the main important constraints for any cancelable scheme. A cancelable scheme is said to be non-invertible if there is no way to extract the original biometric trait from the authentication system’s stored data for the same person. The stored parameters in the proposed scheme are the generator’s weights values and the produced projection between the generator’s output and a reference template from the input biometric trait. Firstly, as mentioned in [19] based on a mathematical analysis study, the generator’s weight values alone can’t be used to recover any information about its network’s input or output. Secondly, we can’t recover any information about the biometric trait (the second input of the projection process) from the cancelable template (the output of the projection process) without having any information about the generator output (the first input of the projection process). Since the generator’s output can’t be recovered from the stored generator’s weight values, and the original biometric trait can’t be recovered from the cancelable template, therefore, the proposed scheme satisfies the non-invertibility propriety.

4.3 Possible Security Attacks

There are many types of attacks threat for any cancelable scheme that relies on the stored auxiliary data in the authentication system’s database. The main types of these attacks are listed as follows:

4.3.1 Brute Force Attack

An attacker tries every possible solution in the solution space until he finds the biometric template that works as the original one. A cancelable scheme is said to be secured if this attack is computationally infeasible and if there is no other attack that is computationally less expensive than it. According to the proposed scheme, the maximum number of trials needed to reach the biometric template by random guessing is equal to 2n for a binary biometric template of size n and it is computationally infeasible for a real-valued biometric template.

4.3.2 Known Key Attack

An attacker tries to extract the original biometric data from the stored auxiliary data using the stolen cancelable key [1]. In the proposed scheme, there are no external passwords or physical tokens that can be stolen. Also, based on the non-invertibility analysis, there is no way to recover any information about the cancelable key from the stored auxiliary data (the cancelable template and the generator’s weights values). Therefore, the proposed scheme is robust against the known key attack.

4.3.3 Pre-image Attack

An attacker tries reconstructing a sufficient similar biometric trait (fake template) which is act as a real one using the stored auxiliary data [18]. This can be achieved by creating a test cancelable template similar to the stored one for any person’s identity. From the previous non-invertibility study, there is no useful information that can be extracted from the stored auxiliary data. Therefore, the construction of a pre-image biometric template is computationally as hard as random guessing (the brute force attack). 2n maximum number of trials is needed for a binary biometric template of size n, and it is computationally infeasible for a real-valued biometric template of the same size.

4.3.4 Correlation Attack

An attacker tries to extract the original biometric template using multi-stored auxiliary data generated from the same person’s identity across multiple authentication systems. To overcome this type of attack, a cancelable template across the multiple-authentication system for the same biometric trait must be un-linkable. The un-linkability property of the proposed scheme is maintained. Various cancelable templates across multiple-authentication systems for the same biometric trait are different and un-linkable, hence each system uses a different permuted version from the biometric data (the cancelable key) and a different initialized version of the GAN networks’ weight. Therefore, each authentication system generates a cancelable template using a unique cancelable key and the network’s weight initialization values.

5  Experiments

This section analyzes the proposed scheme from the recognition performance point of view based on the ORL face database. These experiments were conducted on different biometric feature types to evaluate the proposed system.

5.1 Experimental Setup

The used database in the simulated experiments is AT&T (ORL) face database, which is consists of 400 images for different subjects, each person has different ten facial images varying in the facial expressions, lighting, and time taken, all images are taken in a dark homogeneous background of size 92 × 112 pixels and 256 gray levels per pixel [36]. Fig. 2 shows samples of four different classes in the ORL face database. The proposed system performance is analyzed using two different methods for feature extraction. The first method applies the principal component analysis (PCA) [37] to produce real-valued features, while, the second method applies an optimized Genetic algorithm transformation [38] to produce binary-valued features. Two independent experiments are applied to the proposed scheme according to each face feature type. The face feature vector is fed into the generator’s and discriminator’s networks. The generator’s input and output layer have the same number of neurons. Tab. 1 illustrates the parameters of the experiments for both feature extraction methods. The GAN model architecture and the training parameters for each experiment are also shown. The weight values are randomly initialized for the networks in all experiments. From a security point of view, the goal is to minimize the GAN’s discrimination ability to create a cancelable template that is similar to the original one, therefore, there are some parameters such as the hidden layer size, the number of training epochs, and the learning rate that are fixed to small values in all experiments.
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Figure 2: Samples of AT&T (ORL) face database images
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5.2 Recognition Performance Evaluation

The recognition performance of the proposed scheme is evaluated using the Equal Error Rate (EER) value, and the Receiver Operation Characteristic (ROC) curve. The ROC curve is obtained by plotting the system probability of correct acceptance rate (1-FRR) against the probability of incorrect acceptance rate (FAR) across various decision threshold values. FRR (False Rejected Rate) is the proportion of falsely rejected the right biometric data as an impostor (intra-class), and FAR (False Accepted Rate) is the proportion of falsely accepted an impostor biometric data as a genuine one (inter-class). The EER value is the point where the (FAR) and (FRR) are equivalent at a certain threshold value. The EER value is inversely proportional to the system performance, where the low EER value indicated a high recognition performance [19]. During the enrollment process, several training face images are randomly selected from each class. Two types of feature (real and binary) values are extracted from these images using PCA [37] and optimizing GA [38], respectively. In each experiment, the training face features are fed into the generator’s network and one of them is selected to be a randomly permuted and fed into the discriminator’s network. Tabs. 2 and 3 illustrate the system accuracy in terms of EER (%) values across various reshaping sizes for the binary-valued and the real-valued feature for a face, respectively. Since, p 
×o=o×
p = n where n is the face feature size with values 200 and 100 for binary-valued and real-valued face features, respectively. According to the applied projection transformation, the cancelable template size is p × p where p is chosen to produce the largest dimensional value to enhance both the recognition and the security performances.
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It can be concluded from Tabs. 2 and 3 that the best system’s evaluations are cancelable template with size [50 × 50] for real-valued face feature experiment, and cancelable template with size [200 × 200] for the binary-valued face feature experiment.

Moreover, Figs. 3 and 4 compare the experimental results (EER (%)) for the original binary-valued and the real-valued face feature system. As conducted from Fig. 3, the recognition accuracy for the cancelable template with size [200 × 200] for the binary face feature is closest to the original binary face feature recognition accuracy, the EER (%) values for the original unprotected system, and the proposed scheme are 3.15, 3.25, respectively. Additionally, in Fig. 4, the recognition accuracy for the cancelable template with size [50 × 50] for the real-valued face feature is closest to the original real-valued face feature recognition accuracy, the EER (%) values for the original unprotected system, and the proposed scheme are 6.25, 7.01, respectively.
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Figure 3: Original binary-valued feature vs. Different cancelable template size

[image: images]

Figure 4: Original real-valued feature vs. Different cancelable template size

Moreover, Figs. 5 and 6 represent the receiver operation characteristic (ROC) curves for the recognition performance between the proposed scheme with the best performance compared to the original face system, for the binary-valued and the real-valued features, respectively. The two figures indicate good recognition accuracy for the proposed scheme with small and acceptable recognition degradation.
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Figure 5: Roc curves for binary-valued feature
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Figure 6: Roc curves for real-valued face feature

Finally, the proposed scheme is compared to the recent well-known cancelable biometric schemes such as Biohashing [12], Bloom filter [15], Bioencoding [18], Hetro Convolved [19], and CB using Random Projection [8]. Tab. 4 illustrates the differences between the applied schemes in terms of the type of the biometric feature, the cancelable key storage place, the recognition accuracy dependency, and the reliability against pre-image and correlation attacks. In summary, the proposed scheme is a robust cancelable biometric scheme for any biometric feature types with a total dependency on the biometric data rather than the cancelable key value.
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6  Conclusion

This paper proposes a one-factor cancelable biometric authentication scheme that depends only on biometric data in the authentication phase. The cancelable biometrics properties such as recoverability, diversity, and unlinkability are achieved by the changeable cancelable key. The proposed scheme suggests using the cancelable key only in the enrollment phase to reduce the security threats of using this key in the authentication phase. GAN model is suggested here as a transformation function, that enables the use of the cancelable key only in the enrollment phase and authenticating using only the biometric trait. The cancelable key is derived from the biometric data to achieve good recognition performance that mainly depends on the biometric data. For more security and performance achievement, a second stage is suggested as a projection transformation between the GAN output and a reference of the biometric data. The proposed scheme achieves a high recognition performance for different biometric feature types based on the ORL face database with a highly secured performance.

Future work: The author suggests a multi-modal cancelable biometric system based on random projection and deep learning.
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Table 3: Real-valued face features experiments’ performance across various projection sizes
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Algorithm 2: Proposed Scheme’s Authentication Phase

Input: A testing sample K,

Database Retrieval: W, and T, from system’s database.

1: Generate Py using Ky, and the retrieved W, by applying the following equation:

Prest = Keest- Wg

2: Create E,,, by reshaping the vector P, into 2-D Matrix of size (o X p).
3:  Create S, by reshaping the vector K, into 2-D Matrix of size (p X 0).

4: Generate the cancelable test template, Ty, a (p X p) matrix using equation:

Tiest = Stest ® Eresr [Where & indicates the projection operation|

)

(6)

5: Compare the test and the reference cancelable template for the input claimed user identity I using the

Euclidian distance, as follows:

€= /> (Tuatli, /) — Tuew (1) )

1<i, j<p

6:  Decision making for I

Non — authorized € >0

Decision = { Authorized €<0

Output: Authorized/Non-authorized message.
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Table 4: Comparative study analysis
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Table 2: Binary-valued features experiments’ performance across various projection sizes

Reference template Transformed template Cancelable template EER%
reshaping size (p X 0) reshaping size (0 % p) size (p X p)

40 x5 5%x40 40 x 40 7.33%
50 x4 4 x50 50 x 50 7.88%
100 x 2 2 %100 100 x 100 4.5%

200 x1 1 %200 200 %200 3.25%
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Algorithm 1: Proposed Scheme’s Enrollment Phase

Input: A set of m training samples {S,..., S}, T: the number of training epochs for the GAN model,
alpha: the learning rate for the GAN model, A;: the generator network’s hidden layer size, h,: the
discriminator network’s hidden layer size.

1: Randomly select a template S, : r €{1,..., m}.
2: Create a cancelable key S’,, a permutated version of S,
3: Create a reference template S,,.., for each enrolled person using the input training templates using
equation:
| o
Sueall) = 538, ®
4:  Create S,r by reshaping vector S,,,.,, into 2-D Matrix of size (p X 0) where (p X 0 =n).
5: Construct a fully connected multilayer generator network of size [n x hl X n].
6: Construct a fully connected multilayer discriminator network of size [m x h2 x 1 ].
7:  Randomly initialize generator network’s weight matrix, Wy
8: Randomly initialize discriminator network’s weight matrix, W,
9: Train the generator and the discriminator network alternatively using the back prorogation algorithm
using {Sy,..., Sy} inputs for the generator network and S, input to the discriminator network.
10:  After T epochs of training, retrieve generator network’s output, E.
11:  Create E,s by reshaping vector E into 2-D Matrix of size (e X p) where (0 Xp=n) .
12:  Generate the cancelable template, T,y a (p X p) matrix using equations:
Tret = S rer @ Erer [Where & indicates the projection operation] 4
13:  Store W, and T,y in the authentication system’s database.

Output: Store W, matrix of size (n x h; x n) and T, matrix of size (p X p)
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