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Abstract: Most current security and authentication systems are based on personal biometrics. The security problem is a major issue in the field of biometric systems. This is due to the use in databases of the original biometrics. Then biometrics will forever be lost if these databases are attacked. Protecting privacy is the most important goal of cancelable biometrics. In order to protect privacy, therefore, cancelable biometrics should be non-invertible in such a way that no information can be inverted from the cancelable biometric templates stored in personal identification/verification databases. One methodology to achieve non-invertibility is the employment of non-invertible transforms. This work suggests an encryption process for cancellable speaker identification using a hybrid encryption system. This system includes the 3D Jigsaw transforms and Fractional Fourier Transform (FrFT). The proposed scheme is compared with the optical Double Random Phase Encoding (DRPE) encryption process. The evaluation of simulation results of cancellable biometrics shows that the algorithm proposed is secure, authoritative, and feasible. The encryption and cancelability effects are good and reveal good performance. Also, it introduces recommended security and robustness levels for its utilization for achieving efficient cancellable biometrics systems.
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1  Introduction

Speech is the principal mode of communication among human beings and the most natural and efficient way of exchanging information between human beings. Speaker identification is the process of recognizing an individual from voice biometrics. Unlike other biometrics, voice-based biometric traits cannot be captured without the speaker’s awareness. The best-known commercialized form of voice biometrics is speaker recognition.

The speaker recognition system has various applications [1], such as voice dialing, voice mail, IM services, confidential information security, and web access control. More security is needed because of the wide range of speaker recognition applications. Speech signals are therefore required to be encrypted. Password and identification cards are well-known traditional security systems that can be broken easily. Using biometric features has added many benefits to traditional verification methods and it avoids many threats. Biometrics is the oldest known document in the history of China, Egypt, and Ancient Babylon. Recently, biometric recognition systems have become a significant processing field for many applications, especially in security [2–4].

Biometric recognition refers to the automatic identification of persons based on their biological and behavioral features (for example, face, fingerprints, iris, palm/finger vein, voice) [5]. Biometrics are the main reliable solution for some applications, such as border checking, forensics, covert surveillance, and deduplication of identity). Furthermore, in applications that require claimed identity verification, such as access control, financial transactions, etc., biometrics is compatible with or complements traditional authentication mechanisms. At the same time, the growth of biometric systems in authentication applications is hampered by different attack factors [6].

A template comprises a compact representation of the sensitive biometric features containing the most important discriminatory data necessary for person recognition [7]. The fact that biometrics are irreplaceable in nature obscures this threat. Unlike passwords, the exposed template cannot be discarded, and the user can be re-enrolled based on the same trait. This may seriously affect the privacy of individuals enrolled in biometric systems. Biometric authentication systems have been widely deployed due to the usability of identity management. For example, biometric information disclosure can result in the exposure of sensitive personal data. A parametric, irreversible, and revocable transformation is used to safeguard the confidentiality and security of the biometric templates [8–11].

Security systems based on biometric cryptosystems create a secure token by generating a key from biometric information called Helper Data [12]. Therefore, most biometric cryptosystems require a database to store helper data used in the verification process. According to how helper data are obtained, these systems are categorized as Key-Binding and Key-Generation systems [13,14]. The idea to protect the biometric template is to use the cancelable biometric techniques [15] to transform it into a transform domain before it is stored in the database. This modified information is sometimes referred to in the literature as renewable biometric references (RBRs) [16]. An important feature of these schemes is producing a new protected template on request by modifying/issuing a new key.

In order to become effective, each biometric template scheme must meet certain fundamental requirements for security and privacy. These are listed below [17–20]:

•   Irreversibility. It can be technically stated that no personal information on the initial biometric patterns is to be leaked from the stored data. However, due to certain limitations in the design of the plans or the lack of appropriate theoretical evaluations, this strict binding has not been practically met.

•   Unlinkability/Diversity. This property provides several major cryptographic attacks. This requires that the data stored by the same user in the different databases are not identical. If not, the personal data can be exploited statistically to filter user information.

•   Revocability. Revocability requirement states that new templates from raw biometric data should be generated if the database is compromised.

•   Usability. Due to different transformations or constraints, the resulting system performance (e.g., high error rates) has been significantly limited in protecting biometric template schemes. Biometric cryptosystems (referred to by their entropy S) have achieved reverse security levels related to their False Accept Rate (FAR).

An intentional and repeatable distortion of a biometric signal based on a selected transformation can be defined as cancelable biometric transformation [21]. This could allow the same biometric template to be used in different applications by applying different transformations. A transformation is referred to as revocable when it is possible to cancel or replace the stored template with a new template on the base of the same biometric data [8] [22–24]. A specific transformation parameter is used to get its transformed version of a biometric vector [25], while a hybrid biometric cryptosystem [26–30] combines different security algorithms.

Before the original biometric or extracted features have been stored, they are altered by cryptosystems. Cancellable biometric approaches enhance problems of unlinkability and diversity. In addition, cancelable biometric approaches are revokable if the kept template can be replaced with identical biometric data by a new template [31]. The discrete Fourier transform and a random projection on the original template can also achieve cancellability [32]. This transformation converts the original template into a complicated form, making it harder for an attacker to break its security. In [33], a non-invertible template transformation based on hash code is employed to ensure its linkability and revocability.

The outlines of the paper are organized as follows. Section 2 contains related work on cancelable biometrics. Section 3 provides the proposed cancellable biometric-based hybrid encryption system. Section 4 gives the results of simulation and comparative analysis of results. Finally, the concluding remarks are presented in Section 5.

2  Related Works

Cancelable biometrics is used to achieve template protection based on transformation [34]. The cancelable biometric concept helps to create a cancelable biometric template. The biometric template contains a distorted version that allows for high privacy levels by using the same biometric data for several templates.

Fingerprint recognition is the most commonly available technology in biometrics [35,36]. The biometric fingerprint protection scheme based on cryptographic hatching was presented by Sadhya and Singh [37]. The core of this scheme focuses mainly on using cryptographic hash functions that ensure adequate security. The proposed framework was tested on different fingerprint databases and the results were comparable with other current cancelable systems (EERs of 5.8%, 5.3%, 15.8%, and 14.5%).

DRPE method [38] for irreversibly encrypted iris codes is used in the FrFT area. In the cancelable approach, the RPM1, encryption keys, and RPM2 are used. This prevents the need for transmitted keys and improves the confidentiality of authentication by the cancelable system because every user has a unique key to obtain scrambled iris templates. Bultheel et al. [39] proposed a cancelable, probabilistic random projection-based voice-biometric system. The problem with voice biometrics is that speakers are recognized based on the user’s statistical models. Recent papers introduce binarization methods in the integrated protection system of speaker models.

Kaur et al. [40] introduced a multi-bit allocation binarization template to deal with this problem. In addition, the proposed methods for extracting binary discriminatory features are applicable to template protection. Because biometric cryptosystems have restrictions like generating several non-related templates, the proposal to eliminate these limitations was a hybrid approach. Different cryptosystems are combined with a hybrid biometric cryptosystem, such as a key-binding scheme with bio-hashing and a non-invertible transformation with a fuzzy vault scheme [41]. The hybrid biometric cryptosystem benefits from cancelable biometric properties while ensuring enhanced security [42].

To secure speech signals, Sadhya [43]. proposed different signal processing algorithms to have cancellable transformations. On the other hand, strict analysis demonstrates the resistance of the proposed cancelable speech technique to various serious attacks, while other biometric template protection criteria are required. The main contributions of the proposed hybrid cryptosystem for cancellable biometrics are as follows:

•   It has a non-invertible transform that ensures high revocability and diversity to provide additional security.

•   Achieving high and recommended security outcomes for all tested evaluation metrics.

•   To measure the performance of the suggested optical 3D Jigsaw transform, additional comparative analyses have been performed.

3  Proposed Hybrid Cryptosystem for Cancellable Biometrics

The general diagram of the proposed cancellable biometric-based hybrid ciphering system is revealed in Fig. 1. First, we convert the speech signal to a spectrogram gray-level image. The detailed steps of the proposed cancellable biometric system include:

1.    The original image f(x, y) is separated into different planes.

2.    Every plane fi(x, y) is converted into J[fi(x, y)] using 3D Jigsaw transformation.

3.    The transformed template obtained from the 3D Jigsaw is also ciphered with the FrFT with an order (αx, αy).

4.    The first stage output is multiplied with a secret mask R1(x, y) which is chosen to be a phase function exp[i ψ(x, y)].

5.    The final encrypted biometric template is then obtained by encrypting the resulting ciphered template with another ciphering phase of the FRFT with an order (βx, βy).

[image: images]

Figure 1: Proposed cancellable biometric-based hybrid encryption system

The suggested technique includes two template plans: a non-invertible cancellable biometric system and two phases of the FrFT algorithm. Firstly, The input template is transformed with a 3D Jigsaw transformation algorithm as a non-invertible cancellable biometric scheme, more definitions, discussions, and details about Jigsaw transform can be found in [44–50]. Next, a random phase code R1(x, y) is multiplied with the output of this encryption stage. Finally, a second ciphering phase of the FrFT is used to obtain the ciphered template. The basis for the encrypted biometric template is a Jigsaw transformation algorithm, different fractional parameters, and random phase codes. This increases the encryption system robustness.

Therefore, the suggested scheme uses image ciphering, which utilizes two 2D-FrFT cascaded phases of a function f(x, y). The employed 2D-FrFT is exploited in our proposed cancelable biometric system to encrypt the biometric templates represented mathematically as in Eq. (1).


Fαxαy[f(x,y)](u,v)=∫−∞∞⁡∫−∞∞⁡Kαxαy(x,y;u,v)f(x,y)dxdy
(1)

with the kernel


Kαxαy(x,y;u,v)=Kαx(x,u)Kαy(y,v)

where


Kαx(x,u)={Aϕxexp[iπ(x2cot⁡ϕx−2xucosecϕx+u2cotϕx)]ifαx≠nπδ(x−u)if αx=2nπδ(x+u)if αx=(2n+1)π

and


Aϕx=exp{−i[πsgn(ϕx)/4−ϕx/2]}[|sin(ϕx)|]12

where δ(.) is the delta function, 
Kαy(y,v)
is the angle along the x axis, and 
Kαy(y,v)
is the angle along the y axis [50,51].

The proposed cancellable biometric-based hybrid encryption system schematic diagram is displayed in Fig. 2. First, the user template is divided into P planes. Let f (x, y) be the input biometric template with size N×N and fi(x, y) represent the P bit-planes where i = 1 to P and P = 8 planes.
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Figure 2: Steps of 3D Jigsaw and FrFT ciphering system

4  Simulation Results

To elucidate the impact of utilizing the suggested scheme, we examine two different samples datasets of speech signals. An important parameter in analyzing ciphered biometrics is visual inspection in which hidden features represent high cancelability benefits and good ciphering performance. Therefore, the strength of the cancellable biometric system is evaluated with different metrics such as Receiver Operating Characteristic (ROC), False Positive Fraction (FPF), True Positive Fraction (TPF), Probability of False Distribution (PFD), and Probability of True Distribution (PTD) [52–62]. In addition, the correlation scores between biometric templates are also employed. Only when a score to a test person exceeds a certain level the system is accessible.

The two testing datasets of the utilized speech samples in simulation tests are shown in Figs. 3 and 5. Figs. 4 and 6 show the biometric images for the tested nine biometric speech of the two datasets. In the simulations, nine biometric images are chosen for the two data samples for encryption using the proposed encryption scheme. To check the cancelability performance of the proposed hybrid encryption scheme, a number of random simulation tests have been performed. We compare the performance of the proposed FrFT + Jigsaw scheme-based cancellable biometric system with the DRPE encryption technique-based cancellable biometric system [44]. Figs. 7 and 8 show a comparison between the encryption outputs of the proposed FrFT + Jigsaw scheme and the state-of-the-art DRPE technique [44] for the two tested biometric samples. The simulation outcomes show that the proposed scheme performs efficiently compared to other related DRPE schemes [44].
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Figure 3: The tested nine speech samples of the 1st dataset
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Figure 4: The biometric images of the tested nine speech samples of the 1st dataset
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Figure 5: The tested nine speech samples of the 2nd dataset
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Figure 6: The biometric images of the tested nine speech samples of the 2nd dataset
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Figure 7: Encryption outcomes of 1st dataset
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Figure 8: Encryption outcomes of the 2nd dataset

Figs. 9 and 10 show the PTD, PFD, and ROC as the comparison curves of the output authentication stage between the conventional DRPE scheme and the proposed FrFT + Jigsaw scheme for the nine biometric data samples of the sample datasets. These curves determine the threshold and probability of error in the authentication stage. Depending on the threshold value, the intersection point determines whether or not this user is an authorized user. Figs. 11 and 12 show the histograms for the tested schemes. It is observed that the suggested scheme provides better flat histograms, which means achieving efficient ciphering performance compared to the related DRPE scheme.
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Figure 9: The PTD, PFD, and ROC outcomes of the 1st dataset
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Figure 10: The PTD, PFD, and ROC outcomes of the 2nd dataset
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Figure 11: Histograms of the 1st dataset
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Figure 12: Histograms of the 2nd dataset

Tabs. 1 and 2 present the correlation scores of the examined schemes for the tested datasets. These achieved scores prove that the suggested ciphering scheme can secure the stored speech signal compared to other related ciphering schemes [44].
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Additional experimental tests in terms of EER, FAR (False Accept Rate), FRR (False Reject Rate), and AROC metrics are performed to compare the proposed scheme with recent related schemes [34,44,51,57–62], as shown in Tab. 3. These acquired outcomes prove the cancelability efficiency and high ciphering performance of the proposed scheme compared to other conventional schemes.
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5  Conclusions

This paper introduced an improved encryption scheme that is more secure against hackers for an efficient cancelable speaker recognition system. The major contribution of this work is to integrate FrFT with the 3D Jigsaw transformation to achieve efficient cancellability for biometric speech templates. Therefore, the proposed encryption scheme simultaneously enhances diffusion in the ciphered biometric speech. The experimental simulation outcomes have confirmed that the suggested ciphering system ensures the efficient encryption of stored biometric templates. As a result, compared to traditional techniques, it is better qualified for secure biometric templates. Moreover, it provides highly-valued PFD, PTD, ROC, histogram, and correlation. Furthermore, the simulation outcomes expounded the eminence of executing the suggested 3D Jigsaw ciphering scheme for cancelable speaker identification with the traditional encryption schemes to reinforce the cancellability of the stored speech signals, likewise acquiring considerable subjective and objective results.
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Table 1: Correlation scores of the 1°" dataset

Speech sample Correlation score with false speech Correlation score with true speech

DRPE [44] Proposed DRPE [44] Proposed
speechl 0.5699 —0.0036 1 0.8586
speech2 0.5818 —0.0020 0.5199 0.8462
speech3 0.4898 —7.9868e—04 0.4776 0.8827
speech4 0.5224 0.0041 0.4840 0.8853
speech5 0.5024 0.0030 0.4719 0.8721
speech6 0.4924 —4.0540e—04 0.4454 0.8642
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Table 3: The statistical evaluation security analysis results for cancellable templates for the proposed cancellable
system and the cancellable literature systems

Scheme EER FAR FRR AROC
Proposed 0.0035 0.0106 0.0038 0.9958
44 ] 0.0740 0.4885 0.6759 0.5146
[51] 0.0224 0.0607 0.0447 0.9744
34 ] 0.0215 0.0305 0.0424 0.9864
[57] 0.0219 0.0946 0.2983 0.8920
58] 0.0862 0.0359 0.0129 0.9274
[59] 0.0622 0.0741 0.0667 0.9343
[60] 0.0436 0.0632 0.0279 0.9592
(61] 0.0351 0.0497 0.2836 0.9583
(62] 0.0096 0.0263 0.0192 0.9673
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Table 2: Correlation scores of the 2" dataset

Speech sample Correlation score with false speech Correlation score with true speech

DRPE [44] Proposed DRPE [44] Proposed
speechl 0.4392 —0.0051 1 0.8570
speech?2 0.4941 0.0058 0.4213 0.8086
speech3 0.5423 —0.0031 0.4248 0.8411
speech4 0.5328 0.0101 0.4093 0.8505
speech5 0.5211 —0.0025 0.4213 0.8130
speech6 0.5433 —7.1928e—04 0.4296 0.8442
speech7 0.5463 —0.0068 0.4320 0.8461
speech8 0.5306 0.0044 0.3973 0.8363
speech9 0.5475 9.1537e—04 0.4552 0.8293
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