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Abstract: Securing medical data while transmission on the network is required because it is sensitive and life-dependent data. Many methods are used for protection, such as Steganography, Digital Signature, Cryptography, and Watermarking. This paper introduces a novel robust algorithm that combines discrete wavelet transform (DWT), discrete cosine transform (DCT), and singular value decomposition (SVD) digital image-watermarking algorithms. The host image is decomposed using a two-dimensional DWT (2D-DWT) to approximate low-frequency sub-bands in the embedding process. Then the sub-band low-high (LH) is decomposed using 2D-DWT to four new sub-bands. The resulting sub-band low-high (LH1) is decomposed using 2D-DWT to four new sub-bands. Two frequency bands, high-high (HH2) and high-low (HL2), are transformed by DCT, and then the SVD is applied to the DCT coefficients. The strongest modified singular values (SVs) vary very little for most attacks, which is an important property of SVD watermarking. The two watermark images are encrypted using two layers of encryption, circular and chaotic encryption techniques, to increase security. The first encrypted watermark is embedded in the S component of the DCT components of the HL2 coefficients. The second encrypted watermark is embedded in the S component of the DCT components of the HH2 coefficients. The suggested technique has been tested against various attacks and proven to provide excellent stability and imperceptibility results.
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1  Introduction

Securing medical images is an important issue in healthcare. Patient information such as electronic health records (EHR) and medical images, e.g., X-rays, computerized tomography (CT), and Magnetic resonance imaging (MRI) scans, need to be shared on the network [1]. There are two ways to protect medical images: encryption, which provides confidentiality, and watermarking, which provides authentication [2]. Digital watermarking saves different information like texts, images, audio, or videos [3].

Transform domains are used in watermarking techniques [4,5]. Watermark embedding methods are commonly applied in the spatial domain [6,7] or the frequency domain [8,9]. The spatial domain is weak to the image threats such as (JPEG) compression; the frequency domain has better quality regarding image watermarking by altering their coefficients. The robustness requirements of digital watermarking algorithms operated in the frequency domain are better than spatial domain techniques [5].

A discrete cosine transform (DCT) converts images into low, mid, and high-frequency sub-bands. While high-frequency areas of the image can be removed when attacks (compression and noise) are applied, the image’s major and important viewable regions are found in the low-frequency sub-bands [10]. In order to keep the watermark robust when compressed and prevent simultaneous changes to the desired or noticeable quality of the image, watermarks are inserted in middle-frequency sub-band coefficients [11,12].

In discrete wavelet transform (DWT), an image is split into four non-overlapping multi-resolution sub-bands [13], labeled LL (approximation sub-band), LH (horizontal sub-band), HL (vertical sub-band), and HH (diagonal sub-band). All of the signal’s energy is occupied by sub-bands with low frequencies. High frequency encompasses the image’s texture, edges, and outlines. Lower frequency sub-bands contain most of the image’s energy; hence, when watermarks are inserted in low-frequency sub-bands, the image’s quality may be diminished, but its robustness may be increased [14]. Typically, the human eye cannot detect changes in these sub-bands. The high-frequency range is used for watermark embedding since the human eye cannot detect it and has an adequate level of imperceptibility and robustness [15].

Using the singular value decomposition (SVD) transformation, a matrix can be split into three identically sized matrices. An image is a matrix of nonnegative scalar elements from the perspective of linear algebra [16].

Encryption is a series of mathematical operations applied to data to generate a different type of data called a cipher [17]. To distinguish between two forms of data, the plaintext is used for unencrypted data, and cipher text is used for encrypted data [18]. The capacity of a cipher to generate cipher text that cannot be easily reversed to the original plaintext is the security of encryption. There are two forms of encryption: there are two types (Symmetric key and Asymmetric key algorithm). There are many reasons to use encryption: Reliability refers to the fact that the cipher text can be recovered and that the recovered data is identical to the plaintext; the encryption mechanism will keep the information hidden, which is security [19,20]. The SHIFT function is used to shift the elements of a vector or array in a circular fashion. The size and data type of the output array are identical to those of the input array. Regardless of the number of dimensions in the input array, shifts are handled in the same way: Depending on the number of rows and columns supplied by the second and third parameters of the procedure, the contents of entire rows and/or columns are shifted to the rows above or below, or to the columns to the right or left. Positive values for the second and third parameters move rows up (or columns to the right), while negative values move rows down (or columns to the left) (or columns to the left) [21].

Image pixels are randomly reconfigured in chaotic image encryption. The Cat map, the Line map, and the Baker map are all examples of chaotic maps that can be utilized for picture encryption [20,22]. The Cat map performs a geometric transformation. The line map extends all the pixels to make a straight line and then folds them according to a set of rules. After this operation, the plain image’s pixels are randomly distributed in the encrypted image, and the adjacent pixels are no longer significant. On the other hand, the Baker map expands the image horizontally before folding it vertically. The positions of every pixel in the plain image are altered by repeating this method [23,24].

In this work, we develop a watermarking scheme to assess the effects of several medical image-processing techniques as attacks like Gaussian noise. A DWT-DCT-SVD transform method was performed to embed the watermark. The secret image is scrambled using circular and chaotic encryption. Simulation using Matlab was used to apply various image processing techniques to insert and extract watermarks to check whether watermarking is effective.

2  Related Works

This section summarizes the recently developed watermarking techniques introduced for medical imaging. In [25], Priya et al. proposed a medical image encryption method. In order to secure patient information, the electronic patient record is incorporated within the original medical photograph. The doctor’s fingerprint is then added to the watermarked medical image, which is then encrypted into a visually significant encrypted image. The results reveal that the proposed approach achieves high peak signal to noise ratio values, resulting in high visibility. In addition, gives high data integrity by providing authentication using a fingerprint image.

In [26], Haddad et al. proposed a new biometric reinforcement security approach by combining two watermarking schemes on two levels. In the first level: the first watermark is generated using the fingerprint minutiae; this watermark is impeded into the face image using a wavelet packet decomposition. The previously watermarked face is used as the watermark on the second level. It is jammed into the original fingerprint image using the same watermarking procedure as in the first level. The resulting watermarked fingerprint can be used to verify one’s identity. The proposed watermarking approach’s visual quality, robustness, complexity, and verification accuracy are all examined. The results show that the proposed method is robust to several signal-processing attacks.

In [27], Thakkar et al. proposed a blind im-age-watermarking scheme. The logo and EPR are used as watermarks to verify and identify the original medical image. The ROI of the medical image is where the watermarks are placed, i.e., region of interest. The wavelet decomposition of the medical image’s ROI is used in the DWT to produce various frequency sub-bands. They produce several singular matrices using block-SVD and the low-frequency sub-band LL of the ROI. At the receiving end, both watermark contents are blindly recovered. The experiment findings indicate that this strategy offers improved visibility of watermarked images and recovery of watermark content because of the DWT-SVD combination. The suggested approach is suitable for watermarking color photos and resistant to several signal-processing attacks.

A watermarking method with two modules, embedding, and extraction, was proposed by Aparna et al. in [28]. The fingerprint biometric is used for authentication, while the encryption and reversible watermarking ensure confidentiality and integrity, respectively. The fingerprint and the electronic health record watermarks are embedded in the medical image to verify the patient’s identity (HER). The ROI region is separated from the input picture during the embedding phase using the RG algorithm. Then, compute the SHA-256 hash of the ROI. After that, elliptical cryptography should be used to protect the EHR. The next step is to extract the fingerprint’s minutiae point and combine it with the previous ROI and Her. It is thus possible to compress hexadecimal numbers via arithmetic coded concatenation. Embed the compressed bit stream back into the original image after completing this step. At long last, they’ve got their hands on a copy of the watermarked image. The extraction method includes a reverse operation. According to experiments, this approach improves image quality and enhances embedding performance.

3  Proposed Technique

The proposed technique applies DWT of the original image to LL, LH, HL, and HH. Then the sub-band LH is decomposed using 2D-DWT to LL1, LH1, HL1, and HH1. Then the sub-band LH1 is decomposed using 2D-DWT to LL2, LH2, HL2, and HH2. Two frequency bands (HH2) and (HL2) are transformed by using 2D-DCT and then applying SVD to the DCT coefficients to get S values, and then the S values are added to the watermark at different depths. The two watermark images are encrypted using circular encryption and chaotic to increase security. The first encrypted watermark is embedded in the S component of the HL2 Coefficients’ DCT components. In contrast, the second encrypted watermark is embedded in the S component of the HH2 Coefficients’ DCT components.

Then the method is applied by using another technique by embedding the watermark in the least significant bit of the singular values. Inverse SVD on changed S vector and original U, V vectors are used to create the watermarked image, which is then processed twice using inverse 2D-DCT and inverse 2D-DWT. This proposed addition technique improves the robustness of the host image without degrading it. Watermark embedding at the sender and watermark extraction at the receiver are the two aspects of the proposed technique, as introduced in algorithm 1. Fig. 1 shows the embedding process, Fig. 2 shows the 2-level DWT, and Fig. 3 presents the extraction process. The main steps of the extraction process are introduced in algorithm 2.
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Figure 1: Main steps of the embedding process
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Figure 2: 2-level DWT
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Figure 3: Main steps of the extraction process
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4  Performance Evaluation

4.1 Performance Measures

Two independent parameters can be used to assess the quality of digital watermarking: imperceptibility and resilience. The PSNR of the host picture and the embedded image in dB are used to determine imperceptibility. Higher PSNR is preferred since it effectively hides the designated picture. The original and restored watermark images are compared to determine robustness. When the peak signal-to-noise ratio (PSNR) is high, the watermarked image resembles the original image more closely, implying that the watermark is undetectable. Watermarked images with a PSNR greater than 35 are generally acceptable. The following performance evaluation measures are used in most watermarking projects.

For invisible watermarking methods, the watermark should be imperceptible, and the human eye should not be able to distinguish between the watermarked and the original images. This measure is subjective and thus is not always reliable for evaluating a watermarking algorithm.

The peak signal-to-noise ratio (PSNR) measure is used between the watermarked and the unwatermarked images. It is related to imperceptibility, where a higher PSNR means a higher imperceptibility [29].


PSNR(dB)=10log10⁡(25521N2∑x,y(Aw(x,y)−A(x,y))2)
(1)

A correlation coefficient measure is used between the extracted and the original watermarks, where a higher correlation coefficient means that the extracted watermark is the one of interest. This measure is calculated as follows [29].


cr(W,W^)=∑yW(y)W^(y)∑yW2(y)∑yW^2(y)
(2)

where, W and W^ are the original and extracted watermarks, respectively.

4.2 Results

Experiments have been done on both medical and standard images. The test shows the imperceptibility of the original image, which has been watermarked. The robustness of the watermark is approved by applying different types of attacks: image cropping, noise, i.e., salt and pepper-Gaussian, image rotation, and median filter. Experiments were done on different images; a 1024 × 1024-host image and 128 × 128 of two watermark images were used. Table 1 shows the host image, two watermark images, and the encrypted watermarks. Row (A) for medical image with fingerprint and the image of patient as watermarks in order to protect the MRI of the patient. In addition, row (B) shows the original image of “Lena” and the watermarked images.
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The extracted watermarks with and without attacks such as median filter, Rotation, Cropping, Gaussian, and Salt and Pepper are shown in Tables 2 and 3, respectively, for medical and Standard images. The (A) part uses the DWT-DCT-SVD-additive technique with watermark depth = 0.09, while the (B) part uses DWT-DCT-SVD-LSB.
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A PSNR representation with values higher than 35 dB is within an acceptable level of degradation, which means that it is almost not seen by the Human visual system (HVS). The extracted watermarks after various attacks with Correlation values as a measure for robustness are shown in Tables 4 and 5, respectively, for the medical and standard image; (A) Using DWT-DCT-SVD-additive technique with watermark depth = 0.09, and (B) using DWT-DCT-SVD-LSB.
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Table 6 applies the DWT-DCT-SVD-additive technique with watermark depth = 0.09 to different medical images. Results show that the robustness of watermarks is high even after applying different types of attacks; the watermarks can be recovered with acceptable quality. In Image 1, the average correlation for recovered watermark1 (W1) equals .92 and .89 for watermark2 (W2). In Image 2, the average correlation for recovered W1 equals .91 and .88 for W2. In Image 3, the average correlation for recovered W1 equals .92 and .89 for W2. In Image 4, the average correlation for recovered W1 equals .93 and .88 for W2. Table 7 compares proposed techniques with and without encryption to watermarks. The results show the high quality of the extracted watermark image in the additive technique using encrypted watermarks even in the presence of attacks. Figs. 4 and 5 show the comparison among the applied techniques using the effective additive watermarks with and without encryption to watermarks and the LSB watermarking with and without encryption to watermarks; it is shown that the watermarking using the additive technique using encrypted watermarks gives high performance even in the presence of attacks.
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Figure 4: Comparison among proposed techniques with and without encryption for watermark 1
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Figure 5: Comparison among proposed techniques with and without encryption for watermark 2

5  Conclusions

The experimental results show that the modified watermarking technique-using additive in DWT domain with encrypted watermarks using circular and chaotic encryption to watermarks technique enhances the imperceptibility measurements PSNR as well as the robustness of the system against attacks such as data filtering. The modified technique improves robustness against all attacks than watermarking without encryption. In addition, the technique-using additive is better than using LSB.
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Table 6: Results of different medical images Watermarking using the DWT-DCT-SVD-additive technique

with watermark depth =0.09
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Salt and pepper noise variance =0.03 19.42 0.99 0.88
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Median filter [3 3] 42.32 0.88 0.91
Gaussian noise variance = 0.1 11.67 0.99 0.84
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Table 4: PSNR of watermarked medical image and correlation of recovered watermarks in (A) using the
DWT-DCT-SVD-additive technique with watermark depth =0.09 and (B) using DWT-DCT-SVD-LSB
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Table 7: Comparison among proposed techniques with and without encryption to watermarks
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technique + technique technique + technique
encryption- without encryption- without

additive. encryption- LSB encryption-
“correlation” additive. “correlation” LSB
“correlation” “correlation”

Without attack 097 097 097 09 095 091 095 091

Median filter [3 3] 0.74 08 065 076 092 056 089 0.44

Gaussian noise variance = 0.1 095 084 079 049 042 025 038 0.24

Image rotation 0.61 060 050 034 059 063 070 0.6l

Cropping 095 095 096 096 088 089 090 0.89

Salt and pepper noise variance=0.02 097 095 031 020 051 034 041 0.32
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Algorithm 1: Proposed DWT, DCT, SVD-based watermarking technique

Sender:
Embedding process:
Step 1:

Step 2:

Step 3:
Step 4:
Step 5:

Step 6:

Step 7:
Step 8:
Step 9:

Decompose the cover image into four sub-bands using 2D-DWT: LL, HL, LH, and
HH.

Choose the LH1 sub-band, and apply 2D-DWT on the sub-band to produce four
smaller sub-bands: LL,, HL,, LH,, and HH,.

Apply 2D-DCT to sub-bands (HL, and HH,).
Calculate the DCT coefficients’ singular values for HL, and HH,.

Encrypt the two grey-scale watermark images (W;, W,) using circular and chaotic
encryption techniques.

Embed the first encrypted watermark in the (S values) of the coefficients of DCT of
HH, and the second encrypted one in the singular values (S) of the DCT coefficients
of HL, using two methods:

1-Least significant bits: put the bits of the encrypted watermark in the
least significant bits of the s values of the DCT coefficients of the
two sub-bands HH2 and HL2.

2-The additive technique: by the following equations:

- Singular values (Watermarked sub-band (HH2)) = Singular
values (dct2 (HH2)) + k1 (factor) * encrypted watermarkl.

- Singular values (Watermarked sub-band (HL2)) = Singular
values (dct2 (HL2)) + k1 (factor) * encrypted watermark?2.

Use inverse SVD on the changed S vector and the original U and V vectors.
Apply inverse DCT (IDCT) to each sub-band.

Apply the inverse DWT (IDWT) to the DWT transformed image, including the
updated sub-band, to get the watermarked image.
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Table 2: Results of the proposed techniques with different types of attacks (A) using the DWT-DCT-SVD-
additive technique with watermark depth = 0.09, (B) using DWT-DCT-SVD-LSB
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Table 5: PSNR of watermarked standard image and correlation of recovered watermarks in (A) using the
DWT-DCT-SVD-additive technique with watermark depth =0.09 and (B) using DWT-DCT-SVD-LSB

(A) Results of watermarking using the DWT-DCT-SVD- (B) Results of watermarking using DWT-DCT-SVD-LSB

additive technique with watermark depth =0.09

Attack type ~ PNSR

Correlation of Correlation of PNSR

Correlation of Correlation of  Attack type

dB watermarked 1 watermarked 2 dB watermarked 1 watermarked 2
Without 37.34 0.97 0.97 69.6 0.95 0.91 Without attack
attack
Median filter 39.83 0.73 0.87 4541 0.92 0.56 Median filter [3
[3 3] 3]
Gaussian 11.36 0.95 0.91 11.38 042 0.25 (Gaussian noise
noise variance = 0.1
variance = 0.1
Rotation 80 11.27 0.59 0.41 10.68 0.59 0.63 Rotation 80
Cropping 10.32 0.95 0.95 10.33  0.88 0.89 cropping
Salt and 20.58 0.97 0.95 32.50 0.51 0.34 salt and pepper
pepper noise noise variance
variance = =0.02

0.02
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