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Abstract: In this current century, most industries are moving towards automation, where human intervention is dramatically reduced. This revolution leads to industrial revolution 4.0, which uses the Internet of Things (IoT) and wireless sensor networks (WSN). With its associated applications, this IoT device is used to compute the received WSN data from devices and transfer it to remote locations for assistance. In general, WSNs, the gateways are a long distance from the base station (BS) and are communicated through the gateways nearer to the BS. At the gateway, which is closer to the BS, energy drains faster because of the heavy load, which leads to energy issues around the BS. Since the sensors are battery-operated, either replacement or recharging of those sensor node batteries is not possible after it is deployed to their corresponding areas. In that situation, energy plays a vital role in sensor survival. Concerning reducing the network energy consumption and increasing the network lifetime, this paper proposed an efficient cluster head selection using Improved Social spider Optimization with a Rough Set (ISSRS) and routing path selection to reduce the network load using the Improved Grey wolf optimization (IGWO) approach. (i) Using ISSRS, the initial clusters are formed with the local nodes, and the cluster head is chosen. (ii) Load balancing through routing path selection using IGWO. The simulation results prove that the proposed optimization-based approaches efficiently reduce the energy through load balancing compared to existing systems in terms of energy efficiency, packet delivery ratio, network throughput, and packet loss percentage.
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1  Introduction

Wireless Sensors Network (WSN) is a collection of network devices installed in the sensing environment [1]. WSN was widely used in monitoring environments, health care, surveillance, disaster monitoring, and so on [2]. In the network, the individual devices are termed sensor nodes (SN) [3]. These sensor nodes can collect the information from the environment and transfer it into the base station (BS) directly or through intermediate gateways via wireless transmission. The transmission from the SN directly to BS causes an overhead of communication. The sensor nodes are combined as various cluster groups. One among the cluster nodes acts as a head and represents the terminal between SN and BS. This superior node is termed a cluster head (CH). The sensed data is collected from SN within its cluster and transmitted into BS. This kind of WSN is termed a cluster-based WSN.

To improve network performances, WSN has been widely used in various domains [4,5]. The primary reasons behind using sensors in the environment are their easy configuration and management setup [6]. These sensor nodes are autonomously operated and compute their network infrastructure ad hoc. In this kind of scenario, the nodes are unstable and can connect to their neighbor based on certain factors for data transmission. The CH combines the sensed data and relays it to the BS. CH can efficiently construct its single-hop and multi-hop path toward BS. The end user can use the centralized base station through the internet to retrieve the required data. During data transmission, the deployed SN can be mobile or static. The static SN is referred to as non-adaptive, and its routing mechanism is unchanged. Various mobile SN are dynamic, and their routing tables are updated when there is a change in network topology. While compared to dynamic routing, the static mechanism is secure; moreover, the stationary solutions are not appropriate for the scalable network in more significant regions [7]. The communication efficiency is increased through load balance, resource utilization, and throughput by integrating the Internet of Things (IoT) in all fields [8–10]. More physical devices are involved in IoT to transmit the data using the internet. The WSN helps IoT and supports observing and forwarding the data in the physical networking environment [11]. This research article proposed an effective cluster head selection and routing approach with load balancing to reduce network energy and computation. The significant contribution of this research is as follows:

For Each cluster, the cluster head is selected using Improved Social Spider Optimization with a Roughset model (ISSRS)

•   Once the cluster head for each cluster is selected, the routing from source to destination is selected using IGWO, which is used as a load balancing approach to reduce the load of base station and gateways.

•   The proposed cluster head selection and load balancing are evaluated using simulation by calculating the total number of nodes that are dead and alive. Further energy efficiency, throughput, and execution cost are calculated.

The paper is arranged as follows: Improving the energy efficiency of WSN using existing methods with load balancing and routing is discussed in Section 2. The proposed cluster head selection and routing with load balance methods are introduced in Section 3. The simulation environment with evaluation and comparative analysis of proposed vs. Existing load balancing with routing approaches is discussed in Section 4. Finally, Section 5 concludes the paper with its future extension.

2  Related Work

The section discusses the existing literature on loading balancing, routing, and clustering in WSN-based IoT systems. Majid et al. [12] did a systematic review of WSN and IoT-based applications. The detailed discussion using WSN in industry 4.0 with its IoT-related applications, research gaps, and future research directions are discussed. Lipare et al. [13] developed GWO with a novel fitness function-based load-balancing approach to overcome the issues of energy holes in WSN. In this work, authors applied GWO for routing and cluster with enhanced fitness functions. Kumar et al. [14] developed a clustering with a Centroid-oriented routing protocol for WSN-based IoT. This routing approach has three phases: network initiation to create the zone among the nodes, selection of zone coordinator, and zone head selection. The path from the zone head to the base station is optimized and distance centric with one or dual-hop level transmission to reduce packet loss.

Qureshi et al. [15] used a gateway node to reduce the load of the cluster head and transmit the data to the base station. Their assumption that the gateway node should be in the neighbor gateway range leads to high complexity and also limits the sensor node deployment randomly. Arroyo et al. [16] developed a cloud computing and WSN-based air quality monitoring system. The distributed sensors are connected to the cloud for storage, monitoring, and processing from WSN. The data processing is performed using artificial intelligence approaches. Hornillo et al. [17] predict the shadow of satellites using WSN and IoT for smart cities. The authors developed a graphical method for predicting satellite coverage in urban areas. Their captured shadow images are similar to Eutelsat satellite measurements.

Haseeb et al. [18] proposed a secure IoT with a WSN-based innovative agriculture application. Initially, the agricultural data are sensed using the sensors, and cluster heads are formed using the multi-criteria decision method. The signal strength is measured using the Signal Noise Ratio (SNR). The simulated results prove that the proposed model enhances the network performance with increased throughput and reduced drop ratio. Butun et al. [19] reviewed the challenges and vulnerabilities of IoT and WSN-based applications. Further authors also discussed attacks related to IoT and WSN with its solutions and advantages with limitations.

Pamarthi et al. [20] did a systematic review of the WSN security issues for IoT applications. Pamarthi et al. discussed routing attacks with their security measures for ad hoc networks. Farooq et al. [21] discussed the wormhole attacks related to WSN and IoT. The authors examined the interconnection between IoT and WSN through the internet and it is guarded against external aggression. Raza et al. [22] reviewed the applications and security issues for sensor networks using the MAC protocol. The security challenges of various layers with their respective solutions were presented.

The technological security issues, with their advantages and challenges, are profoundly concerning. Kumar et al. [23] discussed IoT applications with evolutionary approaches. Sharma et al. [24] designed a relay node structure or WSN and load balancing. Here WSN created an IoT with a WSN-based application to monitor the natural disaster in the coal mine. WSN uses different parameters for network analysis, including the network’s lifetime, energy consumption, throughput, and area coverage.

Faheem et al. [25] developed an approach using bio-inspired for WSN-assisted innovative application of grid. This application developed an IoT, and WSN-assisted farming robot using a computer vision-based approach is introduced. It has been used to classify weed and non-image. The weed image data are detected through WSN, and mutual authentication protocols for WSN-based IoT scenarios are also done. This scheme has improved performance, low communication, and execution costs. The main issue is the security concern for heterogeneous IoT environments needs to be considered.

3  Proposed Methodology

This section proposed efficient cluster head selection and routing path selection for load balancing in WSN assisted IoT environment.

3.1 System Model

The proposed system overview is shown in Fig. 1. The sensor node (SN) collects the data from the IoT sensors, such as temperature, pressure, and so on, concerning the applications. The gathered data are converted into digital form, which is transferred into the base station (BS) through cluster heads in the wireless networks. The BS consists of more power and memory. Further, it is connected to the best resources to save energy. In IoT-based applications, BS can store the data, analyze it and visualize data collected from the cluster head. BS can also provide a graphical user interface for the user to direct interaction or forward the collected data to the remotely managed server through the internet. The remoter servers send the sensed input data to the authorized user. This data is also saved on web pages to access worldwide through the internet. In this work, the clusters are formed using Euclidean distance, and the cluster head for each group is selected using the ISSRS approach. In the host computer, the load is balanced using IGWO to reduce system energy. The end users can access the centralized base station through the internet to retrieve the required data.
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Figure 1: Architecture of proposed load balancing in WSN-assisted IoT model

3.2 Cluster Formation

Each SN is allotted its identification number. The links are formed from the source SN to the destination using Euclidean distance. It measures the distance between two adjacent SN located within the communication range CR. The sensing range SNR has been denoted as the range between the SN that can sense the signal. N is the number of nodes in the network. The set of possible communication is defined in Eq. (1)

C={(SNi,SNj)∈N|SNj recieve message from SNi}(1)

The neighboring of SNi is declared as in Eq. (2)

Neighbor(SNi)={SNj∈N|(SNi,SNj)∈l}(2)

The link between the SN is limited to its capacity called μij

Pij=∑CXijC≤μij(3)

where between XijC-set of communication link between (i,j)∈L.

3.3 Cluster Head Selection Using ISSRS

Various researchers have proposed cluster-based concepts to simplify network management. The cluster head node can able to manage the sensor node. It is responsible for arranging the SN within the cluster from the routing table. Also, the cluster head gathers the data and aggregates and retransfers the collected data to the collections. These cluster heads lack energy due to the unexpected load assigned to them. To minimize the energy in CH, the distance between CH and the base station should be minimum, or else there is a need for multihop transfer from CH to the base station through intermediate cluster heads. The previous cluster method selects the cluster head node randomly without considering the parameters related to the centralized approach. This will affect the network’s scalability. The proposed meta-heuristic-based load balancing and cluster head selection approach efficiently chose the CH to transmit the data to neighbor CH based on the parameters such as Initial energy, Residual energy, Energy consumption rate, and Average network energy. The significant parameter in choosing the CH is the initial energy. Residual energy means after the series of execution, and the CH considers the remaining SN energy. The energy consumption rate is the primary factor for each cluster. The average energy of the network is the reference energy, and it is the ideal energy to make the network alive. This starts with the random initialization of the spider population. Each individual is converted into the binary vector of length N using Eq. (4)

V=11+e−Xij(t)(4)

Xij(t+1)={0 if V(Xij(t))>ε1otherwise(5)

where, Xij(t)-Spider (SN) value at iteration t and ε∈[0,1]. It uses the dependency degree as in Eq. (6)

γE(D)=PE(D)|N|(6)

where, E is the set of conditions and D is the selected nodes, P (D) is the positive region which consists of all the nodes N that is classified based on the information C. The fitness function is declared as in Eq. (7)

F(S)=τγS(D)+(1−τ)(1−|S||C|)(7)

where, τ∈[0,1] provides the distance between number of selected nodes and classifying results. |.| represents the number of selected nodes. Each spider fitness is compared with global best (Fgbest). If it has highest fitness value then Fgbest is replaced with the recent spider and its position which will added to the selected set S. The weight of each spider is updated using the Eq. (8)

wij=Fi−worstbest−worst(8)

where, F–fitness of ith spider, worst–worst fitness value of population N and best is the best fitness value of population N. In social spider the information exchange between the spiders is represented by vibration of ith spider perceived from jth spider is represented in Eq. (9)

vbi,j=wjedi,j2(9)

where, w–jth spider weight, d-distance measured between I and jth spider. There are three categories of Vibration is produced by the spider, such as n, b, and f. where vbn is the vibration produced by the nearest spider, vbf is the vibration produced by the female spider, and vbb is the vibration produced by the male spider as the best spider. The new position of Female Spider Position (FSP) is updated using Eq. (10), which is managed by the probability factor P, and the moving factor is updated with the relation between other spider and their respective vibration in the search space.

FSPik+1={FSPik+α.vbi,n.(sn−FSPik)+β.vbi,b.(sb−FSPik)+δ.(r−12) with probablity PFSPik−α.vbi,n.(sn−FSPik)−β.vbi,b.(sb−FSPik)+δ.(r−12) with probablity 1−P(10)

where, α,β,δandr-random number between [0, 1], k-iteration number and sn and sb nearest spider and best spider in the web respectively. The male spider process is operated using the Eq. (11). Until the stopping condition met, this process is repeated. The final selected cluster heads are represented in S. The workflow of ISSRS is show in Fig. 2.

MSPik+1={MSPik+α.vbi,f.(sf−MSPik)+δ.(r−12)ifMSPik∈DominantgroupSPik+α.(∑h∈nondominantMSPhk.wh∑h∈nondominantwh)−MSPikifMSPik∈Non−Dominantgroup(11)
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Figure 2: Workflow of ISSRS

3.4 Routing Using IGWO for Load Balancing and Energy Saving

Once the cluster head has been selected using ISSRS, load balancing is the next consideration through the proper routing mechanism. Since the CH is nearer the base station, it can directly transmit the sensed data to BS. In the case of CH far from the BS, it can choose multi-hop transmission using routing methods to select the efficient path to the next CH for information transfer. Assume the sensor node (SN) and the deployed gateways in the region with the area of X * X m2. Within the communication range, the SNi can connect only one Cluster head CHi. Let kij be the Boolean variable defined in Eq. (12). Each CH should secure to BS directly or through another CH via gateways. The load Li is reduced for the CH and balanced with other CH.

Li={kij=1if SNi connected to CHikij=0otherwise(12)

The Improved Grey wolf optimization (IGWO) based routing scheme consists of three phases such as (i) Wolves initialization (ii) For each wolf fitness value is computed and (iii) Velocity and Wolves position updating.

(i)   Wolves Initialization: Each solution is stated as a map from one CH to other CH/BS. The solution size is similar to the number of CH called ‘H’. The solution represents the route from a CH towards BS via next consecutive CH in network. Each CH is stated with the random number (Xi,c)=Rand[0,1]where1≤i≤Nis and 1≤c≤H. Where Nis-number of initial solutions and c–cluster head number of corresponding solution. It maps the CHk as next neighbour CH. The routing path towards the BS from CHc which indicates that CHk sends the data to CHc. This mapping is computed using the Eq. (13)

CHk=Index(SetNextCH(CHc),n)(13)

where, this indexing function indicates the index of nth CH and n=Ceil((Xi.c)×|SetNextCH(CHc)|).
(ii)   Fitness Value Computation: The fitness function is the important factor that measure the quality of the result based on the parameters. This phase helps to update the parameters such as α,βandδ values at each iteration. The novelty of this paper is updated here to set the fitness value to generate the routing path from each CH to BS. The entire distance (ED) travelled from CH to BS is represented in Eq. (14)

ED=∑i=1hdist(CHi,NextCH(CHi))(14)

where, h-number of CH. The total hops from CH in the network is defined in Eq. (15)

HP=∑i=1hNextCount(CHi)(15)

Routing is performed with the consideration of minimum distance traveled with less number of hops. Hence, the smaller the space, the Hops traversed leads high fitness value for obtaining the best solution. Therefore, the fitness value is inversely proportional to the number of hops and distance. The highest fitness values lead to the best solution. The Routing fitness (RF) function is represented in Eq. (16)

RF=K1(w1×ED+w2×HP)(16)

where, K1–proportionality constant, (w1,w2)∈[0,1] and w1+w2=1 [13]. This RF can balance the number of hops and distance from one CH to other towards BS.

(iii)   Velocity and Position Updation: Each wolf of α,βandδ (solutions) needs to update the location depending on the positions using the Eq. (17) in order to reach the prey (best feasible solution).

Dα=|C1.Xα−X|(17)

Dβ=|C2.Xβ−X|(18)

Dδ=|C3.Xδ−X|(19)

where, X–wolf current position, Xα-current position of α wolf, Dα-updated position of α wolf, Xβ and Xδ are the current position of β and δ wolfs respectively. And Dβ and Dδ are the updated position of β and δ wolfs respectively. In GWO [4], the alpha wolf is the global solution, the best solution from the most recent iteration is represented by delta wolf, while the best solution from the previous iteration is represented by beta wolf. The position of each wolf is updated using the Eq. (20)
Xt+1=X1+X2+X33(20)

X1=|Xα−R1.Dα|(21)

X2=|Xβ−R2.Dβ|(22)

X3=|Xδ−R3.Dδ|(23)
where t–is the current iteration and R-is the random vectors. However, it is in the range [0, 1]. Once the new positions are assigned, the solutions are re-evaluated. Fig. 3 represents the routing path from CH to another CH towards BS. CH2 and CH4 are nearer to BS, and they can send the sensed data directly to BS. Instead, CH1 and CH3 are far from the BS and communicated to BS through multi-hop transmission where CH1 sends data through CH2 (nearer to CH1 than CH4) towards BS and CH3 sends data through CH4 (nearer to CH3 than CH2) towards BS.
This efficient routing approach reduces the energy of the system.
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Figure 3: Proposed IGWO based routing

Fig. 4 represents the Cluster head-based load balancing approach using the proposed ISSRS-IGWO mechanism. Initially, CH1 senses the data from five SN. Rather, CH3 senses data from three SN. CH1 has an over workload, and it is balanced with CH3. As well as, CH2 consists of four SN, and CH4 consists of two SN. The load of CH2 is balanced with CH4. This efficient load balancing reduces the computational overhead of the network.
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Figure 4: Load balancing of CH using proposed ISSRS-IGWO

3.5 Energy Model

In order to transmit one bit of data over the distance d, the energy is computed as in Eq. (24)

ECX(k,d)={k×Ecr+k×Ecf×d2,ifd<EcfEpk×Ecr+k×Ep×d4,ifd≥EcfEp(24)

where, Ecr-Energy to transmit or receive a bit for k nodes, Ecf-free space amplifier energy, Ep-multi path amplifier energy. The energy for receiving bit is computed as in Eq. (25)

ER(K)=k×Ecr(25)

4  Simulation Results and Discussions

The proposed system model performance is compared with standard Grey wolf optimization, Multi-objective fuzzy clustering algorithm (MOFCA), and Particle Swarm Optimization (PSO)–ECHS. The evaluations regarding the number of dead and alive nodes, load balancing, energy consumption, and packet loss are implemented using Python Scikit learn.

MOFCA approach is made by using both clustering and routing for multi-hop transmission. The proposed approach uses two methods for its efficient routing mechanism. The cluster head selection is based on ISSRS, and the routing is based on IGWO. PSO used only one best possible solution. At the same time, the proposed model used three possible explanations. The routing fitness value comparison of IGWO and other approaches is shown in Table 2 for equal and unequal numbers of nodes. From Table 1 the proposed ISSRS-IGWO secured improved routing fitness values compared to different methods for the equal and unequal load. Increasing the fitness values gives a better solution.
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Evaluation of the number of alive nodes during the transmission is shown in Fig. 5 for the number of rounds. From the illustration, it has been observed that the proposed model secured longer network life than other approaches. For 3000 matches, using the proposed ISSRS-IGWO model, 850 nodes are alive for transmission. At the same time, in the different approaches, such as GWO, MOFCA, and PSO-ECHS, the number of active nodes is 630, 580, and 610, respectively. Hence, the proposed model increases the network lifespan while transmitting the data.
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Figure 5: Number of alive nodes for proposed ISSRS-IGWO vs. existing approaches

Fig. 6 displays the evaluation in terms of the number of dead nodes. It can be seen from the illustration that the proposed model secured fewer dead nodes than other methods. For 3000 rounds, 330 nodes died during the transmission while using the proposed ISSRS-IGWO model. Unlike the different approaches, such as GWO and MOFCA, the number of dead nodes is 410 500, and for PSO-ECHS, all 500 nodes have died in 2500 rounds. This result reveals that the proposed algorithm optimizes the energy consumption of nodes, so that cluster heads are rotating among nodes. This helps to minimize energy consumption by avoiding new nodes as cluster heads in the network. Hence, the proposed model increases the network lifespan with the reduced number of dead nodes while transmitting the data.
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Figure 6: Number of dead nodes for ISSRS-IGWO vs. existing approaches

The number of data packets transferred from CH to BS is shown in Fig. 7. In terms of the number of rounds. This illustration shows the superior performance of the proposed model to send the sensed data from SN to BS through CH. Compared to other approaches, the efficient cluster head selection with the routing approach transmits the maximum amount of data packets to BS via CH.
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Figure 7: Number of packets transmission of ISSRS-IGWO vs. existing approaches

Fig. 8 compares existing and proposed load-balancing approaches in terms of throughput. Throughput is measured as the size of the number of packets delivered, and it is measured using Eq. (26). Compared to the traditional approaches, the proposed model secured increased throughput and returned the packages without loss. The increased throughput of the proposed model is due to the implementation of robust cluster head selection.

throughput(bitsec)=successfully received packet count at BS×size of packettotal time to send the packet from SN to BS(26)
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Figure 8: Throughput comparison of existing and ISSRS-IGWO models

Packet loss is computed to assess the dependability of the suggested communication line. Compared to the total number of packets detected by SN in the network, the packet loss (PL) % is similar to the not received packet by the BS. PL occurs because of the SN failure, which has the data over the sensing network area. The PL computation is shown in Eq. (28). The evaluation of the proposed model in terms of PL is demonstrated in Fig. 9. Compared to the existing approaches, the proposed model secured less PL percentage at the simulation time of 200 s. The PL for the proposed model is 2.2%, whereas the other approaches, such as GWO, MOFCA, and PSO, 21.1%, 36%, and 40.6%, respectively.

PL=(TotalpacketsensedbySNatsimulationtime)−(totalpacketreceivedbyBSatsimulationtime)(27)

PL(%)=PL×100packetssensedbySNatsimulationtimet(28)
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Figure 9: PL (%) comparison of ISSRS-IGWO vs. existing models for 200 s simulation

The energy efficiency of the proposed model is evaluated, and it is compared with the existing approaches. The energy computation evaluation is performed on an equal and unequal number of SN for 100, 300, and 500 nodes. From Table 1, the proposed ISSRS-IGWO consumes less energy than another meta-heuristic approaches-based load balancing. The proposed model reduces the load of SN through CH, which distributes the load to other clusters equally. The proposed routing approach chose the best path with a minimum distance from the SN to BS through CH, which will reduce the energy with the minimum distance transmission. This evaluation ensures that the proposed model consumes minimum power compared to the other approaches and increases the network lifetime.

Fig. 10 represents the comparative analysis of proposed and existing approaches regarding execution cost. For 500 nodes, the proposed model secured 35 s for its execution. At the same time, the other methods, such as GWO, MOFCA, and PSO-ECHS, obtained the 80, 95, and 90 s, respectively. For this reason, the proposed ISSRS-IGWO is superior to other approaches with a minimum execution cost. Hence, the simulated evaluation and its comparative analysis show that the proposed model is efficient in reducing the energy and computation cost of the WSN.
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Figure 10: Execution time comparison

5  Conclusion

This paper proposes an efficient cluster head selection and load-balancing approach using Swarm Intelligence for a WSN-assisted IoT environment. Initially, the cluster of sensor nodes is formed using the Euclidean distance between the neighbor nodes in the communication range. Using the proposed Improved social spider optimization with a rough set approach, the CH is selected for each cluster, representing the manager for each group. The data from the sensor nodes are forwarded to the base station through cluster heads. The set heads nearer to the base station are sent the sensed data directly. Instead, the clusters far from the base station drain their energy and need extra computation costs to send the data. To reduce the system energy, load, and computation cost, another swarm approach called improved grey wolf optimization had been proposed for efficient routing from SN to BS via CH. The proposed cluster head selection and load balancing were evaluated in the simulation environment regarding the number of dead and alive nodes, energy efficiency, throughput, packet loss, and execution cost. These simulation results are compared with the existing approaches. The results prove the efficiency of the proposed model with reduced energy and execution costs, which will improve the network lifetime. The sensor node mobility is not considered in this work which is regarded as the limitation. In the future, sensor nodes’ mobility, cluster head, and base station can be assumed to determine the location change and provides efficient routing with reduced load and energy.
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Table 1: Routing fitness values of proposed ISSRS-IGWO vs. existing models

Load of SN Equal loads Unequal loads
No. of SN 100 300 500 100 300 500
GWO 1.31 146 1.71 0.81 092 0.11
MOFCA 1.52 1.68 1.86 1.14 134 1.64
PSO-ECHS 142 153 1.61 091 12 1.7

Proposed ISSRS-IGWO 1.72 181 198 145 1.52 1.79
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Table 2: Total energy consumption (J) of the sensor nodes using proposed ISSRS-IGWO vs. existing
models

Sensor node load Equal number of lodes ~ Unequal number of lodes
Number of sensor nodes 100 300 500 100 300 500
PSO-ECHS 94.2 178.2  250.3 95.2 178.5  280.1
MOFCA 88.1 165.6 2319 89.3 160.2  233.1
GWO 75.3 128.8 183.2 754 1294  184.7

Proposed ISSRS-IGWO 52.4 86.6 1123 54.2 87.9 114.3
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