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Abstract: Chaos-based cryptosystems are considered a secure mode of communication due to their reliability. Chaotic maps are associated with the other domains to construct robust encryption algorithms. There exist numerous encryption schemes in the literature based on chaotic maps. This work aims to propose an attack on a recently proposed hyper-chaotic map-based cryptosystem. The core notion of the original algorithm was based on permutation and diffusion. A bit-level permutation approach was used to do the permutation row-and column-wise. The diffusion was executed in the forward and backward directions. The statistical strength of the cryptosystem has been demonstrated by extensive testing conducted by the author of the cryptosystem. This cryptanalysis article investigates the robustness of this cryptosystem against a chosen-plaintext attack. The secret keys of the cryptosystem were retrieved by the proposed attack with 258 chosen-plain images. The results in this manuscript suggest that, in addition to standard statistical evaluations, thorough cryptanalysis of each newly suggested cryptosystem is necessary before it can be used in practical application. Moreover, the data retrieved is also passed through some statistical analysis to compare the quality of the original and retrieved data. The results of the performance analysis indicate the exact recovery of the original data. To make the cryptosystem useful for applications requiring secure data exchange, a few further improvement recommendations are also suggested.
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1  Introduction

Nowadays, digital images are an important way to share information, and when compared to text information, images are more vivid, easy to understand, and have more information. However, information security has been the biggest concern for users in the digital age. When seen from the perspective of a nation or a corporation, a great deal of sensitive information is at risk of being attacked or stolen. This includes, but is not limited to, scientific research and financial and military secrets. Photographs play an essential role in people’s private life since they allow them to document and share their everyday activities and thoughts. Cybercriminals can steal sensitive data by exploiting network weaknesses if precautions are not taken [1]. Consequently, digital image data must be safeguarded both in principle and in practice. Encrypting the original image is the most apparent method of security. Traditional encryption techniques for photos, while effective, have poor encryption efficiency [2,3]. That’s why it’s so important to learn about safe and practical algorithms.

The techniques that researchers have presented in recent years to encrypt images have been mainly based on chaos theory, optical transformation, DNA encoding, and compressed sensing, respectively. These ideas are utilized in developing numerous image encryption procedures to alter pixel placements and values. Munazah et al. [4] recommended an image encryption approach based on double chaotic maps. The chaotic sequence that is formed by the chaotic system is utilized to alter the locations of the image’s pixels. An optical image cryptosystem was devised by Wang and colleagues. After the phase-only hologram has been generated using the quadratic phase and double phase procedures, it is subsequently encrypted. Phase-only holograms cannot be decrypted. Learning the probability distribution [5] allows one to eventually retrieve the encrypted image. An image encryption technique based on genetic processes and chaotic DNA encoding was suggested by Younes et al. [6]. This algorithm used the biological DNA theory to the algorithm and built a one-of-a-kind encoding mechanism to modify pixel values. An image encryption method that depends on compressive sensing has been developed by Yang et al. This method initially compresses the image before proceeding to encrypt it. The amount of space that is used up by the image transmission is cut down to some degree, so that the effectiveness of the scheme may be improved [7].

Benefits of the chaotic system that align with those of cryptography include sensitivity to the initial value, excellent unpredictability, and resistance to cracking [8]. In image encryption, the chaotic system has seen extensive use and research [9–11]. Mathematician Matthews invented and elucidated the idea of chaotic cryptography [12] in 1989, making the first use of chaos in encryption systems. The encryption approach depending on the chaotic system is more secure than more conventional methods, mainly when used with images. Because of this, several researchers [13–15] have suggested chaotic system-based image encryption techniques. Wang et al. [16] utilized a reworked version of the 1D Logistic map to jumble up the coordinates of individual pixels. Naskar et al. [17] performed a diffusion operation using the Logistic map. However, criminal hackers’ cracking technology is also maturing. The encryption algorithm is vulnerable to unlawful attackers if just one chaotic system is employed [18–20]. A safe and efficient image encryption algorithm must thus use the chaotic system with other encryption techniques [21–23]. Even while several image encryption techniques have been presented up to this point, most of them only use a single grayscale image as the study object, and it is impossible to ensure either the safety or the efficiency of the algorithm [24–26].

The key contributions of the suggested work are defined in the following points.

1.    In this research, we have performed the cryptanalysis of a recently proposed cryptosystem [22].

2.    The central theme of the algorithm was the combination of diffusion and permutation for robustness depending on the 2D-SCMCI hyperchaotic map.

3.    The vulnerabilities of the cryptosystem were detected against a chosen-plaintext attack.

4.    The proposed attack can retrieve the secret keys of the system by inserting 258 chosen images in the understudy encryption algorithm.

5.    Moreover, the quality of the recovered data is assured with the help of some statistical analysis.

6.    We have also suggested some improvements in the existing system to certify the robustness against the proposed attack.

The rest of the work is arranged as follows; Section 2 presents the review of the originally proposed encryption technique; Section 3 offers cryptanalysis of the algorithm by listing the vulnerabilities account. Some quality assurance statistical analyses are performed on retrieved data in Section 4. Improvements to the existing encryption model are suggested in Section 5. Finally, a conclusion is drawn in the last section.

2  Review of the Originally Proposed Cryptosystem

In this section, we provide the basic structure of the initially offered algorithm. Also, we develop an equivalent structure to determine the vulnerabilities in the implementation. The encryption structure entirely depends on the hyperchaotic map.

2.1 2D-SCMCI Hyperchaotic Map

By considering the principal cascade modulation couple, the authors in [22] proposed a 2D-SCMCI map which can be stated as follows:


{x(n+1)=rsin⁡(π[(y(n)+h)ksin⁡(aπx(n))]),  y(n+1)=rsin⁡(π[(kx(n+1)+h)sin⁡(aπx(n))]), 
(1)

where k signifies the modulation parameter, r, a and h denotes the chaotic parameters, 
x(n)
and 
y(n)
depicts two values at step n. The randomness of the elements of the 2D-SCMCI hyperchaotic map is examined by plotting the values against the total iterations. Fig. 1 shows the iterations plot of the hyperchaotic map for the first 300 values of x and y sequences.
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Figure 1: Iteration values plot for (a) x sequence (b) y sequence

2.2 Encryption Scheme

The encryption scheme proposed in [22] was entirely dependent on two operations, the first one the bit-based scrambling, and the second one is the diffusion operation carried by the bitwise XOR. The random number generator utilized to generate the private key was based on the SCMCI hyperchaotic map only. The working strides of the understudy encryption procedure are as follows:

1.    Insert a plain image P of size 
A×B
as the input of the algorithm.

2.    The hyperchaotic map is iterated 
(n+R)
times with 
R=max(A, B)
and two chaotic sequences x and y of length 
n+R
are attained.

3.    First, n values are discarded to get the highly random sequences X and Y.

4.    The histogram equalization is performed on the sequences x and y by using the vectors a and b by


{a=mod (floor(|x(i)|×1016), A2), b=mod (floor(|y(i)|×1016), B2).
(2)

5.    The image scrambling operation by row is performed by using the vectors 
a,  b,  X, 
and Y. If 
X>0, 
then three left bits of the pixel are shifted to the right side, and if 
X<0, 
then five left bits are shifted to the right side. The detailed phenomenon is explained in Fig. 2.

6.    Like step 5 the same operation is executed by using the array Y to shuffle the image pixels column-wise.

7.    New sequences 
x1
and 
y1
are generated by inserting different initial values and parametric values into the 2D-SCMCI hyperchaotic map with (
m+A+B
) iterations.

8.    The histogram equalization is applied to the sequences 
x1
and 
y1
and the sequences 
X2
and 
Y2
are obtained as


{X2(i)=mod((round(1000(|x1(i)×1016|−floor(|x2(i)×1016|)))), 256), Y2(i)=mod((round(1000(|y1(i)×1016|−floor(|y2(i)×1016|)))), 256).
(3)

9.    From the above step the sequences 
M1
and 
M2
are generated as diffusion keys.

10.   Forward diffusion is applied using the sequence 
M1
as


{F(1, 1)=mod(D(1, 1)+M1(1, 1), 256), F(1, j)=mod(D(1, j)+M1(1, j)+F(1, j−1), 256), F(i, 1)=mod(D(i, 1)+M1(i, 1)+F(i−1, 1), 256),  F(i, j)=mod(D(i, j)+M1(i, j)+F(i, j−1)+F(i−1, j), 256).
(4)

11.   Backward diffusion is applied using the sequence 
M2
by


{C(A, B)=mod(F(A, B)+M2(1, 1), 256), C(A, j)=mod(F(A, j)+M2(A, j)+C(A, j−1), 256), C(i, B)=mod(F(i, B)+M2(i, B)+C(i−1, B), 256), C(i, j)=mod(F(i, j)+M2(i, j)+C(i, j−1)+C(i−1, j), 256).
(5)

12.   The result of step 11 is compiled as an encrypted image.
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Figure 2: Bit-wise permutation for (a) X > 0; (b) X < 0

The description of the understudy cryptosystem is shown in Fig. 3.
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Figure 3: Flowchart diagram of the understudy cryptosystem

2.3 Equivalent Description

The originally proposed cryptosystem utilizes the concept of permutation and diffusion with just a 2D-SCMCI hyperchaotic map. The combination of permutation and diffusion is executed by four different keys column-wise permutation, row-wise permutation, forward diffusion, and backward diffusion. The equivalent encryption cipher can be developed for the originally proposed structure to get the loopholes and vulnerabilities. Suppose the keys applied for row-wise and column-wise permutations are renamed as 
kR
and 
kC
respectively and each permutation operation is denoted by 
P1
and 
P2
. Consider I denotes the original image to be inserted in the encryption algorithm. Therefore, we can write


C1=P1(I, kR), 
(6)


C2=P2(C1, kC).
(7)

The cipher 
C1
and 
C2
are the row-wise and column-wise permuted images. The next operation of forward diffusion 
DF
and 
DB
is performed by the keys 
kF
and 
kB.
Hence the operation can be written as


C3=DF(C2, kF), 
(8)


C4=DB(C3, kB).
(9)

The cipher 
C4
is considered the final encrypted version. All these four Eqs. (6)–(9) can be written into one equation by using the property of composition of functions as


C=DB(DF(P2(P1(I, kR), kC), kF),  kB).
(10)

Eq. (10) is the equivalent description of the complete understudy encryption cipher.

3  Cryptanalysis

This section explains the vulnerabilities in the originally proposed model in [22]. It also demonstrates how a chosen-plaintext attack was used to break the encryption model. Finally, the experimental results are illustrated.

3.1 Vulnerabilities in the Exiting Model

The secure key generation leads to a robust encryption algorithm, but the implementation of the key in the structure also plays an important role. A weak combination of security primitives generates a cryptosystem that can be easily attacked with the help of some classical cryptanalysis assaults. In our case, the combination of permutation and diffusion with input-independent key generation generates the possibility of attack. The cryptanalysis of the cryptosystem is possible only if there exist some vulnerabilities in the implementation structure. The loopholes are determined by examining the encryption operations combinations and key generation of the algorithm. The existing understudy cryptosystem lacks the following points in its structure:

1.    The key generation is only dependent on the 2D-SCMCI hyperchaotic map and does not use any other domain to get the variety of PRNGs for the secret key.

2.    The independency of the key generation from the plaintext makes the secret extractable in cryptanalytical attacks.

3.    The combination of diffusion and permutation is considered a weak encryption structure.

4.    The direct implementation of the permutation operation with the chaotic keys makes it predictable against some classical attacks.

5.    The diffusion operation is invariant as opposed to just one full black image and the resultant may help in the prediction of the secret keys as well as the original image.

The vulnerabilities listed above make it breakable by some standard cryptanalysis attacks.

3.2 Chosen-Plaintext Attack

The chosen plaintext attack works on the principle that the attacker gets temporary access to the encryption machine and inserts some desired plaintext [20]. The resultant output from these attacks leads to information about the private key. Firstly, the combined operations of the entire structure are detected and then prioritized to make one of them invariant against the encryption procedure. The invariance varies for each cipher operation and gives different outputs according to the implemented operation. The flowchart of the offered chosen-plaintext attack is displayed in Fig. 4.
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Figure 4: Flow chart of proposed chosen-plaintext attack

The full black image with all zero entries makes the diffusion operation invariant. Therefore, we insert a full black image as


I=(0⋯0⋮⋱⋮0⋯0)A×B, 
(11)

The further attack is executed with the insertion of Eq. (11) into the system (10) and we get


C=DB(DF(P2(P1((0⋯0⋮⋱⋮0⋯0), kR), kC), kF),  kB).
(12)

The row-wise and column-wise permutation according to the bit arrangement, becomes invariant because all the zero bit remains zero after the permutation operation. Therefore, Eq. (12) can be modified as


C=DB(DF((0⋯0⋮⋱⋮0⋯0), kF),  kB), 
(13)


C=DB((0⋯0⋮⋱⋮0⋯0)⊕kF,  kB ), 
(14)


C=(0⋯0⋮⋱⋮0⋯0)⊕kF⊕ kB, 
(15)

The forward and backward diffusion keys 
kF⊕ kB
can be combined as 
k.
Hence, Eq. (15) can be written as


C=(0⋯0⋮⋱⋮0⋯0)⊕k=k.
(16)

The diffusion key makes the utilization of the previous bits. Therefore, the process of decryption of forward and back diffusion is applied to the original diffusion key K. The retrieved diffusion key eliminates the effect of forward and backward diffusion. Hence, after getting the diffusion key, the system (10) is reduced to only a permutation-based system, which can be written as:


C=P2(P1(I, kR), kC), 
(17)

The following procedure involves the insertion of other plain images into the exact permutation keys. The permutation keys are extracted accurately with the insertion of 257 plain images. The first plain image is inserted as


I1=(01⋯01⋯⋮0⋮1⋱⋯ 255255⋮255)A×B.
(18)

All the other plain images are inserted by shuffling 
I1
in row and column direction 256 times. After the insertion of all the images, the resultant gives all the possible permutation positions of the understudy cryptosystem.

3.3 Experimental Results

The experimental outcomes are performed on grayscale images used in the originally proposed algorithm in [22], with dimensions 256 × 256. The visual results are shown in Fig. 5. From the depicted results we can see that the retrieved data is the same as the original data. The exactness of the retrieved data depicts the vulnerability of the cryptosystem against cryptanalysis attacks. The images in Figs. 5a–5d are termed “Image 1”, “Image 2”, “Image 3”, and “Image 4” respectively.
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Figure 5: (a–d) Original images; (e–h) Encrypted images; (i–l) Recovered images

4  Security Measurement of Recovered Data

The quality of the recovered data can be measured by carefully examining the statistical analysis results of the original and recovered data. In this section, we have executed the histogram analysis, correlation analysis, and entropy analysis.

4.1 Histogram Analysis

In digital images, the histogram can be used to directly represent the distribution of all pixel values by counting the number of pixels with the same pixel value. Histograms of meaningful images typically show fluctuations because of the unequal distribution of pixel values. We can say that if two images visually look the same and their histograms are also equivalent then we can say that the original and retrieved possess zero error. By comparison, the encrypted image has a relatively flat histogram with a consistent distribution of pixel values. The results of the histogram for original, encrypted, and recovered “Images 1” to “Image 4” are shown in Fig. 6. The same sharp peaks in the original and retrieved data depict the exactitude of the proposed attack and the vulnerabilities of the cryptosystem.

[image: images]

Figure 6: Histogram of (a–d) original images; (e–h) Encrypted images; (i–l) Recovered images

4.2 Correlation Analysis

There is a high connection between neighboring pixels in meaningful images, and the images include much redundant information. Instead, cipher images are entirely devoid of redundancy and have no association with neighboring pixels. To prevent cracking the encryption technique by analysis of the correlation between neighboring pixels, an image encryption algorithm should be designed to break this strong correlation. The correlation coefficients of the original, encrypted, and retrieved images are listed in Table 1. From the enumerated values, we can observe that the correlation between original and recovered images is very similar. Therefore, we can say that the pixel of the recovered image is the same as the pixel of the original image.
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The correlation diagram for the original and recovered “Image 1” are displayed in Fig. 7. The patterns in the correlation diagram of the original and retrieved images indicate the error-free recovery of the data applying the proposed attack.
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Figure 7: Correlation diagram in horizontal, diagonal, and vertical direction for (a–c) original image; (d–f) Encrypted image; (g–i) Retrieved image

4.3 Entropy Analysis

The entropy of an image is an effective metric for identifying the unpredictability of the distribution of pixel values since it signifies the uncertainty of the information contained within the image. The formula for determining the entropy of image data is


H(m)=∑i=02n−1⁡p(mi)log1p(mi), 
(19)

where 
p(mi)
shows the probability of the symbol 
mi
. The ideal value for entropy is 8. The results of the entropy analysis are shown in Table 2. In the case of our understudy scheme, the entropy of encrypted result approaches 8. After the successful implementation of the suggested attack, the entropy of the original and recovered becomes the same due to the exact recovery of the image pixels.
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4.4 Time Execution Analysis

In this segment of the manuscript, we have performed the time execution analysis of the proposed chosen plaintext on different sizes of images. The proposed attack can be retrieved the key from different sizes of images in very less time. The results are shown in Table 3. The depicted results indicate that our proposed attack can retrieve private keys in very less time, which indicates the reliability of our proposed algorithm.
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5  Improvement Suggestions

In this section, we have proposed some improvements to the cryptanalyzed cryptosystem. The existing scheme is not vastly sensitive to the slight change in the plaintext. Therefore, we have suggested some advances in the encryption structure to improve its robustness as follows:

•   The sensitivity to the plaintext can be augmented by improving the key generation with its dependency on the input data.

•   The key space can be increased by adding more domains with hyperchaotic systems such as DNA coding, neural networks, compressing sensing, wavelet transforms, lattice-based structures, etc.

•   The primary security flaw in the encryption structure can be removed by enlightening the implementation operations of the algorithm.

•   The combination of diffusion and permutation can be transformed into a robust amalgamation with the inclusion of substitution operation.

•   The concept of multiple rounds can be added to the primary notion to avoid security breaches against standard attacks.

The proposed improvements can lead to the construction of a robust cryptosystem as compared to the original algorithm [22]. The encryption structure constructed on the suggested points can resist the proposed attack as well as other classical cryptographic attacks.

6  Conclusion

This work proposes a novel cryptanalysis approach to break a recently developed cryptosystem. The original structure depends only on the hyperchaotic map which makes the key space low due to a single domain. This article demonstrates that the method under investigation is unsuitable for cryptographic applications as it now stands and may require more improvements in the future. However, the approach in concern has several significant issues as well as poor security measures for protecting information privacy. The system passed various statistical tests; however, it is susceptible to attacks like chosen-plaintext and chosen-ciphertext, which are more often used. Additionally, the cryptosystem is entirely vulnerable due to its susceptibility to cycle attacks (successive encryptions) and the availability of multiple weak keys. All the results in this cryptanalysis paper have inspired us to come up with new systems that are more secure and don’t have the same problems. For this purpose, we have suggested some security improvement points which can be considered for the construction of a robust data communication system. Furthermore, the proposed attack can be implemented for other cryptosystems with similar encryption structures.
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Table 1: Correlation coefficient of original, encrypted, and recovered images

Image Direction Image 1 Image 2 Image 3 Image 4
Diagonal 0.9399 0.8288 0.9021 0.9059
Original Horizontal 0.9743 0.8662 0.9389 0.9526
Vertical 0.9571 0.9048 0.9025 0.9537
Diagonal —0.0011 —0.0042 0.0011 —0.0074
Encrypted Horizontal 0.0015 —0.0025 —0.0009 —0.0015
Vertical —0.0038 0.0025 0.0025 0.0001
Diagonal 0.9399 0.8288 0.9021 0.9059
Retrieved Horizontal 0.9743 0.8662 0.9389 0.9526
Vertical 0.9571 0.9048 0.9025 0.9537
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Table 3: Time execution analysis for different sizes of image

S. No. Image size Time (in seconds)
1 128 x 128 x 3 011.19 s
2 256 x 256 x 3 081.70 s
3 512 x512x%3 150.99 s
4 1024 x 1024 x 3 20143 s
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OEBPS/Images/table-2.png
Table 2: Entropy analysis of original, encrypted, and recovered images

Image name Original Encrypted Recovered
Image 1 6.7057 7.9968 6.7057
Image 2 7.3188 7.9970 7.3188
Image 3 6.7093 7.9974 6.7093
Image 4 6.4523 7.9971 6.4523






OEBPS/Images/CSSE_36152-fig-1.png
300

250

150

300

250

250

150

100

250

150

(b)

(a)





OEBPS/Images/copy.png





OEBPS/Images/CSSE_36152-fig-4.png
Full black image

unaerstudy cryptosystem

2D-SCMCI
hyper chaotic
| map
Permutation Diffusion .| Backward
keys keys diffusion
Row Column Forward
ing crambling diffusion

Desired output images





