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Abstract: In recent years, the issue of preserving the privacy of parties involved in blockchain transactions has garnered significant attention. To ensure privacy protection for both sides of the transaction, many researchers are using ring signature technology instead of the original signature technology. However, in practice, identifying the signer of an illegal blockchain transaction once it has been placed on the chain necessitates a signature technique that offers conditional anonymity. Some illegals can conduct illegal transactions and evade the law using ring signatures, which offer perfect anonymity. This paper firstly constructs a conditionally anonymous linkable ring signature using the Diffie-Hellman key exchange protocol and the Elliptic Curve Discrete Logarithm, which offers a non-interactive process for finding the signer of a ring signature in a specific case. Secondly, this paper’s proposed scheme is proven correct and secure under Elliptic Curve Discrete Logarithm Assumptions. Lastly, compared to previous constructions, the scheme presented in this paper provides a non-interactive, efficient, and secure confirmation process. In addition, this paper presents the implementation of the proposed scheme on a personal computer, where the confirmation process takes only 2, 16, and 24 ms for ring sizes of 4, 24 and 48, respectively, and the confirmation process can be combined with a smart contract on the blockchain with a tested millisecond level of running efficiency. In conclusion, the proposed scheme offers a solution to the challenge of identifying the signer of an illegal blockchain transaction, making it an essential contribution to the field.
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1  Introduction

Blockchain is a decentralized distributed database that has proliferated in recent times. In 2008, Nakamoto et al. [1] used the blockchain as a crucial part of the cryptocurrency Bitcoin. It enables two users to trade and transfer money using Bitcoin to each other without the limitations of an external third-party trusted center because it is a public transaction platform for international services. Since then, blockchain technology has flourished through the research and development of different cryptocurrencies [2–5]. To improve the performance and flexibility of blockchain, Ethereum [2] as Blockchain 2.0 is proposed, which allows efficient and flexible execution of transactions by deploying smart contracts. Smart contracts, the underlying technology of Ethereum, can be compared to computer programs that autonomously perform all contract-related processes with associated outcomes. In addition to the two typical public blockchains mentioned above, permissioned blockchains are also gaining traction. Hyperledger Fabric [6] is a blockchain technology project initiated by the Linux Foundation to develop a cross-industry commercial blockchain platform technology. In contrast to the well-known public blockchain, Hyperledger Fabric technology also includes a member management service mechanism to make identity management, network privacy, secrecy, and censorship capabilities more economically appropriate. Blockchain technology has numerous applications, including mobile crowdsensing [7], data sharing [8], healthcare [9], and IoT [10]. However, the development of blockchain also faces many challenges [11], such as security issues [12].

Ring signature, invented by Rivest et al. [13], provides a function of anonymity for users. A ring signature is created when a signer signs a message with a set of public keys it chooses and its public-private key combination. A ring is a collection of signers and the public key sets they have selected. The verifier can only ascertain that one of the ring members is the source of the signature value; they cannot identify the valid signer. To safeguard the user’s privacy, the ring signature uses an actual signer whose identity is concealed inside the ring. Ring signature is frequently employed in e-voting [14], e-transactions, and e-money due to their spontaneity and absolute anonymity. Ring signatures can be classified into three categories: identity-based (IBC) ring signatures [15,16], public key infrastructure (PKI) systems [13,17,18], and certificateless (CLC) systems [19–21], depending on the key generation method. Due to the extensive and rapid growth of e-commerce, a significant number of applications have been created that require ring signatures with a wide range of different properties. Ring signature is divided into linkable ring signature [22], deniable ring signature [23], threshold ring signature [24], verifiable ring signature [25], designated-verifier linkable ring signature [26], and so on based on several property attributes. Blockchain systems currently use linkable ring signatures a lot. In 2004, Liu et al. [22] proposed the first linkable ring signature technique and the notion of a linkable ring signature with spontaneity. Based on the ring signature algorithm, the user generates a link to this signature with their private key, which cannot be forged. The ring signature generated by the same signer for different messages has the same link tag, allowing for the link to the signature generated by the same signer. This effectively prevents double-spending attacks on blockchain transactions.

Monero [5] is one of the most successful implementations of blockchain privacy protection mechanisms that use linkable ring signature technology. Its most remarkable feature is the ability to protect the privacy of both parties involved in a transaction. In Monero, a transaction input contains multiple addresses, but only one of them is the actual input. The remaining addresses are combined for obfuscation. Therefore Monero accomplishes the untraceability of transactions and makes it very difficult to tell whether the output of one transaction is the input of another. It leads to the typical blockchain applications for linkable ring signatures, like RingCT1.0 [27], RingCT2.0 [28], and RingCT3.0 [29]. However, in reality, the user of the transaction must be identified in cases of fraud or illegal transactions, hence a conditionally anonymous linkable ring signature should be created to address such issues; Naor [23] first proposes deniable ring signatures for conditional anonymity, but it is an interactive protocol, and the confirmation process is inefficient. While Zheng et al. [30] have constructed a non-interactive protocol for designing conditional anonymous ring signatures, their scheme still requires the signer to send a message to the verifier honestly. As stated earlier, a secure and non-interactive scheme is needed to address the problem of conditional anonymity, where the signer is not required to honestly send a message to the verifier.

This paper constructs a conditionally anonymous linkable ring signature scheme by the idea of the Diffie–Hellman key exchange protocol and Elliptic Curve Discrete Logarithm Assumptions, which can provide a non-interactive and secure protocol compared to the previous schemes. The contributions of this paper are as follows:

•   This paper proposes an efficient conditionally anonymous linkable ring signature scheme, which can directly find the signer of a transaction and thus achieve conditional anonymity when an illegal or malicious transaction occurs in the blockchain. Compared to previous construction methods, the approach outlined in this paper offers a non-interactive, efficient, and secure confirmation process. Additionally, it is linkable to prevent the double-spending attack in the blockchain. This paper also gives detailed security proof of the proposed scheme.

•   This paper provides a complete framework that works with blockchain and uses smart contracts to implement the confirmation procedure. The solution of this paper can effectively run through experimental simulations on a personal computer.

The remainder of this paper is organized as follows. The related work is described in Section 2. Some preliminaries about linkable ring signatures and their security definitions are given in Section 3. The concrete algorithm of the scheme and system framework is given in Section 4. The proof of correctness and security analysis of the scheme is discussed in Section 5. Performance and efficiency analysis of the scheme is described in Section 6. Section 7 is the conclusion of the paper.

2  Related Works

The importance of preserving the security and privacy of blockchain users is growing as blockchain technology develops quickly. In 2013, Saberhagen et al. [5] applied a linkable ring signature to a blockchain-based digital currency protocol. They proposed the CryptoNote protocol for Monero, which effectively protects the identity privacy of both parties to a transaction. However, it cannot achieve conditional anonymity. Naor [23] proposed a deniable ring signature system to address conditional anonymity, which used an interactive protocol to identify the signer of the ring signature. Zheng et al. [30] constructed an efficient conditionally anonymous ring signature in the random oracle model. It simply needed one message to be sent from the signer to the verifier, not multiple interactions. Jiang et al. [31] proposed an anonymous authentication mechanism to achieve conditional anonymity and traceability, but it had a considerable amount of consumption in the signature phase. Zhang et al. [32] designed a novel ring signature scheme with conditional anonymity for permissioned blockchains. Nevertheless, interactive protocols have several security flaws, such as real signers interfering with the interaction maliciously and non-signers not taking part. Although Gao et al. [33] first constructed a non-interactive deniable ring signature scheme, it has unfortunately been proven wrong by Jia et al. [34]. Park et al. [35] proposed a repudiable ring signature approach that can overcome these drawbacks, but it had a large signature length and low efficiency. Although Lin et al. [36] proposed a repudiable ring signature with stronger security and logarithmic-size signature, the confirmation process still needed to be improved. As mentioned above, existing ring signature schemes that achieve conditional anonymity are either interactive protocols or must satisfy the signer to honestly send a message to the verifier. Hence it is significant to build an efficient and secure non-interactive protocol to meet the requirements of conditional anonymity. Based on [23,26,32], this paper constructs a conditionally anonymous linkable ring signature scheme with more efficient and secure.

3  Preliminaries

3.1 Linkable Ring Signature

Definition 1: A linkable ring signature scheme for a message space ℳ and a public key set

L={P0,P1,…,Pn−1}; it has five algorithms: system initialization, key generation, signature generation, signature verification, and linkability. This paper denotes them as LRS.Setup, LRS.KeyGen, LRS.Sign, LRS.Verify and, LRS.Link, respectively, and the details are shown below:

•   LRS.Setup(1λ) →params: After inputting a parameter 1λ, the LRS.Setup can output parameters params.

•   LRS.KeyGen(1λ,params) →(msk,mvk): On inputting the security parameter 1λ and params, the LRS.KeyGen outputs the signing key msk and public key mvk.

•   LRS.Sign(, M,n,L,skπ) →(σ,Qπ): On inputting the message M, n members of the public key set L, and private key skπ of the signer, it can output signature σ and linked tag Qπ.

•   LRS.Verify(params,M,L,σ,Qπ)→{0,1}: On inputting the public key set L, a message M, a signature σ, and a linked tag Qπ, the LRS.Verify outputs 1 or 0, where 1 indicates that the signature is valid.

•   LRS.Link(L, M1, M2, σ1, Q1, σ2, Q2) →{0,1}: On inputting two messages M1 and M2, a public key set L, two signatures σ1 and σ2, and two linked tags Q1 and Q2, if σ1 and σ2 are valid ring signatures and have the same link tag Q1=Q2, it outputs 1, otherwise outputs 0.

3.2 Security Definition

Definition 2: Unforgeability: The unforgeability of the ring signature is defined by the following game between simulator 𝒮 and adversary 𝒜:

•   𝒮 generates parameters params to send to 𝒜.

•   𝒜 will query three random oracles 𝒥𝒪, 𝒞𝒪, and 𝒮𝒪 adaptively, 𝒮 returns some designed values and sent them to 𝒜.

•   𝒜 will output a message M∗, n members of the public key set L∗, and two forged signatures σ1∗ and σ2∗.

This paper can be sure that 𝒜 wins the above game if four of the following conditions are met:

•   Two forged signatures σ1∗ and σ2∗ are valid signatures, and they can pass the verification algorithm: LRS.Verify(params,M,L,σ,Qπ)→1.

•   All public keys of can be queried by random oracle 𝒥𝒪.

•   𝒜 cannot corrupt the public key of L∗ to get the private key.

•   σ1∗ and σ2∗ are not obtained by querying the signature random oracle 𝒮𝒪.

Definition 3: Anonymity: The anonymity of the ring signature scheme is defined by a game between a simulator 𝒮 and an adversary 𝒜 with infinite computational power:

•   𝒮 generates parameters params to send to 𝒜.

•   𝒜 will query a random oracle 𝒥𝒪 and 𝒮 returns some designed values to 𝒜.

•   𝒜 sends a message M∗ and n members of the public key set L∗={P0∗,P1∗,…,Pn−1∗} to 𝒮, where all public keys are obtained by querying 𝒥𝒪. 𝒮 chooses π∈[0,n−1] randomly and generates signature LRS.Sign(M,n,L,skπ) →(σπ,Qπ), where skπ is private key of Pπ. 𝒮 sends σπ∗ to 𝒜.

•   𝒜 guesses a value π′∈[0,n−1].

If the probability that the value π′ guessed by 𝒜 satisfies π′=π is less than or equal to 1n, then the ring signature scheme satisfies anonymity.

Definition 4: Elliptic Curve Discrete Logarithm Problem (ECDLP): Given any two points P and Q on an elliptic curve E(Fp), solve for the value x that satisfies the equation Q=x⋅P is unsolvable in polynomial time.

4  Proposed Scheme Method

4.1 Conditionally Anonymous Linkable Ring Signature Scheme

In this section, this paper designs a conditionally anonymous Linkable ring signature (CA-LRS) scheme to protect the transaction privacy of users. The scheme is divided into six algorithms, the first five of which are similar to the classical linkable ring signature, including Setup, Key Generation (KeyGen), Signature, Verification, and Linking. The final algorithm, Confirmation, can find the signer who generated the ring signature and thus achieve conditional anonymity in exceptional cases, such as illegal transactions. Table 1 explains related symbols, and the concrete steps of the algorithms are as follows:
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•   Setup: On inputting parameter ℒ, it outputs parameters param={E,Fp,K,G,q,H1}, where E is an elliptic curve defined over finite field Fp, K is an additive cyclic group about E, G is the generator of K, and q is the order of K. H1:{0,1}∗→Zq∗ is a secure hash function.

•   KeyGen: On inputting public parameters, it generates S={ski=di}(i=0,1,…n−1)∈Zq∗ as private keys for all signers of ring signature. The public key set is L={Pi=di⋅G}(i=0,1,…n−1). In proposed scheme, it defines skπ=dπ(π∈{0,1,…n−1}) as private key of signer. It chooses skD=dD∈Zq∗ and skD∉S, computing PD=dD⋅G as confirmation public key.

•   Signature: After signer inputs his private key, public key set L, and message m, it randomly chooses a,bπ,tπ∈Zq∗ to compute:

P^D=dπ⋅PD.(1)

Q=a⋅G.(2)

R=a⋅P^D.(3)

W=tπ⋅G+bπ⋅PD.(4)

Then it computes cπ+1 by:

cπ+1=H1(L,m,PD,P^D,Q,R,W).(5)

Finally, for i=π+1,…n−1,0,1,…π−1, it picks si,bi,ti∈Zq∗ to compute:

Qi=(si+ci)⋅G+(ti+ci)⋅Pi.(6)

Ri=(si+ci)⋅PD+(ti+ci)⋅P^D.(7)

Wi=ti⋅G+bi⋅PD.(8)

ci+1=H1(L,m,PD,P^D,Qi,Ri,Wi).(9)

It sets sπ=a−cπ−(tπ+cπ)⋅dπ. The generated signature is σ=(c0,{si}i=0n−1,{ti}i=0n−1,{bi}i=0n−1,P^D).

Verification: After receiving the signature σ of message m, it computes:

{Qi′=(si+ci)⋅G+(ti+ci)⋅Pi,Ri′=(si+ci)⋅PD+(ti+ci)⋅P^D,Wi=ti⋅G+bi⋅PD,ci+1=H1(L,m,PD,P^D,Qi′,Ri′,Wi′).(10)

The algorithm outputs 1 (“accept”) if and only if:

c0=cn=H1(L,m,PD,P^D,Qn−1,Rn−1,Wn−1).(11)

Otherwise, it outputs 0 (“reject”).

•   Linking: On inputting the generated two signatures (c0′,{si′}i=0n−1,{ti′}i=0n−1,{bi′}i=0n−1,P^D′) and ∞(c0″,{si″}i=0n−1,{ti″}i=0n−1,{bi″}i=0n−1,P^D″) on two identical rings L, the two signature values are substituted into the verification algorithm, and if both output 1, then verify whether P^D′=P^D″ holds, and if it holds, output 1, otherwise output 0.

•   Confirmation: Once the illegal transaction occurs, the algorithm finds the signer of the ring signature by inputting the private key skD. For any Pi∈L (i from 1 to n), it computes PD′=skD⋅Pi, the algorithm will stop when PD′ equals P^D or i=n.

4.2 Transaction Signature Framework Based on CA-LRS

Based on the framework of CryptoNote [5], this paper introduces the proposed Conditionally Anonymous linkable ring signature (CA-LRS) scheme into the blockchain technology in this section. It records and stores data utilizing ring signature transactions and guarantees the user’s anonymity, and can conditionally find the true signer of the ring signature in case of illegal transactions. Since CryptoNote [5] already contains detailed steps, this paper will simply describe them systematically. As shown in Fig. 1, this paper assumes that Alice wants to transfer her cryptocurrency from her address to Bob. The detailed process of the framework consists of the following five steps:
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Figure 1: System model of blockchain transactions

•   Initialization Phase: Alice and Bob run the Setup algorithm and KeyGen algorithm of the CA-LRS scheme to generate their respective public-private key pairs (pkA,skA) and (pkB,skB). Bob randomly chooses a string s and uses a hash function to compute hash(s), and then sends it to Alice. Alice encrypts the hash(s) with Bob’s public key pkB to get Y as the hidden address and inputs the key image X=hash(skA).

•   Execution Phase: Without the involvement of other parties, Alice generates n-1 transactions with the same value as the output of her transaction and mixes the transactions with Bob in all of these external output transactions. Alice stores a public key PD from the blockchain. After the hash computation of this transaction, the signature σ is generated by the Signature algorithm of the CA-LRS scheme. Finally, Alice inputs multiple transaction outputs, Y, X, and σ to generate a new transaction tx.

•   Verification Phase: By running the linking algorithm, miners can verify that the cryptocurrency for the transaction has been spent on preventing the double-spending attack. The miner node then runs the Verification algorithm of the CA-LRS scheme to verify that the signature σ of the transaction tx is valid. The transaction is legitimate and enclosed in a new block if all verification is successful. Otherwise, the transaction will be invalidated.

•   Consensus Phase: Miners broadcast information among themselves and agree to add new blocks containing transactions to the blockchain through a consensus mechanism. Additionally, the system pays miners to construct new blocks.

•   Confirmation Phase: Bob checks the output of multiple transactions and compares them by value Y and then accepts the transactions initiated against him. When there is an illegal transaction already in the blockchain network, the user (Alice) who initiated the transaction needs to be found and this phase will be used. After confirmation by the consensus node, Algorithm 1 can be used to check.
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Signer of the ring signature by the integer value returned. Algorithm 1 enables the retrieval of integer i by inputting a public key set of ring signature L and the linkable tag P^D. If the return value is i (i∈[0,n−1]), the owner of the ith public key of the public key set L is the signer of the ring signature.

5  Security Analysis of Our Scheme

5.1 Correctness

Theorem 1. Our CA-LRS scheme meets correctness.

Proof. Assuming that the signature σ=(c0,{si}i=0n−1,{ti}i=0n−1,{bi}i=0n−1,P^D) is generated by algorithm signature and the verifier uses algorithm verification to verify this signature. When i=π, there is the following equation:

Zπ′=(sπ+cπ)⋅G+(tπ+cπ)⋅Pπ=[a−(tπ+cπ)dπ]⋅G+(tπ+cπ)⋅dπG=a⋅G.(12)

Zπ″=(sπ+cπ)⋅PD+(tπ+cπ)⋅P^D=[a−(tπ+cπ)dπ]⋅PD+(tπ+cπ)⋅dπPD=a⋅PD.(13)

Zπ‴=tπ⋅G+bπ⋅PD(14)

From the above equations, it knows that:

cπ+1=H1(L,m,PD,P^D,Zπ′,Zπ″,Zπ‴)=H1(L,m,PD,P^D,Q,R,W).(15)

Therefore the whole verification process will finally satisfy c0=cn−1, so it meets correctness.

5.2 Unforgeability

Theorem 2. If ECDLP is hard, our CA-LRS scheme is unforgeable in the random oracle model.

Proof. Some definitions of security for proof this paper needs to use from [23,29,37]. Assuming ECDLP is hard to be solved, and 𝒜 is a PPT adversary which can forge a valid signature σ of our scheme within a specific time frame, it can construct a simulator 𝒮 that uses 𝒜 as a subroutine to solve the hard problem. 𝒮 first performs the initialization process, generating the required parameters param={E,Fp,G,G,q}, and initial a set L′={Pi}i=0n′−1 to interact with 𝒜 (The elements in the initial L are n′ ECDLP instances). 𝒜 makes at most qH and ql queries for H1 and three random oracles 𝒥𝒪, 𝒞𝒪, and 𝒮𝒪. When 𝒜 queries H1 or one of the three random oracles, 𝒮 will answer by the following:

•   H1: 𝒮 will random choose g∈Zq∗ and output it.

•   𝒥𝒪: 𝒮 will pick g∈Zq∗, compute g⋅G and add it to L.

•   𝒞𝒪: For Pj∉{Pi}i=0n′−1, 𝒮 will output the private key dj of Pj that guarantee Pj=dj⋅G, otherwise this query wille be terminated.

𝒮𝒪: When 𝒮 receives message m, public key set L⊂L′ (The number of elements of L is l), Pπ∈L, and PD∈L′ from 𝒜, different signature values are return to 𝒜 by the value of Pπ. If Pπ∉{Pi}i=0n′−1, 𝒮 has dπ that satisfies dπ⋅G=Pπ. So he can use the algorithm signature of the CA-LRS scheme to generate a signature σ and send it to 𝒜. Otherwise, he computes P^D=x⋅PD by chooosing x∈Zq∗ and chooses {ci}i=0l−1, {ti}i=0l−1, {bi}i=0l−1, and {si}i=0l−1∈Zq∗ randomly. For each i∈[0,l−1], it satisfies the following equation:

ci+1=H1(L,m,PD,P^D,(si+ci)⋅G+(ti+ci)⋅Pi,(si+ci)⋅PD+(ti+ci)⋅P^D,ti⋅G+bi⋅PD).(16)

Then he sends σ=(c0,{si}i=0l−1,{ti}i=0l−1,{bi}i=0l−1,P^D) as the signature of the simulation to 𝒜. After at most ql queries for random oracles, it can assume that 𝒜 can successfully generate the forged signature. Also the forged signature in general has L⊆{Pi}i=0n′−1, Pπ∈L, and PD∈{Pi}i=0n′−1. Since ci+1 in a forged signature is a hash value determined by some value, it can use Forking Lemma of [37] to generate two different signatures with

{x⋅G=(sπ+cπ)⋅G+(tπ+cπ)⋅Pπ=[sπ+cπ+dπ(tπ+cπ)]⋅G,y⋅PD=(sπ+cπ)⋅PD+(tπ+cπ)⋅P^D=[sπ+cπ+dπ(tπ+cπ)]⋅PD,z⋅G=tπ⋅G+bπ⋅PD=(tπ+bπdD)⋅G,(17)

{x⋅G=(sπ′+cπ′)⋅G+(tπ′+cπ′)⋅Pπ=[sπ′+cπ′+dπ(tπ′+cπ′)]⋅G,y⋅PD=(sπ′+cπ′)⋅PD+(tπ′+cπ′)⋅P^D=[sπ′+cπ′+dπ(tπ′+cπ′)]⋅PD,z⋅G=tπ′G+bπ′⋅PD=(tπ′+bπ′dD)⋅G,(18)

If sπ≠sπ′, the above equation about x⋅G gives the value of dπ:

dπ=sπ−sπ′+cπ−cπ′tπ′−tπ+cπ′−cπ.(19)

If tπ≠tπ′ and bπ≠bπ′, the above equation about z⋅G gives the value of dD:

dD=tπ−tπ′bπ′−bπ.(20)

Therefore, the ECDLP instance is solvable which contradicts the assumption, thus the theorem is proved.

5.3 Anonymity

Unlike general linkable ring signatures, our CA-LRS is conditionally anonymous. The signer of the ring signature can be found when the additional condition of the corresponding private key dD of PD is provided; otherwise the generated ring signature is anonymous. The above process of finding a signer is non-interactive, and the proof of conditionally anonymous is given below.

Theorem 3. Our CA-LRS scheme is conditionally anonymous.

Proof. Assume an adversary 𝒜 who does not know dD, the following proof shows that the ring signature generated by any member of the ring is statistically indistinguishable from 𝒜, and thus the scheme is anonymous. Simulator 𝒮 sends parameters param={E,Fp,G,G,q,H1} to 𝒜 firstly, 𝒜 can use up to ql queries on random oracle 𝒥𝒪. 𝒜 chooses message m, public key set L″={Pi}i=0n−1 to send to 𝒮. 𝒮 picks ω∈[0,n−1] randomly, and computes the ring signature value of message m for ring member 𝒜ω. When 𝒜ω constructs all ring signatures as (ci,si,ti,bi)(i∈[0,n−1],i≠ω), it is necessary to randomly select a∈Zq∗ and use the appropriate cω and tω to satisfy the correctness of the ring signature. The correctness of the ring signature is represented by the following equation:


sω=a−cω−(tω+cω)dω.

For generated n-1 signature values (ci,si,ti,bi)(i∈[0,n−1],i≠ω), they also need to satisfy that for i∈[0,n−1], the values of Qi=(si+ci)⋅G+(ti+ci)⋅Pi, Ri=(si+ci)⋅PD+(ti+ci)⋅P^D, and Wi=ti⋅G+bi⋅PD guarantee c0=cn. Therefore, the probability that 𝒜ω constructs n−1 different ring signatures (ci,si,ti,bi)(i∈[0,n−1],i≠ω) is Pr[𝒜ω(σdif)]=1q−11q−2…1q−n+1. The probability that 𝒜ω chooses a particular a such that cω and tω are different from all ci, ti(i≠ω) is 1q−n. This paper can calculate the probability that 𝒜ω constructs a valid ring signature is


Pr[𝒜ω(σ)]=1q−11q−2…1q−n

So the probability of A to distinguish the identity of the real signer of the ring signature is not greater than 1n, and our scheme is anonymous. For verifier 𝒱 who has private key dD of PD, he can compute PD′=dD⋅Pi for any Pi∈L, the user of Pi∈L is real signer if and only if PD′=P^D.

5.4 Linkability

Theorem 4. If ECDLP is hard, our CA-LRS scheme is unforgeable in the random oracle model.

Proof. In the proof of the theorem, this paper continues to follow some of the definitions from the proof of Theorem 2, including a PPT adversary 𝒜 that can generate a linkable signature and three random oracles 𝒥𝒪, 𝒞𝒪, and 𝒮𝒪. 𝒜 at most queries qH hash H1 and ql random oracles, and they return the same values as the proof in Theorem 2. This paper can construct a simulator 𝒮, given nl ECDLP instances {Pi}i=0nl−1, who can output the solution of at least one ECDLP instance by treating 𝒜 as a subroutine. After a successful interaction with 𝒮, 𝒜 will generate some ring signatures denoted as (σ1,σ2…σj). It is worth noting that 𝒜 at most has corrupted j-1 private keys of ring signatures, and cannot get the private key corresponding to PD. For the signatures generated by A, there are two different cases. For the first case, 𝒜 uses less than j private keys in generated j ring signatures, which results in a pair of signatures generated with the same private key dπ, denoted as σi′ and σj′(1≤σi′,σj′≤j). From the proof of Theorem 2 this paper can obtain that:


dπ=sπ−sπ′+cπ−cπ′tπ′−tπ+cπ′−cπmodqordD=tπ−tπ′bπ′−bπmodq.

This means that either the link value of the signature is P^D=dπ⋅PD, or the ECDLP instance pD=dD⋅G is solved. Because ECDLP is hard and it cannot solve it, σi′ and σj′ are linkable is contradictory and the probability that 𝒜 generates a signature linked to signature σj′ is negligible. For the second case, all signatures generated by 𝒜 are created by different private keys, obviously 𝒜 cannot forge a linkable signature in the second case. The above two cases demonstrate that our scheme is linkable.

5.5 Non-Slanderability

Theorem 5. Our scheme is nonslanderable.

Proof. 𝒮 generates parameters param={E,Fp,G,G,q,H1} to send to 𝒜, and 𝒜 will interact with three random oracles 𝒥𝒪, 𝒞𝒪, and 𝒮𝒪 just like in the proof of Theorem 2. 𝒜 selects a message m, public key set L∗={P0,P1,…,Pn−1}, and a chosen signer π∈[0,n−1] to 𝒮, who will generate a corresponding signature σ=(c0,{si}i=0n−1,{ti}i=0n−1,{bi}i=0n−1,P^D) to return to 𝒜. After interacting with three random oracles, 𝒜 corrupts Pπ∗ to get his private key, and finally can forge another signature of the signer π noted as σ=(c0∗,{si∗}i=0n−1,{ti∗}i=0n−1,{bi∗}i=0n−1,P^D∗). P^D∗=dπ∗⋅PD and P^D=dπ⋅PD can successfully pass the verification of algorithm Linkability of our scheme, and we get P^D∗=dπ∗⋅PD=dπ⋅PD=P^D, and it is oblivious that dπ∗PD=dπPD.The final result is dπ∗=dπ, which contradicts the fact that 𝒜 has not queried dπ. Therefore, our scheme meets non-slanderability.

5.6 Security of Our Scheme in the Blockchain

Based on framework Section 4.2, the public-private key pairs of both parties are generated by the Setup algorithm and KeyGen algorithm of our scheme. The Signature algorithm of our scheme generates a signature σ for the final transaction. The security of this part is guaranteed by the security of schemes like [5,7,32]. To finding a real signer of ring signature in the blockchain, it needs to use the consensus algorithm of the blockchain or get the private key corresponding to the PD, so the adversary cannot query the real signer unless it can cheat the consensus nodes of the blockchain or solve the discrete logarithm problem. For the double-spending attack, the nodes within the blockchain system are capable of detecting double-spending attacks by verifying if the links in the ring signatures of two different transactions are identical. As a result, the system can effectively prevent such attacks.

6  Performance Analysis

In this section, this paper analyzes the computation complexity of our scheme and implement it on a personal computer.

6.1 Complexity Analysis

Some of the notation this paper needs to use for complexity analysis are given below:

•   Th:Time costs to run one hash function H1.

•   TGmul:Time costs of running one multiplication operation in additive group G.

•   Tp:Time costs of running one bilinear pair operation.

•   Tm: Time costs of running one multiplication operation in field Zq∗.

•   Te: Time costs of running one exponentiation operation in field Zq∗.

•   n: The size of Public key set.

•   ℒ: Security parameter.

This paper provides a theoretical analysis of the primary algorithms used in some schemes, as given in Table 2. Theoretically, the consumption of algorithm Signature and Verification is nearly equal and their values are 6(n−1)TGmul+nTh and 6nTGmul+nTh, respectively. For algorithm confirmation, this paper takes into account the consumption in the worst case, where all ring signature members need to be checked. According to Table 2, our method has a faster theoretical efficiency than other schemes on algorithm confirmation, where all schemes consider the worst case. Our approach only costs nTGmul, which is significantly cheaper than some of the previous constructions. Incidentally, this paper sacrifices the efficiency of the signature and verification process to improve the efficiency of the validation process, which results in a less efficient signature and verification process for our scheme than other schemes, and it requires internal storage of a private key and ensures that the private key is not compromised. Most importantly, our method is non-interactive and does not request for any ring members to participate, which is a security that interactive protocols do not offer when an illegal transaction takes place and needs to query the signer of the ring signature without being spoofed by a malicious signer. Additionally, our scheme is linkable to prevent the double-spending attack in blockchain transactions. The particular advantages of our scheme are shown in Table 3.
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6.2 Implementation

This paper used the VMware Workstation Pro experiment with AMD CPU Ryzen 5 5600H Radeon Graphics @ 3.30 GHz and 16.0 GB RAM. This paper deployed Hyperledger Fabric v1.4.0 on Ubuntu 18.04 to test the smart contract. This paper used Pypbc of Python 3.6.9 to simulate our scheme and compared schemes, running 200 simulations before averaging the results. Notably, this paper uses the BLS12 curve to support bilinear pairings, and the form of the curve is y2=x3+15 defined over a finite field Fq∗, where q is a prime and |q| = 383, and choose SHA-256 as the hash function this paper uses. The time consumption of the signature and verification procedures in our approach, as shown in Figs. 2 and 3, is almost linear with the ring size. When the ring size is 8, the time consumption of the signature and verification algorithms respectively are 116 ms and 170 ms, which is a relatively small time cost. The signature and verification algorithms take 231 ms and 304 ms, respectively, to run when the ring size is 16. When the ring size is 40, the algorithms for signature and verification execute in 560 ms and 791 ms, respectively. The time costs of signature and verification in our method are slightly slower but still within a suitable time range because this paper slightly increases the computation to increase the security and efficiency of the validation process.
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Figure 2: Running times of signature for different ring size
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Figure 3: Running times of verification for different ring size

As shown in Fig. 4, all schemes simulations were run on the aforementioned personal computer using the same environment. The Confirmation algorithm of our scheme takes far less time than those of other schemes. When the ring size is 4, the time consumption of [30–32], and our scheme are 36, 43, 25, and 2 ms, respectively. The time consumption of [30–32], and our scheme are 215, 300, 141, and 12 ms when the ring size is 24. Time consumption for [30–32], and our scheme when the ring size is 48 are 428, 512, 290, and 26 ms, respectively. The main reason for the larger time consumption of schemes [30,31] is the use of bilinear pair. For scheme [32], its confirmation algorithm is an interactive protocol, and when querying the signer of the ring signature in the worst case, it interacts more often and thus spends more time. From the results in Fig. 4, it can see that the confirmation process of proposed scheme is more efficient.

[image: images]

Figure 4: Running times of confirmation for different schemes

This paper created a smart contract in Hyperledger Fabric v1.4.0 and calculated the time costs with various ring sizes. As shown in Fig. 5, the time costs for calling the functions of the smart contract are reasonable.

[image: images]

Figure 5: Time costs of invoking smart contract with different ring size

7  Conclusion

With the rapid development of blockchain applications, the issue of blockchain privacy protection and security in real-life situations becomes increasingly essential. Although a blockchain framework using ring signature technology can safeguard the confidentiality of the identities of both parties to a transaction, this paper still needs to identify the user involved in any illegal transactions. This paper proposes a secure conditionally anonymous linkable ring signature scheme to solve such a problem. The scheme provided in this paper offers a non-interactive and secure confirmation mechanism compared to previous constructions. Proposed scheme is proven to be secure under Elliptic Curve Discrete Logarithm Assumptions. Furthermore, this paper analyzed the performance of proposed scheme. The advantage of proposed scheme over other schemes is that the confirmation algorithm is non-interactive and can provide a link to prevent the double-spending attack in the blockchain. The confirmation algorithm consumes only 2, 16, and 24 ms for ring sizes of 4, 24, and 48, respectively. Designing secure and non-interactive protocols to guarantee conditional anonymity while ensuring that signature and verification algorithms are efficient is the focus of future research.
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Table 1: Related symbols explanation

Symbols Explanation

L Security parameter

E An elliptic curve

K An additive cyclic group about E

q A large prime number

H, A secure hash function H, : {0, 1} — Z*
d, The private key of member i

P, The public key of member i

d, The private key of the signer of the ring signature
dp The private key of confirmation

P, The public key of confirmation

L A public key set of ring signature

P, A linkable tag

m A message

o A signature of message m
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Table 3: Comparison of the advantages for different schemes

Schemes Anonymity Type of confirmation Linkability
[23] Yes Interactive No
[30] Yes Non-interactive No
[31] Yes Interactive No
[32] Yes Interactive No
Ours Yes Non-interactive Yes
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Table 2: Theoretical cost analysis of different algorithm

Schemes Signature Verification Confirmation
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Algorithm 1: Checkin(L, P,)

Input: L

Output: int
1fori=0ton—1do
2 ifd,P,==P, then

3 return i;
4 end
5end

6 return n;
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