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Abstract: A blockchain-based power transaction method is proposed for Active Distribution Network (ADN), considering the poor security and high cost of a centralized power trading system. Firstly, the decentralized blockchain structure of the ADN power transaction is built and the transaction information is kept in blocks. Secondly, considering the transaction needs between users and power suppliers in ADN, an energy request mechanism is proposed, and the optimization objective function is designed by integrating cost aware requests and storage aware requests. Finally, the particle swarm optimization algorithm is used for multi-objective optimal search to find the power trading scheme with the minimum power purchase cost of users and the maximum power sold by power suppliers. The experimental demonstration of the proposed method based on the experimental platform shows that when the number of participants is no more than 10, the transaction delay time is 0.2 s, and the transaction cost fluctuates at 200,000 yuan, which is better than other comparison methods.
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1  Introduction

With the wide promotion and application of new energy sources such as photovoltaics, wind power, and biomass energy, renewable energy is now being connected to the distribution network through microgrids with great penetration [1] and thus form an active distribution network (ADN) [2], which calls for an efficient and reliable energy trading and control mechanism to increase the energy utilization [3]. Most of the electricity transactions are affected in centralized trading centers and dominated by qualified organizations, which to some extent ensures that the power transactions are safe and reliable. However, congestion problems still exist, which calls for further optimization [4].

In recent years, extensive research has been conducted to address the energy transaction issues in AND [5,6]. Rui et al. [6] proposed a Nash bargaining method for multi-microgrid energy trading to minimize the operation costs and designed the cooperative game model for MMG bargaining, reducing the MMG operation cost. However, the transaction efficiency of ADN needs to be improved. Hayes et al. [7] designed a method for joint simulation of distribution network and local energy trading platform. The interface between the distribution system simulator and energy trading platform uses a distributed double auction transaction mechanism based on blockchain. Complicated transactions require greater computational costs and put greater pressure on the trading platform. Luo et al. [8] proposed a two-layer distributed electricity trading system based on electricity sharing among prosumers. The bottom layer was a multi-agent system to support the transaction progress while the top layer was a blockchain-based transaction settlement mechanism, which made sure that the settlement was safe and reliable. However, the proposed system failed to consider the randomness of new energy output.

Blockchain is a newly emerging transaction method in recent years. During the transaction, all data is encrypted using a modern cryptographic algorithm to make that the data is complete and tamper-proof and this is how block provided a solution to the problems of the many transaction entities and low security in ADN. Besides, blockchain enables the energy trading between the ADN user and power supplier, which ensures the balance of production and consumption of renewable energy [9]. Che et al. [10] proposed a blockchain-based distributed renewable energy trading authentication mechanism in which the transaction nodes had to go through the ID authentication process. The system provided nodes with access by controlling the public keys and private keys of trading participants for identity authentication. However, for complex heterogeneous systems containing various types of new energy and energy storage, their security performance needs to be verified. He et al. [11] combined cross-chain trading and blockchain technology and proposed a joint operation mechanism for the energy market, which ensures that the mainchain and sidechain can share data and circulate value. However, the method proposed is too complicated for efficient electricity trading. In Chaudhary et al. [12], a blockchain-based secure energy trading scheme for electric vehicles was suggested to verify the charging requests of electric vehicles. However, the evaluation of the communication and transaction costs needs to be improved. Li et al. [13] designed a transaction system of a multi-energy system based on heterogeneous blockchain technology to enhance information security in coalition transactions. However, this work did not delve into the economy and applicability of the electricity trading process.

In this study, we propose a blockchain-based power transaction	 method for ADN considering the security and economy of the transactions. The novelty of the method lies with the following aspects:

1)   In view of the shortcomings of centralized trading mode, such as low efficiency and high energy consumption, blockchain technology [14] is introduced to conduct power trading to ensure the security of trading information.

2)   In order to improve the economy of power trading, particle swarm optimization [15] is introduced to carry out multi-objective search optimization and find the optimal scheme.

Firstly, the blockchain structure of ADN power trading is designed by using the decentralized characteristics of blockchain; Then, the energy request mechanism is proposed to meet the transaction needs, and the cost aware and storage aware requests are integrated to design the optimization objective function; Finally, particle swarm optimization algorithm is used for multi-objective optimal search to obtain the optimal power trading scheme. The experimental results of the simulation platform show that the proposed method can increase the sales of new energy and reduce the amount of wind and light abandonment while ensuring the minimum cost of power purchase.

2  System Modeling

2.1 System Architecture

In the proposed ADNs, the energy trading between the power supplier and the user provides sufficient energy at a low rate without dependence on other power suppliers [16]. Therefore, the extra energy provided by the transaction nodes could be used for reliable power transactions via blockchain, which meets the economic demand of the power grid. Assuming that each group of transaction nodes could store the dispensable extra energy and have its energy storage capacity with the limitations set, and the transaction nodes could have different energy requests over a period of time, the ADN system architecture can be shown as Fig. 1.
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Figure 1: Architecture of the system

In which the decentralized blockchain architecture of ADN power transactions is designed. The transaction information is stored in blocks and each node is related to renewable energy sources like solar energy, hydropower, and wind power to meet the energy demand of corresponding areas [14]. The storage perception and storage perception processing requests are proposed to handle the energy requests of the nodes. Meanwhile, considering the costs and storage capacity, the multi-objective particle swarm algorithm is used to search for an economic and safe power transaction plan, which minimizes the purchase cost of the user and maximizes the sales of the power supplier.

2.2 Problems Formulation

The processing of the trading requests submitted by the users in the centralized trading system will bring up the heavy cost of data processing and computation [17]. Therefore, a decision variable DNid∈(0,1) is defined to map the transaction node id in the blockchain network to power generation (0) or request (1) within t∈T, which can be expressed as follows:

DNid=random(0,1)(1)

Whereas the variation of the dispensable energy storage in a generation cycle is:

Es={Es+Gr,DNid=0&Es+Gr≤ElEl,DNid=0&Es+Gr>ElEs,DNid=1(2)

In the equations, DNid=0 indicates that the amount of energy equal to the power generation rate Gr can be generated. If the additional energy (Es+Gr) does not exceed the storage limit El, it will be added to the energy storage unit Es. If the storage limit El is exceeded, the storage unit will be filled directly to reach the upper limit El. DNid=1 indicates a request for transaction. Since the request is randomly generated, the change of Es is also random [18].

If the internal storage unit El cannot satisfy the random request of the storage unit W, the request of the remaining storage units will be sent through the network, which is expressed as follows:

InNode={W,El≥WEl,El<W,Request={0,El≥WW−El,El<WW={random(0,200),DNid=10,DNid=0(3)

The distance matrix Dis[·][·] is assumed to describe the distance between the storage unit and the transaction node, and it is used to obtain the cost of the request. Based on the distance between transaction nodes, the relatively smaller transmission cost per unit distance Ct will be added to the basic fee and thus request the cost of n energy unit C from transaction node e to f is:

C=Cb(n)+Ct(Dis[e][f])(4)

where Cb is the basic fee. This cost function requires a fair distribution of requests between users and power suppliers. The cost-benefit analysis also needs to be performed to analyze the economic feasibility of energy trading [19].

3  Blockchain-Based Power Trading Method

All power suppliers and users form the power transaction nodes in ADN. Newly added nodes to the network need to prepare their identity information, public key, and private key, etc. Authentication of identity information can be performed by a qualified third party. At the same time, the review and earnest money deposit will guarantee the authenticity of the identity information of the new nodes [20]. The public key and identity information of the new node will be sent to other transaction nodes, so the authenticity of the information can be verified by the public key. The private key will only be kept secret by its owner, which can testify to the authenticity of the power transaction blockchain. As other nodes cannot decrypt the private key, they cannot provide fake transactions.

When a transaction node joins an ADN power transaction, its identity information and public key will form the initial state of the blockchain for power transactions. The identity information and public key will be sent to other transaction nodes in the ADN for use. As the information recorded by the blockchain is immutable, it will be a security guarantee for the power transactions that follows. The electricity transaction flow based on blockchain is shown in Fig. 2.
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Figure 2: Blockchain-based power transaction flow

The key steps of power trading are as follows:

1)   All ADN power transaction nodes monitor the blockchain data in the ADN communication network uninterruptedly. In case the power transaction request is put forward by a node, its transaction volume will be calculated via Hash algorithm and be encrypted by its private key, then it will be sent to the blockchain. The blockchain information of the transaction request will be broadcast across the ADN network to all transaction nodes.
 
2)   Any transaction node receiving the blockchain data with the latest transaction request can then decrypt the Hash data using the public key and compare it with the received transaction demand hash. If the information matches, we could conclude that the blockchain information is real, and to same as the power transaction demand of the transaction node.
 
3)   Following the energy request mechanism, the node will then search for an optimal power transaction plan using the particle swarm algorithm based on its power generation or power consumption. It will take this power trading request if all conditions are met. If not, it will ignore the information. Under the condition that the request is taken or the need to negotiate the price and volume arises, the transaction node will propose a new transaction plan, encrypt the blockchain data with the plan with its private key and broadcast it across the network.
 
4)   The supply and demand parties who have reached the consensus on the power transaction will record the whole process in blockchain [21].

3.1 Energy Request Mechanism

In the transaction process, the energy request is randomly made by the transaction node. If the transaction node can meet its requirements, it can be regarded as self-sufficient [22]. If the current energy of the node cannot meet the demand, the transaction node will request additional energy from the ADN. The energy request mechanism includes cost perception request and storage perception request, the flow of which is shown in Fig. 3.
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Figure 3: The execution flow of the energy request mechanism

3.1.1 Cost Perception Request

In the cost perception request plan, the transaction node is allowed to request energy supply from the nearest available transaction node in the network. It will attempt to increase the energy generated by its storage unit and use its internal storage to respond to the energy request (R). If it fails, the current storage will be exhausted, and the energy supply will be obtained from the neighboring transaction nodes. The flow of the cost perception request algorithm is shown in Fig. 4.
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Figure 4: Flow of cost perception request

The cost perception algorithm will go through the nearest transaction nodes in the ADN to provide energy to the requester. And detailed information of the transaction node provided with energy storage NC will be collected. If the request can be met by NC, W takes the value R. Otherwise, the available energy on the transaction node will be exhausted, so Node[ Nc ][ 1 ] take the value. The request is placed on the task waiting list for the selection of other transaction nodes in the ADN.

3.1.2 Storage Perception Request

Similar to the case R where the user stores the generated energy and satisfies the energy request through its storage, the storage perception request scheme ensures that the energy request is sent to the transaction node near its storage and locates the storage unit with sufficient storage energy in the ADN [23]. In addition, the request is placed on the task waiting list for other transaction nodes to verify. The flow of the storage perception request algorithm is shown in Fig. 5.
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Figure 5: Flow of the storage perception request algorithm

3.2 Power Transaction Scheme Optimization Based on Particle Swarm Algorithm

The blockchain technology solves the security problem of power transactions, shortens the time of authentication of the original trading platform, and improves the transaction efficiency [24]. Based on the blockchain technology, the power trading scheme uses the particle swarm algorithm for multi-objective optimization to optimize the power transaction, and introduces the power price formulation mode and power purchase strategy to the intelligent contract [25].

For the power supplier in the trading chain, under the constraints of price and transaction priority, multiple options for selling electricity in intelligent contracts are used to achieve the best benefit, and guarantee the transaction security at the same time. Because the spot trading is still in its infancy, big users’ direct power purchase is the main concern. The power supply focuses on making attractive power sales schemes to increase the power purchase of big users, thus improve the market competitiveness [26].

Specific to the two energy request mechanisms of cost-perception request and storage perception request, particle swarm optimization algorithm is selected for the optimal power transaction scheme search [15]. By using particle swarm optimization mathematical modeling, process optimization, and generation of particle non-inferior solution set, it is applied to the power trading market, and generates the optimal real-time power trading scheme under the constraints of all parties to meet the minimum cost. Particle swarm optimization is the whole step of generating a non-inferior solution, which includes the initial screening of the non-inferior solution and updating of the non-inferior solution set. When the particle swarm is not updated, a random particle from the non-inferior solution set is selected as the optimal solution of the swarm. The particle update process is shown as:

vk+1=ωvk+c1ζ1(Pidk−xk)+c2ζ2(Pgdk−xk)xk+1=xk+vk+1(5)

In the equation, v is the particle velocity; k is the current number of iterations; ω is the inertial weight; c1,c2 is a constant value; ζ1,ζ2 is a random number with the value of 0 and 1; Pidk and Pgdk is the individual or global optimal particle position, respectively; x is the particle position.

Through the particle swarm multi-objective search algorithm, the power transaction scheme is optimized in the real-time power price transaction process of the power transaction node. Five types of power suppliers (thermal, photovoltaic, hydropower, wind, nuclear) are assumed to participate in transaction competition for the user power purchase, and their power transaction volume, on-grid price, and transmission costs are different. We use particle swarm optimization to model this transaction process and carry out the multi-objective search. Among them, the on-grid price of the power stations is ψ; the power transaction volume is E; the power transmission and power distribution mean value is ψ¯. Then the optimization objective function is:

{minψe=∑i=15ψimminEm=∑i=15Eim(6)

In the equation, ψe and Em is the on-grid price and the power transaction volume of the final transacted power plant; m is the selected power plant.

The associated constraint is:

∑i=15(ψi+ψ¯i)Ei∑i=15Ei≤0.5∑i=15(ψi+ψ¯i)Ei∑i=15Ei≤0.5(7)

In the inequality, ψ¯i is the total cost of power transmission and distribution.

To simulate the randomness of the power trading market to the greatest extent, the particle swarm algorithm is modified. Specifically, the lowest cost is not to select the scheme with the lowest power for each purchaser, but to select the optimal power volume and power price combination scheme based on the overall transaction, so as to increase the power utilization rate of renewable energy source power plants and reduce the reliability of fossil fuel power plants. In the market constraint, the optimized particle swarm optimization algorithm is integrated into the intelligent contract and operated by the criteria of user purchase demand and low power price, so as to ensure the openness, transparency, and intelligence of the optimal power transaction scheme.

4  Experimental Results and Analysis

In the experiment, an ADN power transaction platform based on block-chain is built, which includes six suppliers and five users. The suppliers include the large power grid, two photovoltaic power plants, and three wind power plants. Considering the actual power supply state of the existing ADN, the large power grid is the dominating power supply, and the photovoltaic and wind power these distributed power supplies are auxiliary. Because of the volatility and randomness of distributed power, ADN power transactions should be short-term, which can promote distributed energy to be integrated into the ADN in real-time and increase its utilization rate.

All transaction participants are connected to an Ethernet communication bus to exchange power transaction information based on block-chain. Each node has the same transaction opportunities and does not need to rely on third parties to carry out power transactions. Users with intelligent meters and the corresponding power control system, can control their power demand in real-time. Photovoltaic and wind these distributed power sources are equipped with a corresponding number of power storage devices and power control systems, so they have a certain power generation prediction ability.

4.1 Power Transaction Analysis

Taking the power supply and demand of ADN within 24 h as an example, this paper analyzes the power transaction status based on block-chain. According to the experimental scenario, the power quantity of the traditional fossil fuel power plant is set to 250 MW. The new energy power plants which have great randomness and volatility due to the influence of the natural environment, are used as a supplement to the power supply. Between 0:00 and 6:00 a.m., photovoltaic and wind power plants are affected by the environment and generate limited electricity. Therefore, there are fewer new energy suppliers involved in the power transaction. After 7:00 a.m., users’ power consumption gradually rises and the demand for power increases, but the increase in new energy generation lags behind the user demand. Therefore, the power transaction market is in the seller’s market, and the power price is high; new energy power providers can sell electricity at a relatively high price through block-chain announcements. The daily changes of power generation and transaction price are shown in Fig. 6.
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Figure 6: Power quantity transaction analysis

As can be seen from Fig. 6, the output of the new energy supply is relatively random. About 9:00 a.m., its output is more and the power generation reaches a short-term peak. And the power supply and demand state is constantly displayed in the ADN power transaction based on block-chain. In this way, the new energy supplier can adjust its power sale price in real-time, improve the transaction rate, and reduce the amount of abandoned wind and light. With the normalization of new energy generation, the price of power transactions tends to stabilize. In addition, around 1:00 and 5:00 p.m., the power generated by new energies increases, and through the block-chain transaction process, the new energy power price reduces, resulting in the power transactions. Because the block-chain-based power transactions can be completed in a very short, new energy suppliers and users almost close the deal at the same time.

4.2 Balanced Behavior

Although the impact of balance constraints on power transactions in ADN is secondary, it is critical from the user’s point of view. Both cost and storage are the key factors should be considered. The purchasing capacity cannot exceed the maximum storage capacity except the real-time supply load. Therefore, cost and storage need to achieve a balanced state to maximize the benefits of users. The energy balance change of transaction nodes in which cost perception and storage perception algorithms participate are shown in Fig. 7.
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Figure 7: Income balance change of participating transaction node (a) The node benefit distribution of cost perception request/%; (b) The node benefit distribution of storage perception request/%

As can be seen from Fig. 7a, the available storage and income of transaction nodes in the network do not depend on the initial storage of transaction nodes. In addition, the cost perception algorithm allows the transaction node to buy electricity fairly for the user. Therefore, during any exchange period, transaction nodes will not incur high costs due to transmission. As can be seen in Fig. 7b, significant equilibrium differences can be observed for transaction node 3. Because node 3 has a certain amount of energy storage, it has advantages in network transactions, which leads to differences in the distribution of income among transaction nodes.

4.3 Comparative Analysis

4.3.1 Transaction Delay Analysis

To demonstrate the advantages of the proposed method in terms of transaction delay, a comparative analysis of methods in literature Rui et al. [6], Luo et al. [8], and Li et al. [13] is conducted, and the results are shown in Fig. 8. Among them, Rui et al. [6], Luo et al. [8] and Li et al. [13] respectively adopt Nash equilibrium algorithm, double-layer blockchain technology and heterogeneous blockchain technology to realize reliable transactions, and the transaction time includes the final transaction contract reached by the transaction node in the system and the average calculation time to complete task negotiation.
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Figure 8: Comparison of average delay of transactions

As can be seen from Fig. 7, with the increase of power transaction participants, the delay time is also increasing. Because the participant increase produces more power transaction tasks, more power transaction contracts will be reached accordingly, and the average delay will also increase accordingly. However, compared with other methods, the average transaction delay time of the proposed method is the shortest. Rui et al. [6] proposed a Nash bargaining method of multi-micron power transaction, taking the minimum transaction operating cost as the optimization goal, and designs the cooperative game model of multi-micron bargaining. Because the calculation process of the Nash equilibrium algorithm is complicated, it takes a long time. Luo et al. [8] proposed a double-layer distributed power transaction system with power-sharing and combines the block-chain to realize the transaction settlement. However, the double-layer trading mode increases the communication complexity of the system, so the data has a certain communication delay. As the amount of data increases, transaction delays grow faster. Li et al. [13] designed a multi-energy systems transaction system based on heterogeneous block-chain technology to solve the data security problem in joint transactions. This method takes into account the problems of various participants. However, the heterogeneous block-chain technology is complicated, and computational delay is large. Thus, the overall transaction delay is not ideal. The proposed method uses the block-chain technology to shorten the delay time of centralized transaction mode and the particle swarm algorithm for quick optimization. Therefore, the transaction delay is short; when the number of participants is not more than 10, the transaction delay time is about 0.2 s.

4.3.2 Economic Analysis of Power Transaction

The purpose of the power plant and user in power transaction is to achieve maximum economic benefit with one party buying the most electricity at the least cost and the other party selling the largest electricity. Taking into account the interests of both power transaction side, the obtained transaction volume in the ADN by using the proposed method and methods in [6,8,13] are shown in Fig. 9.
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Figure 9: SDN turnover comparison

As can be seen from Fig. 9, compared with other methods, the turnover of the proposed method is the least, fluctuating around 200,000 yuan. According to the analysis of Fig. 6, the transaction price decreases with the increase of new energy supply, which urges users to use new energy to generate electricity more. Viewing the ADN as a whole, based on the transaction price fluctuation, the particle swarm algorithm is used to find the optimal transaction scheme, which further reduces the user’s power purchasing cost and increases the power sales of new energy power plants to realize the win-win situation. Literature [6] used the Nash bargaining method to optimize the operating cost, but does not considers the electricity price fluctuation, so the overall turnover is the largest. Although the double layer distributed power transaction mode of power-sharing used in [8] can reduce the power purchase cost to a certain extent, it lacks the corresponding algorithm optimization, so the economic performance needs to be improved. Li et al. [13] based on heterogeneous block-chain technology, achieves multi-energy system transactions, comprehensively considers multi-energy coordination optimization, and can make full use of new energy power supply. Around 10:00 a.m., the turnover is lower than the proposed method. But the optimization goal is single. Without a comprehensive analysis of the influencing factors, its economic performance still has room for improvement.

5  Conclusions

In recent years, blockchain technology has developed rapidly, and its application in the field of power trading has good prospects. Because there is little research on the application of block-chain to the specific implementation in power transactions, an ADN power transaction method based on block-chain is proposed. Based on the characteristics of block-chain decentralization, the block-chain structure of ADN power transactions is designed. Based on this, the power request mechanism is proposed, including storage perception request and cost perception request, and multi-objective optimal search is carried out by particle swarm optimization algorithm to research for the optimal power transaction scheme, and minimize users’ power purchase cost while maximizes the power sales volume of power suppliers. In addition, based on the experimental platform, the experimental demonstration of the proposed method shows that the increase of new energy output will lead to the decrease of electricity price, thus reducing users’ power purchase cost and reducing the amount of abandoned light and wind. Meanwhile, compared with other methods, the transaction delay of the proposed method is the smallest, about 0.2 s, the economic value is the best, and the overall transaction volume of the system is the smallest. It provides a reference for further exploring the application of block-chain technology in the power trading market.

Because the proposed method only uses the particle swarm algorithm for optimization and does not involve the bidding of transaction participants, the game mechanism of electricity price trading under block-chain architecture is lacking, which is also the focus of future research.
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