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Abstract: Smart Agriculture, also known as Agricultural 5.0, is expected to be an integral part of our human lives to reduce the cost of agricultural inputs, increasing productivity and improving the quality of the final product. Indeed, the safety and ongoing maintenance of Smart Agriculture from cyber-attacks are vitally important. To provide more comprehensive protection against potential cyber-attacks, this paper proposes a new deep learning-based intrusion detection system for securing Smart Agriculture. The proposed Intrusion Detection System IDS, namely GMLP-IDS, combines the feedforward neural network Multilayer Perceptron (MLP) and the Gaussian Mixture Model (GMM) that can better protect the Smart Agriculture system. GMLP-IDS is evaluated with the CIC-DDoS2019 dataset, which contains various Distributed Denial-of-Service (DDoS) attacks. The paper first uses the Pearson’s correlation coefficient approach to determine the correlation between the CIC-DDoS2019 dataset characteristics and their corresponding class labels. Then, the CIC-DDoS2019 dataset is divided randomly into two parts, i.e., training and testing. 75% of the data is used for training, and 25% is employed for testing. The performance of the newly proposed IDS has been compared to the traditional MLP model in terms of accuracy rating, loss rating, recall, and F1 score. Comparisons are handled on both binary and multi-class classification problems. The results revealed that the proposed GMLP-IDS system achieved more than 99.99% detection accuracy and a loss of 0.02% compared to traditional MLP. Furthermore, evaluation performance demonstrates that the proposed approach covers a more comprehensive range of security properties for Smart Agriculture and can be a promising solution for detecting unknown DDoS attacks.
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1  Introduction

The emergence and development of the fourth industrial into the creation of smart and interconnected manufacturing systems that can optimize production, reduce costs, and increase efficiency have created new opportunities for businesses to improve their competitiveness, productivity, and sustainability [1]. Indeed, the Smart Factory concept has been defined as the latest industrial trend, known as Industry 5.0 [2–4]. This concept integrates advanced technologies into production processes, such as big data, artificial intelligence, the Internet of Things (IoT), robotics, and cloud computing.

Smart farming, also called intelligent farming or Agriculture 5.0, represents the adoption of new technologies for strengthening the efficiency of agro-industrial companies. In such regard, Agriculture 5.0 is anticipated to be transformed by Industry 5.0, leading to a radical transformation in such a sector [5]. Industry 5.0 and Agriculture 5.0 are increasingly crucial to our lives since they simplify our daily tasks and interact with the world around us. Also, the application of IoT in Agriculture 5.0 ranges from family farming and plays a vital role in changing the overview of conventional agriculture scenarios. For example, the digitalization of agriculture has been brought about by the Internet of Things (IoT), cloud computing, and Artificial Intelligence (AI), where machines and production systems are connected, monitored, and controlled through a network of sensors and actuators [6]. This can assist farmers in taking appropriate measures at the appropriate moment by monitoring soil moisture, temperature, and other environmental factors, consequently making the production process more scientific regarding fertilization, pest control, and improving crop yields.

Internet of Things, remote sensing, machine learning, and deep learning revolutionize agricultural value chains as they are deployed for advanced data analysis. Additionally, machine learning enables algorithms to collect data from sensors, such as soil moisture sensors, weather stations, and satellite imagery. Collected data are then analyzed to identify and diagnose crop diseases, classify soil types, and monitor weather patterns, among other applications [7]. Also, machine learning algorithms can predict the best time for planting, watering, and harvesting crops, allowing farmers to optimize their operations and increase productivity [8].

Conversely, despite the benefits of implementing IoT in Agriculture 5.0 and Industry 5.0, several challenges could impact the agricultural and food sectors in the coming decades. The large volume of data generated by IoT devices can be overwhelming and require new data management and analysis approaches. In particular, the lack of intrinsic security measures increases the IoT’s vulnerability to cyber-attacks and data breaches [9]. These data are subject to DDoS, Sybil attacks, and single-point failure. These attacks can cripple an entire agriculture system, causing significant financial losses and potentially risking lives [10].

Nevertheless, there are many risks of integrating IoT in the agricultural sector. Indeed, IoT devices and sensors generate and transmit sensitive data, such as crop yield, soil moisture, humidity, light, and nutrient levels. However, if this data is not secured correctly, it can be easily targeted for unauthorized access, leading to loss of device connectivity or collecting sensitive personal information. Moreover, IoT devices are vulnerable to malware and ransomware attacks, which can disrupt operations and compromise data integrity. Another type of threat that could be encountered in the integration of IoT in the agricultural sector is Distributed Denial of Service (DDoS) attacks, where attacker overwhelms IoT devices with a tremendous amount of traffic, making the network congested, heavy, or even data loss, specifically at peak times.

Moreover, IoT security-related are significant and must be carefully discussed and addressed appropriately. In this light, Intrusion Detection Systems (IDS) are becoming crucial for detecting and mitigating DDoS attacks in Agriculture 5.0 [11]. By leveraging machine learning algorithms, IDS can quickly detect unusual patterns in network traffic and identify potential DDoS attacks before they cause any harm. In addition, machine learning algorithms can also be adapted to detect new attack patterns, making IDS a powerful tool in ensuring the security of Agriculture 5.0. Overall, integrating IDS and machine learning is essential for protecting the agriculture industry against malicious attacks and ensuring that Agriculture 5.0 continues to provide safe and efficient farming practices.

For example, Al Jouf City, a province in the Northern Region of Saudi Arabia, is the largest plant producing olive oil in the Middle East and has been identified as a potential key player in the production of the finest quality of olive oil. Al Jouf Agricultural Development Company (Saudi Arabia) has made tremendous efforts to modernize olive farming by introducing new technologies such as drip irrigation and precision farming. To achieve such goals, the company deploys drones, sensors, and satellite imagery to help farmers collect data, monitor their crops and make data-driven decisions about planting, harvesting, and irrigation. However, with an area of 7730 hectares and more than 5 million olive trees, it is hard to prevent and detect whether there are cyber-attacks on collected data.

In such cases, machine learning and deep learning can play a more vital and robust role in analyzing vast amounts of data collected from various sources and detecting and preventing if there are cyber-attacks in farming systems [12–14]. Attackers can exploit vulnerabilities in connected devices and other equipment, compromising data security and potentially causing significant harm to farming operations. More crucially, machine learning and deep learning algorithms can aid in analyzing large amounts of data to identify potential threats and detect whether there are cyber-attacks. As a result, farmers can take appropriate measures to prevent or mitigate cyber-attacks' impact on their operations [15].

The remainder of the paper is carried out as follows: Section 2 discusses the relevant scientific literature on IDS models. Then in Section 3, we describe our proposed GMLP-IDS with its main components. The evaluation experiments and results outcomes are described in Section 4. The final part of this paper outlines in Section 5 the conclusion and future works.

2  Related Works

The paper [16] provided a novel approach for detecting assaults in the Internet of Things (IoT) using deep learning. The study focused on the security problems faced by IoT systems due to their distributed design and the enormous number of connected devices. The suggested solution comprises employing a distributed system of edge devices and a centralized server for the training and inference of a deep learning model. The edge devices collect and pre-process data from the IoT devices and transfer it to the centralized server for model training. The learned model is then transmitted back to the edge devices for inference, enabling real-time detection of assaults.

The performance of the suggested strategy is assessed using the KDDCUP’99 dataset and compared to that of more established machine learning and rule-based methods. The findings demonstrate that the proposed deep learning methodology achieves good results for detection accuracy, very low false positive rate, and detection time compared to the alternative approaches. Overall, the study makes a significant contribution to the field of IoT security by outlining a distributed strategy for overcoming the difficulties associated with identifying attacks in complex IoT systems. However, the proposed scheme exchanges immense control messages between edge devices, fog nodes, and the central server, leading to large-scale IoT systems bottlenecks. Moreover, the technique depends on the edge devices’ and fog nodes' dependability and security, which may only sometimes be the case in practical use. Finally, the study does not mention the suggested approach's potential for expansion to handle larger datasets or more complex attacks.

Thamilarasu et al. [17] designed an intelligent intrusion detection approach for IoT systems using deep learning algorithms. In their work, authors combined Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) to extract features and classify network traffic anomalies in real-time. The approach is evaluated on the Bot-IoT dataset, and the results show that it can detect various types of attacks with a high detection rate and low false positive rate. However, the authors do not take into account the dynamic nature of IoT networks, where devices can join and leave the network at any time, resulting in changing network traffic patterns. Also, the approach relies on the availability of labeled training data for deep learning algorithms, which is difficult to be applied in practice. Finally, the proposed approach does not consider the impact of network latency and communication overhead on real-time attack detection. Overall, this paper provides a promising approach for detecting intruders in IoT systems, but further research is needed to address these weaknesses and evaluate the proposed approach in real IoT systems is required.

In [18], the authors provided a comprehensive review of the use of Federated Learning (FL) for Intrusion Detection Systems (IDS) in the Internet of Things (IoT) context. They focus on Federated Learning (FL) which is proposed as a potential solution to address the challenges posed by these networks' distributed and heterogeneous nature. Several advantages and limitations of FL-based intrusion detection are discussed in the paper, including the need for secure and efficient communication protocols, the selection of appropriate machine learning models, and the effect of data privacy concerns on FL algorithms' performance. The authors conclude that FL has the potential to improve the effectiveness and efficiency of IDS in IoT, but further research is needed to address the challenges mentioned above and ensure the security and privacy of the data involved.

A novel approach for anomaly detection in Internet of Things (IoT) networks was proposed by Ullah et al. [19]. The authors used Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) networks instead of a standard RNN for anomaly detection in IoT networks. The proposed approach continuously analyzes the incoming network traffic and compares it with the learned standard patterns to detect anomalies in real-time. Compared to other proposed approaches [20], the output results show that the proposed deep learning model based on the recurrent neural approach outperforms previous deep learning implementations in terms of precision, recall, accuracy, and F1 score, as well as its ability to detect anomalies in real-time makes it a promising approach for intrusion detection in IoT environments. Nonetheless, even if authors explored that the proposed solution is based on a regular pattern of behavior in the IoT network and remains consistent over time, the optimal values for hyper-parameters for the Recurrent Neural Network (RNN) model, such as the number of layers, the number of neurons per layer, and the learning rate may depend on the characteristics of the specific IoT networks. They may require extensive experimentation to find the best configuration.

In [14], the authors addressed how smart farming can improve Agriculture 4.0 and then increase efficiency, productivity, and sustainability. The authors emphasized using cutting-edge technologies, namely, cloud computing, edge computing, AI, IoT, big data, and 6G in agriculture. The authors discussed the benefits of “smart farming”, including precision farming, resource optimization, and predictive maintenance. Also, they explore the problems devoted to traditional farming, such as increasing food production, water scarcity, and the need for climate change. According to these characteristics, smart farming can help to solve resource optimization usage and lack of technical expertise. However, a comprehensive analysis of the challenges faced by Agriculture 4.0 technologies is not outlined by the authors. Also, a detailed discussion of the policy implications of implementing Agriculture 4.0 technologies in farming is not present.

In another recent study, Friha et al. [21] developed a novel intrusion detection system (IDS) for the Agricultural Internet of Things (IoT) that uses Federated Learning (FL) as its core technology. The proposed scheme is based on a distributed architecture, where multiple IoT devices collect data and train a machine-learning model using the Federated Learning approach. This latter allows knowledge sharing with privacy maintenance and cost reduction. The model is then used to detect anomalies and intrusions in real-time. The paper also provided a detailed description of the FELIDS architecture and its components, including the data collection module, the FL module, and the IDS module. Consequently, FELIDS is then evaluated using a dataset of real-world attacks on IoT-based agriculture systems, and performance results are compared to other IDS systems. Authors demonstrate that the proposed scheme FELIDS achieves a higher detection rate and lower false positive rate than classic versions of machine learning, making it a promising solution for securing IoT-based agriculture systems.

Gupta et al. [22] have used a hierarchical deep-learning model to analyze network traffic and detect anomalies. The model is trained on an extensive network traffic dataset to learn patterns and identify abnormal behavior. Then, it monitors network traffic in real-time and generates alerts when detecting anomalous activity. The proposed model aims to enhance the cybersecurity of multi-cloud healthcare systems. Authors have also shown that the proposed approach outperforms traditional approaches in terms of accuracy and detection rates. Overall, the proposed approach has the potential to improve the security of healthcare systems and protect sensitive patient information from cyber threats.

Gudla et al. [23] designed a new detection scheme, named deep intelligent DDoS attack detection scheme (DI-ADS), for Distributed Denial of Service (DDoS) attacks in fog-based Internet of Things (IoT) applications. Fog defender utilizes a deep learning-based approach to allow only legitimate requests to be accessed to the cloud. DI-ADS employs a distributed architecture that uses edge devices located at the fog layer of the IoT network to collect and pre-process data before sending it to a central server for analysis. The system utilizes a Convolutional Neural Network (CNN) to classify network traffic as either normal or attack traffic. Traffic attacks are generated using the well-known Kali Linux tool, and the performance of DI-ADS is evaluated using various metrics, including behavior detection time, false positive rate, loss rate, and accuracy.

The authors of [24] proposed a hybrid lightweight system to detect cyber-attacks in the Internet of Medical Things (IoMT) fog environment. The proposed system uses machine learning algorithms to detect network anomalies and abnormal behaviors, and it consists of two main components: a traffic profiler and a hybrid anomaly detection model. The traffic profiler collects network traffic data and extracts relevant features. The hybrid anomaly detection model combines two machine learning algorithms, a one-class Support Vector Machine (SVM) and a decision tree, to detect network anomalies and abnormal behaviors. Experimental results show that the proposed system can detect network anomalies and abnormal behaviors with high accuracy and low computational and memory overhead, making it suitable for use in resource-constrained IoMT environments.

The study conducted by Jiang et al. [25] proposed a dynamic ensemble algorithm for anomaly detection in IoT-imbalanced data streams. The algorithm considers the dynamics, continuity, and data streams generated in IoT systems. To address the data imbalance problem, the proposed algorithm uses a combination of multiple classifiers to improve anomaly detection accuracy. Indeed, the algorithm uses the Borderline-SMOTE approach to generate minority samples in training sets. The Borderline-SMOTE dynamic weighted LightGBM (BSDWLGB) algorithm also uses LightGBM as base classifiers and adopts a chunk-based dynamic weighted ensemble mechanism, enabling classifiers to adapt to data distribution changes and remove the classifier whose accuracy performance is lower than a given threshold. The proposed algorithm is evaluated using several datasets, and the results show that it outperforms several state-of-the-art algorithms in terms of accuracy, precision, recall, and F1 score. Furthermore, the proposed algorithm can effectively detect anomalies in IoT-imbalanced data streams and can be used in various applications, such as intrusion detection, fault diagnosis, and predictive maintenance.

The study conducted by [26] proposed a novel deep learning-based anomaly detection method called FlowADGAN for network intrusion detection systems (NIDS). FlowADGAN is inspired by the successes of Generative Adversarial Networks (GANs) for detecting anomalies in the area of Computer Vision and Images. It consists of two components: a generator and a discriminator. The generator learns to generate normal network traffic data, while the discriminator learns to distinguish between normal and abnormal network traffic data. Furthermore, a comprehensive evaluation of FlowADGAN demonstrates that the proposed scheme can detect known and unknown network intrusions and is a promising deep learning-based anomaly detection method for NIDS.

Wang et al. [27] proposed a new method to classify malicious code families by merging convolutional neural networks (CNNs) with generative adversarial networks (GANs). The authors emphasized that conventional malware detection methods are not effective against the continuous evolution of malicious code variants. To deal with the associated challenges, new methods are crucial to enhance the efficiency and accuracy of malware detection. The proposed framework uses a code visualization method to convert malicious code into images, which can then be fed into a CNN for feature extraction and classification. According to the evaluation performance of the proposed method on a dataset of malicious code families, the authors show that the method achieves a classification accuracy of 97.78% and outperforms the conventional malware detection methods. The summary of deep learning approaches for network intrusion detection for IoT networks is presented in Table 1.
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3  Proposed Framework: GMLP-IDS

3.1 Network Model

This research deploys a network model with three layered architectures: The uppermost layer is the cloud layer, the middle layer is referred to as the fog layer, and the lower layer is composed of IoT or smart devices. The three-layered network model is a prevalent architecture in the industry 5.0 paradigm, which has gained significant global traction as a fundamental driver of industrial growth and transformation.

The topmost layer, as shown in Fig. 1, is the cloud layer, consisting of many cloud storage nodes and a cloud data center. The cloud layer provides scalability and resilience for storing and processing large amounts of data. It serves as a centralized storage unit for updated information on the behaviors of various IoT devices. Additionally, the IoT devices in the lower layer receive regular updates from the cloud layer, ensuring that their behaviors are up-to-date, whether normal or under DDoS status.
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Figure 1: System architecture for the proposed deep learning-based IDS for DDoS attack in Agriculture 5.0

The intermediate layer is called the fog layer, consisting of fog nodes (FN1, FN2, ..., FNn) for data processing and storage. It is designed to provide low latency and efficient processing power to meet the needs of applications running on the devices in the lower layer. These nodes offer services to nearby IoT devices and maintain timely records of their behavior. This intermediate layer acts as a bridge between different IoT systems and the cloud layer, thus facilitating the interoperability of IoT systems. Communication between fog nodes is carried out via wired or wireless links. The fog layer is connected to the upper layer via cloud gateway (CG) and base stations (BSs), and communication is carried out using wired or wireless connections. The IoT Device gateway facilitates Communication between the fog and the lower layer.

The lower layer, also known as the IoT or smart devices layer, consists of drones and sensors. In this layer, drones detect changes or events in the environment and process substantial amount of data. By flying over fields, drones can communicate with other IoT devices (e.g., sensors) and be placed directly in the soil to measure soil conditions: temperature, humidity, light, soil moisture, and nutrient levels. Also, drones equipped with cameras and sensors can monitor crop health, detect anomalies, and respond to all end-user requests. As mentioned earlier, these drones communicate with the fog and cloud layers to perform speedy computation and service. However, despite their essential role, IoT devices in this layer have limited storage and computational capacity.

Using our proposed system for DDoS attacks has several potential ethical implications, and the system must handle data privacy issues. In fact, our system handles collected data privately to avoid unauthorized access and ensure that collected data is processed and stored transparently and securely. Secondly, sensitive information is often encrypted to protect it from unauthorized access. Finally, as illustrated in Fig. 1, our IDS ensures that user data is used for its intended purpose and stored at the cloud data center. The cloud data center provides a centralized infrastructure for storing, processing, and managing large amounts of data sent from the agricultural sensors layer in a cloud computing environment.

3.2 DDoS Attack Model

In this section, we examine the system’s security issues where the Attacker (Ai) attempts to gain access to a communication channel and control targeting IoT devices such as drones, sensors, etc., through various methods to process a large amount of data.

To achieve this, as shown in Fig. 2, the attacker compromises the IoT devices by replacing their normal functions with malicious code, causing them to behave like malicious nodes. The compromised IoT devices then use various techniques to launch attacks on fog nodes at the intermediate layer, such as sending excessive requests to jam the network and gain control. This study focuses on 11 DDoS attacks, including Network Time Protocol (NTP), Domain Name System (DNS), Lightweight Directory Access Protocol (LDAP), Microsoft SQL Server (MSSQL), Network Basic Input/Output System (NetBIOS), Simple Network Management Protocol (SNMP), Simple Service Discovery Protocol (SSDP), User Datagram Protocol (UDP), the delay that can occur when sending and receiving data over UDP (UDP-Lag), Synchronization (SYN), and Trivial File Transfer Protocol (TFTP), to evaluate our proposed work. To accomplish this, we utilized the CIC-DDoS2019 dataset for training and testing purposes [28]. Indeed, as mentioned earlier, the proposed system model has three layered architectures: The uppermost layer is the cloud layer, the middle layer is referred to as the fog layer, and finally, the agricultural sensors layer comprises various IoT devices and drones that monitor agricultural environment data. The IoT and drones that monitor agricultural environment data make up the agricultural sensors layer. Actuators are activated in this layer, which also features a smart grid design and innovative energy technology for powering IoT devices. In each fog node, a deep learning-based intrusion detection system is placed. The IoT data are transmitted directly to the fog computing layer for analysis and machine learning algorithms. By outperforming nature in detecting DDoS attacks, GMLP-IDS is being implemented in this middle layer, the fog computing layer. The cloud layer provides scalability and resilience for storing and processing large amounts of data. It serves as a centralized storage unit for updated information on the behaviors of various IoT devices.
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Figure 2: DDoS attack model

3.3 Data Preprocessing

3.3.1 Description of the Dataset and Study Area

In this section, we discuss the effectiveness of our proposed Intrusion Detection System using the CIC-DDoS2019 dataset, which was created as part of a study by the Canadian Institute for Cybersecurity (CIC). It contains a wide range of the most recent and popular Distributed Denial of Service (DDoS) attacks based on real-world information such as LDAP, MSSQL, NetBIOS, PortMap, UDP, SYN, and UDP-Lag, all available in both PCAP and CSV files [28,29]. The CIC-DDoS2019 dataset, shown in Table 2, comprises approximately 50,063,123 records, with 50,006,249 rows dedicated to DDoS attacks and 56,874 rows for benign traffic. Each row has 88 features, and the dataset is divided into two classes: benign and malicious. The performance of our proposed GMLP-IDS model on the CICDDoS2019 dataset is evaluated to detect and classify malicious traffic in real-world scenarios accurately. Moreover, this dataset can be regarded as a valuable resource for researchers and practitioners in the field of network security by providing a suitable basis for evaluating the system's performance against a wide range of DDoS attacks [30].
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3.3.2 Binary Pre-Processing

As mentioned earlier, the CIC-DDoS2019 dataset contains a wide range of the most recent and popular DDoS attacks based on real-world information [28]. This dataset was divided into 11 subtypes of attacks to have a better-engineered and more diverse set of attacks to be used for DDoS attack detection. Eighty-eight features describe each record on the dataset, and the attack type is based on binary classification, such as normal or malignant traffic. The features included in the dataset include source and destination IP addresses, port numbers, packet sizes, timestamps, and other features. Each attack generates a different kind of malicious network flow.

To further verify the effectiveness of our GMLP-IDS, CIC-DDoS2019 is used to perform binary classification, so we divided the dataset into two portions: 75% for the training process. In contrast, 25% is allocated for the testing process. Table 3 summarizes the flow count for training and testing processes in the CIC-DDoS2019 dataset.
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3.3.3 Multiclass Pre-Processing

The main objective of our proposed model in this section is multiclass classification in the context of DDoS attacks. Each CSV file from CIC-DDoS2019 contains 88 features related to network traffic and is labeled with one of two classes: BENIGN or a specific type of network attack (DNS, MSSQL, UDP, etc.). First, each file belonging to the dataset is unified into a separate information instance (data frame). Next, we extract a random number of rows from each of these data frames. We then append the resulting data frames into a single data frame. Once we combined all the data into a single information instance, we removed specific unwanted attributes (NaN, and infinite) from the selected data.

Additionally, incorporating a data pre-processing phase in the deployment process leads to a more robust training phase and, consequently a more accurate model, as set out by [31]. Table 4 presents the statistics of occurrences that have been selected from each data frame. The final step of data pre-processing is a one-hot encoding process [32]. Indeed, datasets containing categorical information and label classes that cannot be directly processed by machine learning or deep learning models. To enable accurate predictions, the data must be transformed into numerical values using one-hot encoding. This technique involves creating binary vectors to represent each possible category of categorical variables. Also, to further improve the classification process, all fields are normalized by rescaling their dynamic ranges. This normalization step ensures that no single feature dominates the training process [33,34].
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3.3.4 Feature Selection

As mentioned earlier, each row on the CIC-DDoS2019 dataset has 88 features and 50,063,123 records. To properly evaluate these huge amounts of data, selecting weighted features with a significant linear relationship with the class label is essential. For this purpose, Pearson's correlation coefficient method was performed in this work to select the 15 features that had the highest correlation with the class label [35]. By selecting only the most important features, the problem's dimensionality can be reduced, and then the model will be simpler and more efficient. Additionally, reducing the number of features can help prevent overfitting, which occurs when the model is too complex. Fig. 3 depicts the correlation matrix for the top 15 features for each DDoS attack classification (DNS, LDAP, MSSQL, NetBIOS, NTP, SNMP, SSDP, UDP, SYN, UDP-Lag, TFTP).
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Figure 3: Selecting features by using the Pearson’s correlation coefficient method

It was found from Fig. 3 that each correlation matrix is characterized by its own set of 15 features identified as the most significant in detecting and classifying DDoS attacks. These matrices visually represent the relationship between features and show how they are correlated to identify patterns and anomalies in network traffic. By analyzing the correlation matrices, we can gain insights into the behavior of network traffic and develop more accurate and effective DDoS attack detection and prevention techniques.

3.4 GMLP-IDS Module

The main contribution of this research work is to develop a novel intrusion detection system, named GMLP-IDS, to identify cyberattacks in the field of cybersecurity and Agriculture 5.0. Our system utilizes a hybrid approach that combines two different models, namely the Gaussian Mixture Model (GMM) and MLP classifier, to accurately classify input data into one of several possible output classes. GMM is an extension of the single Gaussian model that assumes data points are generated from a mixture of multiple Gaussian distributions. GMM extracts features from input data, which are then passed on to the MLP classifier for classification and, ultimately, for detecting cyberattacks. The functional steps of the proposed GMLP-IDS system are described as follows:

1.    Fitting a GMM to the training data: In this step, we have used the Expectation-Maximization (EM) algorithm to estimate the underlying probability distribution of the input features. The GMM is configured with a number of Gaussian components equal to 2, covariance type set to “full”, and we fix the number of iterations as 100.

2.    Data transformation: Once the GMM is trained, we transform the input data into a set of feature vectors. This set of feature vectors represents the probability of each input data point belonging to each Gaussian component in the Gaussian Mixture Model.

3.    Training the MLP classifier: Use the transformed feature vectors as input to train an MLP classifier using the backpropagation technique. This is done using the TensorFlow framework.

4.    Making predictions: This last step is used to make predictions on new data by first transforming the new data using the same GMM that was used to transform the training data. Then, the MLP classifier is used to predict the class label of the new data.

As shown in Fig. 4, supervised learning is utilized to distinguish between regular traffic and DDoS attacks using a GMLP-IDS. The GMM, based on unsupervised learning, is utilized to model the probability distribution of a dataset as a combination of multiple Gaussian distributions, each representing a subpopulation or cluster within the data. Then, the MLP takes the numeric and normalized values of the selected features prepared in the previous step to predict the class label of the new data. Traffic engineers identify and label each cluster, which is then used to update the GMLP-IDS and enable it to identify previously unseen attacks. Expert analysis is utilized to label and identify unknown traffic or attacks that the Gaussian mixture model has classified. The deep learning model is updated through incremental learning.
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Figure 4: Functional diagram for the proposed deep learning-based IDS for DDoS attack in Agriculture 5.0

4  Experiments

We performed experiments on the Ubuntu 20.6 operating system using 12 GB of memory. To generate various MLP models for comparison purposes, we deployed two popular deep-learning open-source tools, namely Keras and TensorFlow. Also, Pearson's correlation coefficient was utilized to determine the correlation between dataset characteristics and their corresponding class labels.

To achieve high-performance results for detecting attacks on farm systems based on Agriculture 5.0, we selected the top 15 features for further processing using deep learning techniques. Given a large number of features, analyzing each one individually for feature selection is impractical. Therefore, Pearson's correlation coefficient approach is called to reduce the number of features to a more manageable subset. Indeed, by focusing on the features with the highest correlation with the class label, Pearson's correlation coefficient is still the most accurate and foolproof approach to retain the most important predictors of the target variable.

4.1 Performance Metrics

Selecting the appropriate performance criteria is vital for effectively evaluating machine learning and deep learning algorithms. In this section, we examine the overall performance of our IDS approach by testing its impact on prediction against attacks. The proposed GMLP-IDS model is evaluated and compared based on four performance indicators, including precision, F1 score, recall, and accuracy, as specified in Eqs. (1)–(4). Additionally, our study supports the use of confusion matrix analysis for classification accuracy when it makes predictions, as illustrated in Table 5.
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Accuracy=TP_Attack+TN_BENGNTP_Attack+FN_Attack+TN_BENGN+TN_BENGN(1)

Precision=TP_AttackTP_Attack+FP_Attack(2)

Recall=TP_AttackTP_Attack+FN_Attack(3)

F1score=2∗Precision∗RecallPrecision+Recall(4)

Where TP, TN, FP, and FN four outcomes are often used to create a confusion matrix. In the context of binary classification, these four outcomes are named true positive (TP), true negative (TN), false positive (FP), and false negative (FN). True positive (TP) occurs when the model correctly identifies a positive sample as positive (attack data that is accurately classified as an attack). The term True negative (TN) refers to a model that correctly identifies a negative sample as negative (benign data that is correctly identified as benign). False positive (FP) occurs when the model incorrectly identifies a negative sample as positive (benign data that was noted for any data that were wrongly identified as an attack). False negative (FN) occurs when the model incorrectly identifies a positive sample as negative (attack data that have been labeled as benign).

4.2 Results and Discussion

The performance results of deep learning techniques in terms of binary classification are shown in Table 6. Indeed, as mentioned earlier, our proposed intrusion detection approach and the traditional MLP are conducted on the CICDDoS2019 dataset to detect binary and multiclass attacks. We use Accuracy, Precision, Recall, and F1 score as performance indicators for each attack type. It can be observed clearly that GMLP-IDS, outperforms the traditional MLP in terms of accuracy and precision scores for most attack types. Table 6 depicts that the proposed classification model, GMLP-IDS, achieved a high accuracy rating of 99.96%, 99.61%, and 99.98% for DNS, NetBIOS, and SYN attacks, respectively. In comparison, the MLP model showed a correct accuracy rating of 95.94% for DNS attacks, 99.48% for NetBIOS attacks, and reached 99.95% for SYN attacks. The above can be explained by the operation mode of the proposed model on making ethical decisions in diagnosing transformed feature vectors outputted from the Gaussian Mixture Model. Moreover, the GMLP-IDS model obtained a higher precision rating for DNS and SYN attacks, achieving ratings of 98.64% and 99.99%, respectively, compared to the MLP model's ratings of 86.80% and 77.77%. However, for MSSQL attacks, the MLP model achieved a higher precision score, with a score of 98.52% compared to our proposed approach model's rating of 81.66%.
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Overall, we can affirm that the proposed GMLP-IDS model is more effective in detecting attacks, namely, LDAP, NetBIOS, SYN, etc. These findings demonstrate the importance of choosing an appropriate model and evaluation metrics for detecting different types of attacks. As mentioned earlier, Pearson's correlation coefficient approach deployed with GMM and MLP has retained the most important features of the target variable. Such a solution gives a more accurate and foolproof manageable subset of the trained process.

On the other hand, Table 7 shows accuracy, precision, recall, and F1 score for each of the two compared machine learning models in the case of multi-class classification. The results show that GMLP-IDS gives a higher rating prediction in most attack types. Specifically, the proposed IDS has demonstrated optimistic results in detecting SYN-based attacks with a recall rating of 92.50% and NetBIOS-based attacks with a recall of 96.88%. Compared to the MLP model, which provides detection of SYN-based attacks with recall scores of 90.13% and NetBIOS-based attacks with a recall rating of 94.87%, we can identify that the GMLP-IDS model achieved near-perfect accuracy on multi-class classification and, therefore, improving the accuracy and effectiveness of intrusion detection systems in real-world network environments.

[image: images]

Fig. 5 presents the training accuracy and loss convergence concerning epochs for the SYN-based attack. Indeed, a SYN-based attack is a type of network level where the attacker exploits the fact that the TCP protocol uses a three-way handshake to establish a connection between two systems. In such cases, the attacker sends a SYN packet to initiate the handshake with drones but does not complete it by sending the necessary ACK packet. This causes the drone system to keep waiting for the ACK packet, tying up its resources and preventing it from responding to legitimate requests. Moreover, the main disadvantage of IoT and drones is their high energy consumption, which can lead to the rapid depletion of batteries or other power sources.

[image: images]

Figure 5: Model accuracy and loss of MLP and GMLP-IDS models with binary classification

Drones, in particular, require a significant amount of energy to maintain flight and perform various tasks, such as data communication with soil sensors that continuously measure soil parameters such as moisture, pH levels, and nutrient content. However, if a drone runs out of battery mid-flight, it could crash and cause damage to the crops or other equipment. Furthermore, with such SYN-based attacks, IoT devices such as sensors and smart devices that operate on batteries can also quickly deplete their energy sources, especially when deployed in remote or harsh environments. Additionally, frequent battery replacements can be costly and time-consuming, reducing the efficiency and productivity of IoT and drone applications.

From the profiling perspective of binary classification in Fig. 5, we can see that the training accuracy of GMLP-IDS converges much faster than the traditional MLP model. For GMLP-IDS, the training accuracy curve begins at 99.98% and goes up to 99.99%, and after that, the convergence of training accuracy becomes stable at the 20th epoch. For training loss, Figs. 5c and 5d depict the convergence of the loss with epochs. From Fig. 5c, we can see that the GMLP-IDS achieves the lowest loss of 0.02% at the 25th epoch.

On the other hand, concerning multiclass classification, Fig. 6 illustrates that GMLP-IDS converges must be faster than MLP in the case of training accuracy. Indeed, the training begins at 99.89% and goes up to 99.94% at the 10th epoch. For training loss, Figs. 6c and 6d depict the convergence of the loss with epochs. For multiclass classification, we can see the GMLP-IDS achieves the lowest loss of 0.2% at the 15th epoch, and MLP achieves the lowest loss of 0.25% at the fifth epoch.
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Figure 6: Model accuracy and loss of MLP and GMLP-IDS models with multiclass classification

5  Conclusions and Future Guidelines

The present study proposes a novel Deep-intrusion detection system named GMLP-IDS for Smart Agriculture, which leverages a combination of the Gaussian Mixture Model and Multi-layer Perceptron. The CIC-DDoS2019 dataset is employed to train and validate the proposed solution, which is geared towards Agricultural 5.0. This approach encompasses the integration of IoT, drones, and sensors to optimize farming practices. By addressing the drawbacks of traditional agriculture, GMLP-IDS offers an innovative solution to enhance the security of smart agriculture systems. The study compares GMLP-IDS with a conventional MLP approach based on four key performance indicators: precision, F1 score, recall, and accuracy. Furthermore, Pearson's correlation coefficient approach is utilized to reduce the number of features to a more manageable subset. The findings highlight the superior performance of GMLP-IDS in intrusion detection accuracy, thus underscoring its potential to revolutionize the field of smart agriculture security.

In future work, we plan to deploy drones equipped with cameras to capture images of olive leaves to identify different types of infections, including Aculus olearius, olive peacock spot, olive scab, and healthy leaves. Indeed, as mentioned earlier, such open olive farming at Al Jouf, with an area of 7730 hectares and over 5 million olive trees, it is essential a real-time control is achieved in such open-field farming. Additionally, given the massive amount of collected leaves images, data should be protected from unauthorized access or interception. On the other hand, by outperforming nature in detecting DDoS attacks, GMLP-IDS is considered in the proposed framework for being implemented at the fog layer. However, time and memory consumption are crucial considerations due to the limited resources of edge and fog devices. To deal with such issues, balancing the time and memory consumption in DDoS prevention at the fog layer involves optimizing the analysis and response mechanisms, employing memory-efficient strategies, ensuring scalability, and utilizing collaborative defense techniques. Moreover, in our work, we have deployed only one standard dataset, namely CIC-DDoS2019 dataset. The dataset contains a variety of DDoS attacks. However, some network traffic patterns may not be applied in a real agriculture environment, or the dataset might not fully represent the confusions and complexities of real-world network traffic, leading to the proposed IDS being less effective in detecting different types of attacks. Therefore, it is crucial to complement the use of the CIC-DDoS2019 dataset with other relevant datasets and regularly monitor the IDS to decrease false alarms and missed detection rates.
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Table 1: Summary of deep learning approaches used for anomaly-based IDSs in IoT networks

Reference Published Focused Network Deep learning Basic idea Dataset used Performance Type of experiment Weaknesses
year domain model techniques metrics
1 [l6] 2018 Internet of Distributed Convolutional Neural Distributed KDDCUP’99 Detection accuracy, The experiments Requires a significant
Things (IoT) system of edge Network (CNN) with approach for and NSL-KDD false alarm rate, and involve pre-processing  amount of
devices and a ReLU activation detecting attacks in detection time the data, training the communication
centralized server functions and ToT systems using deep learning model on  between the edge
dropout deep learning the centralized server,  devices, fog nodes, and
regularization distributing the model  the centralized server,
to the fog nodes and which can be a
edge devices, and bottleneck for
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performance on the test systems. Additionally,
data the approach assumes
that the edge devices
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reliable and secure,
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be the case in practice
2 (17 2021 Internet of LSTM and CNN LSTM for Develop an Bot-IoT dataset Detection rate, Experimental Requires labeled
Things (IoT) classification, CNN intelligent intrusion Recall (TPR), and evaluation on Bot-IoT  training data, does not
for feature extraction detection approach F1 score dataset consider dynamic
using deep learning nature of IoT networks,
algorithms does not consider
network latency and
communication
overhead
3 114 2022 Smart N/A N/A Integration of IoT,  N/A N/A Literature review and A comprehensive
agriculture big data analytics, case study analysis analysis of the
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healthcare systems
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DNN model
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Table 3: Flow count for training and testing processes in CIC-DDo0S2019 dataset

Attack type Training Test
DNS attack 3805811 1268604
NTP attack 912756 304252
LDAP attack 1636157 545386

MSSQL attack 3393374 1131125
NetBIOS attack 3071240 1023747

SNMP attack 3871034 1290345
SSDP attack 1958531 652844
UDP-lag attack 277955 92652
UDP attack 2352602 784201
SYN attack 1187012 395671

TFTP attack 15080871 5026957
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Table 6: Performance results of GMLP-IDS and traditional MLP models to normal and various types
of attacks with binary classification

Attack type Accuracy Precision Recall F1 score
GMLP-IDS MLP GMLP-IDS MLP GMLP-IDS MLP GMLP-IDS MLP

BENIGN 0.9912 0.9774 0.93 0.85 0.99 0.98 0.9591 0.9104
DNS attack 0.9996 0.9594 0.9864 0.868 0.8724 0.5656 0.9259 0.6849
LDAP attack 0.9998 0.9896 0.9998 0.8933 0.9044 0.5342  0.9497 0.6686
MSSQL attack  0.9996 0.9916 0.8166 0.9852 0.718 0.9932 0.7642 0.9892
NTP attack 0.9999 0.9047 0.9999 0.9641 0.7949 0.5523 0.8857 0.7023
NetBIOS attack 0.9961 0.9948 0.8954 0.8884 0.9688 0.9967 0.9306 0.9394
SNMP attack 0.9998 0.9996 0.987 0.9888 0.7607 0.545 0.8592 0.7027
SSDP attack 0.9998 0.9558 0.9921 0.9932 0.6958 0.6667 0.8179 0.7978
UDP attack 0.9998 0.9368 0.8836 0.9065 0.9861 0.9924 0.932 0.9475
SYN attack 0.9998 0.9995 0.9999 0.7777 0.9526 0.9211 0.9757 0.8433
UDP-lag attack  0.9982 0.997  0.9699 0.9413 0.9792 0.8895 0.9745 0.9147
TFTP attack 0.9997 0.9997 0.9887 0.9885 0.9855 0.9889 0.9871 0.9887
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Table 4: Statistic of occurrences selected from CIC-DDo0S2019 dataset for multiclass classification

Attack type Occurrences Percentage
DNS attack 213726 4.21%
NTP attack 269875 22.18%
LDAP attack 270169 12.38%
MSSQL attack 222855 4.93%
NetBIOS attack 306755 7.49%
SNMP attack 228232 4.42%
SSDP attack 210001 8.04%
UDP-lag attack 347408 93.74%
UDP attack 299385 9.54%
SYN attack 340562 21.52%

TFTP attack 427453 2.13%
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Table 7: Performance results of GMLP-IDS and traditional MLP models to normal and various types
of attacks with multi-class classification

Attack type Accuracy Precision Recall F1 score
GMLP-IDS MLP GMLP-IDS MLP GMLP-IDS MLP GMLP-IDS MLP

BENIGN 0.9912 0.9334 0.9 0.803 0.96 0.8955 0.929 0.8467
DNS attack 0.9976 0.9594 0.9664 0.8038 0.8234 0.5037 0.8892 0.6193
LDAP attack 0.9908 0.9596 0.9479 0.8373 0.8844 0.5024 0915 0.6280
MSSQL attack  0.9396 0.9016 0.7566 0.9422 0.708 0.9632 0.7315 0.9526
NTP attack 0.9587 0.8747 0.9129 0.9551 0.7449 0.5426 0.8204 0.6921
NetBIOS attack 0.9961 0.9033 0.8954 0.8364 0.9688 0.9487 0.9306 0.8890
SNMP attack 0.9778 09116 0.927 0.9478 0.7507 0.5454 0.8296 0.6924
SSDP attack 0.9038 0.8996 0.9081 0.9882 0.6901 0.6257 0.7842 0.7662
UDP attack 0.9998 0.9368 0.8836 0.8865 0.9464 0.9274 0.9139 0.9065
SYN attack 0.9995 0.9993 0.9934 0.7588 0.925 0.9013 0.958 0.8239
UDP-lag attack  0.9982 0.953  0.9615 09111 0.9092 0.8525 0.9346 0.8809
TFTP attack 0.9000 0.8835 0.8787 0.9087 0.9305 0.9365 0.9039 0.9224
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Table 2: Summary of attack types in CIC-DDo0S2019 dataset

Attack type Flow count
DNS attack 5074414
NTP attack 1217008
LDAP attack 2181543

MSSQL attack 4524499
NetBIOS attack 4094987

SNMP attack 5161378
SSDP attack 2611375
UDP-lag attack 370606

UDP attack 3136803
SYN attack 1582682

TFTP attack 20107828
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Table 5: Confusion matrix
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(b) MLP Model accuracy with respect to
SYN attacks with multiclass classification






