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ABSTRACT

The Internet of Things (IoT) is growing rapidly and impacting almost every aspect of our lives, from wearables and
healthcare to security, traffic management, and fleet management systems. This has generated massive volumes
of data and security, and data privacy risks are increasing with the advancement of technology and network
connections. Traditional access control solutions are inadequate for establishing access control in IoT systems to
provide data protection owing to their vulnerability to single-point OF failure. Additionally, conventional privacy
preservation methods have high latency costs and overhead for resource-constrained devices. Previous machine
learning approaches were also unable to detect denial-of-service (DoS) attacks. This study introduced a novel
decentralized and secure framework for blockchain integration. To avoid single-point OF failure, an accredited
access control scheme is incorporated, combining blockchain with local peers to record each transaction and verify
the signature to access. Blockchain-based attribute-based cryptography is implemented to protect data storage
privacy by generating threshold parameters, managing keys, and revoking users on the blockchain. An innovative
contract-based DOS attack mitigation method is also incorporated to effectively validate devices with intelligent
contracts as trusted or untrusted, preventing the server from becoming overwhelmed. The proposed framework
effectively controls access, safeguards data privacy, and reduces the risk of cyberattacks. The results depict that the
suggested framework outperforms the results in terms of accuracy, precision, sensitivity, recall, and F-measure at
96.9%, 98.43%, 98.8%, 98.43%, and 98.4%, respectively.
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1 Introduction

Security threats in IoT network environments encompass a range of risks, including unauthorized
access, where malicious actors gain entry to devices or networks, possibly leading to theft of data
or service disruption. Data interception poses a danger as unauthorized entities eavesdrop on
communication between [oT devices, risking data exposure and manipulation. Device tampering,
whether physical or remote, can compromise device functionality, allowing for unauthorized control
or data alteration. Denial of Service (DoS) attacks aim to overwhelm IoT devices or networks, causing
disruption and operational inefficiencies. Man-in-the-Middle (MitM) attacks involve intercepting and
altering communication, leading to unauthorized access and potential data manipulation. Device
spoofing enables attackers to impersonate legitimate devices, risking unauthorized access and data
manipulation. Insecure interfaces and APIs present vulnerabilities that could result in unauthorized
access or manipulation of device settings. The lack of device updates and patching increases suscepti-
bility to known exploits, while insufficient authentication and authorization mechanisms can lead to
unauthorized access and data exposure. Physical security risks involve the compromise, tampering,
or theft of IoT devices. Privacy concerns arise from improper handling of personal or sensitive
data, and inadequate network security opens the door to unauthorized access, data exposure, and
service disruption. Addressing these threats requires a comprehensive approach, including strong
authentication, encryption, regular updates, and adherence to security best practices and standards.

The rise of IoT networks and services is sparked by the growing popularity of intelligent and smart
services. The IoT computing and energy scarcity issue must be addressed immediately if services are
to be secure and effective [1]. Several articles can be connected to IoT. These devices with sensors can
detect, trigger, collect, store, and process data. IoT applications include smart traffic monitoring [2],
smart homes [3], wearable devices [4], industry [5], and smart cities [6]. IoT-based applications thus
become the core elements of our everyday life [7].

Even though the Internet of Things (IoT) can make people’s lives safer, failing to protect user
data and privacy can have some bad effects [8]. Cybercriminals may be able to reprogram these
unsecured IoT systems and cause malfunction by other malicious individuals through this method. At
the system level, security and privacy become important. Integrity, confidentiality, and authentication
properties must be taken into consideration to create a safer Internet of Things solution [9]. Several
prior methodologies are used to guarantee that entities and associated resources can legitimately access
service providers during IoT networking and communication. The substance in this cycle may be an
independent specialist or a real client, whose sole design is to safely get to the computerized resources
[10]. Access to a wide range of additional security services, having confidentiality, integrity, access
control, non-repudiation of digital envelopes, and privacy with anonymity, all require entity legitimacy
[11]. It is necessary to carry out authentication with a high level of trust.

Digital identity has become an important aspect of blockchain technology, and projects like Sovrin
and Hyperledger Indy are specifically designed to address this issue. Both Sovrin and Hyperledger
Indy are open-source distributed ledger frameworks that provide tools and protocols for creating and
managing digital identities in a secure and decentralized manner. Sovrin is focused on creating a utility
for global public for self-sovereign identity (SSI) that allows individuals to control and own their digital
identities without depending on third-party intermediaries. Sovrin aims to provide a decentralized,
interoperable, and verifiable identity system that can be used across different applications and
platforms. Sovrin’s approach is based on a public blockchain, which allows for trust and transparency
while still maintaining privacy and security. Hyperledger Indy, on the other hand, is a distributed
ledger specifically designed for decentralized identity. It provides a set of interoperable standards
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and protocols for creating and managing digital identities, which can be used in various applications,
including identity verification, authentication, and authorization. Hyperledger Indy uses a blockchain
model with a focus on privacy, security, and user control over their digital identities [12].

Device authentication is one of the key prerequisites for ensuring IoT security, which can help to
regulate [oT entities access and verification of their identity. It is hard to safeguard privacy and security
without confidence in the connectivity and functionality of IoT entities [13]. Attackers may use any
compromised [oT device to interrupt the system’s regular operation and do significant harm. End-
to-end encryption techniques are often used to ensure authenticity and secrecy [14—16]. On the other
hand, IoT devices often only support a few extremely lightweight cryptographic methods and have
constrained battery and processing resources. Thus, these approaches run the risk of compromising
the system’s security [17].

According to [18], secure device pairing is a crucial method for creating encrypted channels
for data processing and transmission as well as for [oT device authentication. Users are frequently
requested to participate in the pairing cycle by using standard device authentication methods, such
as providing a password or keeping the paired devices close to one another. Due to budget and space
constraints, the majority of IoT devices do not have the user interface faces needed for authentication
interactions. Furthermore, traditional human-in-loop device pairing approaches become inapplicable
as the number of devices keeps growing [19-21]. Digital Signature Algorithms (DSA) based on Elliptic
Curves are frequently used for authentication [22,23]. Most DSAs use a variety of hashing and public
key cryptography algorithms (LAVANYA and NATARAJAN 2017). Message digest (MD5) and SHA
family versions are the most widely used hashing algorithms [24]. Certain hashing methods require
additional calculations, which can strain the resources of the device. It has been demonstrated that the
stream cipher-based hashing algorithms BLAKE and BLAKE2, when applied to resource-constrained
IoT devices, significantly reduce energy consumption and computational expenses [20].

IoT devices are vulnerable to physical, side-channel, and cloning attacks since they are easily
accessed and physically exposed. In order to solve these problems, IoT device manufacturers are
thinking about incorporating security measures in next-generation IoT devices. Researchers are
creating new, lightweight security mechanisms for Internet of Things applications. One of the inherent
security features of Internet of Things devices is Physical Unclonable Functions (PUFs), commonly
referred to as physical one-way functions. PUFs are new primitives that take secrets out of the complex
physical characteristics of integrated circuits rather than storing them in digital memory. Because a
PUF is based on a random variation that happens during the integrated circuit fabrication process, it
is very difficult to forecast or discern its secret [25,26] Key generation and user authentication have
been the main uses of PUFs in security [27]. The source of the data, however, cannot be ascertained
using these techniques. The location from where the data were obtained cannot be guaranteed, but
the combination of a PUF and the sensor reading approach can successfully prove the validity and
identification of the IoT device generating the data [28,29]

Blockchain is a distributed, open, and transparent ledger that efficiently and permanently
records transactions between two parties (“IThings 2016 Organizing Committee” 2016). Unless a
new consensus is reached, the data on the blockchain cannot be altered once it has been recorded.
It is anticipated that the Internet of Things (IoT) and blockchain technology will increase trust and
decrease overall overhead for IoT systems [30]. For billions of connected objects to achieve distributed
trust through it, it can assist the Internet of Things in establishing a decentralized, credible, and publicly
verifiable database. As a result, this work proposes a novel decentralized and secure method that
incorporates blockchain to address the security risks and privacy concerns associated with IoT devices.
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This paper mainly focuses on the integration of blockchain with IoT systems for data access, control
from cyber-attacks, and privacy. To avoid a single-point OF failure, the blockchain transaction and
signature verification have been performed through the blockchain.

The following is the arrangement of the remaining part of the paper: The most recent research
is presented in Section 2; The proposed method’s in-depth description can be found in Section 3; The
outcomes of implementation are discussed in Section 4; The paper concludes with Section 5.

2 Literature Survey

A secure authentication technique for a hierarchical Internet of Things network (HIoTN) was
developed [31]. In HIoTN, nodes are organized hierarchically, including sensor nodes, gateway
nodes, and cluster head nodes. For such a network, they have suggested a three-factor remote
user authentication technique called the user authentication key management protocol (UAKMP).
UAKMP uses a smart card, a password, and personal biometric entities to provide three-tier user
authentication. In a real-time environment, they were unable to attain the same level of performance
with resource-constrained devices, despite simulations demonstrating that UAKMP defends against
known assaults.

Techniques for two-tier authentication based on devices were proposed by [32-34]. They were able
to look into the trade-offs between malicious node detection and spectrum management by using this
setup. However, they could extend their system to real-time sensing, network access control, and end-
to-end latency reduction by developing a joint spectrum allocation and topology control. Reference
[35] expressed worries about the security and privacy of the data when it is sent across an unreliable
channel. The researchers also discovered that not all IoT use cases could be supported by present
systems due to their high computation and communication overheads. The authors developed a novel,
privacy-preserving user authentication method for the Internet of Things to address the issues. To
authenticate the entities, the strategy employs XOR, fuzzy extractors, a one-way hash function, and
biometrics, among other techniques. The approach combines biometrics and smart cards to confirm
the entities’ legitimacy. Although the technique has benefits, it consumes a lot of energy due to the size
and quantity of messages transmitted during the verification process.

References [36,37] discussed several scenarios where Wireless Sensor Networks (WSN) and the
Internet of Things (IoT) are integrated to accomplish particular tasks. The authors created a new
security procedure in response to the potential for an unauthorized user to access a sensor node. The
authors created an authentication procedure for IoT networks based on Elliptic Curve Cryptography
(ECC) to get over the lack of user anonymity and other flaws in the current protocols. Their
suggested solution used XOR, a fuzzy extractor, a one-way hash, and biometrics to accomplish the
authentication aim. The authors asserted that their method was firmly based on the formal security
analysis performed with the random oracle model. After analysis, the scheme is run through the
Network Simulator (NS3) to see how the method performs in the WSN-IoT context. The plan has
advantages and disadvantages, but it has not been proven to withstand potential MITM assaults in
the future, which could destroy the protocol. Due to the absence of a nonce and ciphering techniques,
the system also fails to guarantee the confidentiality of all shared data and the freshness of messages.

Reference [38] has demonstrated how important WSNs are for gathering data from remote areas.
Since the channel was open, communication was challenging, and the author emphasized the necessity
of robust security measures to preserve integrity and secrecy. In WSN, it becomes difficult because
of the limited resources of the compute nodes. The shortcomings of the current methods have been
addressed by the development of a novel protocol for key exchange and mutual authentication. With
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all of its security characteristics, the technique still lacks identity anonymity and overall privacy. The
method’s overall hashing consumption and high message overhead stress the system in addition to the
security measures.

According to study by [39], most internet-connected devices are vulnerable to unsecured channels,
which makes privacy vulnerable. As lightweight hashing techniques for IoT user authentication,
a modified elliptic curve digital signature system (ECDSA) and a customized BLAKE2b hashing
algorithm have been presented. The writers have compromised security to cut down on the amount of
money spent on computing and communication. Because the protocol’s resilience to most anonymous
attacks was not confirmed, the scheme’s reaction to attacks was extremely unpredictable.

While earlier techniques are more effective in establishing security in an IoT context, in a real-
time scenario with resource-constrained devices, neither the end-to-end delay nor performance can be
improved. Despite the benefits that become apparent, the system consumes a lot of energy due to the
size and amount of messages delivered during the authentication process. The overview of previous
work is discussed in Table 1.

Table 1: Overview of previous work

Authors Journal Purpose Methodology Results
Kumar et al. 2022  IEEE Transactions Utilizes blockchain Deep learning The proposed
[33] on Intelligent to create a models are used to  framework is evaluated
Transportation decentralized and  analyze the data using a case study
Systems secure network for  collected from involving
data storage and different sources vehicle-to-vehicle
sharing among and provide insights communication and
vehicles and for intersection
infrastructure. decision-making. management. The

results show that the
framework is effective
in preserving privacy
and ensuring security
while providing
efficient
communication and
decision-making.

Kumar et al. 2023  Journal of Parallel ~ Utilizes a Deep learning To ensure the privacy
[34] and Distributed blockchain-based =~ models are used to  and security of patient
Computing decentralized analyze the data data, the framework
network to securely and provide insights uses encryption
store and share for techniques to protect
patient data among decision-making. the data and prevent
different healthcare unauthorized access.
providers. Proposes a novel

consensus mechanism
based on deep learning
to achieve consensus
among the nodes in the
blockchain network.

(Continued)
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Table 1 (continued)

Authors Journal Purpose Methodology Results
Kumar et al. 2023  IEEE A blockchain-based Deep learning To ensure the security
[35] Communications decentralized models are used to  of network
Magazine network to securely analyze the data communication, the
store and share and provide insights framework uses a
network for combination of
configuration data  decision-making. encryption techniques
among different and blockchain-based
devices. consensus mechanisms.
The authors propose a
novel consensus
mechanism based on
deep learning to
achieve consensus
among the nodes in the
blockchain network.
Kumar et al. 2022  IEEE Global Blockchain Al-based predictive To ensure the privacy
[36] Communications technology isused  models to analyze  and security of patient
Conference to create a patient data and data, the framework
decentralized and  provide uses a combination of
secure network for  personalized encryption techniques
storing and sharing healthcare and blockchain-based
patient data among recommendations.  consensus mechanisms.
different healthcare The authors propose a
providers. novel consensus
mechanism based on
Proof of Reputation
(PoR) to achieve
consensus among the
nodes in the
blockchain network.
Kumar et al. 2022 IEEE Transactions  Ultilizes a Deep learning To ensure the security
[37] on Network Science blockchain-based  models are used to  of communication, the
and Engineering decentralized analyze the data framework uses a

network to securely

store and share data

among different
devices in the
network.

and provide insights

for
decision-making.

combination of
encryption techniques
and blockchain-based
consensus mechanisms.
The authors propose a
novel consensus
mechanism based on
deep learning to
achieve consensus
among the nodes in the
blockchain network.

(Continued)
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Table 1 (continued)

Authors

Journal

Purpose

Methodology

Results

Kumar, et al. 2020
[38]

Journal of Ambient
Intelligence and
Humanized
Computing

Utilizes a fog
computing-based
approach to
distribute the
detection and
decision-making
process among
multiple fog nodes.
The fog nodes are
responsible for
collecting and
analyzing network

Proposes a novel
feature selection
technique based on
the mutual
information-based
filter method to
reduce the number
of features and
improve the
accuracy of the
1DS.

To ensure the security
of IoT networks, the
proposed system uses a
combination of
machine learning
algorithms, such as
support vector
machines, random
forests, and neural
networks, to detect and
classify different types
of attacks. The

traffic data from ensemble of these

different IoT machine learning
devices in the models is used to
network. improve the overall

accuracy and
robustness of the IDS.

3 Novel Decentralized Scalable Framework

IoT has been rapidly developing in recent years due to the rise in the number of intelligent gadgets.
With the use of existing network infrastructure, it successfully connects the physical world to the
Internet to enable data sharing between intelligent devices. The dynamic and large-scale network
topology, on the other hand, presents cyber security challenges and complications to IoT systems.
However, these solutions offer decentralized security and anonymity. Additionally, data privacy
preservation is one of the main concerns regarding IoT devices. Due to the computation burden, IoT
devices need to manage a huge number of keys with previous techniques. Consequently, DoS is the
major challenge on IoT networks, since it can overwhelm the server of the system. Despite numerous
research attempts to identify DDoS assaults using machine learning techniques, there is a lack of a
systematic strategy to avoid commonly entrenched problems like colinearity and duplication. Thus
to cope with the aforementioned issues, a novel Decentralized and Secured Framework has been
proposed in this work with a decentralized, reliable, and scalable blockchain, which is illustrated in
Fig. 1.

The above figure shows the block diagram of our proposed framework in which the users as
well as the nodes/devices registered initially with the certification authority. Initially, to mitigate the
single-point OF failure, an Accredit access control scheme is included to interpret the variation of
accredits. Attribute-based cryptography through blockchain is employed in addition to achieving data
availability and integrity. Finally, a smart contract-based DoS attack mitigation technique has been
preventing the server from DoS attacks. In the following sections, the researchers propose an approach
that is further described below.
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ﬁentralized and Secured framewoﬁ

L User Registration ]

Il

r Acceredit access control scheme W

I

Attribute based cryptography thru
blockchain

!

Smart contract based DoS attack

\\ mitigation J

Figure 1: Proposed framework’s block diagram

3.1 Registration with Certification Authority

Actors: Actors in an IoT network including blockchain can be divided into two categories:
consumers and producers of data. Devices that use data, such actuators or controllers, are known
as data consumers, whereas data producers are devices that make data, like sensors or smart meters.
Actors can exchange data securely and transparently by communicating with one another via a variety
of protocols, including constrained application protocol (CoAP) and message queuing telemetry
transport (MQTT). Data transactions are also logged on the blockchain network.

Anchor: Anchors are used in blockchain-based Internet of Things networks to give an unchange-
able and impenetrable record of the blockchain’s status at a given moment in time. The process of
creating an anchor involves hashing the most recent blocks’ block headers on the blockchain network
and storing the hash on a different, more secure network, such Ethereum or Bitcoin. In order to
guarantee the integrity and validity of the data on the blockchain network, this offers a high degree
of security and tamper resistance.

Local peers: In a blockchain-based IoT network, local peers play a critical role in ensuring the
security and efficiency of the network. Local peers can be organized into clusters or sub-networks
based on geographical or logical proximity and can communicate with each other to validate and
authenticate data transactions. Local peers can also act as gateways between the IoT network and
the blockchain network, which helps to ensure that data is transmitted securely and efficiently. In
addition, local peers can participate in the consensus process of the blockchain network, which involves
validating transactions and creating new blocks. This helps to ensure that the network is secure,
transparent, and efficient.

First, the users participating in this communication as well as the sensor nodes/devices are
registered by the framework to guarantee security. At this point, a master is created who acts as a
certification authority (CA). To be a part of the system, every IoT device needs to be registered with
both the local peer (LP) and the CA. The Certification Authority Server is a fully reliable organization
capable of managing several credential-certifying designs. It is a crucial component of the system since
no other entity in a blockchain network has the authority to provide certifications, signatures, or
keys. Both the certificates for user registration and all administrative certificates are created by it. All
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user apps obtain their encryption keys and signatures from CA. Additionally, it permits TLS-secured
communication between every blockchain element, as well as credential validation, signature creation,
and verification.

However, access control is not directly under its authority. Devices and apps must use that solution,
and many of them only need it for signature verification. Local Peer only supports IoT devices that
are organizational in nature. Moreover, secondary LP can engage in application scenarios where local
transaction consensus requires the participation of multiple peers. A copy of the ledger is additionally
maintained by secondary LP. Every gadget needs to register on LP. It employs CA to certify each
device and keeps track of users, their credentials, and smart contracts. Blocks can only be read and
written into the ledger by LP. In order to facilitate inter-organizational transactions, it is also in charge
of connecting with the anchor peer.

In this architecture, IoT nodes can be part of the blockchain layer, acting as nodes that validate
and process data transactions. Alternatively, IoT nodes can communicate with the blockchain layer
through a gateway or a local peer, which acts as a bridge between the IoT layer and the blockchain
layer. The gateway or local peer can be responsible for converting the data into a format that is
compatible with the blockchain network and transmitting the data to the blockchain layer for storage
and processing.

The CA is responsible for generating various certificates, such as eCert, TLS CA, public-private
keys, and signatures, and distributing them to the device. After that, it registers with LP, which confirms
the identity of the requester from CA. LP saves all device credentials (like CA certificates, TLS, and
signatures) for later verification during the verification step. IoT devices that have been authorized can
join the regional Blockchain network as a result of this procedure. The worldwide Blockchain network,
where LP registers devices with the anchor peer, will also be a part of the IoT device. As a response to
a device registration request, the CA produces and maintains signatures and cryptographic materials
(such as certificates) (only if accepted). When the device D; is linked to LP, the device’s registration
ID changes to PeerID. DevicelD, which is utilized in further transactions. The registration process has
been depicted in Fig. 2 as well as Algorithm 1.

N Certification nuthority
10T device -
Registration
m Signature, keys
O O -
O
g
=
il
=
)
&
= Validation
.‘ T !‘)Llfi_ctl_ds“_ccﬁ T @
Local peer Anchor peer

Figure 2: Registration process

Algorithm 1: Registration Process
Input: Deviceid, D, =(D,,D,,...D,)
Output: PeerID. Devicel D

(Continued)
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Algorithm 1 (continued)
Assign device id < D,
Assign PeerlD < LP
Request for certificate authentication
if (D ; (certificates))
then

D, — LP(sign(D;), D)

if LP(sign(D ;)) then

Device D ; is registered with LP

return LP D,
else
D ; certificate is not valid
end if
else
Cancel request
end if

Only when a device has been registered with both the certification authority as well as a local peer
can it perform any transaction or communication in the blockchain. Then the message authentication
has been taking place in this work, which is described in the next section.

3.2 Accredit Access Control Scheme

Traditional access control solutions are not suited for creating access control in IoT systems to
offer data security because of their challenging access management and loss of legitimacy due to
consolidation. Single-point of failure, as well as data manipulation, play a big role in compromising
security and privacy in IoT devices. To handle this, blockchain technology can record the allocation
of accredits in an IoT system to simplify access control and minimize single-point OF failure. The
certification authorities are referred to as the accrediting authorities that collaborate to establish
a transparent and trustworthy ledger of “transactions.” The information in the block cannot be
modified after it has been recorded, and anybody may ask the blockchain at a certain moment. To
apply for an accredit o each device utilizes its address and ID. To create an address, the keys provided
by the CA have been utilized. The public key as well as the ID are hashed and then encoded by the
Base58Check encoding to create the address.

Address = Base58 Check [Hz (K,,u,, I ID)] (1)

A pair of public and private keys are associated with each certification authority. The private key
is used to sign the transactions and the public key is used to produce its address AA. The accrediting
authority with which the device communicates will check if the applicant is capable of holding this
accredit, o. The accrediting authority will produce the following transaction if the device passes the
verification:

A ~ Address (2)

The accrediting authority then signs the transaction’s hash and timestamp with its private key as
below:

sign (K,,) [Hl (Am,d = Address || timestamp)] (3)
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The accrediting authority stores the transaction, including the date and signature, in its transaction
pool at the end. These consortium nodes will select a block builder regularly. Its responsibility is to
broadcast a block to the other consortium nodes for consensus that contains every transaction in its
transaction pool. The blockmaker calculates the Merkle root of the transactions and arranges them
according to their timestamps. The Merkle root, the creation date of this block, and the hash of the
preceding block header are all contained in the block header.

The access control protocol between two users has been presented in Fig. 3. User 1 sent a
communication demand to user 2 with its unique identity /D, and generated a session key K,,, with
user 2 using the standard identity-based authentication and key agreement protocol. K, utilizing any
symmetric key method, ensures the security of the subsequent communication between user 1 and user
2. Then user 2 offers a random number R as well as an access policy P, that specifies who is allowed
to connect with user 2.

User 1 User 2

< Autl icate and agree on Ko.. ———>
Access request with7D; —— |

j—— Random number R, access policy Pooe —

Sclect subset Sp

Use Ky i(q); @ € Sp,
to sign R

Signature and public key

3 _—
Slgn[Km‘l(«) (R)]~ K)mb(«)

Compute H[K,;p(ay | ID4]

I
‘ Encode each result into address

I
Search latest record of
cach addvress in blockchain

{ Verify ench signature

< Communication permission granted !

Figure 3: Access control protocol between two users

User 1 picks a contented subset S, of the policy and signs the random number R with each
secret key whose associated address has been assigned the matched accredit «. The fulfilled subset
of characteristics, as well as each signature and public key pair sign [K,usw (R)]; Kuww: @ € Sp, is
then returned to user 2 via user 1. To retrieve the appropriate address, user 2 hashes the K,,.,, || 1D,
and encodes the result using Base58 Check encoding. Then user 2 looks for the most recent relevant
record for this address on the blockchain. If this address has the claimed accredit «, user 2 verifies the
signature sign [ K., (R)] using the public key K., by computing:

{sign[Kpiw(R)]} = R 4)

If that is the case, it is clear that user 1 owns this address and the property associated with it.
Finally, user 2 verifies that the characteristics supplied comply with the access policy user 2 defined.
user 2 will grant user 1’s request to view user 2 data if user 1 holds enough characteristics that meet
user 2’s access rules. Using the generated session key Kses, the process of transmitting the data could
also be encrypted.

Veerub(a)



12 IASC, 2024

Accredit distribution needs to be scalable and dynamic to enforce effective access control. The
system must be able to revoke accreditations that have expired or are no longer held by a specific user
promptly for attributes to better define identities. To revoke a user’s accreditation, the accreditation
authority may initiate a new transaction using this attribute:

A,y < Address (5)

Then, with the other consortium nodes, re-execute the consensus process. The new block contain-
ing this revocation transaction will be added to the blockchain once they reach a new consensus. When
user 2 searches the blockchain for the address of that accredit o the most recent associated record
1S its revocation, not its earlier authorization. This allows for an effective and efficient revocation
of characteristics. Thus this provides highly effective access control in which, once registered, it is
impossible to change the information in the blocks, and anybody may query the blockchain as needed
at any time, greatly reducing free space issues and effectively improving privacy in IoT.

3.3 Attribute-Based Cryptography through Blockchain

As IoT devices have limited power, cloud storage is one of the most efficient methods to handle
data. However, a slew of security and privacy concerns emerge, including unauthorized data access,
data manipulation, and data leakage. Conventional blockchain-based methods offer decentralized
security and anonymity, but they consume a lot of energy and have high latency, making them
unsuitable for the majority of IoT devices with limited resources. Despite being effective for data
security, attribute-based encryption suffers from a computationally intensive decryption procedure
and requires managing a large number of keys in the Internet of Things. Therefore, the blockchain
has been incorporated into attribute-based cryptography to ensure data integrity and confidentiality.
A decentralized blockchain system that produces threshold parameters, manages keys and revokes
users takes the role of the traditional centralized server. The blockchain handles all revocation duties,
thus ciphertext re-encryption and key updates are no longer necessary. Additionally, users can produce
partial tokens using the coalition blockchain. Furthermore, the cloud server in our method not only
stores the enormous encrypted data but also conducts search and pre-decryption for users who only
need one exponentiation in the group ¥ to fully decrypt.

The access structure has been utilized for encryption, where several parties must collaborate to get
a resource. Consider the set of parties, & = {8, ... P,}. The collection A C 24?171} was monotone
if VB,C:if B € A and B C C then C € A. The collection A of non-empty subsets of {P,, ... P,}, such
as A € 2{71-71} {5 an access structure. Authorized sets are those that are in A, whereas unauthorized
sets are those that are not in A. The encryption has been performed by the data owners. The global
public key K, access structure (D, §) of size / x n, time stamp ¢, user data as well as the symmetric key
(K,,,) are used as input.

Step 1: To acquire the ciphertext CT,,,, encrypt the data with the key K|,,,,.
Step 2: Randomly select a secret element s and a set of numbers v, ... v, from Z,.
Step 3: Construct a vector ¥ = (s, v, ... v)'.

Step 4: Compute the security parameter ¢; = D,.v.
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Step 5: Randomly select ¢, . . . ¢, for the computation of cipher text as follows:

€0 =e (g: g)‘” -K\'ym

C =g

C =F(1)

Comariwn | ©)
—

'64’,' == Fl (Atta(i))

'65,1' =gb

The cipher text output CT = [(D,d),1, €, €, 6, {€:,,C,,, s} | as well as CT,,,. Then the
cipher text as well as symmetric CT are sent to the cloud for storage.

For the decryption of data in the cloud, a token has been generated by both the data user as well as
blockchain. The user token generation has been fully performed by the data user. Where the random
number r has been selected from Z,. The user token has been computed as

Tku,\'er = (ga/y)ﬁ+" (7)

Then the hashing of keywords has been computed and sent both the user token and keyword
hash to the blockchain for blockchain token generation. The verifiable secret sharing protocol with

parameters (m, n) has been utilized for blockchain token generation. Initially, the parameter {aj}l_em

is broadcasted to the consensus nodes. Each node broadcast { g, F, (Atzj)ll”’i} based on its secret
jeID

shares {aj}/E - More than m consensus nodes are involved in generating the blockchain token for the
user.
TkBC] = Tkuxer' (ga/y)

HEKW)

Thye, = (g77) """ v
m aj L(i)

Thye,, = Tho [ | (F: (A1)
i=1

Thac,, = (g)"" Fi(4t1)" ©

m
.aj i\ L)
Tk, = | | (&)
i=1

TkBC3,/- =g (10)

Then the tokens are sent to the cloud from the blockchain, which is utilized for the decryption
of data in the cloud. The decryption has been performed partially in the cloud then the complete
decryption has been performed by the data user. The partial decryption by the cloud has been
performed as

H,- [e ('63‘,', Tkz) e (84,i; Tk4‘8(i)> e (€S,ia Tks,a(z‘))]q
e (€, Thy) e (€, Tky)

= CTC/,Ioud (1 1)

The partially decrypted data by the cloud as mentioned in Eq. (11), is provided to the data users.
They completely decrypted the data using their private key (K,,,). The computation for decryption is
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given as

K, =% (CT,,)"

(28" Ko

(e (g’ Kp”'a)s) !
e(g,g)

To retrieve the plaintext, the data user uses the symmetric algorithm using a symmetric key. This
method fails if the symmetric key is incorrect. Otherwise, the user can receive the desired information.
Thus the proposed cryptographic method has assured the privacy of the data stored in the cloud.

(12)

3.4 Smart Contract-Based DoS Attack Mitigation

Many IoT devices are susceptible to a variety of cyberattacks because they lack the memory and
computational complexity of modern computer systems. One of the most important risks to the [oT
is denial of service (DoS) attacks. The attacker wants to disrupt operations by overloading the servers
with data traffic. The enemy can take control of IoT devices and force them to send any amount of
data to the DoS attack target.

Despite numerous research attempts to identify DDoS assaults using machine learning techniques,
there is a lack of a systematic strategy to avoid commonly entrenched problems like colinearity and
duplication. Thus to mitigate the DoS attack in IoT devices, a smart contract-based validation has
been performed to validate the devices as trusted or untrusted with blockchain. Based on a list of
permitted devices stored in the blockchain’s smart contract, the contract will approve each device. The
contract examines a list of authorized device addresses when a device requests a function and only
gives access if the device’s address is on the list. If the device cannot gain access or is not on the list,
all data communications and interactions with it will be deleted and ruled invalid.

When one or more devices transmit abnormally large amounts of data to a server, they overload it
and use its resources, resulting in the DoS issue. Such attacks can be avoided by using the resource limit
property of the blockchain, which assures that once the limit is reached, no further resources can be
utilized. To prevent the system from becoming overloaded, a resource limit is set for each transaction
processed by the proposed smart contract. Let us take an example of N IoT devices which have a
resource limit of RL,;. The maximum bandwidth of the server is BW, then

Zi RL, < BW (13)

According to Eq. (13), even if all devices begin simultaneously delivering data at the limits of their
resources, the server bandwidth will not be depleted. In addition, any DoS attack that aims to exhaust
server resources must first exhaust the resources of the malicious device until they are exhausted. The
malicious device’s activity—in terms of packets sent to the server—will stop once the resource limit is
reached, preventing the server from becoming overloaded. Each device’s limit is set when it registers
in the blockchain, and it can be set as desired. As a result, the servers are effectively protected from
denial-of-service attacks by the proposed method.
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4 Results

This section gives a thorough explanation of the implementation outcomes and the performance
of our suggested framework. It also includes a comparison analysis to make sure that our suggested
framework outperforms the already-used IoT security solutions.

4.1 System Specifications

The system requirements for the proposed framework’s implementation in the Python platform
are provided below:

Platform: Python

OS: Windows 8
Processor: Intel Core i5
RAM: 8 GB RAM

4.2 Simulation Outputs and Performance Evaluation

In this section, the simulation outputs of the proposed framework as well as the performance
evaluation metrics are presented. Accuracy, precision, recall, sensitivity, F-measure, execution time,
encryption time, and decryption time have all been used to measure the proposed framework’s
performance.

In this work, initially, several IoT devices are registered in the blockchain. To do this, initially, a
decentralized blockchain has been created. Each block has a separate hash function to securely store
the data, which i1s shown in

Block #42 has been added to the blockchain!
Hash: ¢61729c1d479aef969fa85de62654c29d8claadcode6f182a0bclfad86e2353F

#43 has been added to the blockchain!
: 650canflacb7a3328227a4bfabfle6d7e954febcObbfdasb9c74e592726e1d674

#44 has been added to the blockchain!
: f235647cd2ed42ael04b7dce6686b7241106babe96c46805499e4a48860124c87

#45 has been added to the blockchain!
: b6de7b562bl4ee12e160801db31a57119216febo8ea86465a751e135090c970a

#46 has been added to the blockchain!
: 541baa976ba8f7e55b9843af2a60b9c562199831318c0asfo4fe51c2¢c3991109

#47 has been added to the blockchain!
: bcab7dc3aa62c87fd374567014d5699ab8eldcd35edfbalbedaedb615das8106

#48 has been added to the blockchain!
1 24a77398b6f32a715a4194aa0366621d602a20c6d4d71a091bc5947a6dbco963

#49 has been added to the blockchain!
: 6ab74957e790bc94fb1b763bfbe7b36092ed6448b22b28d342d8c7d70922c238

#50 has been added to the blockchain!

Figure 4: Generated hash of each IoT device in the blockchain

Once the blocks are created with different hash functions, those hashes are validated to whether
each hash is identical or not. The validation of blocks with their hashes in the blockchain is depicted
in
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M Anaconda Prompt (anaconda3) - python main.py X

Figure 5: Validation of hashes in the blockchain

Once the blocks are created in the blockchain, the IoT devices are registered in each block through
the registration process via certification authority and local peer. The registration of IoT devices is

depicted in

device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device

B Anaconda Prompt (anaconde3) - pythen main.py X

registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd 1
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i
registerd i

Figure 6: Registration of [oT devices

The proposed framework utilizes attribute-based cryptography through blockchain to maintain
the privacy of the data through encryption and decryption of data in the blockchain. The proposed
technique efficiently encrypts the data by constructing a vector with a secret element, which cannot be

intruded upon by anyone.

states the encrypted data of sample data.
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gAAAAABhE1VLo9MFWMCXCANCNNi5aFbi8LSF5wkdBCNdL6107bF@I_9e@RHVNYhPKKIFPOqO4cEIOlrnFVYE "
c0iQAjdAORIxpyS4aFpWgishLZVVdAtMcADXQGQCxFb2yHoLgNCraCtOAjZyIh5qkd01WQDwn8kwlUCzVvm3y
mVNCzxoG_Rnm@CloCwQtLax@zKH1DU4rVU126Cty51juoly64szuQwIHCEWS7rrxJRP1TZizYF6FfUTiRoc1}
-0Go_4IWOEVeGxnD832G9n-oFFC8VKNr6hICirbYloafACKSuUCNLEptxjOOPnuVx2sRZoeZEBjyXI6HV3K¢E
MsO3cruYuE4VcIH_00caqeFOwhRH-sUEaLE2Z5CQFiLi6pzVVUINjuVNq7-Cu@pty6kPdSM-SCVFF4sTRa!
TrAEbUwWNBkb-9aSa71dYAT9TXdkp6miaCF -Tmn9Fwonj840Kp@aVMI5MT4s@HDWBrZ0xgQqvn5x709F0ZqF)
eewOE300Ac9gW1XgjHWKkD5dtQ8K1wboGHq@IMUACbSXx5Vv3tmrz_5j4Vx3spzyYQsC8FuguAJ3I5iDD_414t
g-cpOKuL2M6qV3GRIDCOrcsEy0gsQac2CUmzGs7uGBwv8q7w6N2 -1NHAtKNDeXtYiqrZLubNeoyOH6-B1QY:
2yIjtIfIZI1CHvduonWCyrRwMl-UfclUvrIi6n40i092n9MddVCiJLzKhCmO3q6su_Llppg81llv7vibcrXKt
amOUXAF -2QDP6moKF3PuUxjswapUcz5_bI@_ wt1SbmKZHnP1POozdmD4kTsA56xf8RGp1f53mlIRTkTzIk81t:
93jyCifG62p9PKTLU_PsizFQufuNgIxskDO_hr28QyUbBnHLtOChlqz4iSIGN2PZgsyo0253qIRy7zIG_jDdz(
6ZT3FaUIFhNjcGEVDF3JelVMI_Sfi7i8u43Yn6QcTav81lnhxqN8TiCjBAdyD1mASSj6Bd850HNLBMPPSqbY:
VPIGbAt06uVoANd9SouPM-60aGFSzcQAxwodgVknFSfqYs-A5DioY3pVMncVS2g VvPjSkt-xL3ZxNjc-rP¢
wHH1guSAZ3fUqPpM7hm@m7hWI6nrAdgBfIXW1jjK6-m6q93WavR-2Cq2SAIfcRGOEU7F5e-IXmfDs3EgqMP¢
Q-GsRGze318PkZYk1HVIGPxqoQZ_fukSrYXBRG8-Gx8G7XdeWxQVQXs9pQf7L5Me5hRaADSZu3nLmEqolTh:
HdDjn6EjoP12a50BFdq82TvhwI5cxKthcUUjV1P40YeRM5Cd_X9BS53308600SUaZCHt71YID;j209wiT1lsu:
CkFU5Ib-9DnHP20B1051XFK-qpojvGzCVdsNt70x11UrU6Eh1IMid_1URRjSOPYyON7VR7Dt@1vIR72jmxbOg
qvdJJ50_9bJ08agLUpZAXccxh3QrY8Gls6rndHbGk1tvMMsC10-x4j96bjjTBrTNCSVRS-XDAXF2ESMIOIq:
1yqe9wOpE8dDdOE jaeIADGPKVEkI_Q46rag93pkbAlo7T9omk8BLUjoashRagEisxXNEv7HOcHweS5_QilLhZ/ .

Figure 7: Encrypted data

The proposed framework utilizes attribute-based cryptography through blockchain to maintain
the privacy of the data through encryption and decryption of data in the blockchain. The proposed
work efficiently decrypts the encrypted data partially by cloud and remaining by the user with minimal
time, which is presented in Fig. 8.
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Figure 8: Decrypted data

Fig. 9 states the execution time that is simulation time of the implemented proposed framework.
The execution time was computed with a varying number of IoT devices connected and registered with
the blockchain. The execution time took a minimum of 0.1965 s with 10 IoT devices and a maximum
of 0.2076 s with 50 IoT devices.

The proposed framework employs attribute-based cryptography in conjunction with blockchain
to provide data privacy by encrypting and decrypting data in the blockchain. The presented technique
efficiently encrypts the data with lower time consumption, which is depicted in Fig. 10. The encryption
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time has increased with the increasing amount of data size. The 10 bytes of data have been encrypted
within 72.3 ms similarly, the 50 bytes of data have been encrypted within 73.8 ms alone.
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Figure 9: Execution time
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Figure 10: Encryption time

The proposed framework employs attribute-based cryptography in conjunction with blockchain
to provide data privacy by encrypting and decrypting data in the blockchain. The presented technique
accurately decrypts the data as original data with lower time consumption, which is depicted in Fig. 11.
The decryption time has increased with the increasing amount of data size. The 10 bytes of data have
been decrypted within 184.7 ms similarly, the 50 bytes of data have been decrypted within 188.3 ms.

Fig. 12 states the accuracy of the overall decentralized scalable framework with blockchain. The
accuracy of the proposed work is around 96.9%. Although the accuracy has decreased as the number
of IoT devices has grown, the differences are still very modest 10~* percent.

Fig. 13 states the precision of the overall decentralized scalable framework with blockchain. The
proposed work’s precision is approximately 98.4%, with the precision that is closest to accuracy
decreasing as more 10T devices enter the blockchain. However, the variation was too small for the
increasing number of devices at 10~* percent.
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Figure 11: Decryption time
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Figure 12: Accuracy

98.450 1
98.445 1
98.440 1
98.435 1

98.430 1

Precision (%)

98.425 1
98.420 1

98.415 1

98.410 1

S R N A S o

No.of loT Devices

|

Figure 13: Precision

Fig. 14 states the sensitivity of the overall decentralized scalable framework with blockchain. The
sensitivity of the suggested work is approximately 98.4%; nevertheless, as there are more [oT devices,
the sensitivity has decreased. These fluctuations, however, are only 102 percent only.
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Figure 14: Sensitivity

Fig. 15 states the recall of the overall decentralized scalable framework with blockchain. The
proposed work achieves a recall of approximately 98.4%, however, the recall was reduced as the number
of IoT devices increased. However, the variations are too small in terms of 1072 percent alone.
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Figure 15: Recall

Fig. 16 states the F-measure of the overall decentralized scalable framework with blockchain.
The F-measure of the proposed work achieves around 98.4%, whereas, the F-measure was decreased
however, the variations are too smaller in terms of 10~% percent only.

4.3 Comparison Analysis

To verify the performance of the suggested technique, this section compares the performance of
the proposed framework with the IoT-based security work with already existing work.

Fig. 17 and Table 2 show a comparison of the effectiveness of DoS attack mitigation strategies
based on machine learning, including Support Vector Machine (SVM), Decision Tree (DT), Naive
Bayes (NB), Artificial Neural Network (ANN), and Unsupervised Machine Learning [33] (USML).

The proposed method’s accuracy is 96.9%, which is 2% better than the USML and 33% better than
the ANN.
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Table 2: Comparison of accuracy

Techniques Accuracy
SVM 84.32%
DT 94.43%
NB 71.63%
ANN 63.97%
USML 94.78%
Proposed 96.9%

Fig. 18 and Table 3 compare various machine learning-based DoS attack mitigation strategies,
including Support Vector Machine (SVM), Decision Tree (DT), Naive Bayes (NB), Artificial Neural
Network (ANN), and Unsupervised Machine Learning, in terms of the precision of DoS attack
mitigation (USML). The accuracy of the suggested method is 98.43%, which is 10.4% more accurate
than the SVM and 4% more accurate than the USML.
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Figure 18: Comparison of precision

Table 3: Comparison of precision

Techniques Precision
SVM 84.32%
DT 86.43%
NB 88.63%
ANN 90.97%
USML 94.78%
Proposed 98.43%

Fig. 19 and Table 4 present a comparison of the sensitivity of machine learning-based DoS attack
mitigation techniques, including Support Vector Machine (SVM), Decision Tree (DT), Naive Bayes
(NB), Artificial Neural Network (ANN), and Unsupervised Machine Learning (UML), with existing
DoS attack mitigation techniques [33] (USML). The sensitivity of the suggested method is 98.8%,
which is 9% more sensitive than the USML and 2% more sensitive than the ANN.
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Figure 19: Comparison of sensitivity
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Table 4: Comparison of sensitivity

Techniques Sensitivity
SVM 90.13%
DT 94.52%
NB 93.45%
ANN 96.84%
USML 89.78%
Proposed 98.8%

Fig. 20 and Table 5 compare the recall of DoS attack mitigation with known machine learning-
based DoS attack mitigation strategies [33] such as Support Vector Machine (SVM), Decision Tree
(DT), Naive Bayes (NB), Artificial Neural Network (ANN), and Unsupervised Machine Learning
(USML). The recall achieved by the suggested method is 98.437%, which is 14% more than the SVM
and 4% more than the USML.
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Figure 20: Comparison of recall

Table 5: Comparison of recall

Techniques Recall
SVM 84.32%
DT 86.93%
NB 86.63%
ANN 93.97%
USML 94.18%
Proposed 98.437%

Fig. 21 and Table 6 show a comparison of the existing machine learning-based DoS attack
mitigation techniques, such as Support Vector Machine (SVM), Decision Tree (DT), Naive Bayes
(NB), Artificial Neural Network (ANN), and Unsupervised Machine Learning, with the F-measure
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of DoS attack mitigation (USML). The F-measure of the suggested method is 98.4%, 14% better than
the SVM, and 4% better than the USML.
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Figure 21: Comparison of F-measure

Table 6: Comparison of F-measure

Techniques F-measure
SVM 85.32%
DT 96.49%
NB 71.62%
ANN 62.97%
USML 95.78%
Proposed 98.4%

5 Conclusion

The Internet of Things (IoT), which has applications in smart homes, wearable technology,
healthcare, and other areas, is gradually becoming part of our daily lives. Because of the wide variety of
uses, shared data contains a sizable amount of personal data. In the 10T, the privacy of this information
becomes of utmost importance. This study introduces a novel decentralized and secure framework with
blockchain integration. A decentralized, scalable framework has been proposed based on blockchain
for privacy preservation in IoT. To avoid the single-point OF failure, an accredited access control
scheme has been introduced by incorporating blockchain with local peers to record each transaction
and verify the signature to access. As a result, blockchain-based attribute-based cryptography has been
implemented to safeguard data storage privacy by generating threshold parameters, managing keys,
and revoking users on the blockchain. Finally, an innovative contract-based DoS attack mitigation
method has been incorporated to effectively validate devices with intelligent contracts as trusted or
untrusted, preventing the server from becoming overwhelmed. The results show that the suggested
framework performs best in terms of accuracy, precision, sensitivity, recall, and F-measure at 96.9%,
98.43%, 98.8%, 98.43%, and 98.4%, respectively.
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