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Abstract: Wireless sensor networks (WSNs) have been used in numerous delicate
checking, observation, and surveillance systems that use sensitive data. When a
WSN utilizes various data clustering techniques, data is moved to the cluster head
(CH) of the corresponding cluster area. Cluster Head further communicates the
information to the sink node. In a WSN, a network owner (NO) does not validate
a sensor before connecting to the network, so faulty nodes may likely attach to the
network to sense the data and attempt to release the information to unauthorized
persons. Further, a malicious node may become a mobile node (MN) equipped to
send all of a particular cluster area’s perceived data to unauthorized persons. The
above-stated problems can be solved by introducing an authentication mechanism
into wireless sensor networks. In this mechanism, at whatever point of time a sensor connects with a cluster region, the identity of the sensor must be validated and
authenticate to, in turn, validate a mobile node. The perceived data are encrypted
and then transmitted through the WSN’s transmission medium. However, the
encrypted data are prone to ﬂaws, and attackers can gain access to it illegitimately.
In this study, a more energy effective and proﬁcient secured model is proposed
called a data transmission model. The technical components, including the data
access control mechanism and various private key cryptography algorithms, are
compared to choose the optimal energy-efﬁcient cryptography algorithm. The
proposed model is veriﬁed by experiments for encryption and decryption processes using JAVA language with advanced encryption standard (AES), data
encryption standard (DES), Triple DES, Rivest Cipher (RC4), and Blowﬁsh algorithms. The encryption time is determined using mathematical equations. The
experiment results showed that the Blowﬁsh algorithm was comparatively more
energy effective than the other private key cryptography algorithms.
Keywords: Authentication; cluster head; network security; wireless sensor
networks
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1 Introduction
The information access approach can be considered secure if the user has been authorized ﬁrst and can only
access the source node’s desired information (SN). An algorithm that is energy efﬁcient is implemented for both
sending and receiving secure information using encryption and decryption processes, respectively [1].
It is initiated with the basic features of wireless sensor networks and issues taking place in practical
applications. Motivation towards the present investigation leads to advance features in wireless sensor
networks. Initially, the power is generated from the nodes and it is sent to the processing unit. Here the
power is passed to the sensing unit, where the sensors collect the information and the output signal is produced.
1.1 Methods to Get Crypto-Based Access Information
The crypto-based admittance control and the job-based admittance control are two sorts of made sure
about information access moves toward that have been effectively applied in numerous information
access control circumstances [2]. Information access control is a basic portion of the information access
measure, and information access control and log management were clearly deﬁned in this process [3].
The Role Based access control mechanism was mainly developed so that all the nodes are assigned with
the same functions. Here, the Sensor Protocol for Information Negotiation takes place. It will send large
collections of data to the neighbor nodes. It avoids redundant data transmission. By saving the node
energy, it will increase the network lifetime. By diffusion, the base station sends the query to the
remaining nodes. The transmitted data will send back to the base station to ﬁnd the optimal route path.
The main principle is to determine the buffer length and rate control packets by considering each node
will maintain the steady transmission rate and packet arrival time. The principal request energy utilization
model is based on this postulation [4]. The energy spent for transmitting information consists of two
parts: a) Dissipation caused by hardware and b) Energy required for running the transmitter.
Data security, security mechanisms, and activity patterns play a vital role in data security in practice. The
sensors ﬁrst sense data from a hostile environment and then transmit it via the communication medium to the
sink node. Unauthorized users manage to tap the transmitted data in order to misuse it. Another topic to
investigate regarding authenticity is the concept of log management. Kurp et al. [4], a secure log
management approach was proposed for maintaining user activities regarding data access. This secure log
management consists of three layers. The discovery of temporal features and relations of activity patterns
(DTFRA) has been used to capture time-related information from data. The applications using this secure
activity pattern have been detected as anomalies and marked as unauthorized for data access. In the
DTFRA, data activity patterns denote the input, and a set of temporal relations denote the output. In the
ﬁeld of sensors, the input collected as data is the data’s identity and timestamp [5]. The output captures
the duration of work from the temporal relation. This model also uses the apriori algorithm for ﬁnding a
secure activity pattern in a hostile environment. This algorithm determines the order of activities and can
be used to maintain the log.
1.2 Methods to Manage Logs and Access Control Information
To give a safe access control mechanism and methods to manage logs mechanism, the model shown in
Fig. 1 is applied for managing data security [5]. As displayed in Fig. 1, this model consists of three
components: (1) User, which can be either a network owner or a nominal user, (2) The CRBAC; (3)
Associated log and data. The methodology for working is as follows. Users, who are either the owner or
nominal users, can use the data according to their roles [6]. When a user wants to access the information,
he has ﬁrst to send a request to access control and after getting conﬁrmation, only he can access the
information. It is the responsibility of CRBAC to authenticate the user based on the user’s credentials and
permissions, at which point it grants access to retrieve the data. Next, the user sends a data retrieval
request to the data component, allowing the user to be authentic. The data component now starts
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checking whether the user is directly requested for the data or has already requested for the permission of
CRBAC and begins maintaining the logs if permitted. If any unauthorized users get detected in managing
Logs and access control information, that particular user will become unauthorized.

Figure 1: Secure access control and log management
All the User activities in this security-based access control mechanism are mentioned in Tab. 1. These
activities are denoted for communication (e.g., 1 to 4), as shown in Fig. 1. This architecture’s major points are
that the CRBAC secures the access control mechanism and the main thing about this protocol is that it will
improve the network’s stability [7]. As per our observation, this protocol achieves only 52% of throughput
and fairness efﬁciency is low. Here, in this newly proposed protocol, is a hybrid topology where the
overhearing problem is also rectiﬁed. The sample period is measured for every time and by varying
features; the throughput is also measured for different time periods.
Table 1: Mechanism and strategy: Log methodology and access control
Communication line

Description

1. Request to get
authenticate
2. Getting response
3. Request for the data
4. Getting Data as a response

Make a request to get security as an authentication.
Receive the response to get authentic and also maintain the log mechanism.
Once get a response from step 2 then request for the data access.
After getting access to data, now detailed information is also maintained.

2 Relative Comparison on Key Based Security Algorithms
Various key-based security algorithms have been studied and implemented for security practices; one
standard algorithm is RC4 algorithm [8]. The secure key-based algorithms are used in encryption and
decryption processes to send data from one node to another securely. So, the beneﬁts of using a secure
key-based algorithm are that encryption and decryption times are reduced, and the cracking process is
also more time-consuming, making the process more effective and efﬁcient.
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This works very effectively in WSN, where each node of WSN has ﬁx and less energy, so energy
utilization is a crucial factor while selecting a secure key-based algorithm to encrypt data at the sensor
nodes. The energy utilization is dependent on the time taken by the protocols to encrypt and decrypt the
code. Some of the private key cryptography algorithms discussed in the below table and their structures,
key sizes, and round numbers are presented in Tab. 2 [9].
Table 2: Comparative analysis for algorithms
Algorithm

Type of cipher used

Key size

Rounds (in numbers)

Advanced Encryption Standard
Data Encryption Standard
T-DES
Blowﬁsh
RC4

Substitution Cipher
Feistel Cipher
Feistel Cipher
Feistel Cipher
Unbalanced Feistel Cipher

64, 128, 256
64
112, 168
32 to 512
92

8, 16, 24
16
56
16
32

3 Key Based Secure Block Diagram of WSN
The key-based secure block diagram WSN [10] is presented in Fig. 2, where it may be observed that this
model comprises Network Owner, Mobile Node, cluster sensor, and authenticator. Here in this safe model,
the security validation and encryption process are discussed [11–15]. The function of the Network Owner is
to transferred to the secure query to the Mobile Node to read sensor data stored in the Mobile Node. If the
Network Owner doubts or feels that the Mobile Node is transferring a malicious data reply, it will validate the
same data with the sensor. The Mobile Nodes’ primary duty is to accept the Network Owner’s query and react
to the query using the stored encrypted data and to store the encrypted data transferred by the Cluster Head.

Figure 2: Secure model architecture for the WSN using private keys
A feedback control loop is designed to determine the total rate of control packets. The light-weight buffer
technique will produce only 50% of throughput. To improve this, a globalized probabilistic dropping packets
algorithm is designed. In this technique, the controller is designed and an error message is sent to every node. If
an error is detected, it starts recovering the packets or data. This leads to improving throughput and network
performance. Then the validator generates speciﬁc keys with the help of a specially designed algorithm and
those keys are passed on sink nodes as well as Mobile nodes when they will join the network
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The processing component of this model architecture is explained in Fig. 2. First, the validator produces
the encryption keys or decryption keys for each sensor on regular intervals. The sensor stores the manipulated
or converted data till the next time interval arises. For instance, if the sensor senses the recently changed data,
then the same data will be there for the next time interval. In the next phase, the Mobile Node accepts the data
in the encrypted form and saves the sensor information identiﬁcation number and time when the sensor
transmits the data [16]. The validator saves and stores each key for each sensor in the database during the
Network Owner decryption process. The Network Owner sends the following query to the
Mobile Node: “Send the data sensed by sensor s1 at Cluster Head 1 at time epoch t1:”
Then, the Mobile Node receives the query and sends the request to the authenticator as follows:
“Send the decryption key k1 assigned for s1 of Cluster Head1 at t1:”
3.1 Blowﬁsh Algorithm
The Blowﬁsh algorithm has shorter encryption and decryption times than similar algorithms. The
Blowﬁsh algorithm’s primary advantage is that it has signiﬁcantly less encryption and decryption times
than various other similar algorithms, and much longer time is required for unauthorized users to break it
down. That is why it is preferably suggested to use the Blowﬁsh algorithm, and it can act as a secure
key-based algorithm for safe data transmission in WSNs. One of the parameters that give more preference
to the Blowﬁsh algorithm is that it can run at a memory size of less than 5 KB. The Blowﬁsh algorithm
is simple to implement and for better security; it uses the additional factor of adding XOR operation and
lookup table in each round. The other competitive block ciphers, such as Advanced Encryption Standard,
DES, and Triple DES, can be used to require more complex mathematical operations for data transfer.
Last, we can say it is easier and safer than other similar algorithms where the size for changing from
32 bits to 448 bits [12,17]. The Blowﬁsh algorithm uses 64 bits of data and the Feistel network for
16 rounds, as shown in Fig. 3.

Figure 3: Round function in the Blowﬁsh algorithm
The Blowﬁsh algorithm processes 64 bits of data per block using the key size of 32–448 bits in
16 rounds in the Feistel network. The Blowﬁsh algorithm has been used for various data security
purposes, including secure data transmission and secure storage, and it has recently been applied to the
Internet of Things (IoT) [18–20]. There are many examples where the Blowﬁsh algorithm was used for
encryption and decryption processes, and some of them are mentioned in the following. The Blowﬁsh
block cipher algorithm was used for secure data transmission in the IoT [19]. Suresh et al. [21], the
Blowﬁsh algorithm round function was studied, and its encryption time and throughput were compared
with those of the other block cipher algorithms, including the DES, AES, RC4, and Triple-DES. The
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Blowﬁsh algorithm outperformed the other algorithms. With a very large-scale implementation, the effect of
the Blowﬁsh algorithm in secure communication was discussed in Suresh et al. [21]. Suresh et al. [21]
compared the AES and Blowﬁsh block cipher algorithms. The results showed that performance
parameters, including the encryption speed, were higher while the CPU utilization and battery power
were lower for the Blowﬁsh algorithm than for the AES block cipher algorithm.
The block cipher algorithms were used for multimedia data security in Saraereh et al. [14]. The
encryption times of the RSA, DES, Blowﬁsh, and RC4 algorithms were compared in Kaswan et al. [19].
The results showed that the Blowﬁsh algorithm performed the best in multimedia data encryption and
decryption processes. The secure WSN network was implemented using a Blowﬁsh block cipher for
patient data transmission in Suresh et al. [21]. The patient’s information monitoring wearable sensor was
attached to the needy patient in Kaswan et al. [19]. The data were captured from the human body and
converted into ciphered data using the Blowﬁsh algorithm and sent via a wireless medium. The secured
encrypted patient data were decrypted at the doctor’s side, and the patient’s health information was
monitored. The advantage of this method is that the patient data are accessed securely, and the doctor can
monitor the patient from any place and any time. Another interesting application of data security is video
data security. The most challenging task for providing security to video data, as encryption and
decryption, is choosing an appropriate cryptography algorithm. The encrypted H.264 video transmission
using the Blowﬁsh algorithm was proposed for data security in Suresh et al. [21]. There are many realtime applications, which are online as movies and as a camera and sensor-based WSN.
4 Experimental Results
The experiment was conducted using MATLAB to cluster the sensor nodes. The Java programming
language was used to implement the Blowﬁsh algorithm with an electronic code block (ECB) cipherblock mode of operation, which was then compared with Triple DES, DES, and AES security algorithms.
The system used in this experiment was the 64-bit microprocessor with a 3.06 GHz I3 processor with
4 GB RAM. The data size for the encryption process for all block cipher algorithms was set to 20 KB,
40 KB, 60 KB, 80 KB, and 100 KB, successively, and the corresponding encryption and decryption
times were saved.
4.1 Encryption Time Comparison of Block Ciphers
For the data size of 40 KB, the Blowﬁsh algorithm encryption time was 2 s, and for DES, AES, RC4, and
Triple DES, the encryption times were 3 s, 5 s, 8 s, and 10 s, respectively. The Blowﬁsh encryption times for
the data sizes of 60 KB, 80 KB, and 100 KB were also considerably less than other block ciphers’ encryption
times. The encryption time comparison of the Blowﬁsh, DES, AES, RC4, and Triple DES block cipher
algorithms for the data sizes of 20 KB, 40 KB, 60 KB, 80 KB, and 100 KB, is given in Tab. 3.
Table 3: Encryption time comparison
Input size

20 KB
40 KB
60 KB
80 KB
100 KB

Execution time for encryption
3DES

RC4

AES

DES

BF

5
10
18
20
25

4
8
12
16
20

3
5
8
11
14

1
3
5
8
10

1
2
4
6
8
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The mathematical model used for energy-efﬁcient secure data transmission in the experiment is given by
Eqs. (1)–(3), which deﬁne the encryption, encryption time, and speed, respectively.
Encryption ¼ Enc X ðData; Key Þ

(1)

where Enc X denotes the security algorithm type of, Data denotes the data size in bytes, and Key denotes the
key data in bytes.
Enc Time ¼
Speed ¼

Data Size
Speed

(2)

Cycle per Second
Cycle per Byte

(3)

In Eq. (2), Enc Time denotes the encryption time measured in s, Data size denotes the data size, and
Speed denotes the ratio of the cycles-per-second to the cycles-per-bytes.
The encryption times of different block cipher algorithms for different data sizes are presented in Fig. 4.
The Blowﬁsh algorithm’s encryption time was shorter than those of the DES, AES, RC4, and Triple DES
algorithms for all the data sizes.

Encryption Time

35
30
25
20
15
10
5
0
20

40

60

80

100

Input Size
BF

DES

AES

RC4

3 DES

Figure 4: Encryption time comparisons of block cipher algorithms
The decryption times of different are compared in Fig. 5, where it can be seen that the Blowﬁsh algorithm had
a shorter decryption time than the DES, AES, RC4, and Triple DES algorithms for all data sizes shows in Tab. 4.
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Figure 5: Decryption time comparisons of block cipher algorithms
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Table 4: Decryption time comparison
Input size

20 KB
40 KB
60 KB
80 KB
100 KB

Execution time for encryption
3DES

RC4

AES

DES

BF

4
9
16
19
29

2
9
14
17
17

3
7
9
9
15

2
4
7
9
11

2
3
3
7
9

The time required to encrypt data of various using the Blowﬁsh algorithm was comparatively shorter
than those of the DES, AES, RC4, and Triple DES algorithms. Therefore, the Blowﬁsh algorithm was
identiﬁed as a better solution for the proposed secured data transmission model. The experiment conﬁrms
that the Blowﬁsh algorithm can perform complex encryption operations, such as key whitening, applying
S-box, EXOR with the F function, and output swapping, in less time than the other algorithms. Thus, the
Blowﬁsh algorithm represents an energy-efﬁcient algorithm for secure data transmission.
5 Conclusion
This paper presents an energy-efﬁcient secure data transmission model and its components. The technical
components, including the data access control mechanism and various private key cryptography algorithms, are
compared to choose the optimal energy-efﬁcient cryptography algorithm. The experiment was conducted using
Java programming language, and it conducted encryption and decryption processes. In the experiments, the
performances of the AES, DES, Triple DES, RC4, and Blowﬁsh algorithms were compared in terms of the
encryption and decryption times, which were calculated using the mathematical equations. The experiment
results showed that the Blowﬁsh algorithm was comparatively more energy efﬁcient than the other private
key cryptography algorithms. The Blowﬁsh algorithm’s strengths and merits were intense, and its complex
mathematical functions took a relatively short time to encrypt and decrypt the data. The Blowﬁsh algorithm
performed better than all the other comparison algorithms for all the data sizes used in the experiment.
Thus, the Blowﬁsh algorithm is used for secure data transmission in the proposed energy-efﬁcient secured
data transmission model. In future, more cryptographic algorithms can be implemented for third party
secure communications so that efﬁciency in multiway can be improved.
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