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Abstract: The coming generation in mobile networks is the fifth generation (5G), which appears to be the promoter of the upcoming digital world. 5G is defined by a single piece of cellular access technology or a combination of advanced access technologies. Rather, 5G is a true network assembler that provides consistent support for a slew of novel network topologies. Prior generations provide as a suitable starting point and give support for the security architecture for 5G security. Through authentication and cryptography techniques, many works have tackled the security issues in 3G and 4G networks in an effective manner. However, security of 5G networks while data transmission was not improved. The IoT aware Quadratic Discriminant Analysis (QDA) Node Authentication Method is proposed in order to achieve safe data communication in the 5G network. The suggested method performs feature selection using Quadratic Discriminant Analysis to identify relevant properties of mobile nodes such as trust value, residual energy level, and node cooperativeness. Simulation can be used to test the data packets, the number of mobile nodes in a security level, the computation overhead, and the authentication accuracy. The observed output clearly demonstrates that the Quadratic Discriminant Analysis Method significantly enhances the authentication accuracy of each node and the security level with less overhead than state-of-the-art-methods.

Keywords: 5G network; quadratic discriminant analysis; remote sensing; routing protocol

1  Introduction

A fifth-generation mobile network (5G) is an upgrade of 4G that features better bit rates, larger capacity, and very low latency. The next mobile network iteration is 5G, which is an upgraded design of the 3GPP (Third Generation Partnership Project) and 4G cellular systems [1]. When sending and receiving communications, 5G technology provides exceptionally low latency. The growing need for mobile data and reduced latency drives the creation of the fifth-generation network. Furthermore, the 5G network focuses for advanced features such as increased broadband user density, device-to-device communications, and lower energy consumption for better Internet of Things (IoT) application [2,3]. A mobile device is the deployment of a large number of IoT devices. The mobile nodes in this 5G network connect as directly as possible with other nodes in this huge IoT age within the range of radio transmission. When compared to previous generations of the network, mobile nodes in this network link intelligently in a short amount of time [4]. For improved outcomes in 5G networks, cryptographic techniques and authentication procedures are used in data transfer to improve security and reduce time consumption [5].

1.1 Generations of Network to 5G

From the zeroth to the fifth generation, the first zeroth generation, which was available after the Second World War in the 1970s, had precellular technology of cellular mobile telecommunications, which was the first stage of network generations. Following the zeroth generation, subsequent generations such as 1G, 2G, 3G, 3.5G, and 4G were developed and established with more efficiency when compared to one another. And now we have the fifth-generation mobile network, also known as 5G, which is an upgrade of 3GPP. Each generation's advancement was mind-blowing. The bandwidth, accuracy, and speed with are targeted to improve from one generation to the next for each generation. Fig. 1 depicts the diagrammatic representation.
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Figure 1: Various generations of network

The Fig. 1 above shows the successive generations of networks with the established period. Each generation of network, such as from 0G to 5G, increased from one to the next, with the most notable improvement being its effective data speed for mobiles. The extensive network coverage that enables more people to utilise mobile phones. Additionally, the speed, capacity, range, frequency, and bandwidth are all substantially enhanced.

1.2 IOT and 5G

The availability of a network with a broad range and low latencies is determined by the needs of each user. The Internet of Things, abbreviated as IoT, was the new face of the developing world at our fingertips. The most well-known examples of IoT are smart devices, remote sensing equipment, self-driving automobiles, and so on [6]. This smart application requires better data efficiency, more bandwidth, and less time consumption, which can only be intelligently given by 5G technology. IoT is the process of transforming the world into a smart world with less time and effort in order to make everything easier [7].
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Figure 2: Represents the 5G with IoT environment

Fig. 2 shows the diagrammatic form of 5G with IoT as represented that the future world became the smart world. The standardization of 5G in the Internet of things is classified into two types of standards. The initial step defines as the technology standard which deals with wireless communication, protocols, and network technology, and another step which defines data privacy and security with the regulatory standard [8].

2  Feature Selection Based QDA Method

The feature selection method is one of the important and effective methods used in data pre-processing and an essential component in the Machine Learning process. In statistics and machine learning, it is also known as variable selection, attribute selection, or variable subset selection. The two most significant elements of the feature selection process are individual evaluation and subset assessment. The feature selection technique is employed to detect the relevant features, as shown in Fig. 3. Text categorization, intrusion detection, genomic analysis, image retrieval, and remote sensing are all examples of applications that use feature selection [9].

[image: images]

Figure 3: Feature selection method to detect relevant feature

Fig. 3 depicts the feature selection process for picking the attribute by examining its numerous aspects and then subjecting it to two sets of variables. They are the subset evaluation and the individual evaluation, which are accomplished via the use of various simulation methodologies and mathematical evaluations.

Several issues are raised by the existing approaches, including the lack of authentication accuracy, increased time complexity, and the failure to improve the security level for successful data communication in 5G networks, among others. Several drawbacks of existing methods are noted, and the main contribution of the IoT aware Quadratic Discriminant Analysis method is as follows. The feature selection method is done out utilising quadratic discriminant analysis to reduce the computation overhead of mobile node authentication. The probability ratio test is used to pick related features.

Following the process, the trust value, energy level, and node cooperativeness attributes are taken into account while authenticating the mobile nodes. The elements listed above help to improve the quality of nodes in every transmission.

3  Related Works

In [10], a novel key exchange and authentication mechanism was devised to improve security during a mobile terminal handover. However, reducing the amount of time spent was insufficient. A Blockchain-based lightweight distributed mobile producer Authentication (BlockAuth) protocol was presented in [11] for secure and fast mobile user authentication. However, the performance of authentication was not adequate.

In [12], an IEWA technique was created to improve system stability and security performance. However, the packet delivery ratio was not taken into account.

Secure two-factor authentication and key agreement scheme were presented in [13] for secure user authentication and key agreement. However, the authentication accuracy was not considered.

A System Theoretic Process Analysis (STPA) technique was designed in [14] for safety analysis and STPA-sec for security analysis. However, the energy consumption was not minimized. [15] designed a novel key exchange and authentication technique to improve security during a mobile terminal handover. However, reducing the amount of time spent was insufficient.

4  Architecture Diagram for Quadratic Discriminant Analysis

This quadratic discriminant analysis method was utilised to discover the effective features of the mobile node in feature selection. Existing approaches, which have a variety of limitations, can be improved to produce improved result. To overcome this the Quadratic discriminant analysis was introduced [16].
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Figure 4: Architecture diagram of quadratic discriminant analysis

Fig. 4 shows the flow process of the quadratic discriminant analysis to perform the feature selection method for getting the efficient features of the mobile node in the network. As shown in the above diagram the discriminant model first takes the set of input as the mobile node from the network. After getting the input the QDA (Quadratic Discriminant Analysis) method was performed for getting the efficient feature through the feature selection method [17]. Also, this feature selection method contains the relevant feature selection process as the sub-category for this analysis method.

5  Quadratic Discriminant Analysis-Based Feature Selection

The quadratic discriminant analysis is used to choose the most relevant features of the mobile nodes from a large set of features. In general, node characteristics include node mobility, velocity, trust, cooperativeness, energy, and so on. A subset of the many attributes has been chosen for node authentication in mobile ad-hoc networks. An adhoc network is used to reduce authentication time. The flow process of Quadratic discriminant analysis-based feature selection is given below.
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Figure 5: Structure of quadratic discriminant analysis

Fig. 5 represents the structure of the Quadratic discriminant analysis-based feature selection process for secure data communication. The IoT-QDA method uses the Quadratic Discriminant Analysis for selecting the more relevant features for node authentication. At first, Quadratic Discriminant Analysis is applied in machine learning to divide the total set into two or more subsets. As represented in the figure, in the 5G network different mobile nodes are available. Those nodes are taken as an input, then these data are divided into two or more subsets, after that feature selection process is carried out by using Quadratic Discriminant Analysis. Thus, we get the relevant feature set as an output. Here, the two subsets 
s1ands2,
are initialized with the mean value (
μ1,μ2)
. The likelihood ratio test is measured between the features of mobile nodes 
f1,f2,f3,….fn
and the mean of the classes.


Ld(sn|f1,f2,f3,….fn)=1(2πσ2)−nexp⁡(fi−μi2σ2)
(1)

where, 
Ld
represents the likelihood, 
sn
denotes a subset of features 
f1,f2,f3,….fn
, 
μi
denotes a mean of the subset, 
σ
denotes a deviation. The likelihood ratio test expresses how the feature is more related to the authentication for secure data transmission. As a result, the likelihood function categorizes the features into subsets through the mean which is closer to the feature.
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Figure 6: Selecting relevant features for the QDA method

Fig. 6 represents the IoT-QDA method selecting three more relevant features namely node trust, energy, and cooperativeness. The features are described as follows.

5.1 Node Trust

The number of mobile nodes 
Mni=Mn1,Mn2,Mn3…Mnn
are placed in a wireless network. Based on the history of that node the trust value is calculated for each mobile node (MN). It means that the number of data forwarded and received as well as dropped by the sensor node. The trust value is calculated by the equation,


TMn=(Df−DdrDR)
(2)

where, 
TMn
indicates a trust value of the MN, 
Df
denotes a data packet forwarded, 
Ddr
indicates a data packet dropped, 
DR
refers to received data packets from the mobile node.

5.2 Residual Energy

Energy is one of the significant features of the mobile node during the data packet transmission. As based on the time and Product of the power the energy is mathematically calculated as given below by the expression,


EMn=power∗time
(3)

where, 
EMn
represents the energy of the mobile node and Joules (J) is the term used for measuring. Based on the energy, the total energy, and the residual energy is calculated to depend on the amount of energy utilized by the mobile nodes after receiving data packets and transmitting data packets. The residual energy of the node is measured as below,


RMn=TE−Tu
(4)

where, 
RMn
represents the mobile nodes residual energy, 
TE
represents the total energy of the mobile node (i.e., initial energy), 
Tu
denotes an amount of energy utilized by the mobile node.

5.3 Mobile Node Cooperativeness

Because of the arbitrary mobility of mobile nodes, node collaboration is critical in MANETs for achieving improved communications. The cooperativeness of a node is determined by its behaviour when communicating with other nodes in the network [18]. The cooperativeness is utilised to determine the node connection over the time interval. As a result, each mobile node in the network is responsible for maintaining a connection to its whole neighbourhood in order to communicate effectively. End-to-end connectivity is guaranteed to improve data transmission if the connections between neighbouring nodes are kept. Here we consider that the two mobile nodes 
Mni
and 
Mnj
in the network. Before transmitting the data, it has a connection in between the mobile nodes that are organized through the distributed message namely 
req
and 
rep
. The 
Mni
sends the request message to another neighboring node as follows,


Mni→req⁡Mnj
(5)

where, 
Mni
is the mobile node sends the request 
req
to the other mobile node 
Mnj
. After receiving the request message, the other mobile node sends the reply back to the node. This indicates that these two nodes are connected and cooperatively working together at a particular time instant.


Mni←rep⁡Mnj
(6)

where the mobile node 
Mnj
sends reply 
rep
message back to the mobile node 
Mni
. If the node 
Mni
did not receive any reply message from the node 
Mnj
, then the mobile node 
Mnj
are not cooperate to 
Mni
with particular time‘t’. And based on cooperativeness of the particular node is identified. The algorithm for the feature selection process is given as follows,
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The above table represents the algorithm that shows the process feature selection using Quadratic Discriminant Analysis. In this area of wireless network, there are mobile nodes in ‘n’ numbers that are randomly deployed. Then, the likelihood function is calculated for each mobile node. Based on this function features are divided into two subsets with mean. After that, the proposed IoT-QDA method selects more relevant features of the mobile node (i.e., trust value, residual energy level, and node cooperativeness) by using the Quadratic discriminant analysis model.

6  Simulation Setup and Parameter Settings

The IoT-QDA method simulation and the existing method namely fast mutual authentication and data transfer scheme [19] and ES3A framework [20] implemented in an NS2.34 network simulator. Here 500 MN are distributed in a squared area of 
A2(11
00 m * 1100 m) for performing the node authentication to improve the security of data communication in the 5G mobile ad-hoc network for simulation purposes.

For conducting the simulation, the mobility model uses the model called the random waypoint model. Here the time to be set as 300 seconds to undergo simulation. The Distance Source Routing protocol is effectively used in the simulation to identify the normal node and malicious node for secure communication. The list of simulation parameters and their values are described in Tab. 1.

[image: images]

The above Tab. 1 contains the simulation parameter used to find out that the node ae normal or malicious during data communication [21]. The number of nodes which are taken as from 50 to 500 with the simulation time of 300 sec and by using DSR protocol [it’s a protocol that can be used in a mesh network, where in an ad-hoc network the on-demand protocol is used to restrict the bandwidth consumed by control packets And the DSR which stands for dynamic source routing] the execution of the process been calculated with 10 number of runs with the speed of 20 m/s.

7  Comparative Analysis

This section discusses the performance study of the IoT-QDA technique [22] as well as existing approaches such as the rapid mutual authentication and data transmission scheme and the ES3A framework. The three parameters utilised to evaluate performance are security level, authentication accuracy, and authentication time. The performances are analysed using graphical representations and tables. Each section displays the performance results.

7.1 Simulation Analysis of Security Level

The security level is measured in terms of packet delivery ratio refers to the percentage ratio of the data packet that receives the destination to the data packet send in a network. The mathematical formula for calculating the packet delivery ratio is expressed as follows,

DRdp=(NdpcorrectlyreceivedNdp)∗100

where, 
DRdp
refers to the packet delivery ratio, 
Ndp
is the number of data packets. The packet delivery ratio is measured in terms of percentage (%).
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Figure 7: Graphical results of packet delivery ratio

Fig. 7 shows the performance of the packet delivery rate which was ranged from 30 to 300. The horizontal axis shows the number of data packets considered as the input whereas the vertical axis shows the result of the packet delivery ratio. The above Fig. 7 represents the performance of the IoT-QDA method is better than the existing method.

7.2 Simulation Analysis of Authentication Accuracy

Authentication accuracy refers to the percentage ratio of the number of MN, mobile nodes that are perfectly authenticated as malicious or normal to the total number of MN’s taken as input in a 5G wireless network. It is mathematically expressed as given below.


Aacc=(nCAn)∗100
(7)

From Eq. (7), 
Aacc
denotes an authentication accuracy, 
n
denotes the number of mobile nodes (MN) taken as input, 
nCA
denotes correctly authenticated MN. The accuracy is measured in terms of percentage (%) is the term that is used to measure accuracy. Whereas, higher the authentication accuracy, the method is said to be more efficient.

7.3 Sample Calculation

Here the sample calculation process has been carried out by using the following three steps with a mathematical expression such as

1.    Proposed IoT-QDA

2.    Existing fast mutual authentication and data transfer scheme

3.    Existing ES3A framework

7.3.1 Proposed IoT-QDA

The number of mobile nodes correctly authenticated is 46 and the total number of mobile nodes taken as input is 50. Therefore, the authentication accuracy is mathematically calculated as follows,

Aacc=(4650)∗100=92%

7.3.2 Existing Fast Mutual Authentication and Data Transfer Scheme

The number of mobile nodes correctly authenticated is 44 and the total number of mobile nodes taken as input is 50. Therefore, the authentication accuracy is mathematically calculated as follows,

Aacc=(4450)∗100=88%

7.3.3 Existing ES3A Framework

The number of mobile nodes correctly authenticated is 43 and the total number of mobile nodes taken as input is 50. Therefore, the authentication accuracy is mathematically calculated as follows,

Aacc=(4350)∗100=86%
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The above Tab. 2 explains the simulation results of authentication accuracy for data communication. The authentication accuracy is calculated based on the number of IoT devices i.e., mobile nodes. For simulation purposes, the number of mobile nodes is taken from 50 to 500. The simulation graph is shown in Fig. 7.
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Figure 8: Graphical results of authentication accuracy

Fig. 8 illustrates a graphical representation of authentication accuracy concerning several mobile nodes as IoT devices in 5G cellular networks. As shown in the graph, it represents colors of lines such as violet, orange, and green for implementing the authentication accuracy of three methods namely IoT-QDA, fast mutual authentication and data transfer scheme, and ES3A framework. From graph representation, the number of mobile nodes is given as input at 
′x′
axis whereas the simulation results of authentication accuracy are obtained at the 
′y′
axis. The above results confirm that the authentication accuracy of the IoT-QDA method is said to be improved than the other two existing methods. This improvement is achieved by applying the subtractive gradient boost clustering technique. The ensemble clustering techniques use subtractive clustering as a weak learner to group the mobile node likea normal or malicious. The ensemble technique correctly group the nodes based on the features with minimum error. As a result, the ensembled technique accurately identifies the mobile nodes in the 5G network are normal or malicious. Here with the existing techniques, a comparison takes place with the ten various results of the IoT-QDA method. The comparison results prove that the authentication accuracy is said to be improved by 4% as compared to fast mutual authentication and data transfer scheme and 7% as compared to ES3A framework.

8  Conclusion

The IoT aware Quadratic Discriminant Analysis (QDA) approach performs mobile node authentication in IoT aware 5G networks. Initially, the attributes of the mobile nodes are chosen using quadratic discriminant analysis. The ensemble technique classifies mobile nodes as normal or malicious based on their characteristics in order to reduce the time spent authenticating mobile nodes in the network. The mobile nodes are authorised in the 5G network based on these results. Simulation can be used to test data packets, the number of mobile nodes in a security level, computation overhead, and authentication accuracy. The simulation results show that the proposed IoT-Quadratic Discriminant Analysis approach outperforms state-of-the-art methods in terms of higher packet delivery ratio, lower computing overhead, and higher authentication accuracy.
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Table 1: Simulation parameters and values

Simulation parameter Value

Simulator NS2 .34

Network area 1100 m * 1100 m

Number of mobile nodes 50,100,150,200,250,300,350,400,450,500
Protocol DSR

Simulation time 300 sec

Mobility model Random Way Point model

Node’s speed 0-20 m/s

Data packets 30,60,90,120,150,180,210,240,270,300

Number of runs 10
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Table 2: Authentication accuracy
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Algorithm for Quadratic discriminant analysis-based feature selection,

Input: ‘n” number of mobile nodes Mn; = Mn;, Mn,, Mns ... Mn,
Output: To select the more relevant feature
Begin
For each mobile node mn;
Measure the likelihood function using Eq. (1) then
Group the features into subsets (s, s;) with the mean value (., j.,)
Relevant features are selected using Quadratic discriminant analysis
Calculate node trust using Eq. (2)
Calculate residual energy of the node using Eq. (3)
Calculate node cooperation using Eq. (4)
End for
End
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