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Abstract: Confidentiality and data integrity are essential paradigms in data aggregation owing to the various cyberattacks in wireless sensor networks (WSNs). This study proposes a novel technique named Lamport certificateless signcryption-based shift-invariant connectionist artificial deep neural networks (LCS-SICADNN) by using artificial deep neural networks to develop the data aggregation security model. This model utilises the input layer with several sensor nodes, four hidden layers to overcome different attacks (data injection, compromised node, Sybil and black hole attacks) and the output layer to analyse the given input. The Lamport one-time certificateless signcryption technique involving three different processes (key generation, signcryption and unsigncryption) is adopted to achieve secure data transmission between the sender and receiver. Firstly, a one-way function is executed to generate the public and private keys for each sensor node in the WSN. Secondly, digital signature generation and encryption are both performed. The sender node, which handles the signature generation and data encryption, forwards the data to the aggregator node. Then, the receiver verifies the data by using the sender’s public key during data decryption. Thus, data aggregation security can be guaranteed. Finally, the authorised node aggregates the data with much higher data confidentiality and privacy. Performance analysis is conducted by simulating the proposed LCS-SICADNN and conventional models. Results of comparison indicate that the LCS-SICADNN can improve data aggregation security with higher throughput and lesser delay, packet drop and overhead compared with the conventional methods.
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1  Introduction

Data aggregation is an efficient method of extending the lifetime of wireless sensor networks (WSNs) by preventing frequent data transmission. However, accuracy, confidentiality, delay and privacy preservation remain to be complex issues. Security has become a major concern in recent years because of insider and outsider attacks, but the identification and protection of information have also become increasingly complicated. Reference [1] proposed an asymmetric key encryption scheme by using elliptic curve cryptography to secure end-to-end data aggregation. Although this scheme reduced the computation overhead, the delivery ratio and transmission delay could not be improved. Reference [2] designed a continuous hybrid and energy-efficient secure data aggregation (CHESDA) algorithm for privacy-preserving data aggregation. Although the delay was minimised, the throughput could not be improved with a minimum overhead.

Reference [3] introduced a novel method for data aggregation security to detect good and bad sensor nodes, but the cryptographic technique was not adopted for enhancing the security of data aggregation. Reference [4] developed an identity-based aggregate signature method to secure big data aggregation, but the efficiency of the data aggregation design was not enhanced. Reference [5] developed the Fujisaki−Okamoto algorithm via the ID-based cryptographic method for secure data aggregation. Although the throughput was increased, the overhead was not minimised. Reference [6] designed a trust-weighted secure data aggregation algorithm to minimise packet drops, but data aggregation could not be performed with a minimum delay. Reference [7] introduced the heavy-weight security algorithm for securing data aggregation with a minimum overhead and a high throughput, but it failed to perform various types of attack detection in WSN. Reference [8] developed an authentication-based secure data aggregation technique to detect severe types of attacks, such as sinkhole and Sybil attacks, via cryptographic approaches. Although the delay was reduced, the packet delivery ratio could not be improved.

Reference [9] developed an efficient approach called the Hamming residue method to mitigate malicious attacks. The HRM increased the delivery ratio, but the overhead was not minimised. Reference [10] introduced a novel technique based on the clustering approach by using timestamps for attack prevention. Although the approach increased the packet delivery ratio, the delay could not be reduced. Reference [11] designed a program integrity verification (PIV) protocol to detect node capture attacks by using a cryptographic hash function. The PIV protocol minimised the computation overhead, but the security level could not be increased with a minimum packet drop due to the attacks. Reference [12] introduced a two-stage security mechanism to identify black hole and selective forwarding attacks. Although the packet drop was reduced, the overhead remained high.

Reference [13] developed a new data aggregation method of using the extreme learning machine technique to minimise redundant and invalid data, but the system failed to use the cryptographic technique for securing data aggregation. Reference [14] introduced the method called secure data aggregation based on principle component analysis (SDA-PCA) to increase confidentiality and integrity. The SDA-PCA decreased the pack delivery ratio, but the overhead could not be reduced.

Reference [15] proposed a lightweight structure-based data aggregation routing (LSDAR) protocol to protect data against malicious threats. Although the LSDAR protocol minimises the delay, multi-attack detection was not performed. Reference [16] developed a data aggregation protocol to reduce the communication overhead, but the method failed to protect data integrity and data privacy during data aggregation.

Reference [17] introduced a multi-functional secure data aggregation scheme by using the light-weight security method, but it failed to focus on data aggregation efficiency. Reference [18] developed an energy-efficient secure data aggregation technique to improve privacy preservation. The overhead was minimised, but confidentiality improvement could not be ensured.

Reference [19] introduced a secure and efficient verification scheme for data aggregation. End-to-end privacy and early detection of attacks were guaranteed, but multidimensional aggregation in WSNs could not be supported. [20] designed a secure data aggregation protocol to identify malicious nodes [21]. The throughput was increased, but performance could not be improved with respect to high delivery ratio [22].

Major Contribution

The current study proposes a novel method named the Lamport certificateless signcryption-based shift-invariant connectionist artificial deep neural networks (LCS-SICADNN) to overcome the issues obtained from the literature review. The contributing factors of LCS-SICADNN can be summarised as follows.

•   The security of data aggregation in WSN is enhanced. In particular, the shift-invariant connectionist artificial deep neural network composed of neuron-like nodes located in different layers is utilised. The deep neural networks comprising neurons and connections are similar to the synapses of the human brain. The synapses, which are formed by neuronal junctions, transfer the signal (i.e, input) from one neuron to another.

•   A novel Lamport one-time certificateless signcryption technique is applied with three different processes, namely, encryption, decryption and signature generation, to improve the confidentiality and privacy of the data transmission between the sender and receiver by avoiding unauthorised attacks. The Lamport one-time certificateless signcryption technique generates a pair of keys by using the one-way function to generate passwords (i.e., private and public keys). The encryption, signature generation and decryption altogether reduce the computation overhead at a minimum time. The sensed data packets are encrypted and sent along with the signature to the receiver. Then, the signature is verified at the aggregator node and validated. The decryption is implemented to obtain the original text, thus increasing the security of data delivery and minimising the packet drop.

•   Extensive simulation is conducted to estimate the performance of the proposed LCS-SICADNN vs. those of the conventional methods. The simulation results indicate that the proposed technique outperforms the other methods in terms of data aggregation. Moreover, the experimental results verify that LCS-SICADNN performs better in securing data aggregation with lesser minimum computation overhead, packet drop rate and delay and higher packet delivery ratio and throughput compared with the existing methods.

2  Methodology

AWSN is a self-organising wireless network. It comprises low-cost sensor nodes that cooperatively perform data aggregation. If a node does not perform cooperatively, then it is called an attacker node. Attacker nodes often disrupt the functionality of a network. Therefore, an effective security method is needed to detect attacks during data aggregation. In this study, an algorithm called LCS-SICADNN is introduced for WSNs. The LCS-SICADNN integrates the Lamport one-time certificateless signcryption into the SICADNN to guarantee efficient data aggregation.

Fig. 1 illustrates the architecture of the proposed LCS-SICADNN for achieving data aggregation security. Shift-invariant connectionist artificial deep neural networks are used in the WSN. Firstly, a set of sensor nodes (
SD={sd1,sd2,…,sdn}
) is deployed in the network for sensing and collecting information from the environment. Then, the collected information is transmitted to the aggregator node 
Ad
, which subsequently forwards this information to the base station. The aggregator node acts as a collector of the data (
d1,d2,..,dm
) from the other sensor nodes. During the data transmission, a secure data transmission is established between the sender and receiver by means of a cryptographic technique.
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Figure 1: System architecture of the proposed LCS-SICADNN

Fig. 2 shows a schematic of SICADNN that includes neuron-like nodes positioned in different layers. The nodes constitute an entire network composed of simple and often consistent units. However, the structure of the connections and the units differ from one another in terms of design. The units represent neurons, whereas the connections denote the synapses of the human brain. The connections (synapses) are a neuronal junction and can transfer signals (i.e., inputs) from one unit (neuron) to another. Moreover, the network operates as a feedforward system in which information is transmitted from one layer to another in the forward direction.
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Figure 2: Schematic of SICADNN

An input node in the input layer interacts with a number of sensor nodes in the hidden layers where sensing and collection of information from the environment are both performed. Then, in the second hidden layer, the sensed information is securely transferred to the aggregator node. The activity of the neuron at the input layer of k(t) network is expressed with the number of sensor nodes and weight values as follows:


k(t)=∑i=1n⁡sdi∗α1,
(1)

where 
sdi
denotes a sensor node, and 
α1
denotes a weight between the input layer and hidden layer.

In the second hidden layer, the sensed and collected data from each node are transmitted to the aggregator node by using the proposed Lamport one-time certificateless signcryption, a public key cryptography technique that can simultaneously perform encryption and digital signature generation. This proposed signcryption scheme is computationally efficient and can ensure security and confidentiality.

The Lamport one-time certificateless signcryption includes three major processes: key generation, signcryption and unsigncryption.

• Key generation

The base station generates private and public keys for each sensor node participating in the data aggregation. The advantage of using the Lamport one-time signature is that private and public keys are generated as passwords via a one-way function.

Assume a random set of positive integers to be used as passwords. The key generation process becomes useless once a period expires.


kp=[R],
(2)

where 
kp
denotes a private key, and 
R
is a random integer. After generating the private key, the public verification key is generated as follows:


kpb=F[R],
(3)

where 
kpb
represents the public verification key, and 
F
is a one-way function expressed as


F=[R]+1mod16.
(4)

The public verification keys are distributed, whereas the private key is kept secret. However, this process becomes useless once the key generation period expires.

• Encryption and signature generation

The Lamport one-time signcryption can simultaneously perform digital signature generation and encryption. These two basic cryptographic processes can guarantee data confidentiality during transmission between the sender node and the aggregator node in the WSN.

Fig. 3 illustrates the block diagram of the encryption and signature generation for improving the confidentiality and privacy of the data transmission between the sender and receiver. The scheme can avoid unauthorised attacks, such as injection, compromised node, Sybil and block hole attacks.
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Figure 3: Block diagram of encryption and signature generation

A data injection attack is a malicious code introduced into the network. It obtains sensed information from the sensor node and transmits it to the attacker. A compromised node attack creates false data and injects these data into the WSN during data aggregation, and it also drops aggregated information.

A Sybil attack is a self-duplicating single sensor node that is found in many locations in the network. A black hole attack drops the data packets during the data packet transmission between sensor nodes. By introducing wormhole attacks, the attackers can record information at particular locations within the network and transmit them to other locations.

The sensed data (
d1,d2,..,dm
) are encrypted using the receiver’s public key to generate the ciphertext as follows:


D←E[kpb,d],
(5)

where 
D
is a ciphertext of data 
d
, and 
E
represents the encryption with the public key of the receiver (
kpb
). Simultaneously, the digital signature is generated using the sender’s private key.

Let z be a positive integer that can be converted by a string (i.e., (0, 1)). The signature is generated by


φ=[Rijz],
(6)

where 
φ
denotes a signature, 
Rij
is a position of the private key 
(0<i<r)
, 
r
is a positive integer, and 
j∈(0,1)
. The generated signature, as well as the ciphertext, is sent to the receiver (i.e., aggregator).

• Unsigncryption

In the third hidden layer, the proposed technique performs the unsigncryption (i.e., signature verification and decryption) to obtain the original data.

Fig. 4 shows the block diagram of the unsigncryption at the receiver side. Firstly, signature verification is performed using the sender’s public key to obtain the original data.
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Figure 4: Unsigncryption


φb=F(φ),
(7)


F=[φ]+1mod16,
(8)

where 
φb
is a signature generated at the receiver side, and 
F
is a one-way function. Finally, the signature is verified as a means of obtaining the original data.


Y={φ=φb;signatureisvalidφ≠φb;signatureisnotvalid
(9)

When both signatures in Eq. (9) are matched, the aggregator node will decrypt the ciphertext; when an unmatched signature is considered invalid. This process increases the security of the data transmission between the sensor node and aggregator node. Finally, the authorised node decrypts the ciphertext to obtain the original data as follows:


d←B[kp,D],
(10)

where d denotes the original data, B is the decryption, 
kp
is the private key of the user and D is the ciphertext. As mentioned previously, the original data is subsequently obtained by the aggregator node. Finally, secured data aggregation is achieved with much higher data confidentiality at the output layer. The algorithmic process of the proposed technique is given in Algorithm 1.
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Algorithm 1 presents the step-by-step process of securing data aggregation between the sensor node and aggregator node. The sensor nodes operate as the input of the deep neural network. These nodes start by collecting data from the environment in the first hidden layer. Then, the Lamport one-time signcryption is applied to generate the private and public keys for each registered user. Signature generation and encryption are subsequently performed using the sender’s private key and the receiver’s public key, and the encrypted data and signature are sent to the aggregator node. Finally, the unsigncryption is performed at the last hidden layer. A signature verification is initially performed using the sender’s public key. If the signature is valid, then the data are decrypted using the receiver’s private key. Finally, the authorised node aggregates the data with higher confidentiality and privacy.

3  Simulation Settings

The proposed LCS-SICADNN and two existing methods, namely, the asymmetric key encryption scheme [1] and CHESDA [2], were simulated in the NS2 network simulator. Five hundred sensor nodes were deployed over a squared area of 
A2
(1100 m * 1100 m) for the secure data aggregation. A random waypoint model was used as the mobility model for securing the data aggregation in the WSN. The ad hoc on-demand distance vector (AODV) routing protocol was used to detect the different types of attacks, namely, data injection, compromised node, replication [21] and wormhole attacks, in the simulation scenario [22]. The simulation time was set as 300 s, and the speed of the sensor nodes was varied between 0 and 20 m/s. The various simulation parameters are listed in Tab. 1.
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4  Performance Analysis

The simulation results of the three different methods, namely, LCS-SICADNN, asymmetric key encryption scheme [1] and CHESDA [2], are analysed using a set of metrics (computation overhead, packet delivery ratio, packet drop rate, delay and throughput). These metrics can be described as follows:


CO=[Et+Dt+At]
(11)

where 
CO
is computation overhead, 
Et
is encryption time, 
Dt
is decryption time and 
At
is aggregation time. The computation overhead is measured in terms of seconds (sec).

Packet delivery ratio is measured as the ratio of the number of data packets correctly received at the aggregator node to the total number of data packets at different simulation times. The formula for calculating the packet delivery ratio is


PDR=[NumberofdatapacketsreceivedNumberofdatapackets]∗100,
(12)

where 
PDR
is the packet delivery ratio that is measured in terms of percentage (%).

Packet drop rate is defined as the ratio of the size of data packets dropped during the data aggregation. The packet drop rate is given by


RPD=[datapacketsdropped(bytes)datapacketssize(bytes)]∗100,
(13)

where 
RPD
is the packet drop rate that is measured in terms of percentage (%).

Transmission delay is measured as the difference between the actual arrival time of the data packets and the observed arrival time of the data packets at the aggregator node. The overall delay is formulated as


TD=[tact]−[tobs],
(14)

where 
TD
is transmission delay, 
tact
is the actual arrival time and 
tobs
is the observed arrival time. The overall delay is measured in terms of seconds (sec).

Throughput is defined as the amount of data packets successfully delivered at an aggregator node in a given time. This metric is measured as


T=[Sizeofdatapacketreceived(bits)time(sec)],
(15)

where 
T
is measured in terms of bits per second (bps).

Fig. 5 shows the comparative analysis of the computation overhead metric for the aforementioned three methods. The proposed SDBCCML has a lower overhead than the asymmetric key encryption scheme [1] and CHESDA [2]. The difference can be attributed to the application of SICADNN for the encryption and decryption in the WSN. The computation overhead of the LCS-SICADNN is lower than those of the existing methods. In the simulation, the LCS-SICADNN consumed 
0.3s
, whereas the asymmetric key encryption scheme [1] and CHESDA [2] obtained 
0.6s
and 
0.72s
, respectively. Then, the overall results of the LCS-SICADNN were compared with those of the existing methods. The computation overhead of the LCS-SICADNN could be minimised by 37% with respect to the asymmetric key encryption scheme [1] and by 44% with respect to CHESDA [2].
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Figure 5: Performance results of the computation overhead metric

Fig. 6 shows the comparative analysis of the packet delivery ratio metric at different simulation times. The proposed LCS-SICADNN and the conventional methods (asymmetric key encryption scheme [1] and CHESDA [2]) were implemented in the same experimental setting. Meanwhile, the simulation was conducted by considering 100 data packets to be sent from the sender node, and the time was set as 10 s. For the LCS-SICADNN, 93 data packets were successfully delivered to the aggregator node, and the delivery ratio was 93%. By contrast, the delivery ratio of the asymmetric key encryption scheme [1] and CHESDA [2] were 88% and 84%, respectively. Subsequently, various delivery ratios were considered by setting different simulation times. The average of ten results showed that the packet delivery ratio of the proposed LCS-SICADNN was increased by 8% and 11% with respect to the state-of-the-art asymmetric key encryption scheme [1] and CHESDA [2], respectively.
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Figure 6: Performance results of the packet delivery ratio metric

Fig. 7 shows the comparative analysis of the packet drop rate metric for the three aforementioned methods during data aggregation in the WSN at different simulation times. The packet drop rate of the proposed LCS-SICADNN was lower than the existing aggregation techniques. The simulation was implemented with 100 bytes of data, and the time was set as 10 s.
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Figure 7: Performance results of the packet drop rate metric

The comparative analysis in Fig. 8 indicates that 50.8 bytes of data could be dropped by the proposed LCS-SICADNN, whereas 60.5 and 62.3 bytes of data can be dropped with the asymmetric key encryption scheme [1] and CHESDA [2], respectively. Moreover, the average of ten results showed that the packet drop rate of the LCS-SICADNN could be minimised by 19% and 23% with respect to the asymmetric key encryption scheme [1] and CHESDA [2], respectively. The transmission delay was also simulated with different data packet sizes in the range of 100−1000 bytes. The simulation results indicate that the transmission delay of the LCS-SICADNN was lower than those of the conventional methods. This finding was proven by the sampling calculation, in which 100 bytes of data were considered for the transmission delay. The transmission delay was 
0.8ms
in the LCS-SICADNN, whereas the values were 1.5
ms
in the asymmetric key encryption scheme [1] and 
1.7ms
in CHESDA [2]. The transmission delay metric was also analysed with different data packet sizes for the three methods. The average of ten results showed that the LCS-SICADNN was minimised by 40% and 45% of the conventional asymmetric key encryption scheme [1] and CHESDA [2], respectively.
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Figure 8: Performance results of the transmission delay metric

Fig. 9 shows the comparative analysis of the throughput metric during data aggregation. The horizontal axis represents the size of data packets in the network, whereas the vertical axis represents the number of packets successfully delivered by bits per second. The throughput was increased using the LCS-SICADNN. Consider 
100byts
of data packets sent from the source node. By applying the LCS-SICADNN, 65 bits of the data packets can be transmitted in 1 s. By contrast, the throughputs of the asymmetric key encryption scheme [1] and CHESDA [2] were 50 and 45bps. The superior performance of the LCS-SICADNN can be attributed to the Lamport one-time certificateless signcryption, which minimises the packet drop caused by data injection, compromised node, Sybil and block hole attacks; hence, successful data delivery is achieved.
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Figure 9: Performance results of the throughput metric

5  Conclusion

The LCS-SICADNN, a novel data security technique, is proposed in this study to secure the data aggregation in the WSN. The proposed technique utilises SICADNN to achieve higher data delivery with a minimum delay. In the LCS-SICADNN, different layers, namely, an input layer, four hidden layers and an output layer, are considered. Initially, the number of sensor nodes is transmitted to the input layer as the input. Then, the sensor node performs sensing and collecting information from the environment, and the sensed information is transferred to the aggregator node. The Lamport one-time certificateless signcryption technique adopted in this study entails three processes: key generation, signcryption, and unsigncryption. First, in the key generation process, a public key and a private key are created for each sensor node. Then, the Lamport one-time signcryption performs digital signature generation and encryption to convert the data into plaintext and transfers it to the aggregator node. Finally, on the receiver side, the signature is verified using the sender’s public key during decryption. If the signature is valid, then the aggregator node attains the original data, thus enhancing the data transmission security. The performance of the proposed LCS-SICADNN is simulated and compared with those conventional aggregation methods by using different metrics. The observed results indicate that the proposed LCS-SICADNN outperforms the existing methods as proven by the higher data delivery ratio, lesser computation delay and lesser computation overhead.
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Table 1: Simulation parameters

Simulation parameters Values

Simulator NS2

Network area 1100 m * 1100 m
Number of sensor nodes 50-500

Mobility model
Number of data packets
Speed of node
Simulation time
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Algorithm 1: Lamport Certificateless Signcryption-Based Shift-Invariant Connectionist Artificial
Deep Neural Network

Input: Number of sensor nodes SD = {sd1, sd2, ..., sdn}, Number of data dy,d>, ds, . ...d,
Output: Increase the security of data aggregation
Begin

Number of sensor nodes SD = {sdl, sd2, ..., sdn} taken as input at the input layer

For each sensor node sd
Sense and collect the data dy,d>,ds, ... .d, // hidden layer 1
key generation // hidden layer 2
For each node sd
Base station generates private &, and public key’k,,’
End for
/I Signeryption// hidden layer 3
Encrypt data using receivers public key D « E [kyp, d|
Generate digital signature ‘¢ = [R;;.]’
Send to aggregator node
/I Unsigncryption// hidden layer 4
If (¢ = ¢p ) then
Signature is valid
Aggregator node decrypts the data using receiver private key d «— B[kp, D}
Obtain original data ‘@’
else
The signature is not valid
End if
Obtain the security of data aggregation
End
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