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Abstract: One of the recent advancements in the electrical power systems is the smart-grid technology. For the effective functioning of the smart grid, the process like monitoring and controlling have to be given importance. In this paper, the Wireless Sensor Network (WSN) is utilized for tracking the power in smart grid applications. The smart grid is used to produce the electricity and it is connected with the sensor to transmit or receive the data. The data is transmitted quickly by using the Probabilistic Neural Network (PNN), which aids in identifying the shortest path of the nodes. While transmitting the data from the smart grid to the (Internet of Things) IoT web page, it is secured by introducing the secret keys between the neighbouring nodes through the process of key-management. In this method, the combination of Lagrange’s theorem and the Location Based Key (LBK) management is used for better security performance. This approach delivers optimal performance in terms of security, throughput, packet loss and delay, which are comparatively better than the existing methods.
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1  Introduction

In recent emerging technologies, the electrical power grid is the significant method since it is an interconnection of numerous control systems and transmission lines with the centralized generation. In several situations, the power supply is seamlessly provided by the power grid. The major challenges of these grids are primary energy source depletion, diversion in generation, variation in the climate and reliability. The lack of intelligence like monitoring and controlling ability of grid in several industrial appliances is overcome by the functional components. The Supervisory Control and Data Acquisition (SCADA) is regarded as the significant approach. The data collected by this system is processed and stored in the central computer. At the function of upstream, the control is limited by SCADA and the power distribution lessened in real-time. Thus, the electrical power grid called smart grid is evolved more intelligently with the beneficial factors like high response, maximum efficiency and environmental friendliness. This evaluation is determined by the large demand of power, unreliable power flow and settings of system. However, the smart grid is addressed with the dynamic architecture of intelligent mechanism.

The WSN is used to record and monitor the physical conditions of environment and in this approach, the collected data are prearranged at the central location. The major issues in WSN is the security and so the Fragmentation Aggregation Transmission WSN (FAT-WSN) [1] is used to minimize the fragments of data, which assists in optimizing the traffic distribution. The physical performance of the network is improved by the Adaptive Quality of Service (AQoS) [2] with the absence of physical disturbances. For providing the capability estimation of Direction of Arrival (DOA), the integration of node in WSN is provided by the Electronically Steerable Parasitic Array Radiator (ESPAR) [3], which improves the quality of the entire network. The concurrent optimized combinational challenges in WSN is addressed by Multiple Request Cooperative Integration (MRCI) [4]. To obtain optimal performance and to improve the throughput, delay, lifespan of the WSN network the, Congestion Aware Clustering and Routing (CCR) [5] is proposed. When the energy is drained out, more number of sensors have to be used for covering the target and this requirement is known as the problematic K-coverage [6]. For measuring the environmental temperature accurately with WSN, the Temperature Dependent Kinetic Battery Model (T-KiBaM) [7] is proposed with the extension of the model battery State-of-the-art.

One of the vital components of IoT is WSN as it contains several nodes of sensor and the wireless connections. In addition, it has the capacity to provide real-world interference in a digital manner. In WSN, the data is transmitted by the routing based cluster, in which the Cluster Heads (CH) are used for transmitting the data. When CH is failed, it is unable to forward the data and it affects the application of IoT. To overcome this issue, the virtual CH with the flow graph is used [8]. The energy is uniformly distributed between the CH and the members by the thresholds, thus the CH based thresholds are implemented by the Stable Election Protocol (SEP) [9]. The major issues in IoT is the leakage of data, which is overcome with the assistance of the Adaptive Feature Graph Update model (AFGU) [10]. In IoT, the sensor node is battery dependent and to increase the life of the battery, the Real-time Data Collection Model (RDCM) [11] is utilized. In IoT based WSN, the data is transferred by the nodes and the exposure of these nodes leads to the security attack. To avoid this issue, a new authentication information exchange [12] method is introduced. To provide the provisioning service for IoT, the software defined WSN (soft-WSN) [13] is introduced, through which the performance of the network is improved. The Firat Virtual WSN framework (FVWSN) is introduced to transmit the data and commands for the next set of networks [14].

For the secured data transformation, the key-management is used, through which the data is protected and the end-to-end encryption is done. To avoid the threats in the network Location Dependent Key-management (LDK) is presented in [15]. While establishing the key, the network nodes are authenticated with the help of transitory symmetric key [16] and the keys used are in pairs. To securely asses the communication, the secured links are clearly recovered by the state-of-the-art keys method [17]. Through this key, the q-s composition [18] is proposed to improve the features of the key. The three levels of security is provided by the Location dependent Key Management Protocol (LKMP-MS) for multiple sinks. By this key, the security is provided in the higher level [19].

The performance of the network is critical in WSN and so the Artificial Intelligence (AI) is used to enhance the reliability and performance. In WSN, the delay and the consumption of energy are the major issues, which are overcome by using AI based energy efficient robust routing scheme called ELDC [20]. The Back-Propagation based Artificial Neural Network (BP-ANN) [21] is used to determine the location and position. The Received Signal Strength Indicator (RSSI) from the anchor node is then collected by the mobile node with the help of laptop [22]. The issues in the classification of image is eliminated by the Convolutional Neural Network (CNN) with the combination of Auto-Encoder (AE). Thus, the extraction of feature is performed [23] in an efficient manner. The undefined attacks are found by using the Deep Neural Network (DNN), through which the static and dynamic sets of data are collected and evaluated [24]. The data transmitted quality is improved by proposing the scheme tolerance model [25] and the failed link is found by the improved quadratic minimum spanning tree.

In this paper, the smart grid is used to produce electricity and it is connected with the sensor to transmit and receive data. The data is transmitted quickly by identifying the shortest path of the nodes through the implementation of PNN. While transmitting the data from the smart grid to the IoT web page, it is secured by introducing the secret keys between the neighboring nodes with the aid of key-management. The combination of Lagrange’s theorem and the LBK management is implemented for better security performance. Thus, the security level and the network performance are enhanced with maximized lifespan of the network.

2  Proposed System

2.1 Smart Grid

The smart grid technologies help to enable renewables sources in multiple industrial applications but it difficult to decide the best technical uses with relevance to the factors like performance, cost of technology, non-technical issues and privacy. The characteristics of the smart grid are lists as variability, and high initial cost. The function of smart grid isclearly explained in the Fig. 1.

The operation of the smart grid system is provided by supplying the present information of the working system to provide the overall system control. This set of informations and control of the systems are used in several ways like,

•   The reliability of the distributed generation is maintained by minimizing the output level.

•   The output of the distributed generation is provided with the present information.

•   The distributed system is supported by controlling the system.

As it is difficult to monitor and control this system, the manufacturers of electricity generation are not confortable with this method. The monitoring and control of electricity generation are carried out by smart grid, which replaces the conventional power plants. Voltage regulation and cost are the vital impacts, which affect the distributed generation. The data are accessible from the smart grid and so the system operator gets precise value. However, these data are used to provide optimal output to the operator of the distributed systems.

Universally, the smart grid is not qualified with any agreement but in a wide range of communication, the technologies like information and control are used to contribute the operation of the electricity system with efficiency and flexibility.
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Figure 1: Function of smart grid

The technologies are characterized into four functions,

•   Smart meter: Based on the collection of data from various sensors, the smart grids are formed and the components of the electricity system are characterized by these sensors. The distributed system’s output and the power are measured by the meters whereas the generated temperature and vibrations are measured by the sensors. The characteristics of the electricity in the distribution line is measured by the meters.

•   Information displayer: The informations are gathered and analyzed. Then the analyzed data is displayed.

•   Information controller: The controller receives the information, which controls the reduction of electricity and the voltage stabilization.

•   Power resources: It minimizes the electricity demand by generating and storing the power.

Based on the cost and application, smart grid technology gets differed. In order to reduce the risk in integrating the renewables to the electricity systems, a prior consideration has to be given. Thus, the smart grids are used to provide better potential and to minimize the technological issues.

2.1.1 Integration of IoT with Smart Grid

The technologies like information sensing, transmission and preprocessing are achieved by smart grids in the earlier days but IoT is used as a significant technology for the development of grids in the recent days. In the existing power grids, the disturbances in the system are manually identified but in the smart grid, these disturbances are automatically known by the particular component called smart meter and it ceases the data that is transmitted from the sensors. Here, the IoT plays the major role in permitting this scheme as each grid components are provided with a IP address and the communication is accomplished in two-ways. The architecture of IoT in smart grid is classified into three stages. Initially, the states of equipment is analyzed by the smart devices of IoT. By this smart device, the informations are collected by using different technologies of communication. Finally, the smart grid is controlled by applying IoT and its application layers. The sensing of information at smart grid is developed by the IoT technology. In addition, the security, interaction, information collection are provided by IoT. The wifi-node Node MicroController Unit (MCU) is used as the IoT sensing device.

The sub-systems of the smart grids are power generation, transmission, distribution and utilization. However, the IoT is supplied to all these systems and it is enhanced by generating the IoT as the smart grid’s key element. In the power generating areas, the consumption of energy is monitored and controlled by IoT. At the transmission area, the transmission lines are monitored and controlled whereas the tower for transmission is protected. At the power distribution area, the equipment operations are managed and distributed automatically. At the power utilization area, the IoT with smart grid is used to improve the system performance.

The parameters that are obtained from the smart grid is transferred to the IoT web page through wifi- node MCU. The routing PNN is used to transmit the data quickly whereas the Lagrange key and the Location Based key management are used to protect the transmitted data. Thus, the data from the smart grid is transferred quickly and securely by this approach.

2.2 PNN

To transmit the received quickly to the IoT web page, the shortest path of the node is identified and transferred by using the PNN. When the number of nodes in the networks are increased, the network suffers to manage it. The Weighted Connected Dominated Sets (WCDS) of nodes with higher connectivity and energy are classified by using the PNN and the scalability of the node is identified by the clusters. The hidden layers in the PNN are used to train the data that are obtained from each nodes. At each node of the hidden layer, the clusters are placed instead of sensor node parameters. The function of the hidden layer at each node is represented as,


Hij=exp[∑(μijE.CE−1)/σij]
(1)

where, 
μijE
represents the cluster weight vector, 
σij
specifies the cluster standard deviation and 
CE
as the cluster energy.

The routing is efficiently performed by introducing the neural network, through which the sensor nodes are modeled with node dynamics and node interconnections along with other networks. The output of the present and previous sensor nodes are fed as the input for the neural network. Thus, the neural network model operates on the basis of the PNN, which assists in classifying and improving the network life span through WCDS.

For data communication, the identification of route is important since the consumption of energy during the routing performance and the network life span are decided by the route. Through this process, the clusters are formed. The sensor nodes divides the cluster as 
C1,C2,…,Cn
and these clusters are fed as the input to PNN.

The important factor of PNN is to select the training data sets. Thus, the clusters are considered as the trained data and these clusters are supplied to the PNN to make it highly efficient because the PNN consumes only the data with higher energy node. These nodes are then permitted to take part in the routing phase and the cluster data are assessed by measuring the distance metrics.

In WSN, n number of sensor nodes 
Xi
, i = 1…n are allowed to partition the cluster k. The clusters are assigned to all the sensor nodes, which have the closest distance. The value of the threshold is found by measuring this distance.

The PNN is used to quickly transmit the data by finding the shortest path between the nodes and it is clearly explained in the Fig. 2. The cluster is formed by the following procedures,
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Figure 2: Classification modes of PNN

Algorithm for cluster formation:
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After receiving the data from the smart grid, the PNN is used to quickly transmit that data. Through this PNN, the training data are initially formed and then the shortest path of the nodes are identified so that the data are transmitted quickly to the IoT web page. To secure the data during transition, the Lagrange and the location based keys are used.

2.3 Key Management

To securely transmit the obtained data from the smart grid to the IoT web page, the keys are used. In this proposed system, the data is secured by using both the private and public keys, in which the Lagrange is used as private key. By this key, the data are encrypted at the source node and decrypted at the destination node. The LBK management is used as the public key, in which the node to node encryption and decryption is performed. Thus, the data is securely transmitted by using the key-management like Lagrange’s theorem and LBK management.

2.3.1 Lagrange Theorem

The data from the smart grid is securely transmitted by using the private key Lagrange, in which the decrypted keys are retained by using the Lagrange theorem through smart sensors in the absence of hierarchical structure in its sector departments. Thus, the Lagrange not only provides the algorithm for encryption and decryption but also provides the scheme for secured key management.

Secured Transformation of Data

The data is securely transmitted by following the three set of phases.

Phase 1 Generation of Keys

Initially, the session key is generated by the threshold cryptography and Lagrange, in which each cluster node requires minimum value of threshold 
tTh
. The finite field is p 
>
n, the equation of polynomial GF(p) is considered with the condition of, 
a0,a1,a2,…,ak−1∈GF(P)


F(X)=(a0X0+a1X1+a2X2+…+at−1Xt−1)modP
(2)

where F(0) = 
a0
= secret key (SK), P is used to represent prime number that are huge.

Now, the partial keys 
Si=f(idi)
are provided for all the users’ identity id. The Lagrange is evaluated with 
(X,Y)=(i,Si)
distinct point,


F(x)=∑i=1k⁡Yi∏1≤j≤k,j≠iX−XjXi−XjEq−1
(3)

If f(0) = 
a0
= S, then the shared data are expressed as,


k=∑i=1k⁡DiYi
(4)

In which 
Di
is represented as,


Di=∏1≤j≤k,j≠iXjXj−Xi
(5)

With the help of 
F(0)=a0modP=(SK)
, the secret key is developed with arbitrary node t.

The secret keys are generated by using the following mechanisms,

•   The generation of id node is not generated randomly.

•   The secret keys that shared are generated by this node.

•   The secret keys are regenerated by placing the threshold id node permanently.

•   The GF(p) polynomial equation is considered with p > n finite field.

•   Select 
a0,a1,a2,…,ak−1∈GF(P)
, 
g(X)=(a0X0+a1X1+a2X2+…+at−1Xt−1)modP
.

Algorithm for key generation:
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Phase 2 Encryption

•   The Lagrange polynomial generate the secret key and this generated key is used as the integral form.

•   This integral form provides the message in a secured way.

Phase 3 Decryption

•   The session key is generated by the shared partial information.

•   The integral transformation is used to decrypt the message.

2.3.2 Location Based Key-Management

The data from the smart grid is securely transmitted by using the public key of LBK management, which involves in performing the node to node encryption. In the network, the nodes are added at any situation by using the LBK management. When the node is began to initiate, it is unable to stop the node within a limited interval, which is regarded as the major constraint of this approach. After this limited interval, the node gets compromised by the adversary. Once the node is compromised, then the adversary is able to assess the keying material over the nodes. The LBK comprises of two set of nodes such as Sensor Node (SN) and Anchor Nodes (AN), among which the AN has the capacity to transmit the data at any range of power. Before placing the sensors, the common key is provided to each sensors and after initiating the sensor, each node uses this key after receiving the nonces from the AN, which leads to the generation of sub-keys. By this sub-keys, the new keys are generated between the neighboring nodes. The keys for each link are different and the common keys are avoided if it is repeated. Thus, the created sub-keys are monitored by the adversary to avoid the security lack. The LDK requires three set of phases at the sensors lifetime, which are pre-deployment, initialization and communication phases.

At the pre-deployment phase, the single common key is provided at the each nodes of both the anchor and sensor nodes to minimize the key-management cost. After this the initialization, this the beacons are transmitted from all anchor nodes. Thus, each beacon is transmitted at various power and it is generated by the nonces created by the common keys. By the anchor nodes, each sensor node is supplied through the set of beacons that are generated by the common keys. Thus, the sub-keys are generated by the sensor nodes with the supplied common keys and beacons.

To prove this, the sensor node 
Si
is considered and the beacons obtained from the several anchor nodes are determined as 
Ri
whereas the presence of nonces in beacon is taken as 
n1i,n2i…nRii
. However, the 
Si
node receives 
Ri
, which is obtained by the common keys K. These keys are updated as 
K1i,K2i,…,KRii
and these sub-keys are represented as 
Kji=HK(nji)
, in which the H(.) is mentioned as the one way function that is common for each available sensor nodes. At the end of the initialization phase, the sensor node neglects the provided common key K. At the network, the updated keys are created by the sensor nodes and the generated keys depends on location. Thus, the generated sub-keys varies as per the location of the sensor node. Hence, the value of the generated keys are different.

In the communication, the secrete links are developed by the keys that are generated in the initialization phase. To clarify this process, the parameters are used, in which the 
Nc
is used to represent the required common keys that are used to generate the link for communication whereas 
Nc¯
is used to represent the amount of common keys that present in-between the sensor nodes. When 
Nc
is smaller than the 
Nc¯
or when both are equal, it is able to create the secured communication link by the common key between two nodes. The representation of common key is 
H(K1i,K2i,…,KNc¯i)
, in which the one way function is represented as H(.).

At LDK, the nodes are added to the network at any time and the sensor nodes are initiated by the common key K to join with the network. It is situated in the deployed sensor nodes and it is then pre-deployed by the anchor nodes with the same beacons and the nonces with the same level of power. However, this pre-deployment is repeated for the newly deployed sensor nodes. Thus, the smart grid information, which is transmitted between the nodes are secured by the LDK.

Thus, the data obtained from the smart grid is transmitted to the IoT web page quickly and securely. To quickly send the data, the routing is performed by using PNN, which discovers the shortest path to transmit the data without any delay. For the fast and secured communication, the Lagrange and LBK are used. From Fig. 3, it is clear that the step by step process of key generation, encryption and decryption.
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Figure 3: Flow chart for key generation, encryption and decryption

3  Results and Discussions

3.1 Simulation Parameters

The required environment for performing the smart grid simulation contains smart meter 
(Mi)
and service provider 
(Sj)
. At this NS2 simulation, the specifications of the parameters are given in the Tab. 1. The range of communication, which is required by 
Mi
is 100 m and required the time for the simulation is 1800 s (30 min). Moreover, the PNN is used as the routing protocol in this simulation and the Medium Access Control (MAC) is examined as standard IEEE 802.11. However, different parameters are used in the NS2 simulation.
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The data that are obtained from the smart grid includes grid voltage, grid current, frequency and output voltage. The voltage, current, frequency and speed sensors are used to monitor the speed of the devices like PV, DFIG and battery. The ADC unit is used to connect those sensors directly with the Arduino control, in which the data are converted to digital. Then the the digital data is obtained as the output of the Arduino and these outputs are directly connected to the MCU unit. Thus, the resultant data are then stored in the cloud by node MCU. From Fig. 4, It helps in monitoring the required data in the IoT web page. The Mean error comparison of proposed PNN with the existing CNN and DSR is given in the Tab. 2.

[image: images]

Figure 4: Smart grid monitoring in IoT page
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3.2 Performance Analysis for Encryption and Decryption

The keys are generated with the interval and the required time to create the keys is given in Fig. 5. The data from clouds is assessed by several users and then the keys are generated at the small interval of time by the clouds. However, the proposed work achieves less consumption of time to generate the keys for encrypting and decrypting the messages.
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Figure 5: Time required for generating keys

The required time for performing the encryption and decryption is achieved by the size of the data as represented in the Figs. 6 and 7. In this figure, the increase of time depends on the size of the file and the time that is required to perform this files is less in this operation.
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Figure 6: Time required for encryption
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Figure 7: Time required for decryption

From Fig. 8, it is clear that the PNN achieves the maximum score. When the user request the service, the PNN acts quickly by satisfying its client at the top notch. Various decision factors are represented in the following figures. Initially, the decision threshold for satisfaction is performed to find whether the transaction is favorable or not. The satisfactory and analogizing rates are achieved in high level for lower threshold gain whereas the satisfactory and the analogizing rates for the higher threshold are improved by performing exact resource classification. When the preference of the users are increased at various threshold, the transmission is steadily achieved at the given interval of time. The user satisfactory comparison is represented in Fig. 9.
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Figure 8: Convergence ratio comparison
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Figure 9: User satisfactory comparison

The success ratio of service matching with various decision thresholds are represented in Fig. 10 and the user satisfaction's success ratio is shown in Fig. 11. It is clear that the user satisfaction level is slightly enhanced
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Figure 10: Success ratio of service matching with various decision thresholds

[image: images]

Figure 11: User satisfaction’s success ratio

The performance of the distance based localization is done by the replica place whereas the mobile roaming at 120 m × 120 m is assigned unevenly by 10 sensor nodes and 4 anchor nodes. The ratio of error with the fixed distance is 0.1 for the whole network and the valid approximation of space is 90. The error in mean approximation is found by building the unequal locations for mobile sensors. The system undergoes four iteration, through which the mean error is found. It is enlarged to 4:8096–6:3613 in dynamic stage and absence of enlargement in static stage. From Fig. 12, it is clear that there are several amount of aberrant users and however, the ratio of success is reasonably enhanced.
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Figure 12: Effect of trust in transaction ratio of success

The iterations for mean estimation of proposed PNN is compared with the existing CNN and DSR is shown in Fig. 13. By this comparison, it is clear that the rank of communication is varied as 100, 200, 300, 400, 500 m. By monitoring the delivery ratio, detain, energy utilization and throughput, the PNN drops joining the range of transmission.
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Figure 13: Four iteration for mean iteration

From the Fig. 14, the proposed PNN is compared with the existing CNN and DSR in terms of delivery ratio. By this comparison, it is clear that the proposed method is better than the existing methods.
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Figure 14: Transmission range vs delivery ratio

The estimation of delay is obtained by comparing the proposed PNN with the existing CNN and DSR. From Fig. 15, it is clear that the delay in PNN is reduced than the existing methods.
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Figure 15: Transmission range vs. delay

The PNN is compared with the existing methods like CNN and DSR to evaluate the amount of energy consumption. Fig. 16 validates that the the PNN requires small amount of energy than the other conventional methods.
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Figure 16: Transmission range vs. energy consumption

The throughput is evaluated by comparing the proposed PNN method with the existing CNN and DSR. From Fig. 17, it is proved that the throughput of the PNN is higher than the the existing methods.
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Figure 17: Transmission range vs. throughput

The packet drop in the PNN is evaluated by comparing it with the existing CNN and DSR methods. As per the Fig. 18, it is clear that the PNN throughput is improved than the existing methods.
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Figure 18: Transmission range vs. packet drop

3.3 Analysis of Energy Consumption

The transmission system at all nodes is evaluated by the standard delimited technique, which is actually a calculation of energy utilization. The mean value in the transmission is used to exchange the informations between the webs with the controlled sensor nodes. The duplicate mean value at the transmission is examined by the required rank for the techniques PNN, CNN, DSR with beacon nodes of 20%. The mean range is 4 and the web nodes are given as 100, 150, 200, 250, 300, 350, 400 as represented at Fig. 19.
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Figure 19: Comparison of energy consumption

When the web node is maximized at the node 200, it minimizes the fraction to 10% in the comparison of PNN, CNN, DSR, which is significantly portrayed Fig. 19. When the node is maximized, the perfectly situated nodes are also maximized but the the required gain gets lowered when the node is improved to 200. When the node to be transmitted is less than 250, the mean of DSR is 4 times lesser than the CNN whereas CNN is 2 times lesser than the PNN, which shows that the DSR transmission is balanced by decreasing the 50% through the implementation of CNN. However, there is no contact between the beacon nodes and undetermined nodes. When the data is transmitted by the undetermined node, the overall data are minimized by the proposed method and it is transmitted to the web by minimizing the mean transmission.

The mistakes in the velocity are minimized and the amount of reference node is improved. In addition, the mean value is provided. When the value of mean is high, the inserted error is increased by reducing the dependence of reference node velocity. By using the PNN, the factors like throughput, packet drop, delay energy consumptions are optimized.

4  Conclusion

In WSN, data is transmitted without any disruptions by utilizing secured communication and data distribution but the security of data is low in this method. In this work, the smart grid is considered as the source node to develop the flexibility, efficiency and adaptability. The major role of smart grid is the sensing of data and communication. The data from the smart grid is quickly transferred through the routing PNN by discovering the shortest path of nodes. The key-management is used to perform the communication with security whereas the Lagrange theorem LBK management is utilized to generate the secret keys for transmitting the data between the keys without ant interior threats. The Lagrange theorem is used to minimize the distortions in the transmitted signals. Thus, the security, throughput, packet loss and delay are regulated to a greater extent by this proposed work.
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Step 1: The cluster center is initialized, y, =7, i=1,...,k
Step 2: The distance of the cluster that is close to the nearby nodes,
Ci=1{j:d(X, 1) <dX, )l #ij=1,...,n}
Step 3: By the nearby nodes mean distance the cluster positions are fixed.
w = 1| X_j € ciX;, Vi
Step 4: Until the cluster 1s formed the step-2 and 3 is repeated.
where, amount of sensor nodes in ¢ is represented as |c|, ¢; represents nearby node distance and the it
belongs to the cluster 1.
The square of the Euclidean distance d(X, 1,), is used by the cluster
Cr = {d(x1,31)},d(x2,12), . ..,d(xi,yj), i=1....n,j=1....n,
and the k 1s represented as cluster.
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Total amount of users = N;
for(1=0; 1 <t; 1++)

{
1d[i];
;
for(1=0;1<t; 1++)
{
nr = 1;
dr = 1;
for( = 0; j <t; j++)
{
if(j 7 1)
{

nr = nr*(X-1d[j]);

dr = dr*(1d[1]-1d[j]);

g(X) = ((nr/dr)*F1d[1])); /*Node 1d used to generate the polynomial equation™®/
)
The secret key 1s generated by assigning the value for X;

Sk = g(X)mod P; /* Session key = Sk*/

/* Sk 1s used to secure the communication in nodes*/
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Table 1: Simulation parameters

Parameter Description
Platform Ns2

Number of smart meters (M;) 15

Number of service provider (S,) 100

Simulation time 1800 s

Routing protocol PNN

Medium access control type IEEES02.11 MAC

Communication range of M; 100 m
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Table 2: Comparison of PNN with CNN and DSR

Iterations Mean error (DSR) Mean error (CNN) Mean error (PNN)
Iteration 1 114.1541 m 80.0968 m 19.8755 m
Iteration 2 114.4581 m 80.3501 m 20.0338 m
Iteration 3 114.6485 m 80.3613 m 20.1462 m
Iteration 4 115.2272 m 90.8096 m 20.8136 m
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