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Abstract: Smart Grids (SGs) are introduced as a solution for standard power distribution. The significant capabilities of smart grids help to monitor consumer behaviors and power systems. However, the delay-sensitive network faces numerous challenges in which security and privacy gain more attention. Threats to transmitted messages, control over smart grid information and user privacy are the major concerns in smart grid security. Providing secure communication between the service provider and the user is the only possible solution for these security issues. So, this research work presents an efficient mutual authentication and key agreement protocol for smart grid communication using elliptic curve cryptography which is robust against security threats. A trust authority module is introduced in the security model apart from the user and service provider for authentication. The proposed approach performance is verified based on different security features, communication costs, and computation costs. The comparative analysis of experimental results demonstrates that the proposed authentication model attains better performance than existing state of art of techniques.
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1  Introduction

Smart Grid is considered as the next-generation power system and the development of the smart grid has gained more attention due to ever-increasing electricity demand, electrical power systems complexity and the requirement for reliable and efficient power sources. Unlike conventional grids, a bi-directional flow is possible in smart grids to transfer electricity and information. The demand requirements of a consumer can be satisfied through a smart grid. Reliable and secure data communication, system monitoring and supervisory control strategies of the smart grid reduce the consumer energy cost and consumption and increases the overall system efficiency. Smart grid monitoring ability simplifies the manual interventions in network management. From production to distribution of energy to consumers can be effectively monitored through smart grids. As per statistics, by 2040 the electricity demand will increase more than 40% keeping the present situation as a baseline. The global energy utilization will increase by 49% and the total energy generation will increase by 72% compared to energy demand in the year 2014 [1]. Smart plays a major role to balance demand and generation through its smart features.

Fig. 1 the existing legacy power grid systems provide a limited unidirectional flow of energy and information. Legacy grid communication is widely adapted for data acquisition from sensors located in the distribution and transmission points. It uses limited control signals for transmission and fault detection [2]. Supervisory Control and Data Acquisition Systems (SCADA) perform the data acquisition. However, due to limited sensors and control signals, legacy power grids provide limited services to consumers [3]. On the contrary smart grid can handle a large number of sensors and actuators. The components can be deployed at any level from user homes to power plants [4]. Sensors are not only used for data acquisition and can be used for information exchange also. In order to handle such large sensor data, smart grids must have a reliable secure communication infrastructure. A high data rate requires wide bandwidth and that must be satisfied by the communication infrastructure [5]. Also, the infrastructure must be adaptive to changes [6]. A simple illustration for smart grid communication is depicted in Fig. 1.
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Figure 1: Smart grid communication

Smart grid communication infrastructure comprises three networks such as Wide Area Network (WAN), Neighborhood Area Network (NAN) and Home Area Network (HAN) [7]. Small region communication typically for offices or homes can be operated with HAN. The transmission rate of HAN is 100 bps. Devices in the home that consumes electrical energy and smart meter are generally connected to HAN. Using Ethernet or ZigBee technology HAN can be implemented for efficient energy management [8]. Neighborhood Area Network is employed where connection requires for urban buildings. One NAN can able to connect multiple HANs. In the smart grid, the energy consumption data of individuals can be obtained from NAN by connecting HANs. The data collected in NAN are stored in data centers and it is analyzed to obtain energy generation and demand patterns [9]. The transmission rate of NAN is a maximum of 2 Kbps and it can be deployed through cellular and Wireless Fidelity (Wi-Fi) technologies. To extend the range of communication WAN is deployed that can connect several NANs and the operating range is usually tens of kilometers [10]. Based on WAN, all the smart grid communication modules such as energy generation, control center, transmission and distribution are performed. It has the maximum transmission rate in Gbps and it can be implemented using Worldwide Interoperability for Microwave Access (WiMAX), Ethernet, 3G or Long-Term Evolution (LTE), microwave communications [11].

In order to control smart grid components, data acquisition and analysis are important and they can be obtained through efficient communication systems. Thousands of smart meters and control devices deployed in smart grid generated huge data continuously and it needs to be transferred bidirectionally [12]. Processing such huge data through a communication system is vulnerable to attacks [13,14]. Smart grid data transmission is divided into three categories as

1)   Transmission of smart meter data to the local data center and operator center.

2)   Transmission of data from smart devices to operator center.

3)   Transmission of control signals from operator center to smart devices.

Intercepting the first category of data transmission, the intruder can modify the billing system and it will lead to economic loss for the generation company [15]. Intercepting the second category of data transmission, intruders modify the parameters of smart devices such as transformers, switches, generators, Flexible AC Transmission (FACT) devices and turbines to make wrong decisions. Intercepting the third category of data transmission, an intruder will replace the signal which leads to severe equipment damage, loss of control, etc., Securing the data transmission in smart grid communication to prevent unauthorized access requires an efficient encryption mechanism at the software level [16]. This research work is aimed to develop a secure communication infrastructure for the smart grid so that efficient monitoring and controlling of smart data is achieved to improve operational efficiency.

2  Literature Works

The authentication model reported improves the security features of advanced metering infrastructure in smart grids using a certificate and Intrusion Detection (ID) based mechanism. Data integrity attacks, replay attacks, and impersonation attacks are eliminated using the authentication model. The performance of this two-stage authentication is much better than complex certificate-based authentication schemes. The Key generating center in the system performs complex computations thereby it reduces the computational complexities of individual terminals. Customer data privacy support through software guard extensions (SGX) enabled smart grid system reported in eliminates the requirement of complex cryptography mechanisms. Advanced encryption standard algorithm is incorporated with SGX to ensure data privacy and provides high-speed data communication for smart grids.

A certificate less signcryption for smart grid system access control reported in [17] used proxy re-encryption to improve the data confidentiality, non-repudiation and integrity. To ensure the benefits of certificate-based signcryption, the Internet of things (IoT) enabled smart grid system with certificate-based signcryption and proxy re-encryption model [18] is reported in that improves the confidentiality, unforgeability and forward secrecy in the smart grid communication. The reported signcryption process reduces the computation cost and communication cost and makes it appropriate for the system which needs more resources.

A demand response management system (DRMAS) for the smart grid [19] is proposed in to prevent modifications in the smart grid communication channel. Elliptic curve cryptography-based certificate is used to secure the demand responses and obtain a better tradeoff between overall performance and security features. A similar Elliptic curve cryptography-based secure key arrangement model for smart grid is reported to authenticate [20] the communication between the smart meter and service provider. An automatic protocol verifier is also used to assess the security features of the system [21]. However, the system requires a separate module to identify anonymities which is considered as a major limitation.

To detect data integrity attacks in smart grid load frequency control a model-based detection system is reported [22] in that uses statistical methodologies with public key encryption to verify the messages in the power system communication. authors have designed a resilient controller that identifies three different types of attacks on data integrity and identifies even a small modification in the data. Secure transmission of big data in smart grid communication reported presents a lightweight [23] quantum cryptography model for guaranteed security. The traditional communication model is improved by introducing a quantum key generation and distribution protocol that ensures data safety in the power system.

The impact of security attacks on smart grid communication is analyzed [24] through a semi-supervised deep learning model. To identify false data injection attacks General Adversarial Network (GAN) is combined with an autoencoder. High detection accuracy and robustness against attacks are the major merits of the research model. However, it requires a clustering method to group the operation model which increases the computation cost of the system. To detect malicious data injection attacks a priority-based protection mechanism is reported in [25]. The enhanced protection mechanism performs better than existing priority-based protection strategies and reduces the further possibilities of attacks. From the analysis, it is observed that efficient authentication and encryption schemes can improve system performance and enhance grid communication security. However, the performance of the existing certificate-based authentication system can be further increased. In the case of Intrusion Detection (ID), based on authentication approaches the security of data is uncertain. So, it is essential to develop a model that provides data security and authentication to enhance the efficiency of the smart grid system. Based on this observation, a hybrid authentication and encryption scheme are presented in the following section.

3  Preliminaries

The essential preliminaries for the proposed work are discussed before preceding the working of the secure smart grid communication model.

3.1 Network Model

The proposed system model for smart grid communication is depicted in Fig. 2. It mainly consists of three components such as user 
ui
, service provider 
(SP)
and trust authority 
(TA)
. The trust authority is responsible for providing essential parameters and security keys for the users. So that user can encrypt the data and store it in the server. Users can access data service from the server using the key obtained from the trust authority.

•   
ui
is an active user in the smart grid which holds the smart meter and other devices to receive the key from the trust authority 
(TA)
in the registration process. The user then exchanges the essential parameters with the service provider 
(SP)
and initiates secure communication using the session key obtained from 
(TA)
.

•   Trust authority 
(TA)
is an entity that registers the user 
ui
, and Service Provider 
(SP)
and provides the necessary credentials. The user and service provider will authenticate each other using a public network with the support of a trusted authority.

•   Similarly, service provider 
(SP)
also need to register with Trusted Authority 
(TA)
to obtain credentials to authenticate the user 
ui
. If the 
ui
and 
(SP)
authenticate each other mutually through Trust authority 
(TA)
then they will establish a shared session key for further communication Fig. 2.
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Figure 2: Proposed work system model

3.2 Security Requirements

The security requirement of the proposed system model is defined to ensure guaranteed security in smart grid communication. The definitions are observed based on the common network communication functionalities and requirements. Tab. 1 gives a summary of requirements and their description. Based on seven categories the security requirements of the proposed system are framed and it is described in detail . All the given requirements are essential and the proposed system must satisfy all in order to be a better and more efficient smart grid communication model.

[image: images]

3.3 Elliptic Curve Cryptography (ECC)

In the proposed smart grid communication, elliptic curve cryptography is used. The performance of elliptic curve cryptography is much better than Rivest–Shamir–Adleman (RSA), Digital Signature Algorithm (DSA), and other cryptography algorithms. The basic definition for elliptic curve cryptography is presented here, however, we have included few modifications in the cryptography scheme that is discussed in Section 4. The traditional elliptic curve cryptography is defined based on a non-singular elliptic curve 
Eq(m,l)
over a finite field 
zq
and it is mathematically expressed as


v2modq=(n3+mn+l)modq
(1)

where q represents a large prime number, 
m,l
are the elements of the finite field. The condition to attain nonsingular elliptic is 
4m3+27l2modq≠0
. The commutative group is expressed as


cg={(n,v):n,v∈zqand(n,v)∈Eq(m,l})∪⁡{o}
(2)

The above expressed group is obtained from the points 
Eq(m,l)
and the term 
𝒪
represents the point at infinity. The points denoted by (1) must satisfy the condition 
q+1−2q≤Eq≤q+1+2q
. The operation of elliptic curve cryptography is summarized as follows.

•   If 
q=(n1,v1)
and 
p=(n2,v2)
are the two points obtained from Eq. (1), the scalar addition of q and p is obtained as 
s=(n3,v3),
if q and p are not equal. Where 
n3=(α2−n1−n2)(modq)
and 
v3=(α(n1−n3)−v1)(modq)
. The term 
α
is given as


α={l2−l1n2−n1(modq),ifp≠q3n12+m2v1(modq),ifp=q
(3)

•   The point q on Eq. (1) should be added x times for scalar point multiplication and it is given as


xq=q+q+q+…+q(xtimes)
(4)

•   For doubling operation, the point q is added with same q to obtain new point and it is expressed as


p=2q=q+q
(5)

•   For point subtraction operation, the points 
q=(n1,v1)
and 
p=(n2,v2)
are equal to 
𝒪
as 
q+p=𝒪
. This indicates that 
n1=n2
and 
v2=−v1
.

•   The order of point q is defined as smallest positive integer i and it is given as 
iq=𝒪
.

Based on the above operations, elliptical curve cryptography characteristics are observed.

In the hardness function description, two factors are considered such as negligible function, computational Diffie-Hellman assumption. If the function r is the security parameter, then the negligible function 
ϵ(r)
is given as 
ϵ(r)≤1rhif∀h>0,∋r0
. So that 
∀h>r0. 
For computational Diffie-Hellman assumption, for a given tuple 
(q,xq,yq)
where 
x,y∈zq
and 
q∈Eq(m,l)
. However, it is intractable to compute 
xyq
based on that the adversary function 
A
is given as


AdvACDH=Prob[A(q,xq,yq)]=xyq:q∈Eq(m,l),x,y∈zq]
. The success probability of time bounded probabilistic polynomial and adversary are related and it is given as 
AdvADH≤ϵ
.

3.4 Threat Model

The threat model for the proposed work is extracted from the security assumptions given in [26]. The threat model assumes that adversary function can able to track the messages, and it can modify the information in the messages, stored keys, session states, credentials and insertion of malicious contents or deletion of existing contents can be performed by adversary function. Also, the endpoint entities are also considered as non-trustworthy. To obtain the maximum capability of proposed system, other than existing security assumptions few more assumptions are considered as follows.

•   The adversary is considered as polynomial time-bounded adversary 
A
and the participants 
(ui,TA,SP)
interacts each other about the queries that helps to perform attack. The adversary attack may be an outsider attack or any other attack as listed in Tab. 1.

•   If the adversary 
A
is an insider and maintains trust authority is allowed to access the stored data present with service provider to extract secret information.

•   All the communication takes place in public channel is controlled by adversary 
A
. So that blocking, removing, injecting or modifying the messages can be possible.

•   The adversary 
A
function has no capability to alter the messages in the secure channel.

•   The secret value of user can be obtained by adversary 
A
through reverse engineering process or directly obtain from Trust authority (TA) and Service Provider (SP). However, simultaneous operations are not allowed.

4  Proposed Secure Smart Grid Communication Model

The proposed secure smart grid communication model includes secure authentication and key agreement scheme and it comprises of four tasks such as user registration, service provider registration, authentication, and dynamic update. Initially to set up the environment, trust authority selects the private key and system public parameters. The process of selecting trust for that large prime number is selected. As per Eq. (1) the condition is given as 
q≥2j
. A base point is selected with order q as 
q∈Eq(m,l),
similarly, a hash function is considered as 
h:{0,1}∗→{0,1}j
. A private key is selected 
spr∈zq
and published as system parameters 
{Eq(m,l),q,p,h(.)}
.

4.1 Service Provider Registration

The service provider registration phase registers the system to trust authority and receives the secret parameters which are required for further authentication. Each system registration ID are obtained along with its pseudo-identity and it will be stored in the trust authority database to verify the service provider. The steps followed in the service provider registration is summarized as follows.

•   SP chooses an identity 
IDx
and it is transmitted to Trust Authority (TA) through a secure channel.

•   The uniqueness of 
IDx
is verified by Trust Authority (TA) by comparing with the existing identities in the database. If it matches then TA requests SP to select new 
IDx
. Otherwise, TA selects a uniform random number 
ax∈zq
and generates 
PIDx
and 
kx
as Fig. 3


PIDx=h(ax||IDx)
(6)


kx=h(IDx‖s‖ax)
(7)
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Figure 3: Service provider registration process

The details 
IDx,PIDx,kx
are stored in the Trust Authority (TA) database and 
IDx,PIDx,kx
, h(.) are send to Service Provider (SP) through a secure channel. Fig. 3 depicts the service provider registration process in detail.

4.2 User Registration

The user registration phase registers the user to trust authority and receives the secret parameters which are required to prove the identity to Service Provider (SP). For each user, a registration ID is obtained along with its pseudo identity so that the user can have access to the data from the database. Fig. 4 depicts the service provider registration process in detail.
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Figure 4: User registration process

The steps followed in the user registration are summarized as follows.

•   User 
ui
chooses an identity 
IDy
and password 
PWy
it is transmitted to trust authority (TA) through a secure channel. The uniqueness of 
IDy
is verified by TA by comparing with the existing identities in the database. If it matches then TA requests 
ui
to select new 
IDy
. Otherwise, it generates 
PPWy
as


PPWy=h(h(IDy||ay)⊕h(PWy||ay)
(8)

The details 
IDy,PPWy
are send to SP securely.

•   SP receives 
IDy,PPWy
and selects two uniform random numbers 
aw,az∈zq
and generates 
FIDy,ay,my,andly
as


FIDy=h(IDy||aw)
(9)


ay=h(FIDy‖s‖az)
(10)


my=h(FIDy‖PPWy‖aw||ay)
(11)


ly=h(my||FIDy)
(12)

The details are stored in SP database and sends 
aw,ay,ly
, h(.) to user 
ui
through secure channel.

•   The details 
aw,ay,ly
, h(.) received from SP are stored in 
ui
storage.

4.3 Login and Authentication

In login and authentication process, the user and service provider mutually authenticate each other with the support of trust authority and then establishes a common session key. So that user will securely transmit the data which is encrypted using the session key. The process is summarized as follows.

•   User 
ui
enters the identity 
IDy
and password 
PWy
and calculates the following


PPWy∗=h(h(PWy||ay)⊕h(IDy||ay))
(13)


FIDy∗=h(IDy||aw)
(14)


my∗=h(FIDy∗‖PPWy∗‖aw||ay)
(15)


ly∗=h(my∗||FIDy∗)
(16)

The user database checks whether 
ly∗=ly
and if so, the next step is executed otherwise, the login request is aborted.

•   A timestamp 
(T1)
is selected by 
ui
along with a random number 
at∈zq
, then 
ui
generates 
m1i


m1i=h(T1||FIDy||ay)
(17)

The details 
T1,atq,m1i,FIDy,PIDx
to SP through a public channel.

•   At time 
(T2)
the messages 
T1,atq,m1i,FIDy,PIDx
are received by SP and check the message freshness based on verifying the time durations 
|T2−T1|≤ΔT
. If it is correct SP receives the tuple 
IDy,FIDy,ay
from database and generate 
A1i′
as


m1i′=h(T1||FIDy||ay)(18)

Then it checks 
m1i′=m1i
if so, then user 
ui
gets authenticated and SP computes 
kxy
and 
m3i
, other wide process get terminated.


kxy=kx⊕ky
(19)


m3i=h(T1||FIDy||ay)
(20)

Further the values 
m3i′=m3i
is checked to authenticate TA. Now CP selects a uniform random number 
ao∈zq
and generates the session key and authentication function as


sky=h(IDy||aozxp||ay||FIDx)
(21)


Auty=h(sky||FIDx||T3||ay)
(22)

The final details 
aop,T3,Auty
are transferred to 
ui
through the public network.

•   User 
ui
receives the details 
aop,T3,Auty
and checks the freshness of arrival 
|T4−T3|≤ΔT
. The session key is calculated as 
skx=h(IDy||aozxp||ay||FIDx)
and authentication as 
Autx=h(skx||FIDx||T3||ay)
. The user terminal checks 
Autx=Auty
, if so, it authenticates the SP, else the process will be terminated Fig. 5.
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Figure 5: Login and authentication process

Fig. 5 depicts the Login and Authentication process in detail

4.4 Dynamic Update

The dynamic update discusses the necessity of adaptability of changes in the communication module. Due to physical damage or accidental damages, the system must update itself and reconfigures to reach the nearby location. The steps followed in the dynamic update process are given as follows.

•   A new unregistered user selects an identity 
IDxnew
and transmit the details to the trust authority across the secure channel.

•   The uniqueness of 
IDx
is verified by TA by comparing with the existing identities in the database. If it matches then TA requests SP to select new 
IDx
. Otherwise, TA selects a uniform random number 
axnew∈zq
and generates 
PIDx
and 
kx
as


PIDxnew=h(axnew||IDxnew)
(23)


kxnew=h(IDxnew‖s‖axnew)
(24)

•   The details 
IDxnew,PIDxnew,kxnew
are stored in the TA database and 
IDxnew,PIDxnew,kxnew
, h(.) are send to SP through a secure channel. Fig. 6 depicts the service provider registration process in detail.
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Figure 6: Dynamic update process

5  Result and Discussion

The proposed model performance is evaluated by cross verifying the features of the authentication process. This informal security analysis checks whether the system satisfies the security attributes and functionalities. For this, the parameters like Mutual authentication, Session Key Agreement, Untraceability, Anonymity, Availability, Robustness are considered.

•   Mutual authentication: In the proposed approach, the trust authority authenticates the message 
T1,atq,m1i,FIDy,PIDx
received from the user 
ui
through the condition 
m1i′=m1i
. Similarly, the service provider also authenticates the message 
aop,T3,Auty
through the condition 
m3i′=m3i
. The user also computes 
Auty
and verifies whether the received 
Auty
is equal to 
Autx
. From this, it is clear that mutual authentication is obtained in the proposed model.

•   Session Key Agreement: In the proposed work a session key 
sky=h(IDy||aozxp||ay||FIDx)
is used. The session key is common for user and service provider

•   Untraceability: The authentication step in the proposed work specifically selects the timestamps, uniformly selected random numbers for each section which prevents the adversary to obtain the relationship between the user and service provider.

•   Anonymity: In the proposed work, to preserve the user anonymity, user and service provider identities are kept safe from an adversary 
A
. Since the communication model uses encrypted text on the public channel while requesting access. Also, the utilization occurrence of identities is used in the registration phase only after pseudo identities are used for further communication. This depicts that the proposed communication model maintains the anonymity of the adversary.

•   Availability: In order to prevent access to the authorized user, adversary 
A
send flooding messages which may increase the computation overhead to the system. This leads to denial of service to the user. In the proposed communication model, before accepting the communication request, the user authentication request is verified using a scalar multipoint elliptical curve multiplication operation. Also, to ensure the freshness of the messages timestamps are used in the proposed work that avoids processing of old messages. In the authentication process, a random number is used that prevents the adversary 
A
to submit repetitive messages.

•   Robustness: The proposed communication model is robust to attacks such as Impersonation Attack, Known Session Key Attack, Replay Attack, Man-in-the-Middle Attack, Insider Attack, capture attacks. The utilization of session key, authentication key and its verification based on trust authority make the system robust against attacks.

The proposed model has been simulated in a Java environment and the JDK version is 1.8. Java cryptography library function is used in the experimentation. The system processor is an Intel i5 processor 3.5 GHz frequency and 16 GB RAM. Based on the NIST standard a 256-bit key length is considered for the experimentation. Security functionality features, computation cost and communication cost are compared with related works. From the results it is observed that proposed work attains better performance for all three parameters. Tab. 2 depicts the security feature comparison of the proposed work and existing works. 10 features are considered for analysis and it is observed that for all the ten features the proposed model responds and performs well than existing works.
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The computation cost of the proposed model and existing models are compared and depicted in Fig. 7. It is observed that the proposed model attains minimum computation cost compared to existing methods. The simple authentication procedure followed in the proposed approach consumes minimum computation cost whereas the complex procedures in the existing works take more time for authentication which increases the computation cost.
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Figure 7: Comparison of computational cost

The communication cost for the proposed approach and existing approaches are compared and depicted in Fig. 8. Three messages are forwarded in the communication model to measure the communication cost in bits. It is observed from the analysis, existing methods exhibits more communication cost compared to proposed communication model. Due to the increased communication cost the overall performance also degrades in the existing works. However, in the proposed work due to minimum communication cost and computation cost the overall performance and efficiency of the system increases which makes the application suitable for dynamic environments.
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Figure 8: Comparison of communication cost

6  Conclusion

This research work presents an authentication and key agreement protocol for smart grid secure communication. The fast-mutual authentication and key agreement between user and service provider along with trust authority ensure that high security is provided for smart grid communication. The security features like Replay attack, Anonymity, Message authentication, Impersonation attack, Session key agreement, Session key security, Insider attack, Man-in-the-middle attack, Key freshness, Denial of Service (DoS) attack are analyzed and compared with existing works. Through simulation analysis, the communication cost and computation cost of the proposed model are evaluated. Results demonstrate that the proposed model attains better performance in all aspects and improves the overall efficiency of the system. In the future, the proposed model will be extended by introducing artificial intelligence to increase its feasibility and practicability.
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Table 1: Security requirements

S. Requirement Description
no
1  Mutual Mutual authentication should be introduced for the user, service provider and trust
authentication  authority to access the information
2 Session key The session should be used for subsequent communication once mutual
agreement authentication is performed
3  Untraceability = Relevant details must be hidden from an attacker.
4  Anonymity Only trusted party 1dentities can be revealed
5 Availability Access to services at any time and secure against DoS attacks
6 Robustness The system should resist various attacks such as Replay Attacks, Man-in-the-
Middle attacks, Server Impersonation attacks, Smart Meter Anonymity,
Information attacks, Private Key Leakage, Privileged Insider attacks.
7  Execution The system must exhibit low computation and communication costs

overhead
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Table 2: Security features comparison

Security features Odelu Abbasinezhad Braeken Khan Proposed
et al. [27] et al. [28] et al. [29] et al. [30]

Replay attack v v v v v
Anonymity v v v v v
Message authentication v v v v v
Impersonation attack v X v X v
Session key agreement v v X v v
Session key security v v X v v
Insider attack v X X v v
Man-in-the-middle v v v v v
attack

Key freshness v v v v v
DoS attack X X v X v
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