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Abstract: Advanced Metering Infrastructure (AMI) is the metering network of the smart grid that enables bidirectional communications between each consumer’s premises and the provider’s control center. The massive amount of data collected supports the real-time decision-making required for diverse applications. The communication infrastructure relies on different network types, including the Internet. This makes the infrastructure vulnerable to various attacks, which could compromise security or have devastating effects. However, traditional machine learning solutions cannot adapt to the increasing complexity and diversity of attacks. The objective of this paper is to develop an Anomaly Detection System (ADS) based on deep learning using the CIC-IDS2017 dataset. However, this dataset is highly imbalanced; thus, a two-step sampling technique: random under-sampling and the Synthetic Minority Oversampling Technique (SMOTE), is proposed to balance the dataset. The proposed system utilizes a multiple hidden layer Auto-encoder (AE) for feature extraction and dimensional reduction. In addition, an ensemble voting based on both Random Forest (RF) and Convolutional Neural Network (CNN) is developed to classify the multiclass attack categories. The proposed system is evaluated and compared with six different state-of-the-art machine learning and deep learning algorithms: Random Forest (RF), Light Gradient Boosting Machine (LightGBM), eXtreme Gradient Boosting (XGboost), Convolutional Neural Network (CNN), Long Short-Term Memory (LSTM), and bidirectional LSTM (biLSTM). Experimental results show that the proposed model enhances the detection for each attack class compared with the other machine learning and deep learning models with overall accuracy (98.29%), precision (99%), recall (98%), F1 score (98%), and the UNDetection rate (UND) (8%).
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1  Introduction

The Advanced Metering Infrastructure (AMI) is a core component of the smart grid to enable bidirectional communication between a consumer’s premises and the control center of the utility company [1]. The collected data supports various functionalities of the smart grid, such as energy consumption forecasting, energy theft detection, power quality monitoring, and dynamic energy pricing [2]. AMI communication architecture relies on three main types of communication networks: Home Area Network (HAN), Neighborhood Area Network (NAN), and Wide Area Network (WAN) [3]. Different communication technologies and protocols are used along with the Internet of Things (IoT), which has recently emerged as an enabling technology for smart grids [4]. The bidirectional end-to-end communication between smart meters and a utility company makes these networks highly vulnerable to cyberattacks [5]. Unethical customers, publicity seekers, and curious or motivated eavesdroppers might target the communication infrastructure for a variety of malicious reasons to cause local or regional consequences, such as customer information leakage, electricity theft, energy price manipulation, and system disruption, which could damage the economy or endanger human life [6].

For the smart grid, it is essential to secure the communication infrastructure to ensure the continuous and reliable flow of information and electricity [7]. Traditional security solutions such as encryption, firewalls, authorization, and authentication mechanisms are not enough to protect the AMI. Thus, Intrusion Detection Systems (IDSs) are vital for protecting AMI. IDSs are used to monitor the network traffic flow to detect various kinds of attacks [8]. IDSs can detect abnormal events and alert administrators to take appropriate measures [9].

IDSs are classified into two main types: Host-based (HIDS) or Network-based (NIDS). NIDSs analyze and investigate incoming network traffic. In contrast, HIDSs monitor node devices for malicious activity. NIDSs have three categories based on detection approaches: signature-based, anomaly-based, and hybrid-based. Signature-based detection systems use a known pattern of malicious behavior stored in a database that contains predefined malicious signatures. Anomaly-based Detection Systems (ADSs) identify attacks by looking for deviations in network traffic. The hybrid IDSs combine signature-based and anomaly-based approaches. Usually, ADSs are preferred over the signature-based one because the former can address new and undefined attacks [10]. Therefore, this paper proposes the development of ADS to detect multiple attack types against AMI communication infrastructure.

Machine learning and deep learning models are currently used to detect cyberattacks [11]. However, machine learning-based IDSs cannot process large amounts of nonlinear high-dimensional data, and it can be difficult to adapt the system to increasingly complex and diversified attacks [12]. Deep learning models do not suffer from these problems; therefore, they have been gradually applied to IDSs [13]. Considering the periodic, high-traffic, and nonlinear characteristics of AMI traffic, the objective of this paper is to develop a deep learning-based ADS to detect and classify multiple attack types that target the AMI communication infrastructure.

AMI has some distinguishing characteristics that are not parts of a conventional information technology environment, such as high-quantity and nonlinear high-dimensional data, imbalanced network traffic, and constant exposure to various attack methods. The CIC-IDS2017 dataset [14], represents the most valuable contemporary dataset satisfying the unique requirements of AMI and has accordingly been used in this paper to reflect real-world attack criteria and include the most recently updated network attacks. The main contributions of this paper are as follows:

C.1. The use of Auto-Encoder (AE) for feature extraction and dimensional reduction.

C.2. The use of two-step sampling to balance the high-class imbalance of the dataset. Random under-sampling and Synthetic Minority Oversampling Technique (SMOTE).

C.3 The development of ensemble voting Random Forest–Convolutional Neural Network (RF–CNN) to classify a wide range of attacks.

The rest of the paper is organized as follows. In Section 2, related works are reviewed. In Section 3, the proposed methodology is described. The results and discussion are presented in Section 4. Finally, the conclusion and future works are presented in Section 5.

2  Related Works

Subsection 2.1 briefly describes designing an ADS for different network environments. Subsection 2.2 discusses designing an ADS specifically for an AMI environment. In Subsection 2.3, different works discussing the CIC-IDS2017 dataset are considered.

2.1 Anomaly-based Intrusion Detection Systems (ADS) Related Works

ADSs can be classified into many types, such as statistics, data mining, machine learning, and deep learning. Some approaches combine two or more techniques [15]. This section reviews ADSs that are based on machine learning or deep learning.

Based on machine learning, Anwer et al. [16] developed a framework for detecting attacks in network flow. Their framework used three widespread machine learning classifiers: a Support Vector Machine (SVM), Gradient Boosted Decision Trees (GBDT), and RF. RF achieved the highest accuracy of 85.34%. The NSL-KDD dataset was used in the development of this framework. The authors validated their model based on accuracy only. Salman et al. [17] demonstrated the feasibility of supervised machine learning models for anomaly IDS and for classifying attacks using the UNSW dataset. In their experiments, RF had an accuracy of 99%. Othman et al. [18] used ChiSqSelector and an SVM classifier on an Apache Spark Big Data platform. They used the KDD Cup 99 dataset to train and test the model. The findings showed that the model had a very high accuracy of about 99%.

Based on deep learning, Hussain et al. [19] used CICDDoS2019 to simulate an IoT system. They developed an IDS with a CNN classifier to detect Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks. It had an extremely high accuracy of about 99.99%. Otoum et al. [20] achieved an accuracy of 99.02% with an IDS based on a Stacked Deep Polynomial Network (SDPN), which was used to detect attacks in IoT systems using the NSL-KDD dataset.

By contrast, Ge et al. [21] studied an IoT environment. They developed an IDS based on a Feed-forward Neural Network (FNN) using the BoT-IoT dataset. These authors achieved an accuracy of 99.79%. Ge et al. [22] used the BoT-IoT dataset in another study. They designed an IDS that could detect DoS, DDoS, reconnaissance, and information theft in IoT systems. They collected the BoT-IoT dataset. Their FNN classifier had an accuracy of 99%. Derhab et al. [23] described a detection model for IoT networks based on a CNN classifier, which had an accuracy of 99.99% with the BoT-IoT dataset.

Ullah et al. [24] devised an IDS for detecting attacks in an IoT. They used a CNN classifier with the MQTT-IoT-IDS2020, BoT-IoT, and IoT-23 datasets. The results were excellent, with an accuracy of 99.97%. Moreover, Latif et al. [25] achieved an accuracy of 99.54%. They focused on the Industrial IoT (IIoT). The classifier was based on a Deep Random Neural Network (DRaNN) trained with the UNSW-NB15 dataset. Tufan et al. [26] developed an ADS based on a CNN model to protect institutional network systems. They trained the model on the UNSW-NB15 dataset. The system had a high accuracy of 99%. Table 1 summarizes the literature on ADSs.
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2.2 AMI Related Works

For the AMI environment, Rose et al. [27] presented a hybrid ADS to reduce the time complexity of an AMI environment. The proposed machine learning model was based on SVM and K-means clustering (KSVM means). This system was evaluated using the KDD Cup 99 dataset and achieved good results in terms of accuracy, precision, and the F1 score (99%). Yao et al. [28] developed an ADS for a Smart Distribution Network (SDN). This IDS is based on a Light Gradient-Boosting Machine (LightGBM). Firstly, the system used borderline SMOTE to balance the dataset, and then it extracted features using an AE. The model was trained using the LightGBM machine learning approach. The authors used two datasets and achieved an accuracy of 99.90% with the KDD Cup 99 dataset and 99.70% with NSL-KDD.

Yao et al. [29] introduced an ADS trained with deep learning in an AMI environment. The proposed system was based on CNN and LSTM as the deep learning models. This combination increased the system’s capability and performance. The accuracy results were 99.95% and 99.79%, respectively for the KDD Cup 99 and NSL-KDD datasets. Table 2 summarizes the AMI literature.
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The following are the main observations regarding the ADS literature reviewed for an AMI environment:

G.1   Most of the reviewed systems apply to datasets created a long time ago (KDD Cup99 in 1999 and NSL-KDD in 2009). However, the behavior of some attacks has changed since then, specifically becoming more akin to normal behavior, which negatively impacts the system performance due to their inability to detect these new attack forms.

G.2   As the number and types of attacks increase deep learning-based attack detection solutions are considered promising for enhancing performance in many application areas. However, little research (to the best of our knowledge) has been done on detecting attacks in an AMI environment.

2.3 CIC-IDS2017 Related Works

The CIC-IDS2017 dataset contains normal traffic and flows with 14 attack types. It has been used by many researchers to develop ADSs. Zhou et al. [30] used CIC-IDS2017 to design an IDS. Their model was based on feature extraction and ensemble algorithms. Firstly, they defined a dimensionality reduction algorithm called CFS-BA. This algorithm uses feature correlations to select the optimal subset. The authors used penalized attributes (PA) in an ensemble approach with two algorithms, RF and Forest, in a new model called Forest PA. Finally, the model used voting on the probability distributions to detect attacks. Their proposed CFS-BA-Forest PA model performed better than state-of-the-art models with an accuracy of 99.89% and an UN-Detected rate (UND) of 12%.

Choobdar et al. [31] also used the CIC-IDS2017 dataset to develop an IDS for Software Defined Networks (SDN). The proposed IDS was built in three stages. In the first stage, a sparse stacked AE was used for feature extraction. The second stage used the SoftMax algorithm to train and test the model. Finally, the system parameters were optimized. The system performance was evaluated with NSL-KDD as well as CIC-IDS2017. It had an average accuracy of 94.8%.

Sun et al. [32] trained an IDS using CIC-IDS2017. They used a hybrid model with a CNN and LSTM for feature extraction and classification. This deep learning-based IDS reached an overall accuracy of 98.67%.

Abdulhammed et al. [33] designed an IDS based on CIC-IDS2017. This work adopted two feature dimensionality-reduction methods: AE and Principal Component Analysis (PCA). They used Uniform Distribution Based Balancing (UDBB) to balance the high data distribution. The resulting subset from both techniques was then used to build the IDS with different algorithms: RF, Bayesian Network, Linear Discriminant Analysis (LDA), and Quadratic Discriminant Analysis (QDA). The main contribution of this approach is that it reduced the number of dimensions in CIC-IDS2017 from 81 to 10, whilst achieving high accuracy of 98.8%.

Finally, Yulianto et al. [34] tackled the high-class imbalance of the CIC-IDS2017 dataset. They constructed an IDS based on SMOTE, PCA, and Ensemble Feature Selection (EFS). AdaBoost was used to enhance performance. The proposed model had accuracy, precision, recall, and F1 scores of 81.83%, 81.83%, 100%, and 90.01%, respectively. Table 3 summarizes the literature on the CIC-IDS2017 dataset.
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The main observations about the papers reviewed on the CIC-IDS2017 dataset are as follows:

G.3   The dataset has highly imbalanced data. However, few works have been found that balance the data distribution.

G.4   Only one study [32] applied a deep learning model but without any feature selection or data sampling techniques. Moreover, this system classified only 6 classes.

G.5   Most of the studies have been concerned with detecting cyberattacks with high detection accuracy only. However, little work has focused on minimizing the UND, which measures how many attack flows are considered normal traffic. This work focuses on minimizing the UND due to the devastating physical effects of an attack in an AMI environment.

3  Proposed Methodology

This section presents the research methodology in two main subsections: the dataset description (which describes the training set in detail), and the proposed framework (which explains the proposed model in detail).

3.1 Dataset Description

CIC-IDS2017 was assembled by the Canadian Institute of Cybersecurity (CIC). It consists of the latest threats and features. It is one of the most important datasets since it includes more recent threat types that are not represented in the older datasets. Additionally, it has examples of the most up-to-date attack scenarios which fulfill all the criteria of real-world attacks. However, like real-world network data, it has a high degree of class imbalance. It contains 2,522,362 different network flows. Of these, 2,096,484 are benign (83.12% of the data). There are 425,878 attack flows (16.88% of the data) with 79 different features. It covers normal flow and 14 attack types. These attacks are briefly described in Table 4.
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3.2 Proposed Framework

The proposed framework consists of the following steps: (1) features are extracted with a deep learning approach, (2) the dataset is balanced in two steps (random under-sampling and SMOTE), and (3) a threat is detected by ensemble soft voting-based on RF and CNN to classify the data. The model can successfully identify a normal flow and 14 attack types. Fig. 1 illustrates the proposed model framework, which has the following phases:

• Dara pre-processing: This step transforms the raw data in the original dataset into a suitable input format for the machine learning and deep learning models.

• Normalization: The Min-Max method is proposed.

• Dataset splitting: Of the data, 70% is used for training and 30% is used for testing.

• Data distribution balancing: To enhance performance, the data distribution is balanced through under-sampling and SMOTE oversampling.

• Dimensionality reduction: To reduce the dataset’s dimensionality, the most relevant features are selected with an AE. This step decreases the complexity and processing time for this high-dimensional dataset.

• Classifier training: To improve performance, the RF and CNN results undergo ensemble voting.
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Figure 1: Proposed framework

3.2.1 Data Pre-Processing

The first step in building the model is to pre-process the data. This step addresses the noise and missing values in the data, both of which can degrade the model performance of the model. Four primary pre-processing steps are applied:

•   Deleting Duplicate Rows: If a dataset has duplicate rows, the processing time when training or testing the model is increased owing to the redundant effort. Therefore, duplicates were removed to decrease the overhead. In this step, 308,381 duplicate rows were deleted from this dataset.

•   Handling Missing Values: Many techniques have been proposed for filling lost or missing values. In this work, missing values were deleted to obtain a more accurate result.

•   Removing Constant Features: Some features have the same values for all instances in the dataset. Eight such features were removed to decrease the training overhead: Bwd PSH Flags’,’ Bwd URG Flags’,’Fwd Avg Bytes/Bulk’,’ Fwd Avg Packets/Bulk’, ‘Fwd Avg Bulk Rate’, ‘Bwd Avg Bytes/Bulk’,’ Bwd Avg Packets/Bulk’, ‘Bwd Avg Bulk Rate’.

•   Encoding: The last step in the data pre-processing phase is to encode the text values as numbers because the classifier cannot work with text. In this dataset, only the label feature, which represents the attack type, had text values, which were encoded as in Table 5.

[image: images]

3.2.2 Normalization

Normalization or standardization transforms the data, so it is contained in a unit sphere. Min-Max normalization was used to standardize all features values using the following formula [35]:


xi,j=xi,j−MinMax−Min
(1)

where 
xi,j
is the value of feature j of row i, Min is the minimum value of feature j in all rows, and Max is the maximum value of feature j in all rows.

3.2.3 Dataset Splitting

In this work, 70% of the samples were placed in the training set and 30% in the testing set. This distribution was done according to attack type, as listed in Table 6.
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3.2.4 Data Distribution Balancing

The proposed model uses two sampling steps. Firstly, a random under-sampling technique is applied only for class (0) (benign traffic). In this step, the samples were randomly deleted samples from the largest class. Secondly, SMOTE was run against all the other classes except class (4) (DoS Hulk). SMOTE was used to increase the size of these classes to that of class (4), which had 120,994 flows. SMOTE reduces the negative impact of both under and over-sampling by integrating both to generate a balanced dataset [36]. Fig. 2 represents the training dataset before and after applying the proposed data balancing technique, with 120,994 samples for each type of class. Algorithm 1 describes the proposed two-step sampling.
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Figure 2: Training dataset: (a) original distribution and (b) two-step balanced data
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3.2.5 Dimensional Reduction and Feature Selection

CIC-IDS2017 is a high-dimensional dataset. In this phase, AE-based feature extraction, which is an unsupervised neural network is used for dimensional reduction. It has an encoder and a decoder. Fig. 3 shows the hierarchical structure of the AE. It selects and reconstructs the input features to extract the main features [37].
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Figure 3: Hierarchical structure of the AE

Let the information in the input layer be x, that in the hidden layer y, and that in the output layer z. The following formulae represent the encoding and decoding of the AE:


y=f(wix+bi)
(2)


z=g(wjy+bj)
(3)

where 
wi
and 
wj
are the layer weights of the encoder and the decoder, respectively; 
bi 
and 
bj 
are their biases, and f and g are their activation functions.

3.2.6 Proposed Ensemble Voting RF–CNN Classification Model

Ensemble approaches combine the base classifiers in a final ensemble model for better results. There are different types of ensemble approaches. This work uses soft ensemble voting to assess the RF and CNN results. RF produces high results in terms of accuracy, precision, recall, and F1 score, whereas a CNN is the best model for detecting a few sample attacks and has the lowest UND. In soft voting, the average probability of a class is the prediction output. Soft voting is described as [38]:


y^=argmax∑Nj=1⁡(wjPj)
(4)

where 
y^
is the predicted class label, N is the number of classifiers, 
Pj
is the probability for class j, and 
 wj
is the weight assigned to the jth classifier. The conceptual architecture of the proposed ensemble soft voting is shown in Fig. 4. Algorithm 2 shows the proposed voting RF–CNN model.
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Figure 4: Conceptual architecture of the proposed ensemble soft voting RF–CNN
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The proposed model uses RF and a CNN to classify attacks. The RF algorithm uses many Decision Trees (DT). It has higher accuracy compared to other traditional machine learning algorithms because it makes fewer classification errors. Other advantages of using RF include the following [39]:

(1)   It can save generated forests for later use.

(2)   It does not suffer from the overfitting problem.

(3)   It automatically calculates accuracy and variable importance.

The final decision is the majority vote by all trees in the RF model. Fig. 5 shows the proposed architecture of the RF model.
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Figure 5: Architecture of the proposed RF model

Many experiments were run to find the best number of trees (k) with the highest classification accuracy. Each experiment used a random value of k in the range of (10, 100). When k = 50, the accuracy was highest at about 98.54%. For k above 50, the accuracy did not increase. The other RF parameters are shown in Table 7.
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CNNs are widely used deep learning algorithms. A CNN has the following types of layers: (1) convolution layers, which extract the main features, (2) pooling layers, which decrease the size of the convolved features to reduce the cost, (3) fully connected layers, which determine the class for the input layer, and (4) an output layer. A CNN has a feature learning stage and a classification stage. Each stage uses one or more layers. The feature learning stage usually combines convolutional layers and pooling layers. This stage extracts the main features from the data. These extracted features are fed into the classification stage, which has a fully connected layer to determine the class for the input layer. The architecture of a CNN with N-layers and input vector 
xn−1
is given as [40]:


xn=f(wnxn−1+bn)
(5)

An optimized set of weight vectors 
wn
and bias vectors 
bn
is used to reduce the error between the desired and the actual output, which is calculated as:


wn=wn−η∂(xn, xdesired)∂wn
(6)


bn=bn−η∂e(xn, xdesired)∂bn
(7)

Overfitting often occurs if all the features are connected to the fully connected layer. A dropout layer is used to overcome this problem. It drops a few neurons from the neural network during training to decrease the size of the model [40].

The proposed CNN model has four convolutional layers. The numbers of filters were 64, 128, 256, and 512, respectively. For each layer, the activation function is a Rectified Linear Unit (ReLU) with a kernel size of 3 and strides of 1. The ReLU is calculated as:


ReLU={xi, xi>00, xi≤0
(8)

Each convolutional layer is followed by a pooling layer with a pooling size of 2 and Max-pooling methods. The formula of the max-pooling layer is calculated as [41]:


xt=fmax−pooling{ReLU(xt ∗ wt+bt)}
(9)

where 
xt
is the output value after the max-pooling layer and fmax−pooling is the max-pooling operation. Each pooling layer is followed by a dropout layer with a 0.5 dropout rate. After these layers, a global pooling layer is used to reduce the dimensionality of the feature maps output by the last convolutional layer. Finally, two fully connected layers are used. The first layer uses the ReLU activation function whereas the second one uses the SoftMax activation function, described as:


fj(z)=ezj∑k=1n⁡ezk
(10)

where z is arbitrary with real values 
zj
and n is the vector size. The architecture of the proposed CNN model is shown in Fig. 6, and the hyperparameters are listed in Table 8.
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Figure 6: Architecture of the proposed CNN model
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4  Results and Discussion

As is evident from Subsection 3.1, the dataset in question is highly imbalanced. It has 2,522,362 instances of network traffic, 2,096,484 (83.12%) of which were normal traffic flows whilst 425,878 (16.88%) were instances of malicious traffic flows. Owing to the preponderance of normal traffic flows and the comparatively small number of attack flows, errors in detection would not significantly reduce the overall accuracy of the model. Accordingly, increasing the accuracy or other performance metrics in the model would produce misleading results thus suggesting an inability to detect attacks because of the imbalanced dataset, which in turn means the ADS may not be able to detect all attacks. Moreover, this research focused on enhancing the detection per class and the UND, which more accurately reflects the system’s ability to identify attacks, as a low UND indicates the model can detect most incoming attacks.

Building on the related works described in Section 2 and examining the effect of the proposed two-step data distribution balancing algorithm, this work utilizes six state-of-the-art machine learning and deep learning algorithms: RF, LightGBM, XGboost, CNN, LSTM, and biLSTM. The efficacy of these algorithms is evaluated with the original dataset and dimensional reduction. The results are listed in Table 9. All six algorithms achieved high precision, recall, F1 score, and accuracy due to a large number of normal samples compared to the attacks in the testing set.
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Hence, although these models can classify most normal flows accurately, the high UND values suggest that many attacks were undetected because the models had not been trained correctly. This result is clear in Table 10, which shows the detection accuracy for each class for the six algorithms with the original dataset. Fig. 7 represents these results graphically.
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Figure 7: Detection accuracy for each class for each algorithm using the original CIC-IDS2017 dataset

The algorithms were next trained and evaluated after the proposed data distribution balancing, as shown in Table 11. The final row shows the results for the proposed method. The proposed two-step sampling leads to a noteworthy improvement in the UND with high accuracy score, indicating the improved ability of each model to detect attacks. Table 12 lists the accuracy per class for the algorithms after the two-step sampling. This data is represented graphically in Fig. 8.
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Figure 8: Detection accuracy for each class for each algorithm after the two-step sampling

Table 12 shows that, compared to RF, the proposed voting model had better detection performance against DoS GoldenEye, DoS Hulk, DoS Slowloris, FTP Patator, Heartbleed, Infiltration, SSH Patator, Web attack: Brute force, Web attack: XSS, and Web attack: SQL injection. Furthermore, the proposed voting model had better accuracy than did the CNN for benign flows and against DDoS, DoS GoldenEye, DoS Hulk, DoS Slowhttptest, DoS Slowloris, FTP Patator, PortScan, SSH Patator, and Web attack: Brute force. The proposed voting model classified benign traffic with 98.12% accuracy, which was very close to models that are trained with all the benign flows in the original dataset, as shown in Table 10. Fig. 9 shows the confusion matrix for the proposed model. The proposed model can detect attacks better than both other machine learning and deep learning models.
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Figure 9: Confusion matrix for the proposed ensemble voting RF–CNN model

Three ensemble strategies were assessed in this work: soft voting, hard voting, and stacked ensemble. The results are displayed in Table 13. Soft voting was the most effective ensemble strategy.
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Finally, Table 14 compares the proposed model with the other detection methods (listed in Table 3) tested with the same dataset. Each method’s efficacy was assessed according to the number of attacks detected and classified. An ability to classify various attack types is reflective of a model’s strength. Furthermore, although accuracy and UND are important metrics when designing an ADS for an AMI environment, accuracy can become skewed if the data are imbalanced. UND and accuracy per class, by contrast, reflect a system’s ability to distinguish malicious traffic from normal flows, particularly in small-scale attacks that lack training. An AMI is a critical and sensitive system: indeed, an attack against it may cause serious damage, and the network may take a long time to recover. Therefore, AMIs must be very careful about which network flows they accept. Table 14 reveals that the proposed model performed better than the other methods, with one, minor exception. The method described in [33] had a higher accuracy but lower precision and the UND was not identified.
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5  Conclusion and Future Works

A smart grid is proposed to enhance the efficiency, reliability, stability, and security of traditional energy power systems. An AMI exchanges sensitive information through various types of communication networks with different technologies, which exposes it to different types of attacks. Detecting anomalies in network flow patterns is a difficult task, especially in the security management of a large network. The current IDSs have various drawbacks, such as high False Positive and False Negative, difficult feature engineering, and low efficiency when pre-processing the data. These problems arise because the range of possible normal behaviors of the multiple devices on the network is very large and dynamic. Additionally, many ADSs cannot process complex data and have poor classification performance.

To improve anomaly detection, this paper proposed ensemble voting based on deep learning algorithms to enhance system performance. The proposed system was developed in four stages: data preprocessing, dimensional reduction using AE-based feature engineering, data distribution balancing using under-sampling and SMOTE oversampling, and multiclass classification using the ensemble voting RF–CNN model. The findings show that the proposed model can detect 14 different attack types better than other machine learning and deep learning models. It had high performance in terms of accuracy, precision, recall, F1 score, and UND. It could be used to build an efficient IDS for an AMI network. In future work, we recommend training the model on more attacks from other datasets. Moreover, we recommend enhancing the capability of the model to deal with zero-day attacks.
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Table 3: Summary of works using the CIC-IDS2017 dataset

Ref Year Feature Sampling No of Classifier Accuracy Evaluation
selection technique classes % metrics
[30] 2020 CFS-BA — 6 Ensemble RF- 99.89 UND: 12%
forest

31] 2022 AE — 15 SoftMax 94.8 —

32] 2020 — — 6 CNN-LSTM 98.6 F; score: 93.32%
33] 2019 AE +PCA  UDBB 15 RF 98.8 Precision: 98.9%
34] 2019 EFS SMOTE 15 AdaBoost 81.8 F; score: 90.01%

Precision: 81.8%
Recall: 100%
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Table 8: Hyperparameters of the proposed CNN model

Parameter Value
Batch size 512
Maximum epochs 100

Optimizer Adam
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Table 13: Ensemble method performance (%) after two-step sampling

Algorithm Precision Recall F1 score Acc  UND
Stacked 99 99 99 98.23 16
Hard voting 99 98 98 98.14 16

Soft voting —Proposed 99 98 98 98.29 8
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Table 4: Summary of attacks in CIC-IDS2017

Name No of Description
instances

Benign 2,096,484 Normal traffic behavior.

DoS Hulk 172,849  DoS attack that targets a web server by creating a massive volume of
obfuscated network flows.

DDoS 128,016  Multiple machines are used simultaneously to attack one target device.

PortScan 90,819 Collects information about the victim device, such as running services, by
sending messages to different destination ports.

DoS GoldenEye 10,286 DoS attack using the goldeneye tool.

FTP Patator 5,933 Brute force attack to find a File Transfer Protocol (FTP) password using
FTP Patator.

DoS Slowloris 5,385 DoS attack using the slowloris tool.

DoS Slowhttptest 5,228 Prevents access to a service by sending HTTP requests exceeding the
server’s allowed number of HTTP connections.

SSH Patator 3,219 Brute force attack to find the secure socket shell (SSH) login password
using SSH patator.

Bot 1,953 Obtains remote control and manages several machines using a network of
bots and Trojans.

Web Attack: Brute 1,470 Guesses privileged information, such as passwords, using trial and error.

Force

Web Attack: XSS 652 Injects malicious scripts into a trusted website using a web application.

Infiltration 36 Gains unauthorized access using different infiltration tools and methods.

Web Attack: SQL 21 Code 1njection method used with data-driven applications to insert

Injection structured query language (SQL) statements into an entry field for
execution.

Heartbleed 11 Gains unauthorized access to information by adding malicious statements

into OpenSSL memory.
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Table 9: Performance (%) of the six state-of-the-art algorithms in the original dataset

Algorithm Feature Eng. Precision Recall F, score Acc UND
RF AE 99 99 99 98.71 18
XGboost AE 99 99 99 98.57 28
LightGBM AE 95 95 95 95.05 55
CNN AE 98 97 97 97.25 40
LSTM AE 99 99 98 98.50 32
biLSTM AE 98 98 98 98.43 35
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Algorithm 1: Proposed two-step data-balancing

Start
training_set, testing_set «— split [dataset, label, size =0.3]
X, J, z < split [training_set.class (0), training_set.class (4), training_set.drop (0, 4)]
x < Random_ Undersampling (x, y), minority class x; the amount of undersampling y
For each i « x
R = i. random delete

End for
IfR>y

Repeat steps until R ==y
End if
Return R
12. z < SMOTE (z, y), minority class z; the amount of SMOTE y

13. Foreachi « z

A SR R A

p—
_ O

14. R = Compute k nearest neighbors for i
15. End for

16. Increase z = Random select(R)

17. Ifz<y

18. Repeat steps until z ==y

19. End if

20. Return z

21. training_set <— combine (x, y, z)

22. End
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Table 7: Hyperparameters of the proposed RF model

Parameter Value
max_depth 30
min_samples leaf |
criteria gini
min_samples split 2
n_jobs 5

random_state

123
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Table 12: Detection accuracy (%) for each class for each algorithm after the two-step sampling

RF XGboost LightGBM CNN LSTM biLSTM Voting RF-CNN

Benign 98.34 93.72 98.00 92.23 94.82 93.96 98.12
Bot 97.77 99.31 98.78 99.88 99.24 99.48 97.11
DDoS 99.88 98.89 99.88 9744 99.88 99.87 99.03
DoS GoldenEye 99.20 99.41 99.65 98.16 98.97 99.44 99.29
DoS Hulk 99.50 99.12 99.82 99.57 99.83 99.67 99.89
DoS Slowhttptest 99.48 99.17 99.92 98.85 99.42 99.48 99.43
DoS Slowloris 99.29 98.76 98.75 96.20 98.58 97.65 99.45
FTP-Patator 99.89 99.60 99.66 99.66 99.66 99.66 99.99
Heartbleed 99.52 67.32 67.35 99.99 67.08 99.93 99.99
Infiltration 54.53 91.22 63.63 82.40 55.03 63.72 63.92
PortScan 99.88 99.66 99.87 99.75 99.81 99.62 99.87
SSH-Patator 98.78 98.55 99.58 92.79 9151 93.30 99.34
Web Attack Brute Force 62.14 53.92 63.71 38.32 49.16 68.26 63.44
Web Attack Sql Injection 67.26 50.16 33.33 99.73 8333 83.33 82.89

Web Attack XSS 52.10 80.02 58.71 90.16 78.67 48.01 52.17






OEBPS/Images/table-11.png
Table 11: Performance (%) of the six state-of-the-art Algorithms after the two-step sampling

Algorithm Feature Eng. Precision Recall F, score Acc UND
RF AE 99 99 99 98.54 12
XGboost AE 98 95 96 94.91 11
LightGBM AE 99 98 98 98.05 14
CNN AE 97 93 95 93.09 8
LSTM AE 98 96 97 96.04 12
biLSTM AE 98 95 96 94.89 10

Proposed Voting AE 99 98 98 98.29 8
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Table 1: Summary of the ADS literature

Ref. Year Environment Dataset Classifier Accuracy Evaluation metrics
[16] 2021 IoT NSL-KDD RF 85 =

[17] 2017 Multi-cloud UNSW-NBI15 RF 99 =

18] 2018 Big data KDD Cup 99 SVM 99 Training time: 10.79 s
[19] 2020 IoT CICDDoS2019 CNN 99 Precision: 87%

Recall: 86%
F score: 86%

[20] 2022 IoT NSL-KDD SDPN 99 Precision: 99%
Recall: 98%
Fy score: 99%

[21] 2021 ToT BoT-IoT FNN 99 -

[22] 2019 IoT BoT-IoT FNN 99 Precision: 99%
Recall: 99%
Fy score: 99%

[23] 2020 IoT BoT-IoT CNN 99 Precision: 99%
Recall: 97%
Fy score: 98%

[24] 2021 IoT MQTT-I0T-IDS2020 and BoT- CNN 99 Precision: 99%
IoT Recall: 99%
Fy score: 99%
[25] 2020 IIoT UNSW-NBI15 DRaNN 99 Detection rate: 99%

[26] 2021 Institutional UNSW-NBI15 CNN 99 F; score: 99%
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Table 6: Size of the training and testing set by attack type

Name Training set  Testing set
Benign 1,467,539 628,945
DoS Hulk 120,994 51,855
DDoS 89,611 38,405
PortScan 63,573 27,246
DoS GoldenEye 7,200 3,086
FTP Patator 4,153 1,780
DoS Slowloris 3,770 1,615
DoS Slowhttptest 3,660 1,568
SSH Patator 2,253 966
Bot 1,367 586
Web Attack: Brute Force 1,029 441
Web Attack: XSS 456 196
Infiltration 25 11

Web Attack: SQL Injection 15 6
Heartbleed 8 3
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Table 2: Summary of the AMI literature

Ref. Year Environment Dataset Classifier Accuracy Evaluation metrics
[27] 2020 AMI KDD Cup 99 KSVM 99 Precision: 99%
means Recall: 99%
Fy score: 99%
[28] 2021 AMI KDD Cup 99 and NSL- LightGBM 99 Time consumed: 0.005
KDD
[29] 2021 AMI KDD Cup 99 and CNN-LSTM 99 =

NSL-KDD
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Algorithm 2: Proposed ensemble soft voting RF-CNN

Start

training_set, testing set <« split [dataset, label, size = 0.3]
M1 =REF (training_set, testing_set)

M2 =CNN (training_set, testing_set)

voting_Classifiers (M1, M2, soft)

voting_Classifiers.fit (training_set)

predictions = voting_Classifiers.Predict (testing_set)

End
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Table 10: Detection accuracy (%) for each class for each algorithm using the original CIC-IDS2017 dataset
(values less than 50% 1in bold)

RF XGboost LightGBM CNN LSTM biLSTM

Benign 98.91 99.21 98.03 98.40 98.80 99.46
Bot 94.21 37.36 0 35.88 38.87 37.93
DDoS 99.98 97.76 84.32 96.18 98.89 99.46
DoS GoldenEye 99.12 92.93 90.41 96.79 98.93 96.76
DoS Hulk 99.96 98.17 86.59 94.23 98.84 98.97
DoS Slowhttptest 99.28 95.74 71.37 94.35 98.60 46.14
DoS Slowloris 99.20 91.22 79.30 89.14 86.07 95.80
FTP-Patator 99.46 98.52 0 99.23 99.11 98.83
Heartbleed 99.89 99.66 0 0 99.64 99.98
Infiltration 0 0 0 0 0 0

PortScan 99.28 88.91 68.79 99.65 92.25 92.76
SSH-Patator 98.89 90.95 91.00 91.43 91.32 91.40
Web Attack Brute Force 75.76 81.71 0 10.09 11.32 11.43
Web Attack Sql Injection 32.66 0 0 0 0 0

Web Attack XSS 40.27 0 0 0 0 0
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Table 5: CIC-IDS2017 attack codes

Name Code Name Code
Benign 0 SSH patator 11
DoS Hulk 4 Bot 1
DDoS 2 Web attack: Brute force 12
PortScan 10 Web attack: XSS 14
DoS GoldenEye 3 Infiltration 9
FTP Patator 7 Web attack: SQL injection 13
DoS Slowloris 6 Heartbleed 8
DoS Slowhttptest 5
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Table 14: Proposed model compared with other methods (best values in bold)

Ref. Other methods Ensemble soft voting RF—CNN
[30] 6 classes 15 classes
Imbalanced data Balanced data
UND: 12% UND: 8%
Accuracy: 99.89% Accuracy: 98.29%
[31] Imbalanced data Balanced data
UND not i1dentified UND: 8%
Accuracy: 94.8% Accuracy: 98.29%
[32] 6 classes 15 classes
Imbalanced data. Balanced data
F score: 93.32% Fy score: 98%
UND not i1dentified UND: 8%
Accuracy: 98.6% Accuracy: 98.29%
[33] UND not i1dentified UND: 8%
Precision: 98.9% Precision: 99%
Accuracy: 98.8% Accuracy: 98.29%
[34] UND not i1dentified UND: 8%

Accuracy: 81.8% Accuracy: 98.29%






