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Abstract: Blockchain technology is increasingly used to design trustworthy and reliable platforms for sharing information in a plethora of industries. It is a decentralized system that acts as an immutable record for storing data. It has the potential to disrupt a range of fields that rely on data, including autonomous systems like Unmanned Aerial Vehicles (UAVs). In this paper, we propose a framework based on blockchain and distributed ledger technology to improve transmission time and provide a secured and trusted method for UAVs to transfer data to the consumer efficiently while maintaining data reliability. The results show that our framework enables fast, easy, and seamless interactions between UAVs data providers and enhances privacy and security, with elapsed time being a key factor. The simulation of the framework revealed that the elapsed time during the transfer of the data via Microsoft Azure, Amazon S3 and the proposed blockchain framework are 1312, 929, and 674 s, respectively.
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1  Introduction

Blockchain has the potential to significantly enhance the security and robustness of autonomous systems [1]. Providing a decentralized and tamper-evident record-keeping blockchain can help ensure the integrity and consistency of data and facilitate secure communication between nodes [2]. One potential application of blockchain in autonomous systems is the secure management of device identities [3]. By using blockchain to store and verify the identities of nodes in a decentralized manner, it is possible to prevent identity spoofing and ensure that only authorized nodes can access specific networks or resources [4]. This can especially be important in systems where nodes may operate without direct human oversight. Another use case for blockchain in autonomous systems is the secure recording and transmission of data [5]. The decentralized nature of blockchain allows for the creation of tamper-evident records of data, which can help ensure that the data generated by autonomous nodes has not been altered or corrupted in any way [6]. This can be particularly useful when data integrity is critical, such as in healthcare, industrial control systems, and mission-critical military autonomous systems. Moreover, smart contracts are considered an innovation, which plays self-executing contracts with the terms of the agreement that can be used to automate specific processes, and this ensures that smart contracts are carried out securely and transparently [7]. For example, smart contracts could be used to manage the execution of actions by autonomous nodes based on specific triggers or conditions [8]. The use of blockchain technology in autonomous systems can help improve security, reliability, and transparency [9]. However, there are also challenges and limitations to consider because of the potential for scalability issues and the need for robust governance models [10]. Further research is needed to fully understand the potential and limitations of using blockchain in autonomous systems.

Autonomous systems, such as self-driving cars and Unmanned Aerial Vehicles (UAVs), have the potential to revolutionize a wide range of military and industrial applications. However, the reliability and security of these systems are considered critical concerns because any failure or vulnerability can have serious consequences. One challenge in securing autonomous systems is data transmission from the system to a server or other remote locations, which can be vulnerable to interference, tampering, or interception [11]. To address these security concerns, researchers have proposed the use of blockchain technology to secure the transmission of data from autonomous systems. Blockchain is a decentralized, distributed ledger that can securely record transactions, such as data transmission from autonomous systems [12,13]. The decentralized nature of blockchain makes it resistant to tampering and interference because there is no single point of failure that attackers can target [14]. Using cryptographic hashes and consensus algorithms also ensures the integrity of the data because any attempt to modify the data on the blockchain will be detected and rejected. In addition to enhanced security, using blockchain for UAV data transmission can provide other benefits, such as improved efficiency and scalability. By reducing the reliance on centralized servers and intermediaries, blockchain-based solutions can reduce the overhead associated with data transmission, allowing for faster and more efficient data transfer. Blockchain can also support many transactions that require high volumes of data transfer, such as UAVs [15].

The steps we will consider to implement the proposed blockchain framework might be a time-consuming bypass and slower than the traditional transmission methods due to the additional steps and verifications involved in the process. The elapsed time is considered the time the data takes to flow through the blockchain from the first block to the last block, so minimizing the elapsed time is the focus of this research project. The rest of this article is organized as follows: In Section 2, we review the state-of-art UAV data transmission using blockchain. In Section 3, we present the proposed blockchain framework. Section 4 discusses the results, and we provide a conclusion in Section 5.

2  Related Work

The use of blockchain technology for securely transmitting data from UAVs to servers has garnered significant attention in recent years. In this section, we review and examine the potential benefits and limitations of using blockchain for UAV data transmission, so we have focused on relevant studies that have been published since 2018. We also investigate the challenges and considerations involved in implementing blockchain-based solutions related to UAV applications. Our research review of the literature has allowed us to organize the relevant studies into three main categories: UAV data transmission in blockchain, the elapsed time, and the consensus mechanisms.

2.1 UAV Data Transmission in Blockchain

A blockchain-based solution for securing the transmission of data from UAVs to ground control stations was proposed in [16]. The authors proposed a hybrid blockchain that combines the security and reliability of a public blockchain with the privacy and efficiency of a private blockchain, allowing for the secure and efficient transmission of UAV data.

Another study [17] explored the use of blockchain for securing the transmission of data from UAVs to cloud servers. The authors proposed a blockchain-based protocol that utilizes smart contracts to verify the authenticity and integrity of the data transmitted by the UAVs. The protocol also includes a mechanism for dynamically adjusting the blockchain’s block size based on the volume of data being transmitted, allowing for efficient and scalable data transfer. While the use of blockchain for UAV data transmission holds promise for improving the security and reliability of data transfer, there are also several challenges like trustworthiness to consider [18,19].

In [20], researchers examined the use of blockchain for secure data transmission in the healthcare industry, and they found that it can improve data security and reduce the time required for data transmission compared to traditional methods. Similarly, the study in [21] explored the use of blockchain for supply chain management, and researchers concluded that it can facilitate faster and more secure data transmission between stakeholders.

In [22], the authors proposed a blockchain-based solution for securing the transmission of data from UAVs to ground control stations in the context of search and rescue operations. The authors proposed a hybrid blockchain that combines the security and reliability of a public blockchain with the privacy and efficiency of a private blockchain and includes a mechanism for dynamic block size adjustment based on the volume of data being transmitted. Moreover, they conducted simulations to evaluate the performance of the proposed solution and found that it achieved improved security and efficiency compared to traditional frameworks.

In [23], the authors proposed using blockchain to secure data transmission in the Internet of Things (IoT) by creating a decentralized network of nodes that can validate and record data transmissions. They demonstrated the effectiveness of their technique through simulations and showed that it could significantly reduce transmission time compared to traditional methods.

In [24], the authors explored the use of blockchain to secure data transmission in wireless sensor networks (WSNs). They proposed a hybrid blockchain-based approach that combines both private and public blockchain elements to improve the efficiency and security of data transmission in WSNs.

The authors in [25] proposed using blockchain technology to improve the security and efficiency of Electronic Health Records (EHR) data transmission in 5G networks. Their framework demonstrated the ability to reduce transmission time and increase the overall security of 5G networks; however, it may come with some costs in terms of data sent for record updates.

Based on our research review, we think that the use of blockchain technology holds promise for securing the transmission of data from UAVs to servers, offering enhanced security and reliability compared to traditional frameworks. While there are challenges and considerations to be addressed in implementing blockchain-based solutions for UAV data transmission, recent research has demonstrated the potential of this technology for this application. Further research and the development of regulatory frameworks and standards will be necessary to fully realize the potential of blockchain for UAV data transmission. Moreover, the challenge is the need for careful design and implementation of the blockchain to ensure that it can meet the performance and scalability requirements of the UAV application. This may include measures such as securing key management as follows:

•   Define the structure of a block in the blockchain: Each block contains a set of data and a hash of the previous block. This structure helps ensure the integrity and security of the data in the blockchain.

•   Define the structure of the blockchain: The blockchain is a distributed database that consists of a series of blocks that are linked together in chronological order. It should have methods for adding new blocks, validating the chain’s integrity, and calculating the elapsed time.

•   Obtain the data to be added to the blockchain: The data for the blockchain can be obtained from various sources, such as IoT nodes, sensors, or databases. It is essential to ensure that the data is accurate, relevant, and secure.

•   Add the data to the blockchain: For each piece of data, a new block is created and added to the chain. The new block contains the data and a hash of the previous block. This helps ensure the integrity and security of the data in the chain.

•   Validate the integrity of the blockchain: It is essential to periodically check the chain’s integrity by verifying that the hashes of the blocks are correct. This helps ensure that the data in the blockchain has not been tampered with or corrupted.

2.2 The Elapsed Time

The elapsed time of a secure autonomous system based on blockchain technology can be calculated by determining the total time required to complete all tasks or processes within the system [19]. In the context of UAV data transmission, this may include the time required for the UAV to transmit data to the server or ground control station as well as any additional processing or verification that may be required by the blockchain-based system [20]. To calculate the elapsed time of a secure autonomous system based on blockchain technology, it is necessary to initially identify all the tasks or processes that are part of the system [14,20]. This may include tasks such as data transmission, data verification, and consensus building in addition to any other processes that are required to complete the system’s objectives [21]. Next, the time required to complete each task or process should be determined [15]. This may involve measuring the actual time required to complete the task or using estimates based on past performance or other data [22]. Last, the elapsed time of the system can be calculated by adding up the time required to complete all tasks or processes within the system [22]. This will give an overall measure of the time required to complete all tasks or processes within the system, providing a benchmark for evaluating the efficiency and performance of the system [23]. It is important to note that the elapsed time of a secure autonomous system based on blockchain technology may vary depending on several factors, such as the volume of data being transmitted, the complexity of the tasks or processes being performed, and the performance and efficiency of the blockchain-based system [22,24].

Based on our research review, we think that it will be necessary to regularly recalculate the elapsed time to ensure that the system meets performance and efficiency requirements.

2.3 The Consensus Mechanism

A consensus mechanism is a fundamental component of any blockchain system because it is responsible for ensuring that all participants in the network agree on the state of the blockchain and the validity of new transactions. In this part, we discuss the different types of consensus mechanisms that are used in blockchain systems and how they work, including examples of current research in this area. One popular type of consensus mechanism is proof-of-work (PoW), which is used by the original Bitcoin blockchain. In a PoW system, miners compete to solve a computationally complex problem, and the first one to solve it gets to add the next block to the chain [25]. This process consumes a large amount of energy, but it ensures that the blockchain is secure and decentralized because no single entity has the power to control it. Another type of consensus mechanism is proof-of-stake (PoS), which is used by some newer blockchain systems. In a PoS system, the right to add the next block is determined by the number of tokens a participant holds rather than by the ability to solve a computationally intensive problem. This can be more energy efficient than PoW, but it can also be more centralized because those with the most tokens have the greatest influence on the network [26]. The third type of consensus mechanism is proof-of-elapsed-time (PoET), which is used by the Hyperledger Sawtooth blockchain. In a PoET system, each participant is assigned a random wait time, and the first to finish waiting gets to add the next block to the chain. This can be more energy efficient than PoW, but it requires using a trusted third party to assign the wait times [26]. Many other types of consensus mechanisms have been proposed or are under development, including proof-of-activity (PoA), proof-of-capacity (PoC), proof-of-importance (PoI), and proof-of-authority (PoA). Each of these mechanisms has its strengths and weaknesses, and researchers are actively working to improve and optimize them.

Based on our research review, we concluded that the consensus mechanism is a critical component of any blockchain system because it determines how transactions are validated and how the state of the blockchain is maintained. Researchers are actively exploring and improving various consensus mechanisms to find the best balance between security, efficiency, and decentralization.

3  The Proposed Blockchain System

3.1 The Proposed Method

Our proposed method aimed at secure and time-efficient data transmission for an autonomous system using blockchain technology. By leveraging the decentralized and immutable nature of blockchain, it is possible to ensure the integrity and provenance of the data, while also reducing the elapsed time of the transmission process. One potential framework for using blockchain for transmitting image data from UAVs is to store the data on a decentralized file storage system like Inter Planetary File System (IPFS) and use a wallet to record a hash of the data and any relevant metadata using SHA256. This allows for the data to be transmitted directly from the UAV to the server without passing through a central or third-party server, which can help reduce the elapsed time of the transmission process. In addition to using decentralized file storage, we used a peer-to-peer networking protocol (BitTorrent) to transmit the data directly from the UAV to the server. By using a combination of decentralized file storage and peer-to-peer networking, it is possible to achieve both security and efficiency in the transmission process. Additionally, we use a high-bandwidth wireless network protocol (Wi-Fi) as the mean which is more suitable for transmitting large amounts of data quickly and reliably.

Overall, by carefully designing and implementing a blockchain-based system for transmitting image data from UAVs, we can achieve both security and less transmission time in the process. By considering factors such as decentralized file storage, peer-to-peer networking, network protocols, and data transmission optimization, we can significantly reduce the elapsed time of the transmission process while also ensuring the integrity and provenance of the data.

In recent years, there has been an increased interest in using blockchain technology for securing data transmission from UAVs to servers. This is due to the potential benefits of blockchain-based solutions, such as enhanced security and reliability as well as the ability to support decentralized and autonomous systems. However, implementing blockchain-based solutions for UAV data transmission is not without challenges, so it is important to carefully consider the performance of such solutions. The elapsed time of a system refers to the total time required to complete all tasks or processes within the system and is an important measure of the efficiency and performance of the system.

To secure the data transmission from UAVs to servers using blockchain technology in a way that considers the elapsed time, we adopt a structured and systematic framework for the design and evaluation of the system. The proposed blockchain framework consists of the following steps:

1)   Identify the requirements and objectives of the system: This may include thoughts such as the volume of data to be transmitted, the reliability and security requirements of the system, and any other factors that may impact the design and performance of the system.

2)   Develop a conceptual design for the system: Based on the requirements and objectives identified in (1), develop a conceptual design for the system that outlines the key components and processes of the system as well as any additional concerns such as security measures or regulatory requirements.

3)   Evaluate the elapsed time of the conceptual design: Using the conceptual design developed in (2), evaluate the elapsed time of the system. This may involve estimating the time and resources required to complete each task or process within the system as well as any additional expenses that may be incurred in the process of building and operating the system.

4)   Refine the conceptual design: Based on the results of the elapsed time evaluation in (3), refine the conceptual design as necessary to optimize the performance and effectiveness of the system. This may involve making changes to the system’s design, such as simplifying processes or reducing the number of components.

5)   Develop and implement the system: Based on the refined conceptual design developed in (4), develop and implement the system according to the specifications and objectives. This may involve building and testing prototypes as well as any additional activities that may be required to fully deploy the system.

6)   Monitor and evaluate the system: Once the system has been implemented, monitor, and evaluate the system’s performance on an ongoing basis. This may involve collecting and analyzing data on the elapsed time of the system in addition to any other relevant performance metrics. Based on the results of the monitoring and evaluation, make any necessary improvements to the system to optimize its performance.

By following the proposed systematic framework that considers the elapsed time, we can secure the data transmission from UAVs to servers using blockchain technology in a way that maximizes the benefits of blockchain-based solutions while minimizing the potential challenges associated with their implementation. This can help ensure that the system is trustworthy and effective, and it meets the needs and objectives of the consumers. There are some potential benefits to using blockchain technology to secure data transmission from UAVs to servers. One of the main advantages is enhanced security because blockchain-based systems use decentralized networks and cryptography to ensure the integrity and confidentiality of data transmissions. This can help prevent unauthorized access or tampering with the data and can provide an additional layer of protection against cyber threats. Another advantage of blockchain-based solutions is their ability to support decentralized and autonomous systems. This can be particularly useful in UAV data transmission because it allows for data transmission from multiple sources to multiple destinations without the need for a central authority or intermediary. This can help improve the scalability and flexibility of the system and can enable the system to operate more efficiently and effectively without the need for specialized expertise. While blockchain-based solutions for securing UAV data transmission can offer numerous benefits, it is essential to carefully consider the elapsed time of such systems and adopt a systematic approach to their design and evaluation. This helps ensure the reliability of the system. One major challenge in implementing a blockchain-based system is timing because the network-based complexity can lead to longer implementation times compared to traditional systems. Therefore, it is important to carefully evaluate the trade-offs between the benefits of using blockchain technology and the potential increase in elapsed time.

3.2 Implementation of the Proposed Framework

This section presents a simple method for adding UAVs to a blockchain network, in this case, Hyperledger Fabric in a secure manner with less execution time. The proposed architecture shown in Fig. 1 involves a UAV using its camera to gather image data, which is then published to the blockchain network. The data is distributed to registered subscribers, which are applications within the blockchain network that have been authenticated as users of a particular node. These applications create transactions on the Hyperledger network based on the received data.
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Figure 1: UAV data integration with Hyperledger network

The data on the network is kept secure using distributed databases called ledgers, which store all of the transactions (called blocks) in a chain linked together through hash values. If someone tries to alter the data in the Hyperledger Fabric state database, it will not be accepted by the other peers because the hash value of the preceding block will not match. The presence of these distributed databases among all stakeholders ensures the integrity of the data. Additionally, Hyperledger’s distributed nature makes it highly resilient to failures and ensures authorized users can access the data continuously. If one peer becomes inaccessible, the data will still be available through the other peers carrying the ledger databases. Additionally, Hyperledger can handle many transactions per unit of time because it can use cheaper commodity hardware.

The article makes the following contributions to the usage of Hyperledger Fabric in UAV networks. First, it examines how Hyperledger Fabric is used in a special setting, demonstrating how flexible it is beyond conventional use cases. Second, it offers a specialized mechanism that enables safe and effective data transfer while utilizing constrained computational and energy resources, addressing the unique constraints encountered by UAV networks. Third, the study offers useful implementation details that will help in the design of UAVs with Hyperledger Fabric. Last, enhanced data integrity, decentralization, and failure resilience are considered possible advantages of adopting blockchain technology, specifically Hyperledger Fabric in UAV networks, and this makes it a vital contribution to the area of safe and efficient data transfer in autonomous systems.

To ensure that the data is delivered at the optimal time, we implemented the following steps as illustrated in Fig. 2. These steps ensure that the data transmission is secure with minimum elapsed time and improved trustworthiness of the proposed framework.
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Figure 2: The steps to minimize the time in the blockchain transaction

•   Optimize image file sizes: Large image files can take longer to transfer, so reducing the file size of the images can help speed up the process.

•   Use a faster network connection: Transferring data over a faster network connection, such as a Wi-Fi high-speed broadband connection can help reduce transfer times.

•   Implement shredding: Shredding can help speed up transaction processing by dividing the blockchain shown in Fig. 3 into smaller chunks and processing them in parallel. This can be particularly useful when transferring large amounts of data such as images.

•   Use off-chain transactions: Off-chain transactions allow certain types of transactions to be settled off the main blockchain, which can help reduce the load on the chain and speed up transaction processing.
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Figure 3: The blockchain structure used in the proposed framework

In this work, we utilized PoW system nodes, called “miners”, to compete in solving a complex mathematical puzzle for transaction validation and addition to the blockchain. We employ a modified PoW mechanism for the parallel processing of smaller data chunks as part of the shredding step. The PoW offers strong security and robustness, making it a viable option even in resource-constrained mobile robotics such as UAVs. It is also compatible with existing blockchain ecosystems like Hyperledger Fabric, leveraging their strength and interoperability for UAV networks. PoW provides superior security and resilience compared to other algorithms, particularly in resource-constrained environments, ensuring data integrity and trust in autonomous systems. In addition, in our framework, the subscriber who first completes the proof-of-work for a specific chunk is authorized to add the corresponding block to the chain. This incentivizes efficient processing and reduces overall data transfer time. To maintain proper sequence, we adopt a timestamp-based strategy where each block is timestamped at creation, and the timestamp is included in the block’s hash. This arrangement guarantees a reliable and consistent sequence of transactions on the blockchain.

Furthermore, we consider certain transactions for off-chain processing, specifically those involving more compact data. These transactions, identified for their reduced security concerns and efficiency advantages, are eligible for off-chain settlement. This selection maximizes the overall efficiency and security of the system because these transactions can be executed off-chain, relieving the burden on the main blockchain and accelerating transaction processing.

To ensure effective transaction validation, we employ payment channels that establish agreements between parties to exchange payments without relying on the blockchain. By utilizing payment channels, the number of transactions requiring processing on the blockchain can be reduced, resulting in improved efficiency. The utilization of payment channels offers an effective approach to transaction validation while reducing the transaction load on the blockchain.

4  Results and Analysis

To evaluate the performance of the proposed framework, we conducted a series of experiments using a dataset of 5 GB consisting of 2405 high-quality images captured by a UAV [27]. These images were transferred to a local server using two established methods: Microsoft Azure [28] and Amazon S3 [29] to simulate the transmission of data from the UAV to the consumer and measure the time required for the transfer. Additionally, we implemented the proposed framework, shown in Fig. 4, by using a blockchain bypass to improve the security, availability, and elasticity of the data transfer process while minimizing the elapsed time. The results of these experiments are shown in Fig. 5.
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Figure 4: UAVs data transfer through the proposed blockchain framework
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Figure 5: The elapsed time during the transfer of the data via Microsoft Azure, Amazon S3, and the proposed blockchain framework

The effectiveness of our system is determined by elapsed time parameter for data transfer. This factor is crucial in determining the efficiency of the proposed framework from the moment the UAV captures the data until the appropriate response is sent back to the server. This metric measures the miner’s elapsed time in terms of how quickly it can handle incoming transactions. Hence, calculating the elapsed time of the proposed framework and comparing it with other traditional methods is described in (1).

Et=Rc−Tx(1)

While (Et) represents the elapsed time, (Rc) is the receiving time, and (Tx) is the transmission time. Moreover, (Et) is important because it determines the speed at which the miner can process transactions and contribute to the overall performance of the system. The experiment was conducted using Python 3.9 programming language to simulate the scenarios and calculate the elapsed time. The simulation considered real-world assumptions to get the results shown in Fig. 5, which shows the comparison of the results for the three data transmission elapsed times.

Based on the data provided, it appears that consuming less time in data transfer is generally beneficial. In this case, the proposed framework provided the shortest data transfer time of 674 s, followed by 929 s obtained from Amazon S3 at and 1312 s obtained from Azure. This suggests that the proposed blockchain was the fastest platform for data transfer in this comparison, followed by Amazon S3 and then by Azure. Although our major focus is the assessment of our suggested framework, we think that there is a need of giving comparative analyses with respect to the necessity for comparisons with comparable methodologies in the experimental part. We purposefully selected Microsoft Azure and Amazon S3, two well-known systems in the realm of data transmission and storage, for comparison in our study. By comparing our suggested solution’s performance to those of these well-known platforms, the goal was to show how effective and efficient the proposed blockchain is in terms of data transfer time. Through this comparison, we demonstrate the advantages and potential gains of using blockchain technology in autonomous systems, particularly for UAV data transfer. We provided analytical data on how our framework performs in comparison to existing commercial solutions.

It is worth noting that data transfer times can be affected by various factors, including the size and complexity of the data being transferred, the distance between the sender and receiver, and the overall performance of the network. Therefore, it is essential to consider these and other factors when evaluating the elapsed time of different platforms for data transfer.

5  Conclusion and Future Work

In conclusion, the use of blockchain technology in this context offers several benefits over traditional methods. By leveraging the decentralized nature of the blockchain and distributed ledger technology, data can be transferred securely and reliably without the need for a trusted third party. This can help reduce the time and resources needed to complete data transfers, making the overall process more efficient. Additionally, the use of blockchain can enhance data privacy and security by providing a secure and immutable record of data transfers. This is especially important in the context of autonomous systems like UAVs, where the data being transferred may be sensitive or critical to the operation of the system. Overall, the results suggest that the proposed method of using blockchain for data transfer in autonomous systems has the potential to significantly improve the efficiency and effectiveness of data transfer, while also enhancing security and privacy. There are a few potential directions for future work that could build on research such as further optimizing the data transmission rate.
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