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Abstract: The controller is indispensable in software-defined networking (SDN). With several features, controllers monitor the network and respond promptly to dynamic changes. Their performance affects the quality-of-service (QoS) in SDN. Every controller supports a set of features. However, the support of the features may be more prominent in one controller. Moreover, a single controller leads to performance, single-point-of-failure (SPOF), and scalability problems. To overcome this, a controller with an optimum feature set must be available for SDN. Furthermore, a cluster of optimum feature set controllers will overcome an SPOF and improve the QoS in SDN. Herein, leveraging an analytical network process (ANP), we rank SDN controllers regarding their supporting features and create a hierarchical control plane based cluster (HCPC) of the highly ranked controller computed using the ANP, evaluating their performance for the OS3E topology. The results demonstrated in Mininet reveal that a HCPC environment with an optimum controller achieves an improved QoS. Moreover, the experimental results validated in Mininet show that our proposed approach surpasses the existing distributed controller clustering (DCC) schemes in terms of several performance metrics i.e., delay, jitter, throughput, load balancing, scalability and CPU (central processing unit) utilization.
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1  Introduction

Major technological advancements have led to the widespread growth of smart things, enabling communications between entities in the next generation networks. Moreover, there is a drastic increase in the number of connected devices and tablets with the Internet. The quality-of-service (QoS) is the major requirement for communication to obtain the associated benefits such as fast communication, low delay, maximized throughput, high scalability, and reliability, etc. These specifications in the state-of-the-art networks makes the QoS more challenging.

The Software-defined Networking (SDN) paradigm [1] has brought novelty to computer networks via decoupling the data plane and the control plane. Decoupling of both planes has shifted the network intelligence from networking devices in the data plane to SDN controllers; therefore, the network devices can be automated by means of applications executing upon the controller; however, the network remains abstracted to applications on the controller. In SDN, the network performs corresponding to the applications and policies implemented on the controller. SDN is employed through centralized management in 5G networks [2], Internet-of-Things (IoT) [3], and autonomous vehicles [4] due to its potential benefits.

Controller is the main entity in SDN. The controller operates from a strategic control point in SDN. Although, several controllers are available for the implementation of control logic such as POX [5], TREMA [6], RYU [7], Open Day Light (ODL) [8], Floodlight [9], and an Open Network Operating System (ONOS) [10], each controller has a different feature support, e.g., platform support, OpenFlow protocol [11], load balancing, clustering, synchronization consistency, modularity, and a quantum application programming interface (API). For example, if we consider a platform support feature, POX supports 3 platforms, i.e., Mac, Windows, and Linux, whereas TREMA supports one platform which is Linux. Similarly, every SDN controller has a distinct OpenFlow version (e.g., 1.0–1.5). Hence, the controller selection is based on multiple criteria, i.e., features.

Moreover, a single controller in SDN engenders several issues. For example, if the controller fails owing to a software or hardware problem, then the entire network, which is dependent on the controller, will collapse. In addition, the controller experiences a performance bottleneck if the number of switches in its domain increases or with an upsurge in the message requests. Moreover, the traffic load is not evenly distributed in the network. Consequently, multiple controllers and clustering should be applied to avoid these issues. In this paper, we propose a novel approach for a quality-of-service (QoS) improvement in SDN and solve our computations through a two-step approach. In the first stage, we apply the analytical network process (ANP) for ranking the controllers regarding their features. In the second stage, we form a hierarchical control plane clustering (HCPC) of the high weight controller computed using ANP and evaluate its performance using several performance metrics. The former stage deals with the pre-processing as well as the qualitative evaluation of the controllers and the ranking of controllers utilizing ANP. In the later stage, we deal with the formation of the cluster leveraging hierarchical control plane (HCP) and experimental performance analysis of the high weight and runner up controller. Finally, we make the comparison of the proposed HCPC scheme with a distributed controller clustering (DCC) approach.

The rest of this paper is organized as follows. In Section 2, related studies and their limitations are discussed. Section 3 illustrates our proposed methodology to improve QoS in SDN, problem formulation and the system model, the details of the approach, i.e., pre-processing of the features, ANP for controllers ranking, the HCP, an algorithm for processing packets in multiple network domains with HCPC architecture and clustering mechanism. In Section 4, the experimental environment, network topology, assignment of the switches to the controllers, traffic generation parameters, the experimental evaluation and comparison results are discussed. Finally, some concluding remarks and future works are given in Section 5.

2  Related Work

Features play a significant role in the performance of SDN controllers [12]. Hence, several studies [13–16] have investigated the features for controller selection in SDN. In [12], it was demonstrated that a controller supporting the optimum features will influence the performance of the SDN. For example, the OpenFlow protocol feature is related to the performance, and higher versions of OpenFlow, e.g., 1.3 support metering. Enabling a metering function can help with load balancing, reducing the network congestion. Similarly, the fast-failover (FF) group is supported in the higher versions of OpenFlow, which helps in link failure recovery. Hence, the controller supporting higher versions of the OpenFlow protocol can be configured to avoid congestion in the network. Likewise, the graphical user interface (GUI) feature influences the execution speed, and multiple platform support helps with parallel processing, multi-threading, and clustering. The support of the clustering feature results in reducing the end-to-end (E2E) delay, improved scalability, and a performance improvement. Similarly, the modularity feature has a direct effect on the performance of the controller.

Other studies [13–16] have analyzed SDN controllers in terms of their supporting features. Examples of supporting features consist of the representational state transfer application programming interface (REST API), platform, OpenFlow, and clustering. The objectives of the studies in [13–16] are to select an SDN controller with the most suitable and latest features. Though, methodologies based only upon feature set neglect the performance analysis of the controllers. As another shortcoming of such approaches, they provide only theoretical evaluation of the features offered by the controllers. Consequently, a comparative assessment of controllers becomes difficult. Computing an optimal controller when studying its features entails different challenges. In case, if we make the selection decision solely on the table of features of a controller, it will arise a cognitive overload which will increase with features number. Under this scenario, correct decisions cannot be made because of the limitation of the human capability meant for information processing, which is generally recognized as [image: images] problems, or Miller’s law [17].

A comparative research on four controllers with a hybrid scheme is illustrated in [18]. A hybrid approach creates a ranking of the controllers considering their features and then compares the controller performance. The authors selected two controllers through a heuristic decision from the feature table of the controller. A list of nine features from these controllers is made, and two controllers are selected based on a subjective comparison of the feature table. A performance evaluation of these controllers is then conducted using Cbench [19], which is executed in throughput and latency modes for analysis. However, this study does not provide an explicit ranking of these controllers because the feature table is simply and subjectively analyzed. Therefore, a precise selection is not possible if we follow such a procedure for controller selection and evaluation. Second, Cbench does not represent a real network and consists of virtual switches. Third, a performance comparison with real-world Internet topologies has not been considered.

The authors in [20] use an analytical hierarchy process (AHP) for controller selection among several controllers used in SDN. However, the controllers were not evaluated experimentally. Hence, the hypothesis does not prove that the controller is the best among the other controllers. Likewise, a hybrid mechanism of controller selection leveraging the AHP is illustrated in [21]. This study ranked the controllers based on their features and performance. In this study, the three high weight controllers were assessed with performance tests utilizing Cbench; but they did not perform performance evaluation with real topologies of the Internet. The authors also did not describe the mathematical model of their proposed approach. AHP did not consider the alternatives feedback, and it selects the controller based on the criteria only. Another issue with AHP is that elements of the criteria are handled independently, and therefore a precise SDN controller selection is not viable.

Moreover, a comparative analysis for 5 SDN controllers, namely, RYU, Floodlight, TREMA, ODL, and ONOS [22] evaluates the suitable controllers for aerial SDN utilizing quantitative and qualitative analyses. First, qualitative evaluation of controllers is made regarding two features, e.g., state handling capacity and clustering support. The information about the controller state management of the 5 controllers is arranged in a table to check how every controller gathers and stores the state information of the network under switch or controller failure, i.e., whether controller will be able to reload its information from the last state which was saved, or if it must relearn everything. Likewise, the information regarding the clustering approach of each controller is tabulated to verify whether these controllers perform well in clustering as well as how controllers communicate the cluster information among each other. The top-two SDN controllers were put evaluated experimentally based on a subjective decision made on two features that meet the aerial networks requirements. Further, performance was evaluated through experiments conducted in Mininet. Nevertheless, their evaluation was applied in a simple topology emulated in Mininet and not adopted from standard Internet topologies.

The authors in [23] conducted a comparative evaluation of two SDN controllers. Their study considers a tree topology with only a single domain network administered by a single SDN controller. However, the study lacks a discussion or comparison of the controller features. Moreover, the study ignores how the switches are assigned to the controller. Controller evaluations have been increasingly conducted in a single network domain. Hence, if a controller fails or if the number of devices in the data plane increase, the performance will decrease.

To investigate the performance with load management, the authors in [24] have proposed a distributed architecture and clustering mechanism that maximizes the efficiency of the datastore through the load distribution from synchronization and overhead communication. The framework spread the load and boost the data store’s performance. Similarly, to improve scalability and load balancing a mechanism is illustrated in [25] for consistency among data plane devices and even load distribution. However, both studies focus on the leading controller equal distribution of the load through a distributed controller’s placements.

To evaluate the QoS with the clustering of SDN controllers, the authors in [26] proposed a DCC scheme with ONOS and HP virtual application network (VAN) controllers. A distributed controller architecture with three domains is generated in this proposal, which was tested for a reduction in latency and an increase in CPU utilization owing to the use of an architecture with three distributed controllers instead of a single controller. However, the study considered two random controllers, but did not discuss their features. Second, the architecture applies a distributed cluster which arise consistency and data plane synchronization issues. Hence, to overcome the performance, scalability and SPOF issues a comprehensive study of controllers with optimum features and QoS with a multiple controller cluster requires further investigation.

3  Proposed Approach

The mechanism we follow to improve and evaluate the improvement in the QoS with an optimum controller clustering is illustrated in Fig. 1. The step-by-step procedure is described below.


•    We identify the features that effect the performance of a controller in a cluster environment. We then pre-process and elaborate these features.

•    An ANP is applied to rank the controllers according to their weights. Then, we describe the SDN HCP architecture for inter-domain communication. The algorithm for HCP, inter-domain communication mechanism and clustering procedure is developed to enable inter-domain communication and performance improvement.

•    An experimental evaluation of the HCPC with highest weight and runner up controller obtained through the ANP is conducted.

•    An experimental evaluation is applied using the Internet OS3E topology.

•    To place multiple controllers, the topology is portioned into several domains with the controllers placed using an effective controller placement algorithm such that the E2E delay between the controllers and switches is at minimum. We show the topology partitioning with pictorial diagrams.

•    The performance results of the proposed HCPC approach is compared with a DCC scheme utilizing real SDN experimental environment. The experimental evaluation is performed with high ranked controller and runner up controllers in OS3E topology.


[image: images]

Figure 1: Proposed methodology

3.1 Problem Formulation and System Model

Because there are several controllers, and each controller has multiple features. Hence, the controller selection with multiple features is regarded as a multicriteria-decision-making (MCDM) problem. In this problem, we have to select the controller with a high weight regarding the optimum feature set. Hence, we should rank several controllers regarding their multiple features. Moreover, a single controller is not appropriate for SDN due to SPOF, scalability and performance bottleneck. Consequently, an efficient architecture of multiple controllers in SDN is needed for an improvement in the E2E QoS. To overcome the former problem, we propose an ANP model for ranking the controllers with respect to its features. For the later problem, a HCPC scheme is developed. Eqs. (1) and (2) shows the controllers and their features. Here, controller A1 has features P1, P2, [image: images]. An explanation of notations and illustration of Eqs. (1) and (2) are given in Tab. 1.
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Table 1: Summary of notations

[image: images]

3.2 Pre-processing of Controller’s Features

Herein, we describe the ten important features that should be considered in an SDN controller with respect to a clustering of the controllers. Hence, we rank the controllers using these ten features by leveraging the ANP tool [27] and conduct an experimental evaluation of the high weight controller in our proposed HCPC environment. We utilize the latest documented information regarding the features of the controller and the studies described in [5–10]. Features of a controller can be categorized into two classes: (1) Ordinal and (2) Regular. Ordinal features support inherent ordering, whereas regular categorical features do not entail such an ordering.

Categorization of the controller features provides a clear vision of the support degree of a feature in a controller. For instance, A4 and A6 only support OpenFlow v1.0. Hence, for this feature (P1), controller is put in a low category (L). Tab. 2 shows each feature and its category. In addition, A1 is placed in a medium (M) category, A2 and A3 support versions, i.e., v1. 0, 1.1, 1.3. Therefore, they are in a high category (H), and A5 supports versions, i.e., 1.5, and therefore is put in a very high (V H) level for this feature. Moreover, P2 denotes the load balancing feature of each controller. Here, Ryu, POX, TREMA, and Floodlight cannot distribute the load evenly because of a lack of coordination among the distributed controllers. Hence, they are placed in the (L) category. In ONOS, the distributed controllers can send message requests among the controllers and hence we place this in the (H) category. However, in ODL, the works are collocated with proper load balancing among the controllers. Hence, this is assigned a (V H) category.

Table 2: Pre-processed features of controllers

[image: images]

Here, P3, P4, and P5 represents the regular categorical features, i.e., that cannot be divided into more levels. For illustration, a controller can either support REST API or not, clustering, or open stack networking. Consequently, features (P3, P4, and P5) do not entail some inherent ordering. Hence, these are shown with a “Yes” and “No” in Tab. 2. Similarly, A4, A5 and A6 also do not poses support for the REST API; consequently, they are denoted with a “No” in Tab. 2 corresponding to the P3 field. Likewise, A1, A2, and A3 can support REST API; hence a “Yes” is put in column corresponding to P3 which shows the presence of this feature. Moreover, P4 represents a Quantum API support feature, and A1, A2, A3, A5, and A6 have a Quantum API feature support. Consequently, “Yes” is shown in P4 column for them. However, A4 does not support Quantum API, and therefore the column P4 is denoted with a “No” corresponding to the A4 controller. In addition, P5 reveal a clustering feature. As controllers A1, A4, A5, and A6 do not have support for clustering feature; as a result, P5 field is shown with a “No” in Tab. 2. By contrast, A2 and A3 support clustering; thus, they are denoted with a “Yes.”

P6 shows consistency of the synchronization, i.e., denotes the consistency level of the traffic among the distributed data plane managed by multiple controllers. In the case of Ryu, POX is placed in the (L) category and TREMA is placed in the (M) category. ONOS is placed in the (H) category because the information can be altered. The ODL is strongly consistent. As a result, it is placed in the (V H) category. In addition, P7 shows productivity degree for a controller. The productivity denotes the ease for application development. In addition, it is related with the coding language in which controller is programmed. Although Python provides ease for development of applications; however, these controllers are slow due to lack of memory management, deficiency of multi-threading, and absence of platform support across controllers. Moreover, A1, A2, and A3 entail medium productivity, whereas A4, A5, and A6, have high productivity.

In addition, P8 signifies the support of different vendors, whereas A2 has support from NEC, Cisco, Linux foundation, and IBM, the membership of which spans 40 companies; Hence, it is kept in (V H) level. Controller A3 is sponsored by SK Telecom (a South Korea telecommunication company), NEC and Cisco; Consequently, it is in the (H) level. Controllers A1, A4, and A6 are supported by NEC, Big Switch Networks, and Nicira, and hence they are in the (L) level concerning their support. Although vendors support feature is not directly proportional with performance, nevertheless, a high level of support from vendors results in an improvement in performance. Moreover, P9 represents the platform support. Controllers A2, A3, and A4 contains support for Windows, Linux, and Mac, and are therefore placed in (H) class. However, A1, A5, and A6 are entails support for Linux only, and therefore it is assigned an (L) class. The cross-platform feature enables multi-threading and clustering resulting in QoS improvement. Feature P10 shows the support for modularity. Controllers A1, A5, and A6 have a medium modularity level, whereas A2 and A3 have a high-level modularity. The A2 and A3 controllers know how to make a call to sub-functions from the main program, which enable parallel processing and increase the performance. Herein, we apply feature categorization as a pre-processing step.

3.3 SDN Controllers Ranking with ANP

Herein, we describe the ten critical features which should be judged in a controller with respect to a clustering of the controllers. The ANP MCDM problem is formulated by defining the objective, and the parameters (P) (a.k.a) the criteria set, are then defined to evaluate the goal. Finally, a set of alternatives (A) that should be ranked based on the criteria set are identified. Such an approach has widely been used for complex decision-making problems in various fields, i.e., in wireless sensor networks, zone head selection in IoT, node selection for privacy preservation in IoT, and controller placement problems [28–31]. Figs. 2 and 3 show the ANP model created in the Super Decisions simulation tool and the step wise procedure used for ranking the controllers (alternatives) i.e., A1, A2, [image: images] for the feature sets P1, P2, [image: images]. The features offered by several controllers are denoted with (P). Moreover, the alternatives are shown with (A) notation. In the subsequent paragraphs, we discuss the procedure for a pairwise comparison of controllers with respect to every feature using an ANP and vice versa.

[image: images]

Figure 2: ANP model for controller ranking

[image: images]

Figure 3: The description of ANP procedure for controllers ranking

3.3.1 Pairwise Comparison for Features and Controllers

The general form of the pairwise comparison matrix is shown in matrix (3), which is created based on a 9-point scale, as shown in Tab. 3. Controllers are pairwise compared to each feature element, i.e., ten features are applied. The general structure of a pairwise comparison matrix is represented in matrix (3). Matrix (3) shows the rows M1 through Mn and columns C1 through Cn. The value corresponding to a(i, j) signifies the importance of a feature of the ith row versus jth column. Similarly, a(i, j) = 1 in the matrix denotes that P1 feature related to the ith row and jth column controllers is equally present in both controllers. Moreover, diagonal elements represent the comparison of an element with itself; consequently, the values of such elements are denoted by 1, as represented in matrix (4). In addition, the elements values below and above the diagonal are reciprocal of each other. First, alternatives are compared pairwise with respect to the feature P1. The values for elements are included in (3) depending on a 9-point scale, as shown in Tab. 3. The reciprocal and nonreciprocal values show the importance of the row elements from the column components, correspondingly. First, A1 is compared with A2, A3, A4, A5, and A6 considering the P1 criterion. In addition, A1 is of equal importance with itself, and thus a(1, 1) = 1. Then, A2 and A3 are moderately important than A1. Moreover, a(1, 2) = a(1, 3) = 1/3. Here, A1 is moderately important than A4 and A6, e.g., a(1, 6) = 3 shows that the alternative in row (A1) is moderately important than an alternative in the subsequent column (A6). In addition, a(1, 5) = 1/6 reveals that A5 is substantially more important than A1. Likewise, the values are inserted in for A2–A6. In the same way, we meticulously incorporate values for all the elements in matrix (4) for pairwise comparison.
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Table 3: Scale for defining the relative importance of a feature and controller
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Matrix (5) is then used for the summation, and every value is divided with the summation of a column. Next phase is calculation of an eigenvector, which is computed from a normalized matrix. An eigenvector indicates a priority of the feature (P1). The eigenvector V is obtained from the normalized matrix (6) according to Eq. (7). The result from Eq. (7) is considered as the eigenvector V1, which is shown in (8). To obtain the eigenvector X as shown in Eq. (7), first we compute the normalized matrix (6).
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3.3.2 Consistency Index (CI), Consistency Measure (CM), and Consistency Ratio (CR) Calculation

To prove the consistency of the judgments we made during the values insertion in pairwise matrix, the next phase is to compute the consistency index (CI) and consistency ratio (CR). Nevertheless, before evaluating consistency, the vector for consistency measure (CM) should be computed. The calculation of (CM) vector is essential for the computing (CI) and (CR). Eq. (9) shows the procedure for determining the consistency measure. The Mj represents a row from the Eq. (4). Here, V and vi represent the eigenvector and its corresponding component which is also shown in Fig. 4. In addition, the multiplication of Mj and V are taken and then it is divided upon the element in the eigenvector linking to Mj. Fig. 4 shows the procedure used to get (CM). Then, the average of the (CM) vector is taken for computing [image: images]max as shown in Eqs. (9) and (10). The procedure to obtain these equations and the overall process is shown in Fig. 4.
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Figure 4: Computing the consistency ratio

3.3.3 Consistency Index (CI)

The CI represents the deviation of comparison matrix for a component. The (CI) for P1 criterion of the matrix is determined using Eq. (11) by applying the value for [image: images]. The values of [image: images], and n = 6 are added in Eq. (11). In Eq. (11), n denotes the number of criteria for the selection of controller in comparison matrix. In this case, six alternatives were put into consideration: hence, n = 6. The final value of (CI) is 0.01 according to Eq. (11).

[image: images]

3.3.4 Consistency Ratio (CR)

The trustworthiness of the comparison matrix is verified by means of (CR), which is calculated as given in Eq. (12). In Eq. (12) (RI) represents ratio index. Moreover, [image: images] is inserted from Tab. 4, depending upon the matrix order. If rank of a matrix is 3 (number of alternatives for comparison is three), a value relating to 3 is then incorporated for RI. In this example, the criteria elements number is 6. Consequently, a value matching with 6 will be selected from Tab. 4. Then, (CR) is obtained by placing the (CI) from Eq. (11) into Eq. (12). The derived [image: images], as the [image: images] or less is known for an inconsistent judgment; otherwise, inconsistency is regarded as high. Then, pairwise judgments must be repeated i.e., until the [image: images]. Similarly, for the remaining criteria all the alternatives are compared pairwise, i.e., P2, P3, P4, P5, P6, P7, P8, P9, and P10. Furthermore, the (CR) and (CI) are derived using similar procedure as discussed. Likewise, the eigenvectors corresponding to V1, V2, V3, V4, V5, V6, V7, V8, V9, and V10 are computed corresponding to features P1, P2, P3, P4, P5, P6, P7, P8, P9, and P10, respectively, beside with their values of (CR). Here, V1 illustrates the eigenvector for the P1 criterion. Likewise, V2 denotes the eigenvector of the P2 criterion, V3 represents that for P3, and so on. Similarly, (CR) value for obtaining each eigenvector is proven (which is less than 0.1).
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Table 4: Ratio index for different number of criteria
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3.3.5 Pairwise Comparison of Criteria (Features) Concerning Alternatives (Controllers)

The ten features P1, P2, [image: images] are pairwise compared for all controllers, i.e., A1, A2, A3, A4, A5, and A6. The corresponding eigenvectors for these controllers are then calculated, i.e., V11, V12, V13, V14, V15, and V16 as shown in Tabs. 5 and 6. The eigenvectors for controllers are determined employing similar calculations as applied for the features. Likewise, CM, CI, [image: images], and CR are determined for all matrices. Further, it is verified that the CR for each eigenvector is less than or equal to 0.10 for maintaining a consistent judgment.

Table 5: Eigenvectors for features with respect to a comparison of the controllers
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Table 6: Eigenvectors for controllers with respect to a comparison of features
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3.3.6 Weighted Super-Matrix

The eigenvectors are calculated, i.e., denotes the weight for every feature with respect to each controller and vice versa. Next, we represent them in the form of a non-weighted super-matrix. Then, the non-weighted super-matrix is adjusted such that it is column stochastic (total or sum is 1 for each column). The resultant matrix is known as weighted super-matrix, that shows a comparison of the criteria for the alternatives and vice versa. The non-weighted super-matrix is same with weighted super-matrix; but the difference is that the weighted super-matrix poses column stochastic characteristics. Here, V1, V2, V3, V4, V5, V6, V7, V8, V9, and V10 are the eigenvectors corresponding to P1, P2, P3, P4, P5, P6, P7, P8, P9, and P10, which signify of features for each controller. Similarly, V11, V12, V13, V14, V15, and V16 are the eigenvectors corresponding to A1, A2, A3, A4, A5, and A6, which show the priority of the alternatives (controllers) regarding each feature. Tabs. 5 and 6 show the values of the eigenvectors and the consistency ratio from the pairwise comparison matrices and weights obtained from the weighted super-matrix. We can see that the consistency ratio is less than 0.1. Hence, the pairwise matrices are consistent. Lastly, we determine the limit of the super-matrix to find the final weights of the controllers. The computation of which is depicted in next subsection.

3.3.7 Limit Super-Matrix

The stable weights are computed by taking the power of the weighted super-matrix continually is continually until we get converged values. A matrix with converged weights is known as a limit super-matrix that reveals the weights of the controllers, i.e., finally prioritized, or converged values. Thus, the limit-matrix comprises of final weights calculated for each controller and feature. This is computed after processing of weighted super-matrix, i.e., the values are raised to the power 2k until all row weights converge, where k shows some random number. The final stable weights of all controllers from the limit super-matrix are shown in Tab. 7. The table shows that A2 has the highest weight; consequently, it signifies the optimal controller. The subsequent appropriate controllers are A3, A5, A1, A6, and A4 respectively, which are arranged according to final weights. Corresponding to these weights, A2 has a high weight, i.e., 0.15, and thus the controller related to it supports the optimum features for the clustering environment, as evaluated with the ANP model. To prove the hypothesis that the controller regarding the optimum features calculated using ANP, in the next section, we evaluate this high weight controllers for an experimental analysis in the HCPC network environment using SDN and make a comparison with DCC approach. Moreover, we also evaluate the runner up controller, i.e., A3.

Table 7: Final weights of controllers through ANP

[image: images]

3.4 Hierarchical Control Plane Clustering for Inter-Domain Collaboration

To enable the inter-domain communication and coordination of tasks among the distributed controllers in each domain, we use an HCP architecture. Fig. 5 depicts the HCP architecture with three inter-communicating domains. In the proposed HCP, there are two layers, i.e., local, and global. The local controller (LC) administers each domain while the global controller (GC) is used for coordination among the local domain controllers. Each domain consists of the data plane network devices, i.e., switches and routers which communicate with the LCs through southbound API.

[image: images]

Figure 5: Efficient hierarchical control plane (HCP) for inter-domain communication

The tasks are delegated from local controllers to the GC in the control plane hierarchy via the northbound API. Consequently, this decreases the computational complexity [32–34]. The hierarchy control plane with a global view reduces the E2E delay when the network devices increases. Moreover, the GC works in a proactive manner. Hence, the global path and state information are available to GC. Consequently, the packets are processed promptly and the E2E resources are provisioned upon arrival of the packets. Fig. 6 shows the communication mechanism in the HCP which is described in algorithm 1.

[image: images]

Figure 6: Communication mechanism in the HCP

3.4.1 Algorithm for Communication Mechanism in the HCP

Algorithm 1 illustrates the communication procedure when a packet arrives from the host (H1) to the switch in a domain. First, the packet header (source and destination) is compared with the source and destination of the flow entries in the switch flow table. If the destination is in the local domain, the switch then sends a Packet-In message to the LC. Then, the local controller returns the path and updates the flow entries on the switch of the domain. By contrast, if the destination of the packet is outside the LC, the LC then forwards the Packet-In packet to the GC, and the GC returns the path to the LC, which updates the flow entries accordingly. However, if the flow entries for the packet already exist on the switch flow table, then the packet is delivered to the destination according to the flow rules already present on the switch. Fig. 6 shows the packets processing in the HCP.

[image: images]


3.4.2 Global Controller Clustering

We make a cluster of the GC in order to combat failures and improve the performance. Hence, we make a cluster of the optimum controller computed with ANP, i.e., ODL and also for the runner up controller, i.e., ONOS. We adopt the clustering mechanism from [22] for the backup of our GC. OpenDaylight allows clustering, which uses a data store that is “sharded.” By default, there are four shards; Topology, Inventory, Normal, and Toaster. Each shard on the network contains all information of a certain sort. The topology shard for instance contains all of the topology details. Only one controller is capable of controlling a given shard and is named its Master. All the others serve as replicas, named Supporters, who must forward requests to the Leader concerned. The Leader will serialize requests and start a three-phase commit process. An action only happens while the commit process is successfully completing the third step. Shards cannot be broken, and the method is fairly consistent since all transactions are serialized. ONOS supports and facilitates clustered execution. It views each controller as a node, where a given node with each device on the network may take on a mastership, backup, or ignored role. For all devices, therefore, there is no imposed single point of contact; leadership of a given device may float between any controller with control connections to that device. Controllers communicate directly and synchronize their state machines every few seconds, gradually making this particular feature consistent; other parts of the system are therefore strongly consistent.

4  Experimental Evaluation

In this section we evaluate the high weight controller calculated with ANP in the proposed HCPC scheme and compare its performance with DCC scheme [26]. First, we describe the experimental setup and the network topology. Then, we leverage an effective network partitioning algorithm for assignment of switches to these controllers. Further, the traffic parameters and performance evaluation results of the two schemes are discussed. Moreover, we also evaluate the runner up controller computed using ANP to validate that the performance improves with the optimum high weight controller. The subsequent subsections describe the details of the experimental approach we will follow.

4.1 Simulation Environment and Comparison

We consider the standard network topology, i.e., Open Science, Scholarship, and Services Exchange (OS3E) [35], also known as an Internet2 network for analysis. We write the Python code with vim editor for the network topology in Mininet [36] emulation platform for an experimental analysis. The Mininet Python API was used for emulating the network on ONOS and ODL controllers. The ONOS and ODL controllers are installed in virtual server machines. The latest Mininet version 2.3.0d1 with Open vSwitch (OVS) version 2.5.4, Ubuntu 16.04 LTS, and Xming server were utilized to originate as well as visualize traffic from source to destination hosts using HCPC and DCC for a comparison of the results. Fig. 7 denotes the proposed HCPC environment that we simulate with ODL and ONOS controllers. The GC is a combination of three controllers i.e., cluster as discussed in Section 3.4.2. We compared our scheme with a DCC [26] approach using a flat controller’s architecture. The authors used multiple controllers distributed in the SDN.

[image: images]

Figure 7: Efficient hierarchical control plane clustering with two level hierarchy (LCs and GC)

4.2 Switches Assignment to the Controllers

The topology is denoted as the graph G = (V, E), where V shows the vertices and E signifies edges of topology. Fig. 8a shows the distribution of V and E in OS3E topology. To assign the switches to the controllers, we leverage an effective algorithm [37] such that the E2E delay between the switches and the controllers in each domain is at minimum. First, we assign switches to the ODL and ONOS controllers placed in each domain. Fig. 8b shows the partitioning of the network topology OS3E and the switches assigned to a controller in each domain. The dotted circles show the switches where the controller is piggybacked, and the solid circles shows the switches in each domain.

[image: images]

Figure 8: The SDN topology for experiments, its partitioning into five domains (a) OS3E topology [35] (b) topology partitioning

4.3 Traffic Generation Parameters

We leverage the distributed Internet traffic generator (D-itg) [38] between the source and destination hosts in the OS3E topology. The step-by-step process for generation of traffic is described in Fig. 9. First, we open a listening socket for the user datagram protocol (UDP) on the destination host (H2) for the traffic originating from other nodes via ITGRecv. A source host (H1), ITGSend is employed to send the UDP traffic with a payload, i.e., 50,000 bytes for a time period of 100 seconds (s) with a constant rate of 50,000 packets/s to destination host with an IP address (192.168.1.2). We repeated the experiment for the OS3E topology 20 times by choosing different source and destination hosts, and the average results for the delay and jitter are obtained.

[image: images]

Figure 9: Traffic generation parameters

4.4 Evaluation of End-to-End Delay

In this experiment, we evaluate the E2E delay for our proposed HCPC and DCC schemes with ODL and ONOS controllers respectively in OS3E topology. Eqs. (14) and (15) show the E2E delay (DPi) calculation procedure using D-itg for the ith packet sent from the source to the destination. Here, SPi and RPi show the transmission and receiving times of a packet P from the source to the destination in OS3E network. Fig. 10 shows the E2E delay for HCPC and DCC approaches. We can see from Fig. 10 that the E2E delay is small for the HCPC as compared to DCC. Moreover, the E2E delay with single controller is more as compared to HCPC and DCC schemes because a single controller creates a performance bottleneck when the number of Packet-In requests towards it increases. Furthermore, the ODL controller with optimal features calculated using the ANP has a smaller E2E delay as compared to ONOS controller. Fig. 10 reveals that the E2E delay with a high ODL controller in a standalone network and in HCPC as well as DCC is small owing to its optimum features (consistency, modularity, fast response of NB and SB APIs) which contribute to the improvement in the QoS.
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Figure 10: E2E delay between source and destination hosts with high traffic load

4.5 Evaluation of End-to-End Jitter

During this experiment, we analyze the E2E jitter in the OS3E topology for the ODL and ONOS controllers. The average jitter is obtained using Eq. (16). Fig. 11 shows the E2E jitter for the HCPC and DCC schemes emulated with ODL and ONOS controllers. Fig. 11 reveals that the E2E jitter is smaller in an OS3E network with single and cluster networks with an ODL controller. The ODL controller calculated using ANP has best supported features for the cluster environment. Hence, it results in significantly improving the QoS for both HPCC and DCC mechanisms.
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Figure 11: E2E jitter between source and destination hosts with high traffic load

4.6 Evaluation of Load Balancing

In this experiment, we generate background traffic using the hping tool [39] at different speeds, i.e., 100, 200, 300, 400, 500, 600, 700, 800, 900, and 1,000 Mbps. We then inject it into the OS3E topology to evaluate the load balancing performance of the proposed HCPC and DCC schemes with two controllers (ODL and ONOS) obtained using ANP. Fig. 12 shows a comparison of the E2E delay between the source and destination hosts with an increase in the traffic load in the background. We can see from Fig. 12 that the delay with the proposed HCPC is smaller as compared to DCC approach with both ODL and ONOS controllers.

[image: images]

Figure 12: Delay between the source and destination hosts with a variation in the background traffic

Moreover, when using a single controller ODL and ONOS, the E2E delay with ODL controllers is smaller than ONOS with increasing traffic load. This occurs owing to the optimal load balancing features of ODL, i.e., metering provided by OpenFlow and fast response of northbound API, which distribute the load evenly across the nodes between the source and destination.

4.7 Throughput Evaluation

In this experiment, we analyze the throughput of the proposed HCPC and DCC schemes with high weight controllers, i.e., ODL and ONOS. To evaluate the E2E throughput, we use the Iperf tool [40]. Fig. 13 shows the throughput results obtained through the ODL and ONOS controllers using in HCPC and DCC schemes. We can see from Fig. 13 that the throughput with the ODL controller having the optimum features regarding the clustering is significantly larger than with the ONOS controller in standalone and clusters, i.e., HCPC and DCC approaches. The higher consistency and modularity features of ODL helps in the improved throughput in the standalone and multiple controllers with proposed HCPC and DCC approaches. However, the throughput with optimum ODL controller in proposed HCPC is significantly larger than the throughput in DCC with ONOS controller.
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Figure 13: Throughput between source and destination hosts with a high traffic load

4.8 Evaluation of Recovery Time

Fig. 14 shows a comparison of the link failure recovery times (in milliseconds (ms)) for the HCPC and DCC schemes with ODL and ONOS controllers. We create a link failure and observe the recovery time for ODL and ONOS controllers in standalone and cluster environments. The recovery time or total recovery delay (DRtotal) is calculated using Eq. (17) [41]. In Eq. (17) FD denotes failure detection time (ms), PC shows the path calculation time (ms) and FI denotes the flow insertion time (ms). We can see that the recovery time in the HCPC approach is smaller as compared to DCC for both ODL and ONOS controllers. Moreover, the recovery time for ONOS is significantly larger than ODL because ODL supports the latest features which contributes in faster recovery.
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Figure 14: Comparison of link failure recovery time

4.9 Evaluation of Scalability

We conducted this experiment to emulate the switches using the Cbench tool [19] for evaluating the throughput of the two high weight controllers obtained through an ANP in HCPC and DCC schemes. We increased the number of switches up to 100 and recorded the throughput, i.e., by sending Packet-In packets to the SDN controllers, ONOS and ODL, respectively in a standalone and cluster environment i.e., HCPC and DCC. The number of MACs per switch is set to 5,000. We send the Packet-In packets to the high weight controllers computed using the ANP. This experiment is repeated 20 times. Fig. 15 shows the results of the throughput with both controllers in a standalone and cluster environment. The results show that the throughput of the ODL controller increases rapidly and maintains the throughput with an increase in switches. Further, the HCPC and DCC improves the QoS of the throughput as compared with a single controller. However, the high weight ODL controller computed using the ANP regarding the cluster-supported features achieves a significant improvement in the throughput as compared to the ONOS in the proposed HCPC scheme.

[image: images]

Figure 15: Throughput evaluation with an increase in the number of switches

4.10 CPU Utilization

The sysbench tool [42] is employed to evaluate the CPU utilization while testing the controllers, i.e., ODL and ONOS computed using the ANP approach amid the traffic generation. Fig. 16 illustrates the CPU utilization results at consecutive intervals of 20 seconds. We can see from Fig. 16 that the utilization does not surpass 30% and 40% amid the peak usage for the runner-up and high weight controllers, i.e., ONOS and ODL, respectively. However, during normal traffic conditions, the CPU utilization does not go beyond 15% for the ONOS controller or 22% for the optimum feature set ODL controller.

[image: images]

Figure 16: CPU utilization of ODL and ONOS controllers amid traffic load

5  Conclusion

Our study aimed to improve the QoS in SDN using a two step approach i.e., first rank controllers leveraging an ANP based on their features and select a controller with optimum feature set. In the second step, we made the HCPC for SDN to avoid SPOF, performance bottleneck and scalability issues. Moreover, we evaluated the performance of two high weight controllers in a standard OS3E topology using a single controller and our proposed HCPC approach. Further, we compared the results of the two high weight controllers for our proposed HCPC mechanism with a DCC scheme. The experimental results indicate that the controller with a high weight (ODL) in terms of its features outperforms ONOS (with a lesser weight) in two scenarios i.e., when the controller is used without clustering and by applying our proposed HCPC approach and the DCC scheme. The results achieved using the HCPC and DCC prove that the QoS is improved as compared to using a single controller for managing the OS3E network. The experimental results showed that our proposed HCPC approach with an optimum controller (ODL) surpasses the ONOS controller and DCC scheme in terms of the QoS metrics, i.e., the delay, jitter, load balancing, scalability, recovery time and CPU utilization.
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Algorithm 1: Communication mechanism in the hierarchical control plane (HCP)

1:
2:

=~ W

When a packet comes to a switch in a domain of LC.
The source and destination in the packet header are compared with the flow entries in
the switch.

If
: The packet header does not match with the source or destination of the flow entries in the

switch, and the destination address exists in the same domain, then

: A Packet-In message is forwarded to the LC.

: The LC returns the E2E path corresponding to the Packet-In message header.

: The flow rules are installed on the switch corresponding to the Packet-In message header.

: Else If

: Destination address do not exist in the LC then

: A Packet-In is forwarded to GC, which sends the E2E path to the LC, and the LC pushes the

flow rules to the switches in the data plane (as a Packet-Out message).

: Else If
: The flow entry corresponding to the packet according to the packet header is present on the

switch of the domain, then

: Flow rules already existing on switch in the domain are followed
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