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Abstract: This article evaluates the security techniques that are used to maintain the healthcare devices, and proposes a mathematical model to list these in the order of priority and preference. To accomplish the stated objective, the article uses the Fuzzy Analytic Network Process (ANP) integrated with Technical for Order Preference by Similarities to Ideal Solution (TOPSIS) to find the suitable alternatives of the security techniques for securing the healthcare devices from trespassing. The methodology is enlisted to rank the alternatives/ techniques based on their weights’ satisfaction degree. Thereafter, the ranks of the alternatives determine the order of priority for the techniques used in healthcare security. The findings of our analysis cite that Machine Learning (ML) based healthcare devices obtained the highest priority among all the other security techniques. Hence the developers, manufacturers and researchers should focus on the ML techniques for securing the healthcare devices. The results drawn through the aid of the suggested mathematical model would be a corroborative reference for the developers and the manufacturers in assessing the security techniques of the healthcare devices.
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1  Introduction

Healthcare devices play an essential role in digital treatment of the patients. Digital diagnosis enables the monitoring and diagnosis of the patients from any remote place. Internet of Healthcare Things (IoHT) and implantable devices are fully equipped by the sensors which take the data from the body and send the same to the healthcare organization for diagnosis and monitoring [1]. Healthcare wearable devices (pulse reading, blood pressure, insulin pump etc.) also sense the body’s data [2]. All these data are highly sensitive, particularly from the patients’ point of view because the data pertains to their personal health related information. If the data is leaked and altered, it could even be life threatening for the patients.

Healthcare devices are a soft target for the hackers because of the ineffective and inadequate security mechanisms that are applied on these devices [3]. The attackers take advantage of a lack of security mechanism and easily gain access to the healthcare devices [4]. In the last few years, the attacks on the healthcare sector have risen exponentially. The reason for the increasing number of attacks on healthcare is the high demand and cost of the data on the dark web. Multiple attacks on the healthcare device not only affect the functionality of the device but also steal the data stored in the devices [5]. In 2012, Food and Drug Administration (FDA) formulated guidelines for analysing the security of the healthcare devices [6]. In the next year 2013, FDA issued guidelines for the developers and manufactures to design the devices and check the security at the time of developing the devices [7].

There is an imminent need for the researchers, developers and manufacturers to work on more fool proof mechanisms to contain the threats to medical devices. Attempts to integrate enhanced safety mechanisms right from the design and development phase of the medical devices would be a pre-emptive step in this direction. Healthcare device security is yet another facet that needs to be strengthened in the security of the devices. The design of healthcare device’s security is different from the safety aspect of the healthcare device. While safety focuses on the hazardous situations that may happen accidentally and intensely, security of the device protects it against the alterations done in the device or the changes that might be made in the information stored in the device [8].

Networked devices are more vulnerable than the non-networked devices. Attacks on the networked devices threaten both the security of the device and safety of the information [9]. Several research studies have identified vulnerabilities and safety concerns that occur due to network compromise of the healthcare devices. Few are listed here: Implantable Medical devices (IMDs), wearable devices and surgical robots [10]. Network vulnerabilities exist in the network configuration of the hospitals, third party service provider networks (like, laboratories, pharmacies etc.). These weaknesses permit the eavesdroppers to gain access over the network of the healthcare industry. The eavesdroppers make their way through the network to steal the credentials of the medical devices and exploit the vulnerabilities.

To optimise upon the efficacy of the healthcare devices, it is imperative to eliminate the vulnerabilities that are often inbuilt in the devices due to faults in design, software, hardware and network [11]. Hence, security of the healthcare device becomes an important research premise and assumes greater significance in the efforts to make the healthcare devices more secure and reliable. Against this backdrop, the present research pursuit intends to analyse the various security checking mechanisms and methodologies that are being used at present for assessing the security of the healthcare devices. Thereafter, the study draws upon the opinions of the experts regarding the security of the healthcare devices as inputs for applying the proposed methodology. We will outline the related approaches, security checking mechanisms and methodology for assessing the security of the healthcare devices.

2  Related Approaches

The authors referred to several useful studies that were done in the context of privacy and qualities of the healthcare devices. But, here we have discussed studies that essentially focus on maintaining the security of the healthcare device. Few of the relevant articles with specific reference to security are cited below:

Bresch et al. [12] designed an application for securing the medical devices which depend on the control flow of the program. In this approach, the secure code is assessed based on its functional and security point of view.

Newaz et al. [13] designed HEKA intrusion detection system (IDS) for tracing the traffic network of personal medical devices, HEKA used n-gram-based approach in traffic monitoring and different ML model was used for detection of the irregular traffic flow over the network. This IDS was validated on eights personal medical devices network and performance was calculated on four different attacks on it. The accuracy of the IDS of attacks detection was 98.4%.

Christoulakis et al. [14] – The authors proposed the HCFI architecture. This model defends the device from code-reuse attacks. This model verifies each edge by labelling in the execution flow graph of the software. At the time of execution, flow transfer to each labels are verified. If the vertex labels are not matched, the event of the control-flow attacks can be detected easily. However, the model is vulnerable to data attacks.

Zhou et al. [15] - HAFIX architecture proposed the integrity flow of hardware assessment. In this model, authors used the graph’s backward edges execution flow for identifying the code reuse attacks, however, the forward edge can be altered easily. Thus, this model is vulnerable to data attacks.

Gao et al. [16] proposed a ML based method and evaluated the feasibility of methods to detect the attacks easily. The authors also designed features sets for medical device to check even little changes in the working of the device.

Rayand et al. [17] proposed hardware signature security technique which detected the hardware Trojan (HT) at the time of run through verifying the hardware working functionality. In this architecture, the authors addressed the threats by splitting the design into a two chip method. Here, the signature generated at the beginning of data generating, and the signature is verified at the time of data encryption. This HT detection technique is able to detect HT attacks and also removes the attacks from the healthcare device.

Costan et al. [18] designed a Dynamic Time Warping (DTW) algorithm which is used in the authentication and identification of the authorized users whether they are accessing the device or not. The comparative results of this algorithm with other algorithms shows that this design algorithm is more efficient and light weight in comparison to the other algorithms.

The approaches discussed above provide knowledge about the security of medical devices. In the ensuing section, we have discussed different medical devices’ security approaches that became the base for structuring the empirical framework of this study.

3  Healthcare Device Security Tactics

Healthcare devices are generally implanted and attached with the human body and collect the required data from the organs. Further, healthcare devices send the data over the network for the processing to the experts. Low power sensor-based healthcare devices associated with the network are more vulnerable to attacks. Healthcare demands low cost devices for best treatment. So the manufacturers try to provide low cost healthcare devices. But the security of the healthcare device is also important because of the sensitive information that is stored and processed in the devices [19]. Any additional security features increase the manufacturing costs and make the device complex. All devices have their own vulnerabilities like implantable devices have owns and on-sites devices have owns. Developers focus on the functionality of the device and most of them do not know about the safety and precautions of the device.

Medical device components like hardware and outdated software generate vulnerabilities in the device that become easy exploits for the hackers. On-site devices can be exploited by reverse engineering techniques and easily violate the integrity and availability of devices. Important features that make the healthcare devices more secure are: availability, confidentiality and integrity (CIA). Maintaining the security of the devices is a tough task due to conventional security algorithms that cannot be used because of implantable and sensor devices [20]. But in the last few years, refreshers have developed new CIA prevention algorithms that do address the security issues of the healthcare devices. However, due to some bars, these are not suitable for all types of cyber-attacks. For instance, the on-site medical devices (MRI, X-ray and ultrasound) are still vulnerable to cyber-attacks. Various techniques have been developed for maintaining the security of the devices. Healthcare security approaches have been displayed in Fig. 1 and discussed below:
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Figure 1: Security techniques in medical devices

3.1 Authentication Mechanisms

In this mechanism, the unauthorized access of data is prevented. AES 128 lightweight encryption is used with current hash message verification code where authentication mechanism is utilized for confirming the genuine user’s access to the clinical gadget. Here nonce is utilized as an Introduction Vector (IV) for the encryption by utilizing the AES 128 key [21]. Unauthorized access is effectively prevented by this mechanism.

3.2 Machine Learning

Machine learning, is used as a computational method to learn from the information while relying on predetermined models. ML techniques are used in the present era for securing the healthcare data, network and healthcare devices from the attackers [16]. ML techniques make the healthcare data, network and devices more secure and help in fraud detection.

3.3 Data Flow

Data flow mechanism is used to maintain the security of the device. Code pointer plays an important role at the time of development for maintaining the security of the devices. The security of the pointer track is maintained by the pointer. The pointer is marked at source code at the compilation time. The base and bound values are stored in out of the range of hardware in these pointers. When the pointer is accessed, firstly, the pointer’s validity is checked. If the pointer is altered in an unauthorized way, then the base and bound stored in memory do not match with the pointer’s value [22]. This helps in finding the alteration in the system. Data flow is used in hardware custom to ensure software security.

3.4 Bio-Cryptography

Bio-cryptography is used in the security of the healthcare device and encryption the data for secure communication over the network. This technique uses blood pressure, PPG and ECG data through the sensors for producing the key for secure Cryptography on the healthcare data. Two approaches are used for the generation of the secret key: first approach (physiological signals) is used for secret key generation, and the second is used for the inter-pulse interval (IPI) for frequency domain generation [23]. Both the approaches are important in cryptography key generation and for making the biological data secure.

3.5 Hardware Signature

Hardware security also needs attention because malicious hardware (Hardware Trojan) is inserted at the time of manufacturing medical devices. In this approach, the hardware signature is imposed at the time of data harvesting and then these signatures are verified at the time of data processing [17].

3.6 Attention Based

The run-time attacks on the devices are prevented by the attention based approach. In this approach, computing hashes and labelling vertices are used to manage the flow of the program. This approach resolves the remote code execution limitation. The technique also uses buffers overflow for verifying the medical device application in running accurately and performing well [13]. The limitation is that it does not consider data attacks and is not used fully by the software developers for the medical devices.

4  Methods and Results

In this section, we proposed the Fuzzy ANP.-TOPSIS based healthcare device security assessment. We have set the criteria and alternatives for the healthcare device for security assessment. Based on these criteria, we have evaluated the security of the healthcare device and found the best alternatives among them. The authors have integrated three different concepts in this paper and developed a new approach. The fuzzy set theory concepts, Analytic Network Process (ANP) and TOPSIS for selection of the best security algorithm are used for assessing the security of the healthcare devices [24]. This integrated approach is highly efficient and effective to elicit outcomes. The Fuzzy ANP.-TOPSIS has been explained and implemented here.

4.1 Fuzzy-ANP.TOPSIS

Assessment of the security of the healthcare device was done by using the multiple criteria decision-making technique (MCDM). Multiple criteria decision making method used here Analytic Network Process (ANP) technique. An essential type of Analytic Hierarchy Process concepts used in the Analytic network process (ANP) [24]. ANP is a network based systematic method which uses the fuzzy theory and network based process for the selection of the alternatives. Multiple conflicting opinions arise in other approaches. To resolve these varying and differing opinions in the process of choosing the most conversant alternatives, the MCDM approach proves to be the most effective procedure. And TOPSIS is a compensatory aggregation method which compares the alternatives with the obtained weights for each criteria, and finds the distance between the alternatives and ideal solution and assigns the ranks of each criteria [25,26].

Fuzzy-ANP-TOPSIS has been used for assessing the security of healthcare devices. In the Fuzzy-ANP.TOPSIS approach, attribute selection plays an important role for calculating the weights and ranks of each alternative. Here, fuzzy sets provide the condition where there is no limitation for judgments, ANP helps in selection alternatives and TOPSIS provides the ranks to each alternative. Triangular fuzzy number is chosen for assessing the decision-makers’ preferences because of its simplicity in design and implementation. Fuzzy ANP-TOPSIS quantitative assessment is used because of the numerous data provided by the decision makers [26]. The step-by-step process of Fuzzy-ANP.TOPSIS is discussed in detail below:

Step 1: A fuzzy number (f) is represented as f = {(x, [image: images], x [image: images] a} where x is a set and [image: images]is a mapping from X to between the [0,1].

Step 2: Triangular fuzzy number (TFN) is denoted as a = (l, m, h), where l, m, and h (l ≤ m ≤ h) are boundaries demonstrating the lowest, the middle value, and the higher value in the TFN (Fig. 2), separately. Its membership value [image: images] is denoted as Eq. (1).
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Figure 2: Triangular fuzzy number

Qualitative scale described by linguistics terms along with the ratings given by the experts in a quantitative way and aligned with the TFNs is displayed in Tab. 1.

Table 1: Scale of alternative ratings
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Step 3: Qualitative Variables are converted into Quantitative Variables. With the help of Eqs. (2)–(5), qualitative variables are converted into quantitative form, and shown as (lij, mij, hij), where, lij = lower, mij = middle and hij = higher values. Further, TFN [ηij] are evaluated as:
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In the Eqs. (2)–(5), Jijd refers to the similar criticalness of the qualities between two rules given by the expert d. i and j refer to a few measures assessed by the experts.

By the extension rule, consider two TFNs M1 = (l1, m1, h1) and M2 = (l2, m2, h2) operations performed by Eqs. (6)–(8).
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Step 4: Consistency Index: After preparing the pair-wise decision-matrix, the Consistency Index (CI) is determined with the help of Eq. (9).
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Here, N = Number of analysed components.

Step 5: Consistency Ratio: After calculating the consistency index, the Consistency Ratio (CR) is calculated by dividing the CI with Random Index (RI); RI is obtained from Saaty scale.
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Step 6: Defuzzification: After the pair-wise comparison-matrix formulation, Fuzzy values are changed into crisp values with the help of Eqs. (11)–(13).
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Where, 0 ≤ α ≤ 1 and 0 ≤ β ≤ 1

Such that,
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For the option of experts, α and β are applied in these conditions; α and β values exist between the range of 0 and 1.

Step 7: Super-matrix: All the connections are illustrated in the network, by using the Markov based approach; outline the fuzzy priorities of each criteria. The construction of the super matrix discusses the reaction of the matched evaluations among the goal, criteria, and alternatives.

Step 8: TOPSIS: TOPSIS approach is used to obtain the ranks of the alternatives, the ratings of all the alternative options over every normalized factor is calculated by the Eq. (14).
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Here, i = 1,2, … m; and j = 1,2, . . . n.

Step 9: Normalized Weighted Matrix: Normalized the Weighted Decision Matrix by the Eq. (15).
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Where, i = 1,2, … m and j = 1,2, … n.

Step 10: Positive and Negative Ideal Solutions: Positive (R+) and Negative (R−) ideal solutions are determined by Eqs. (16)–(18).
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Where,[image: images] = Max sij,[image: images] = Min sij

Step 11: Gap: The gap between each alternative is calculated by the assessment of positive and negative distance calculation:

Gap from Positive arrangement:
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Gap from Negative arrangement:
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[image: images] = Nearest from the positive arrangement, and for i option, [image: images] = Distance from the negative arrangement.

Step 12: Alternative Preference: The weightage value for all the alternatives (pi) is obtained by Eq. (19).
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The steps discussed above are to be followed for obtaining the healthcare device’s security with the support of Fuzzy ANP TOPSIS approach.

4.2 Quantitative Assessment

Assessing the best security techniques for healthcare devices is a critical task and requires meticulous investment of resources, time and efforts. However, in catering to the high demand for low cost IMDs, focus on the security and preserving the patients’ personal information is undermined while designing the healthcare devices. Even a little flaw in the design or the software flaw of the healthcare device can be easily exploited by the attackers, thus jeopardising the patients’ life. The FDA regularly modifies the guidelines for vendors and manufactures so as to monitor the security of the healthcare devices both before and after the launch of the device [27–29]. There is a compelling need to formulate a standardised and highly conclusive technique for assessing the security of the healthcare devices accurately. In this context, the authors designed a framework for assessing the best security techniques for the healthcare device by using the Fuzzy ANP.TOPSIS technique, as shown in Fig. 3.
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Figure 3: Fuzzy-ANP.TOPSIS analysis flowchart

According to Fig. 3, the initial step is to construct the network for the issue with the help of questionnaires. Thereafter, we collected the data given by the experts. Then, from the collected data, we extracted the relevant data (inputs). Fuzzy-ANP approach is applied onto the inputs for obtaining the weights of the criteria. The weights calculated by the fuzzy ANP work as an input for TOPSIS to quantitatively determine the qualitative data.

After that, we assigned the ratings to the security techniques and identified the best security technique for healthcare devices based on the satisfaction degree. For the assessment of selection for security technique of the healthcare device, the authors designed the problem in network form as goal, criteria and alternatives. All of these have been discussed in the above section and shown in Fig. 1. By using the Eqs. (1)–(19), we assessed and selected the best security technique for use in the healthcare devices’ security by using the Fuzzy ANP.TOPSIS technique. With the Eqs. (1)–(10) and Tab. 1, we constructed the pair-wise comparison-matrix, as displayed in Tab. 2, and with the Eqs. (11)–(13), defuzzified values were obtained. Global weights of the healthcare devices are shown in Tabs. 3 and 4, respectively. Further, Tab. 4 and Fig. 4 shows the ranks of the security techniques. As per the findings, we observed (Tab. 4) that ML techniques obtained the highest global weights amongst all the security techniques.

Table 2: Pair-wise comparison matrix
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Table 3: Defuzzified matrix
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Table 4: Global weights
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Figure 4: Global weights of each security techniques

After that, by using the global matrix, the super-matrix was designed in the step 6. In step 7, we executed the TOPSIS technique with the help of Eqs. (14)–(19). We have selected various healthcare devices as alternatives to conduct the security assessment of the devices. We have taken ten alternatives in this study including A1, A2, A3, A4, A5, A6, A7, A8, A9 and A10. Additionally, we have converted the qualitative values into the quantitative values, and calculated decision matrix, weighted decision matrix, and closeness coefficients of the alternatives as depicted in the Tabs. 5 to 8, respectively. Closeness coefficient and satisfaction degree analysis of the security techniques of various healthcare devices is shown in Tab. 8. Distance from the positive and negative ideal solution of the security techniques of healthcare devices has been displayed in Tab. 8. Based on the satisfaction degree values, we have assigned the ranks to the alternatives as shown in Fig. 5.

Table 5: Subjective cognition matrix
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Table 6: The normalized matrix
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Table 7: The weighted normalized matrix
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Table 8: Closeness coefficients of alternatives
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Figure 5: Alternatives obtained satisfaction degree

Based on Fig. 5, alternative (A2) gained the highest degree of satisfaction and obtained the 1st rank. Our framework provides flexibility to the decision-makers in the selection of most likely alternatives among multiple availabilities. Final ranks gained by the alternatives are in the order of: A2>A1>A9>A6> A8>A4>A5>A7>A10>A3. According to the obtained ranks of the alternatives, A1 was the most likely alternative amongst all the available ones. This means that the security techniques used in healthcare devices of A1 are most secure.

4.3 Sensitivity Analysis

We conducted the sensitivity analysis to validate the obtained results. We have validated our results by changing the variables. In this article we performed 10 experiments because we have selected 10 alternatives, as shown in Fig. 1. We have changed the variables with respect to the results obtained, and observed that the A2 remains constant and also gets the highest rank. Tab. 9 depicts the sensitivity analysis obtained through the experiments. Fig. 6 depicts the comparison of the experiments’ results, displayed in Tab. 9, with the original weights. In 10 experiments we have observed that Exp. 2 (A2) obtained the highest experimental values with respect to the original weight. The alternatives are sensitive to the weights as is evident from the results in Fig. 6.

Table 9: Sensitivity analysis
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Figure 6: Comparison of the experiment’s results with the original weights

5  Discussion

The security of healthcare devices is checked at the time of data transfer, data storage and process migration in the execution of the data. All these issues can be handled in the healthcare devices by updating the patch of the software and by using the hardware security guards and network security techniques.

Healthcare devices process sensitive information of the patients’ health and also carry the personal details. In the present study, we designed a Multi-criteria decision making framework which does a quantitative analysis of the security techniques for healthcare devices. In this framework, we used the Fuzzy ANP.TOPSIS integrated technique which is the best methodology for decision making and ratings technique. With the help of these techniques, the decision-makers assigned the ratings of the healthcare devices security techniques. In this study we have taken help of 10 experts from different security fields. Their opinions were taken in the process of selecting the best security techniques for healthcare devices based on their experiences. Finally, we imposed the F.ANP.TOPSIS on the given data for assessing the performance of the security techniques. As per the findings of our analysis, ML based healthcare devices obtained the highest priority among the security techniques and A2 alternative also obtained the highest rank. Based on our framework’s evaluation, we concluded that researchers and vendors should focus on the ML techniques for securing the healthcare devices.

Recommendations as:

•    Most of the researchers work on the security of the medical devices but do not provide proper guidelines for the development and design of the device’s software and security.

•    Our framework is systematic and provides effective guidelines for the developers to design the software by adhering to the security rules.

•    Security assessment of the medical devices will not only secure the medical devices’ functioning and patients’ personal information but also strengthen the technical features of the device.

•    The proposed framework can be used by the manufactures and government agencies for checking the medical devices security in a quantitative and accurate way.

•    The proposed model can also help in the selection of the best security techniques.

6  Conclusion

The dependability on the healthcare devices has increased tremendously in the present scenario, more so in the wake of health emergencies like COVID-19 pandemic when the patients have been suggested home quarantine instead of visiting hospitals. Healthcare devices process the patients’ data and send it to the doctors and store the data. But making healthcare devices secure and also protecting the data from attacks is a big issue. Even a minute alteration in the patient's data can change the whole result of the diagnosis. An effective solution in this league is to find a quantitative and systematic mechanism for the selection of the most conversant security techniques for the healthcare devices. All these features were obtained in the present study with the aid of Fuzzy ANP.TOPSIS technique. In this study, we have evaluated and rated that ML based healthcare device obtained the highest priority among the other security techniques that are being used at present for securing healthcare devices. Our framework can be used by the manufacturers and vendors to verify the healthcare device security. This is a fully automatic technique in decision making among the various alternatives and gives corroborative results. Our framework is well validated and a tested approach that can be used for the selection of the most efficacious security techniques.
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