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Abstract: Today, security is a major challenge linked with computer network companies that cannot defend against cyber-attacks. Numerous vulnerable factors increase security risks and cyber-attacks, including viruses, the internet, communications, and hackers. Internets of Things (IoT) devices are more effective, and the number of devices connected to the internet is constantly increasing, and governments and businesses are also using these technologies to perform business activities effectively. However, the increasing uses of technologies also increase risks, such as password attacks, social engineering, and phishing attacks. Humans play a major role in the field of cybersecurity. It is observed that more than 39% of security risks are related to the human factor, and 95% of successful cyber-attacks are caused by human error, with most of them being insider threats. The major human factor issue in cybersecurity is a lack of user awareness of cyber threats. This study focuses on the human factor by surveying the vulnerabilities and reducing the risk by focusing on human nature and reacting to different situations. This study highlighted that most of the participants are not experienced with cybersecurity threats and how to protect their personal information. Moreover, the lack of awareness of the top three vulnerabilities related to the human factor in cybersecurity, such as phishing attacks, passwords, attacks, and social engineering, are major problems that need to be addressed and reduced through proper awareness and training.
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1  Introduction

In today’s world, the whole world is highly dependent on technology, leading to an excess of digital data formation. All the major sectors collect the larger datasets on the workstations and send them to other systems through the various networks. These devices have certain vulnerabilities that impact on organizational performance and effectiveness [1]. It can damage the performance and effectiveness of the company by losing the trust of consumers and official representatives. Any critical data loss, such as the source files of copyright or trademark, can impact the organizational effectiveness and competitive advantage.

Moreover, a data breach due to improper security programs can affect a company’s revenue [2]. Cybersecurity is a type of protection system that maintains the confidentiality, integrity, and accessibility of digital information. Cybersecurity consists of an evolving set of devices, risk management technologies, training approaches, and specific measures designed to protect the networks, programs, and data from any unauthorized access [3], with the tremendous development of the internet and its use in the delivery of services by the private sector to improve their services and reach more customers not only locally, but also globally. Government communities are also moving towards security controls and measures to provide effective services to individuals. Many factors affect the cybersecurity of the companies, such as software and networks, all of which are focused on, but one factor needs more attention: the human factor, and that’s what we’re going to address in this research. This research focuses on human errors and risk factors leading to security issues and develops effective solutions against security threats and attacks. Companies are now accessing websites and delivering services, customer relations, basic transactions, and purchases from these sites. To keep track of these transactions, users need to create a user account on these websites [4].

The Government of Saudi Arabia provided the opportunity to use the internet to drive the adoption of technology, data, and artificial intelligence to deliver government services to citizens, non-citizens, and the public and private sectors by using Absher as part of the vision of 2030 [5,6]. With these services, new risks such as hacking and identity theft are increasing for which security measures and policies are required to eliminate these risks, and with such assumptions, there are significant challenges to making it secure and trustworthy [7]. It is found that many users include simple passwords to protect computer systems and accounts, but hackers use malicious codes which are capable of hacking simple passwords easily, for which it is recommended that strong and complex passwords should be applied. Mainly, hackers access social media software to collect information about the victims through phishing or social engineering [8]. Therefore, it is an important task to educate users on how to protect themselves from such attacks.

Cybersecurity vulnerabilities are categorized into different areas, such as where the vulnerability may exist, why the vulnerability exists, or how the vulnerability can be abused. Cybersecurity is implementing systems or networks and various programs that protect the software and computer system from any digital attacks. These attacks aim to access, manipulate, dismantle sensitive information of companies, extort money from various interested parties, or penetrate a company’s work. Moreover, the cybersecurity approach can be successfully implemented by providing multiple layers of protection deployed between computer systems, networks, or any data that needs to be kept secure [9]. If the computer systems, operations, and networks are connected with the secured systems and solution, then the performance and effectiveness of the business performance can be improved, and cyber-security can be managed [10]. With the coronavirus pandemic (COVID 19), the use of online services has increased, and many hackers take advantage of targeting victims by using either social engineering or phishing threats. Over time, various attempts have been made by malicious cyber attackers to penetrate the personal and confidential information of the targeted individual or a company. Cyber-attacks seem to be effective because they are cheaper and more convenient than physical attacks. Malware is the major attack that enables hackers to break the cybersecurity in the system. With every person using such technologies, the target spectrum has widened. Not every person is well versed with technological knowledge and is not updated and trained with the threats of cyber-attacks [11]. Employees in the organization tend to make unintentional mistakes that lead to data breaches, and the attackers exploit the corporate data [12].

This study discusses the causes of human errors and proposes effective security measures and controls to reduce and handle cyber-attacks. Hacking personal details of the companies and users can be done by the attackers using malicious codes and cyber-attacks, for which it is important to secure internal networks and communication channels. The human factor is the primary cause of security, and companies are not focusing on insider risks due to which they can suffer from the cyber-attacks and lack awareness about cyber-security employees cannot defend against cyber-threats vulnerabilities. Traditional security methods and employee training are not enough to protect classified data from sophisticated cyber-attacks based on human vulnerabilities. Traditional technologies such as sandboxes, antivirus controls, secure email, and others were designed to fend off attacks that directly target the network. Different strategies are needed to deal with the new phishing attacks that target vulnerable employees [13].

A combination of cyber-attack awareness training, secured email addresses, URL filtering, and the newly developed instant identification of phishing sites to catch unknown attackers must be implemented to protect systems from these phishing attacks [14]. Blocking phishing attempts from the beginning of the chain is important to prevent any damage or injury. Some other policies can be used to protect the system from malicious cyber-attacks. Updating the security policies should be the first step in the organizations by setting the security rules and policies to protect confidential data from attackers [15]. Employee monitoring tools are another development that needs to be implemented in organizations to monitor user activities. This research explores and exploits human vulnerabilities and their impact on the organization;

•   This research examines human vulnerabilities and their measures by using qualitative and quantitative techniques.

•   Focus on human vulnerabilities and reduce the risk by focusing on human nature and responding to different situations.

•   The research aims to promote an approach that would significantly influence the fight against cybersecurity issues like social engineering, phishing, and password attacks.

•   Reduce human vulnerabilities by measuring the current status and providing a suitable solution to close the gap between the current user’s awareness and the target level to improve security and reduce user vulnerabilities.

The remainder of this paper is organized as follows. Related work in social engineering, phishing, password attacks, and countermeasures is discussed in section two. Research Methodology is discussed in section three. A detailed discussion of the implementation and result analysis is discussed in section four. The paper is concluded in section five.

2  Related Work

In the context of cyber-attacks, human vulnerability is a major problem in business communities where insider risks and threats can be posed by hackers easily. Even if many layers of protection are implemented in the security stack or employees are educated about phishing and its risks, malicious criminals develop various sophisticated tricks to exploit the vulnerabilities of the human mind with broad tactics. There are several ways in which human vulnerabilities can be exploited. Some of them are described below:

Social engineering is a cyber-attack used to exploit a person in a psychological way to make him divulge his secret information [16]. Criminals use social engineering methods because the human tendency to trust is easier to exploit than other hacking software. Nearly 95% of web attacks are due to social engineering tricks. A malicious perpetrator first studies the targeted victim to compile background information for the cyber-attack. The criminal then attempts to gain the victim’s trust and persuade them to take further actions that eventually lead to breaching security, such as revealing sensitive personal information or granting access to personal profiles [17].

Phishing is a cybercrime that uses fraudulent websites, text messages, or emails to steal personal or company information [18]. Attackers who mainly use these phishing tactics have an easy time as they cleverly hide behind the intended victim’s emails and websites. Phishing is one of the common examples of social engineering in cyberattacks [19]. There are different types of phishing attacks, such as spearfishing, whaling, or clone phishing. There are a few very common mistakes made by employees that lead to cyber-attacks by criminals. Miss delivery is one of the major mistakes. Miss delivery is sending confidential information to another person using the wrong email address [20]. This is an act of carelessness, or sometimes, when automatically suggested email addresses are displayed, employees use the suggested email address without checking if it is the required email address. Another such common mistake is using simple passwords for their profiles. Simple passwords can be easily cracked by cyber attackers, making the user and their data accessible to the attacker [21].

In [22], the authors discussed that computer systems and networks are increasing quickly, enabling hackers to easily perform phishing and malware attacks. They used a mixed method to survey victims and non-victims of cybercrime. In this research, using some devices to log on to the internet can pose a risk, and they suggest using policies when using the free internet. In [23], the authors conducted interviews with 35 experts and non-experts and some individual users. The results show the theoretical possibilities as a function of time and how they affect different security behaviours. In [24], the authors discuss social engineering and provide technical and non-technical solutions such as policy, education and training, Network Guidance, auditing, technical and physical measures.

In [25], the authors discussed the behaviour of individual decision styles that affect cybersecurity compliance. In [26], authors discussed human activities by performing assessment, quantification, and reporting to identify the risk, and they proposed to revise the standard BS ISO/IEC 27002:2013 to adapt it to the human factor. The researchers [27] discussed the relationship between cybersecurity risk-related behaviours in a business environment and Internet addiction in the UK by using an online questionnaire that included cybersecurity attitudes and analyzed the responses. Cybersecurity awareness, training, and educating users about cybersecurity and the questions need to be asked to find out the cybersecurity issues [28]. All the studies offered various training that is capable of reducing human vulnerabilities by measuring the current level and providing an appropriate solution to close the gap between the current awareness of the users and the target level to improve the security and reduce the vulnerabilities of the users.

3  Research Methodology

In this research, mixed data collection methods were included that contained qualitative interviews and quantitative online questionnaires to measure information security awareness [29]. The first phase (Fig. 1) is related to the policy and procedures in the organization, and the second phase (Fig. 2) is related to the users and the training plan. It is found that qualitative research focuses on hypothetical and theoretical data. Qualitative research provides insights and obtains a practical understanding of the problem, primarily based on observations, anticipations, and interpretations.
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Figure 1: Step1(Phase I)
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Figure 2: Step 2–Phase II

The description of inquiry objectives in qualitative research is to understand, describe, discover and make theoretical approaches and hypothetical information. Qualitative is flexible in structure. It can be modified according to the facts collected. Data collection in qualitative researcher is the main instrument for collecting and processing the data. This qualitative data can be obtained from various sources, such as conducting interviews with relevant people in the field, focus groups to analyze and explore the research topics based on their findings and observations. It is difficult to assess and ensure the validity and quality of qualitative research because it is so diverse. They also explained the ontology that deals with the questions. Also, epistemology deals with the theories of knowledge.

In this study, all users were categorized by gender and age and divided into three categories of information users (youth, adults, and seniors). As a research methodology, five (5) sequential steps were followed in data collection to ensure the accuracy of the data collected. The study’s findings revealed the strengths and weaknesses among all the targeted users where more focus should be given to improving all the weaknesses.

The questionnaire prepared for this study attracted 333 participants as the participants answered all the questions. A questionnaire will be used to collect information about users related to the main topics of this research, namely passwords, social media, social engineering, and phishing. Also, the questionnaire provides information about what makes users become victims of phishing or social engineering. The participants were divided into three categories according to their age: Adolescents, Adults, and Older Information Users, as described below:

-   -Category 1: Adolescents (male & female) (18 years or younger).

-   -Category 2: Adults (male & female) (from 19 to 45 years old).

-   -Category 3: Seniors (male & female) (older than 45 years).

These categories were mainly selected to differentiate the level of awareness of passwords, social media, social engineering, and phishing among different generations, which will help the concerned organizations in the kingdom of Saudi Arabia to increase the level of awareness of information users and fill any gaps based on the identified weaknesses resulting from this survey. Five sequential steps were followed to collect the data effectively while distributing the questionnaires using the two research methods (qualitative interviews and quantitative questionnaires). The first step in this study focuses on the main human vulnerabilities such as passwords (weak passwords, obvious passwords, writing passwords on paper), social engineering, and phishing, and then assesses the current environment and controls related to these cybersecurity vulnerabilities by creating a questionnaire. Based on the results, we will know the awareness level of users and answer these questions:

-   -How to avoid password issues?

-   -How do hackers use social engineering and phishing?

-   -How to protect users from social engineering and phishing?

Usually, users use simple passwords like their children’s names and birthdays or simple passwords that are easy to remember. The problem with this is that the password is easily cracked by hackers or social engineering. Therefore, the policy of using complex passwords should be done as follows:

-   -A complex password contains a capital letter, a small letter, a number, and a special character.

-   -8 or more characters.

-   -Expiration date for the password, for example, three months.

-   -Password history.

This policy may be good, but it has several weaknesses because changing the password every period with the application of complexity, length, and history can make it too difficult for users to remember, and that is why most users write their passwords on a piece of paper or choose a password that is associated with their life, such as their birthday or their children’s name. Mainly, people use social media networks to perform data communication, where hackers perform social engineering attacks to get suspicious information and guess the password from social networks. Social engineering sometimes comes from unexpected parties, such as someone the employee meets in training or hiring websites. It is essential to educate users about social engineering and provide effective recommendations and security guidelines. According to Trend Micro, 94% of malware comes from phishing emails [30]. Hackers take advantage of people’s greed to get them to click on the link in the phishing email by offering rewards or sweepstakes. Educate employees about phishing and spot it, and set strict email policies for the company to avoid it.

4  Result and Analysis

4.1 Awareness Related to Information and Cybersecurity-Related Questions

Participants were selected from all regions of Saudi Arabia, where 74% of men and 26% of women participated in this study. The age of the respondents, 59.8%, ranged from 19 to 45 years, 18.2% were younger than 16.5 years, while the remaining 19.7% were over 45 years old. 30.9% of the men were students, 60.6% were employed, while the remaining 8.4% did not fall under either employed or students. The response to social engineering, phishing emails, and passwords is tabulated in Tabs. 1–3. Fig. 3 shows the comparison of lack of top vulnerabilities related to humans in the cybersecurity awareness level between males and females.
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Figure 3: Lack of awareness level

The overall results showed that the level of awareness related to cybersecurity and information security (61%) had been achieved, which is an alarmingly low level that requires it to be increased to the maximum extent. The results show that the awareness of social engineering (53%), social media (55%), phishing (70%), passwords (70%), email usage (78%), antivirus (67%), and data protection (71%) is high.

4.2 Hypothesis Testing

Hypothesis testing is used to make statistical decisions using experimental data and validating the test results [31,32]. The important steps in hypothesis testing are establishing the research hypothesis as a null and alternative hypothesis, collecting data in a way that will be used to test the hypothesis, conducting an appropriate statistical test, and deciding whether the null hypothesis is supported or refuted. The purpose of a hypothesis test is to see if the null hypothesis (there is no difference, no effect) can be rejected or confirmed. If the null hypothesis is rejected, then the research hypothesis can be accepted. If the null hypothesis is accepted, then the research hypothesis is rejected.

To test the validity of the data in this study, our hypothesis is:

•   Null hypothesis: there is no relationship between cybersecurity analysis in men and women.

•   Alternative hypothesis: there is a relationship between cybersecurity analysis in men and women.

The hypothesis is tested using the chi-square test. Tab. 4 shows the relationship between gender and whether they check the email or the sender’s name. It can be seen that the majority of the respondents answered in the affirmative to the cybersecurity question and checked the sender’s name and email address. Without the percentages in the cross-tabulation section, we rely on the chi-square to determine the existence of the relationship. The interest in the chi-square test, which has a p-value of 0.515, is greater than 0.05. Here we cannot reject the null hypothesis (Tab. 4). We conclude that there is no relationship between how the male and female gender deal with cybersecurity by checking the names and email addresses of those who send them an email.
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Tab. 5 depicts the relationship between gender and whether or not they sign out of email after using it. The interest in the chi-square test has a p-value of 0.002, which is less than 0.05. Here we reject the null hypothesis.
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Tab. 6 shows the relationship between gender and whether they use two-factor authentication while unlocking their devices. The interest in the chi-square test has a p-value of 0.277, which is greater than 0.05. Here we fail to reject the null hypothesis.
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Tab. 7 shows the relationship between gender and whether they use easy or complicated passwords. The interest in the chi-square test has a p-value of 0.012, which is less than 0.05. Here we reject the null hypothesis.
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Tabs. 4–7 show a correlation between cybersecurity analysis among men and women, as indicated by the survey data presented in Tabs. 1–3. The test results show that there is no relationship between cybersecurity analysis between men and women. The study was analyzed using the chi-square procedure, which helps establish relationships between variables by examining the nature of p-values. If the p-value is less than 0.05, the null hypothesis is rejected, while if the p-value is greater than 0.05, it is accepted. In the above cases, the p-value is greater than 0.05, which leads us not to reject the null hypothesis, i.e., how males deal with cybersecurity is different from how females deal with it.

The use of two-factor authentication to unlock devices is significantly different between the two genders, implying that one gender is more likely to use two-factor authentication than the other. The uses of anti-spam features in emails are also significantly different between genders. This is indicated by the p-value being greater than 0.05, suggesting the acceptance of the null hypothesis. The importance of phishing emails is also significantly different between genders, with the p-value greater than 0.05. However, some factors show a strong relationship between the two genders. The uses of complicated or simple passwords related to genders. This was shown by a relationship with a p-value of less than 0.05. Thus, the null hypothesis is rejected and the conclusion is that there is a relationship between the use of cybersecurity by males and females. Another variable that showed a strong relationship was the issue of unsubscribing from emails after finishing work. It also had a p-value of less than 0.05. Users tend to use their personal information on social media, making them victims of phishing and social engineering and making it easier for hackers to find out their passwords.

5  Conclusions

There are different security vulnerabilities and security flaws in applications that interact over the internet. The overall results highlighted that the level of awareness related to cybersecurity issues (61%) had been achieved, which is an alarmingly low level that requires it to be increased to the maximum extent. The results show the lack of awareness of social engineering (37%), social media (35%), phishing (30%), passwords (30%), email usage (22%), antivirus (33%), and data protection (29%). This study found that the sample has a high lack of awareness about the top three vulnerabilities related to cybersecurity, and the major problem needs to be addressed and reduced through proper awareness and training. The study was analyzed using chi-square, which helps identify relationships between variables by examining the nature of p-values. If the p-value is less than 0.05, the null hypothesis is rejected, while if the p-value is greater than 0.05, it is accepted. From the above examples, the p-value is greater than 0.05, which leads us not to reject the null hypothesis.

Therefore, the way males deal with cybersecurity is different from the way females do the same. The use of two-factor authentication to unlock devices differs significantly in both genders, implying that one gender uses two-factor authentication more than the other. The use of anti-spam features in emails is also significantly different between genders. This is indicated by the p-value being greater than 0.05, suggesting the acceptance of the null hypothesis. The importance of phishing emails is also significantly different between genders, with the p-value also greater than 0.05. Thus, the null hypothesis is rejected and the conclusion is that there is a relationship between the use of cybersecurity by males and females. Another variable that showed a strong relationship was the issue of unsubscribing from emails after finishing work.

Hacking personal details of the companies and users can be done by the attackers using malicious codes and cyber-attacks, for which it is important to secure internal networks and communication channels. The human factor is the primary cause of security, and companies are not focusing on insider risks due to which they can suffer from the cyber-attacks and due to lack of awareness about cyber-security employees are not able to defend against cyber-threats and vulnerabilities. to encouraging compensation that helps the organization educate users. This step takes at least 9 to 10 months between phishing, gathering information, and creating appropriate training paths. Future work is required to conduct other comprehensive surveys among educational, governmental, medical, and industrial institutions to measure information security awareness among their employees and provide various statistical results to help them identify and address all weaknesses.
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Table 1: Response related to social engineering

Social engineering & Social media Answers Male Female  Average Total lack of
awareness
Do you use your real name Yes P 186 75% 64 74% 75% 47%
No 63 25% 20 26% 26%
Do you use your personal information on the password Yes P 187 75% 59 70% 73%
“ birthday, father name, son name No 62 25% 25 30% 2%%
Do you use your accurate information’s in social apps Yes P 49 20% 10 12% 17%
“ your birthday, city No 87  35% 32 38% 37%
Sometime P 113 45% 42 50% 48%
Did you share your information’s with others through those apps  Yes P 29 12% 48 57% 35%
No 145 58% 29 8% 33%

Sometime P 75 30% 7 35% 33%
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Table 3: Response related to passwords

Password Answers Male  Female Average Total lack of
awareness
Do you use a different password for your  Yes 174 70% 53 69% 70% 38%
accounts No P 75 30% 24 31% 30%
Do you change your password frequently?  Yes 49 20% 16 21% 21%
No P 100 40% 30 39% 39%
Sometime P 100 40% 31 40% 40%
Do you use two-factor authentications while Yes 149 60% 39 51% 56%
unlocking the device or the programs? No P 100 40% 38 49% 44%
Do you use easy or complicated password Easy P 84 34% 39 51% 43%

Complicated 165 66% 38 49% 57%
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Table 6: The relationship between gender and whether they use two-factor authentication while

Do you know what does phishing email means? Total
Maybe No Yes
Gender Female 11 45 21 77
Male 28 124 97 249
Prefer not to say 2 4 1 7
Total 41 173 119 333
Chi-square tests
Value Df Asymptotic significance (2-sided)
Pearson chi-square  6.027% 4 197
Likelihood ratio 5.973 4 201

N of valid cases 333

Note: “The key result in the Chi-Square Tests is the Pearson Chi-Square. The value of the test statistic is .485, 6.027 and 8. 811.The footnote (a) for this
statistic pertains to the expected cell count assumption (i.e., expected cell counts are all greater than 0.05): no cells had an expected count less than
0.05, so this assumption was met.
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Table 4: The relationship between gender and whether they check the email and the sender’s name

Do you check the sender’s name and email address Total
Sometimes No Yes
Gender Female 16 20 41 77
Male 50 44 155 249
Prefer not to say 1 2 4 7
Total 67 66 200 333
Chi-square tests
Value Df Asymptotic significance (2-sided)
Pearson chi-square 3.261 4 S15
Likelihood ratio 3.153 4 533
N of valid cases 333






OEBPS/Images/CSSE_19938-fig-1.png
Questionnaire

Response

Training & Awareness






OEBPS/Images/logo.png





OEBPS/Images/CSSE_19938-fig-3.png
Lack of Awareness : Cybersecurity issues

60
50
40
30
20
10 ]|
0
& @ & >
& IS & o & . S o
& ¢ & S N o*\ & & &
& O & & S & < N
«® Y < & &
> &
S &
(9

m Lack of awareness Male m Lack of awareness Female





OEBPS/Images/table-7.png
Table 7: The relationship between gender and whether they use easy or complicated passwords

Do you use easy or complicated passwords? Total
Easy Complicated
Gender Female 39 38 77
Male 84 165 249
Prefer not to say - 1 6 7
Total 124 209 333
Chi-square tests
Value Df Asymptotic significance (2-sided)
Pearson chi-square ~ 8.811°% 2 012
Likelihood ratio 8.872 2 .012

N of valid cases 333

Note: *The key result in the Chi-Square Tests is the Pearson Chi-Square. The value of the test statistic is .485, 6.027 and 8. 811.The footnote (a) for this
statistic pertains to the expected cell count assumption (i.e., expected cell counts are all greater than 0.05): no cells had an expected count less than
0.05, so this assumption was met.
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Table 2: Response related to phishing emails

Phishing emails Answers Male  Female Average Total lack of
awareness
Do you know what phishing means Yes 97 39% 22 26% 33% 33%
No P 124 50% 49 58% 54%
Maybe P 28 11% 13 16% 14%
Do you use unknown websites to purchase Yes P 26 10% 10 12% 11%
No 191 77% 68 81% 79%
Maybe P 32 13% 6 7% 10%
Do you open any email that comes to Yes P 38 15% 15 18% 16%
your mailbox No 154 62% 44 52% 57%
Sometime P 57 23% 25 30% 48%
Did you sing-out from your email after Yes 104 42% 15 19% 35%
finish No P 108 43% 49 64% 33%
Sometime P 37 15% 13 17% 33%
Do you use anti-spam Yes 75 30% 15 19% 25%

No P 174 70% 62 81% 75%
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Table 5: The relationship between gender and whether they sign-out from email after use

Do you share your email address with everyone? Total
No Yes
Gender Female 59 18 77
Male 181 68 249
Prefer not to say 5 2 7
Total 245 88 333
Chi-square tests
Value Df Asymptotic significance (2-sided)
Pearson chi-square  .485% 2 785
Likelihood ratio 494 2 781

N of valid cases 333

Note: *The key result in the Chi-Square Tests is the Pearson Chi-Square. The value of the test statistic is .485, 6.027 and 8. 811.The footnote (a) for this
statistic pertains to the expected cell count assumption (i.e., expected cell counts are all greater than 0.05): no cells had an expected count less than
0.05, so this assumption was met.
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