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The burgeoning network communications for multiple applications such as commercial, IoT, consumer devices, space, military, and telecommunications
are facing many security and privacy challenges. Over the past decade, the Internet of Things (IoT) has been a focus of study. Security and privacy are the
most important problems for IoT applications and are still facing huge difficulties. To promote this high-security IoT domain and prevent security attacks
from unauthorized users, keys are frequently exchanged through a public key exchange algorithm. This paper introduces a novel algorithm based on Elliptic
Curve Cryptography(ECC) for multi-level Public Key Exchange and Encryption Mechanism. It also presents a random number generation technique for
secret key generation and a new authentication methodology to enhance the security level. Finally, in terms of security, communication and computational
overhead, the performance analysis of the proposed work is compared with the existing protocols.
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1. INTRODUCTION

The Internet brings users closer and closer to the day-to-day
web services. There are many reported instances of attacks on
networks so-called Hackers attacks on cyber networks. With
regard to security, the IoT will face more serious challenges
because of the following reasons: 1) Networks viz mobile
networks, sensor networks and traditional networks are currently
extends to IoT, 2)‘Internet’ will be connecting every ‘Thing’ and
3)‘Each other’ will communicate through these ‘Things’, so the
new privacy and security problems may emerge. There is a
need for profound attention to the confidentiality, authenticity
and integrity of information in the IOT and so the development
of more complex cryptographic systems based on complicated
mathematics is essential. The aim of this research is to ensure
the secure transmission of information between the nodes of
the IoT networks. Meanwhile in the IoT, due to the use of
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small devices and the ongoing connections with the Internet,
the processing power requires to be much less and therefore
this leads to the need for security mechanisms with less power
consumption. Practically, Elliptic Curve Crypto systems has
picked up expanding acknowledgment due to their appreciably
smaller bit size of the operands compared to other public-
key crypto systems. The computational complexity of RSA
or the simple discrete logarithm system is lower than ECC,
so ECC can be obviously selected for the high-performance
public key applications. Despite the abundance of research
on high-speed software and FPGA implementation of ECC
from the mid-1990s, providing the high-performance ECC on
promptly accessible (i.e., non-ASIC) platforms remains an open
challenge. Due to standardization in Europe and the US, elliptic
curves over prime fields are often selected over binary fields.
ECC also provides the highest level of security and a way to
achieve the unbreakable algorithm. Thus, ECC is appropriate for
devices that are resource-conscious and are usually used in IoT.
Security of the ECC is about solving the Elliptic Curve Discrete
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Figure 1 Multiple layers of the architecture and diverse aspects of information security in IoT.

Logarithm (ECDLP) problem. Although it has comparatively
high theoretical complexity, it has some benefits over the other
methods. Among these benefits, its implementation with lower
keys is often significantly more effective [1]. With scalar
multiplication, the Diffie-Hellman Key Exchange algorithm can
be directly extended to the discrete logarithm over the elliptic
curve. Simple scalar multiplication and point addition in Elliptic
Curve Key Exchange(ECKE) protocols can provide a great deal
of security over the public channels.

This paper proposes a new multilevel key exchange and
encryption protocol using Elliptic Curve Cryptography with
some more flavors of exponentiation operation, which will
decrease the potential attacks that are still applicable in ECC
algorithms. The Elliptic curve standards are currently being
drafted throughout the world by various standardization orga-
nizations. Among these, NIST(National Institute of Standards
and Technology) provides various standard curves to work with
the Elliptic curves in case of improved security.

This paper organizes as follows: Section II reviews the key
exchange mechanism and its associated vulnerabilities. Section
III covers the basics and requirements of IoT; Section IV
explains the proposed protocol for multi-level key exchange and
encryption. Section V depicts the results and analysis of the
proposed protocol. Lastly, Section VI outlines the concluding
remarks.

2. RELATED WORKS

A comprehensive literature survey is made on various
manuscripts of Authenticated Key Exchange Algorithm (AKE)
and their potential vulnerabilities. A large number of AKE
protocols have been discussed since Diffie and Hellman’s
seminal work in 1976 [1]. For instance in wireless mobile
communications, Abdalla et al provided a three-party password
authenticated key exchange (3PAKE) protocol[2]. Their scheme
utilizes a trusted three-party server to authenticate the users
prior to the exchange of session keys. Lu et al introduced a
S-3PAKE protocol[3], but Chung et al[4] subsequently showed
that they were in danger of being impersonation attack. Guo
et al[5] also showed that the enhanced Chung et al protocol[4]
has no guarantee for the protection from both impersonation and
replay attacks. Chang et al[6] and Yoon et al[7] introduced a

protocol not requiring a symmetric cryptosystem. The capacity
to exchange only one session key per round limits a wireless
mobile network implementation of the AKE protocol. Hence,
there is a need of Multi-level key exchange protocols which,
allows to exchange multiple keys at different levels in each
round and so this paper presents a multi-level key exchange and
encryption algorithm with a new authentication and a random
key generation methodology for comparing its efficiency with
[21], [22], [23], and [24], which has the similar optimization
properties of the proposed algorithm.

3. BACKGROUND

3.1 Internet of Things(IoT)

In the emerging and active research field of IoT, with multiple
layers of the architecture and from diverse aspects of information
security as shown in Fig. 1, it is necessary to resolve various
challenges. Below is a summary of the regular IoT security
challenges and requirements.

3.1.1 Security Structure

Secure IoT solutions involve the development of end-to-end
multiple layers through User, Device, Gateway, Connections,
Cloud, Applications, and Lifecycle Management, which inte-
grate together across IoT security and architecture. Therefore,
building a security structure with the combination of these
controls and information is a challenge and an important research
area.

3.1.2 Key Management

Key management is a hot research area as it is the key basis
for many security mechanism and is still the most demanding
feature of cryptographic security.

3.1.3 Security Law and Regulations

Currently, security laws and guidelines are not yet the focus of
principle, and there are no innovation standards for IoT. National
security data, business insider facts and safety for the individuals
mainly seeks the applications of IoT. The standardization
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       Fig. 2.(a)    Fig. 2.(b) 

Figure 2 (a) is point addition operation and Fig 2(b) is point doubling operation on an elliptic curve over the real numbers.

organizations thus need the administrative perspective in order
to promote the improvement of the IoT. Hence, the arrangements
and guidelines are urgently required for the security laws of IoT.

3.1.4 Requirements for Flourishing Applications

With the advancements inIoTs, WSNs, Industrial internet,
pervasive computing technology, smart cities and grids, and
distributed real-time control theory is becoming a reality. A
high-security system is necessary for this development with
system performance. However, the security issues for the IoT
are much severe and so the establishment of an efficient security
system is necessary. In addition, key management in the real
large-scale sensor network is always a challenging job with
respect to IoT-related policies and regulations.

Over the most recent years, this rising space for the IoT
has been attracting the huge intrigue, and will proceed for the
upcoming years. Regardless of rapid advancements in IoT,
it faces various security challenges and extreme difficulties
to achieve the requirements of the security. Overall, the
development of the IoT will bring more serious security
problems, which are always the focus and the primary task of
the research. And so, a strong key management and encryption
mechanism has to be developed with the basis of Elliptic curve
discrete logarithm problem, which works in a prime field elliptic
curve.

3.2 Elliptic Curve Cryptography

Elliptic Curve Cryptography is a relatively new crypto system,
suggested independently, from the second half of 19th century,
by Neal Koblitz [9] and Victor Miller [10]. ECC has now
been industrially recognized and adopted by a number of
standardizing bodies such as ANSI, IEEE [11], ISO and NIST
[12]. An elliptic curve can be defined as:

y2 = x3 + ax2 + b (1)

where ‘a’ and ‘b’ are the constants with

4a3 + 27b2 �= 0 (2)

3.3 Elliptic Curve Operations over Finite Field

For a finite field represented as ZP , with p > 3, having set
of all pairs (x, y) ∈ ZP forms an elliptic curve that fulfils
y2 = x3 + ax + b and an imaginary point of infinity [13]. If
(G,+) is a group and P = (x1, y1) and Q = (x2, y2) are the two
points in the group. Then, the coordinates of an additional value
of these points is given by another point in the same curve which
is derived by the elliptic curve operations as in [13]. It defines the
two arithmetic operations (i) Point Addition: P+Q, to compute
R = P +Q, when P is not equal to Q. A line through P and Q will
obtain a third point of intersection between the elliptic curve and
the line. The Mirrored point of this third intersection point along
the x-axis, is the point R and it is shown in. Fig.2(a) and (ii)Point
Doubling: P + P is to compute P + Q when P = Q. Hence,
R = P+ P = 2P. A tangent line through P will obtain a second
point of intersection between this line and the elliptic curve.
And the mirrored point of the second intersection along the
x-axis is the result R of the doubling, which is shown in Fig. 2(b).

3.4 Diffie-Hellman Protocol

This protocol is used to exchange keys [14]. To use this protocol
in elliptic curves, consider that there are two parties which are
Alice and Bob [13] and both the parties having an individual key
pairs. To establish a shared secret key over a public insecure
channel, it is a variant of the Diffie–Hellman protocol using
elliptic-curve cryptography as reported in [14].

3.5 ElGamal Encryption over Elliptic Curves

The ElGamal encryption using elliptic curves is purely depen-
dent on the discrete logarithm problem[15] used in asymmetric
cryptosystems. This encryption reflects the plain text as the
elliptic curve points and the process is as in [15].

3.6 Zero Knowledge Protocol

Informally, Zero Knowledge Protocol (ZKPs) enables one of
the users to prove their knowledge of a secret to another party
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Figure 3 Flow of the Proposed Work.

without ever revealing the secret itself. Specifically, it has three
characteristics [16].

1. Completeness: If the given condition is satisfied, the honest
receiver will be contented by the honest sender.

2. Soundness: If the given condition is dissatisfied, sender
cannot convince the receiver that it is authenticated, with
some probable exceptions.

3. Zero-knowledge: If the given condition is satisfied, then
the intruder can come to know that no other information
can be collected from this obtained data.

Randomness is likewise a vital property of Zero knowledge
protocol.

3.7 Authentication Scheme

Always, validating the data strives to maintain the user
incognito from the eavesdropper. However, in economic and e-
commerce transactions there are many authentication schemes

that involve not only anonymity to the intruder,but also the server
authentication.

4. PROPOSED WORK

The proposed work is a novel key exchange and encryption
algorithm that contributes newly developed sub-modules and
functions to build the complete security mechanism at each
computation stage as shown in Figure 3.

Module I: Modified ElGamal Method

Based on the Diffie–Hellman key exchange method,the modified
ElGamal encryption system provides an additional layer of
security by asymmetrically encrypting the keys.

The proposed modified ElGamal method is used for the initial
agreement of the secret values in the proposed key exchange
protocols as shown in Fig. 4. An elliptic curve E(a, b) over
a field G(p) of order ‘q’ is defined and a point on the curve
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Figure 4 Modified ElGamal Method.

Figure 5 Modified Zero Knowledge Protocol.

e1(x1, y1) is chosen as a generator point. In this paper, the
process involved in the modified ElGamal method is given as
follows:

Sender Side:

Step1: Let Z = e1(x1, y1) and a random small number ‘r ’ has
to be chosen, where r ∈ Zq are publicly known.
Step 2: Sender has to compute X = e2(x2, y2) such that X =
e2(x2, y2) = x, Z = x, e1(x1, y1) where ‘x’ is a secret key
selected by the sender.
Step 3: A point P(p1, p2) has to be selected on the curve E(a, b)

which needs to be secretly shared to the receiver.
Step 4: Finally, the key pair is generated by the computation of c1
and c2 as c1 = r ∗e1 and c2 = p1c1+r ∗e2. For the computation
and transmission of every value viz the point P = (p1, p2), a
random value and the value ‘b′, one of the coordinate value of
the elliptic curve point can be used at a time. Then, the key pair
(c1, c2) has to be sent through the public channel to the receiver.

At Receiver Side:

Step 1: The key pairs c1, c2 is received for two times, first
time is encrypted with the point values P(p1, p2) and the

next time is encrypted with a random value and the value
‘b’.
Step 2: Receiver needs to calculate the value of e2(x2, y2) as
X = e2(x2, y2) = x, Z = x, e1(x1, y1).
Step 3: Later, separately the value of p1, p2 a random value
and the value ‘b’ has to be retrieved from the obtained key pairs
(c1, c2), to form the point P(p1, p2) on E(a, b) by using the
encrypted value e2 and the secret key ‘x’ and ‘r ’, using the
equation (3)

P = c2 − r ∗ e2

c1
(3)

4.1 Module II: Modified Zero Knowledge
Protocol

The Modified Zero knowledge protocol proposed in this paper
is based on homomorphic encryption and the schnor’s protocol
proves the knowledge of a discrete logarithm.

By using this protocol, a secret value can be shared with
a proper authentication in a public channel. Modified Zero
Knowledge Protocol is shown in Fig 5.

Over a cyclic group Gq of order q with generator g, the
proposed Modified Zero Knowledge protocol of DLP module
can prove and find the secret value as x = logg y.
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1. By using the modified ElGamal method proposed in
module I, the prover and verifier must secretly agreed upon
a secret value ‘d’ , and a point P = (p1, p2) on an Elliptic
curve.

2. The prover has to generate and send the value of ‘h′ using
a random number ‘r ’ as ‘h = gr ’.

3. The verifier and prover chooses a value ‘C’ such that
‘C = c1c2’ [Based on homomorphic Encryption to share
the secret values where, c1 = qp1+2r1+d and c2 = qp2+
2r2+ d . From homomorphic encryption c = qp+ 2r + d ,
where r1 and r2 are small negligible noise, which can be
ignored on applications].

4. Again the prover has to compute and send the value of ‘s’
to verifier, where s = r + Cx = r + c1c2x .

5. Now the verifier may accept the value of ‘s’ if gs = hyc

is satisfied, otherwise the verifier can reject the transmitted
value.

6. Finally, the verifier has to calculate the value of ‘x’ as:

x = logg y (4)

4.2 Module III: Novel Authentication Scheme

In this module, a novel authentication conspire is introduced
with IP address and timestamp as the predominant chunks of
this module. The proposed method of authenticating a user is as
follows:

1. Users obtain the IP address and timestamp value and has to
be manipulated to generate a single digit as a final value.

2. Then, the timestamp will be extracted and the hour’s value
will be discarded to take 9’s complement for each digit in
remaining bits.

3. Then the subsequent bits in minutes and seconds will be
divided separately to results in one-digit each.

4. The prime P value used in Elliptic curve will be divided
with minutes and seconds values separately.

5. And those divided values will be added to get a single value.

6. Finally, the IP address and timestamp with hours discarded
and the above manipulated value have to be appended.

7. So this value will be mutually verified by the user(sender
and receiver) to prove the authentication with each other.

4.3 Description of the Proposed Work

In a prime field of Z p where P is prime, an elliptic curve of
E(a, b) y2 = x3 + ax + b is defined. And a point Pm is
shared secretly between sender and receiver using modified Zero
knowledge protocol of DLP. Also, two novel functions named
as Function1 and Function2 are defined for the proposed key
exchange mechanism, shown in Fig 6.

They are represented as follows: For Q = (q1, q2), a point
on the finite field, the proposed public key generation function,
Function1 F(Q)x = q ∗ (x − 1) times scalar multiplication
of (q1, q2) = q(x − 1)Q can be used. For the proposed shared
secret generation, the Function2 F(Q)x = (x−1) times scalar
multiplication of (q1, q2) = (x − 1)Q where ‘q’ is calculated
from (q1, q2). And the proposed key exchange mechanism has
different levels of operations viz:
Setup Stage: Random secret key generation.
Level 1:Computation of Public Key and authenticated exchang-
ing.
Level 2: Computation of shared secret key.
Level 3: Sharing of original data/Next level of key.

4.4 Setup Stage:

This stage relies on two operations. Firstly, let any one of
sender or receiver defines a cyclic group Gq of order q with
generator g and a prime number p are agreed upon sender and
receiver through public channel. A Point Pm = (p1, p2) on
the elliptic curve has to be shared mutually by modified Zero
knowledge of DLP protocol proposed in section IV as Module
I: Modified Elgamal Method. Secondly, Random secret key has
to be generated, separately on both side (Sender and Receiver).
The steps for proposed random secret key generation for both
sender side and receiver side are given below.

Step 1: Initially one has to generate a random series of N-
digits.

Step 2: Then the generated series must be circular shifted for
�N

2 � times.
Step 3: Until getting a two digit residue, say R, difference of

the subsequent digits from Most significant Bit(MSB) to Least
significant Bit(LSB) in the generated series has to be computed.

Step 4: Converting the N and R values into binary equivalent,
so that the hamming distance between N and R (bit-by-bit
difference) may be computed which gives the random key value
H. This value of H can be used as randomly generated secret key.

4.5 Level 1: Computation of Public Key and
Authenticated Exchanging

This technique depends on the idea of adding commutative
property with some more exponentiation flavors for enhanced
security purposes. Only point addition and scalar multiplication
operations are possible in the elliptic curve, but points cannot
be directly multiplied or squared or power operation cannot be
performed. Therefore, for the purposes of this protocol, two
new functions, namely Function 1 (for public key computing)
and Function 2 (for shared secret key computing), are proposed
to implement scalar multiplication based on the power value
and coordinate value of the elliptic curve points. There are four
significant operations in the public key computation and key
exchanging. They are:

1. Computation of L value: L = (�log p�+1)2

2 , where ‘P’ is the
Prime number.

2. Calculation of a new point Q: From the already defined
Elliptic curve and a point Pm = (p1, p2) from it, a new
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Figure 6 Proposed Key Exchange and Encryption Technique.

point Q = (q1, q2) = Pm mod 2L = (p1, p2) mod 2L

can be calculated.

3. Computation and exchange of Public key: A = (Q)x and
B = (Q)y, which is given by the Function 1 that involves
the scalar multiplication operations depending on the value
of secret keys and the co-ordinate values of the point Q.
Here x and y are the secret key values generated from the
previous stage(setup stage).

4. During the Public key transmission, the proposed novel
authentication scheme explained in Module III can be used.

4.6 Level 2: Computation of Shared Secret Key

1. Sender and receiver must calculate the value of the
shared secret key, S = (s1, s2) = eBx

and S =
(s1, s2) = eAy

respectively and independently after the
mutual transmission of the public key values A and B.

2. Shared secret key computation: The value of Ay and Bx

has to be calculated using a novel scheme given by the
Function 2 proposed in Module II, which is different from
the technique used in public key computation.

3. The exponentiation function used here is to provide more
security and this exponentiation function is calculated for
the individual co-ordinate values of the obtained point,
which gives again a point S = (s1, s2) on the field of defined
Elliptic curve.

After the calculation of Shared secret key, the value of ‘Ay =
Bx = q(x − 1)(y− 1)Q’ is shared between sender and receiver
without letting known to the intruder. And this value can be
used as an encryption key value for the encryption of future data
transmission.

4.7 Level 3: Sharing of Original Data/Next
Level of Key

1. With the consideration of a message(say M) to be encrypted
using the shared secret key value ‘S = (s1, s2)’ that is
agreed between sender and receiver, The encryption and
decryption operation are done as pursues:

2. Calculation of ‘s’ value: For the shared secret value S =
(s1, s2) the value of ‘s’ has to be calculated as s = (s1+s2),
this ‘s’ value is used in encryption and decryption operation
by the sender side and receiver side respectively.
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Figure 7 Public key and Shared Secret Key using the curve P-256.

3. Encryption of data M: At the sender end, the encrypted
value can be represented as ‘e’ is calculated as,

e = logs M (5)

4. Decryption of original data: At the receiver end, the
decrypted value can be represented as ‘d’ which is
calculated as,

d = M = se (6)

5. RESULTS AND ANALYSIS

5.1 Simulation Results

The proposed algorithms are evaluated using standard NIST
curves on sample text data and the following statistics demon-
strate the test results of the proposed algorithms with the two
standard NIST curves as shown below.

5.1.1 NIST P-256 Curve

For the curve NIST P-256 having the parameters of prime
P = 257; a = −3; b = 4105836372515214212932612978
0047268409114441015993725554835256314039467401291
forms the Elliptic curve equation

y2

= x3 − 3x

+ 41058363725152142129326129780047268

4091144410159937255548352563140394674

01291(mod257) (7)

And the generator point and random secret key values chosen
are E= [255, 36]; x=9; y=8 with results of the proposed
algorithm are explicated in Fig. 7 and Fig. 9.

In the first stage of this work, the Novel key exchange
algorithm computes the Public key and secondly the Shared
Secret key using the curve P-256, which is shown in the Fig.7.
Also, a sample text file shown in Fig.8 is encrypted and decrypted
to original data using the proposed key exchange and encryption
algorithm in the curve P-256, so as to visualize that the file after
decryption is same as that of the original input file, the hash
value of both inputs of encryption and outputs from decryption
algorithm using curve NIST P-256 is shown in Fig.9.

5.1.2 NIST P-384 Curve

For the standard curve NIST P-384having the parameters of
prime P = 257; a = −3; b = 2758019355995970587784
901184038904809305690585636156852142870730198868924
1309860865136260764883745107765439761230575 forms
the Elliptic curve equation

y2 = x3 − 3x + 2758019355995970587784901184038

90480930569058563615685214287073019886892

41309860865136260764883745107765439761230

575(mod257) (8)

And the generator point and random secret key values chosen
are: E = 26247035095799689268623156744566981891852
923491109213387815615900925518854738050089022388053
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Figure 8 Sample data/text file used for encryption.

Figure 9 Hash values of Sample Text file and the output file from proposed protocol for curve P-256.

975719786650872476732087, 83257109614890299855467512
895201081792878530488613155947092059024805031998844
19224438643760392947333078086511627871; x = 92; y =
89 with results of the proposed algorithm are given in Fig.10and
Fig.11.

This Novel key exchange algorithm computes the Public key
and shared secret key using the curve P-384, which is shown in
the Fig.10. Also, a sample text file shown in figure 8 is encrypted
and decrypted to original data using the proposed key exchange
and encryption algorithm in the curve NIST P-384. To visualize
that the file after decryption is same as that of the original input
file, the hash value of both input to encryption and output from
decryption algorithm is exhibited in Fig.11.

5.2 Security Analysis

Key exchange protocols are depicted to give at least two
authorized parties to convey over an open communication
channel with a common and asymmetrically secret key which
may successively utilized to accomplish some cryptographic
objectives, for example, secrecy or data integrity. Secure and
verified key exchange conventions are essential as a successful
substitution for conventional key exchange methods to overcome
the following security attributes [17] and the comparison of
the security parameters concerning with different protocols are
shown in the table 1.

5.2.1 Implicit Key Authentication Attack

One of the features of the key exchange protocol is that the
secret keys can access only by the guaranteed entities. An
authentication mechanism has been introduced in the proposed
protocol to check and verify the identity of each and every
entity to communicate with another entity and thus the implicit
authentication attack cannot applicable to this protocol.

5.2.2 Known-Key Security Attack

Nobody can interrupt the public key or other communication
between the entities until the third party intruder knows the
secret key [18]. A random secret key generation procedure is
introduced in this proposed protocol, which can provide secret
keys to sender and receiver with sufficient randomness to the
secret key values used in the protocol, by which the intruder is
unable to know about the secret key values.

5.2.3 Forward Secrecy Attack

Forward secrecy (FS) or perfect forward secrecy (PFS) is
an attribute of key agreement protocols to ensure that the
session keys won’t be imperilled even if the private/secret key
is endangered [19]. In the proposed work, for every user
initiating session, a random key will be produced to avoid data
loss. Regardless of whether the single specific session key is
endangered, it will not impact some other information that is
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Figure 10 Public key and Shared Secret Key using the curve P-384.

Figure 11 Hash values of Sample Text file and the output file from proposed protocol for the curve P-384.

traded in that specific session ensured by that specific key. So
this protocol can maintain the forward secrecy along the data to
be secured.

5.2.4 Key-Compromise Impersonation Attack

By the proposed scheme, all the nodes of a communicating
network are given a novel method of authentication to share their
identity with each other nodes. This information is utilized to
authenticate other nodes mutually in the key agreement step.
So that even if the key is impersonated or changed by third
party intruder over the communication, the identity of intruder
will not match with the already shared identity of authenticated
nodes which in turn will help to find the impersonation in
key values. Therefore, impersonation cannot succeed in the
proposed protocol.

5.2.5 Unknown Key-Share Attack

As explained in [20], there is a possibility of intruders can
intentionally coerces between two honest parties in a network
to establish a new secret key, where at least one nodes does not
know that the secret key is sharing with the intruder and this is
called unknown key-share(UKS) attack. In the proposed work,
it has been designed a multilevel key exchange and encryption
methods so that multiple levels of authentication is also carried
out to avoid the interruptions due to intruders and so this method
is totally resist from this UKS attack.

5.2.6 Securely Change/Update Shared Secret Key

There is an arrangement for the nodes to refresh or change their
secret key for a particular time gap, so that on changing every
secret key the shared secret key needs to update for the following
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Table 1 Comparison of Security Attributes.

Parameters/Protocols Proposed
Work

Wang et al
Protocol [21]

Law et al
protocol [22]

Strangio
Protocol [23]

Song et al Pro-
tocol [24]

Implicit Key authentication Yes Yes No Yes No
Known-key security Yes Yes Yes Yes Yes
Forward secrecy Yes Yes Yes Yes Yes
Unknown key-share Yes Yes No Yes Yes
Key-compromise imperson-
ation

Yes Yes Yes No No

Update Shared Secret Key Yes No Yes Yes Yes

Table 2 Comparison of Computational Attributes.

Operations/Protocol Proposed
Work

Wang et al
Protocol [21]

Law et al
protocol [22]

Strangio
Protocol [23]

Song et al Pro-
tocol [24]

Scalar Multiplication 3 3.5 3 5 4
Field Inversion 0 1 1 0 0
Hash Function 0 2 0 2 0
Exponentiation 1 0 0 0 0

Table 3 Computational Cost Analysis.

Parameters/Protocol Proposed
Work

Wang et al
Protocol [21]

Law et al
protocol [22]

Strangio
Protocol [23]

Song et al Pro-
tocol [24]

Total Computation cost for
all the operations of the
protocols.

Te +
3TS M

3.5TS M +
1TF I + 2TH

3TS M + 1TF I 5TS M + 2TH 4TS M

Computation cost (in Sec-
onds)

0.20845 0.2289675 0.19679 0.316015 0.2523

time interval. To be specific, the nodes specified in this paper
can generate another secret word to the connected network for
specific time gap and afterward the hub registers new estimation
of secret shared key and stores them for the ongoing session.

5.3 Communication Cost Analysis

Some of the attributes of security protocols also impact the
communication cost, which can be clearly studied by analysing
the parameters affecting the communication. Some of the
parameters are depicted below.

5.3.1 Minimal Number of Passes

The number of passes represents the number of messages
exchanged. In a key exchange or encryption algorithm, the more
the levels of exchanging keys and data, more the communication
cost. Hence in the proposed protocol, even it gives multilevel
security it costs only three passes at key exchange level and one
pass for encryption level.

5.3.2 Low Communication Overhead

Total number of bits transmitted between the nodes should be
lesser for an optimized performance of a network is defined as
low communication cost. So an efficient algorithm should have a
low communication overhead similar to the proposed algorithm,

which uses the Elliptic curve parameters to carry the data and
secret keys so that NIST P-256 curve andNIST P-384 curve will
consume a 128-bit and 192-bit data for each passes respectively.

5.4 Computational Cost Analysis

The total computation time needed for each phase of the given
algorithm is outlined as the computational cost. And this
computational cost analysis can be illustrated using the Table
2, 3 and using the following attributes.

5.4.1 Low Computation Overhead

Total number of arithmetic operations involved in an algorithm
is preferred as low as possible. Because if the number of
operations is more, then computation cost gets increased implies
that increase in the computation time and energy of the machine
in which the algorithm is running. But unfortunately, the elliptic
curve field arithmetic requires more computation than other
similar protocols. Even though the proposed protocol is utilizing
the elliptic curve computations for maintaining the security,
this issue has been considered while designing the protocol
and makes with low computational overhead than other related
protocols using the Elliptic curve filed arithmetic.

The computation time of the presented algorithm and other
related algorithm is calculated based on the finite field scalar
multiplication, field inversion, hash operation and exponen-
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tiation operation. An ECC scalar multiplication requires
0.063075 seconds [26-28], field inversion takes 0.007565
seconds [29]. And the hash function requires 0.00032 seconds
and the modular exponentiation operation involved in this
novel algorithm takes 0.0192 seconds [30]. In this paper,
the computation time for normal multiplication operation can
be neglected, which involves negligible time duration than
the other operations. In table 3, the gross computation
time for all the operations of related protocols and the
proposed protocol are depicted with the notations as Te TS M

TF I TH which denotes the Computation time requires for
Exponentiation operation, Scalar Multiplication operation, Field
Inversion, Hash function respectively. The protocol in [21],
[23] and [24] takes more time than the proposed algorithm
and the techniques used in [22] takes lesser time than the
proposed one but lags more in security. So the proposed
key exchange protocol works well with added flavors of
exponentiation operation and authentication mechanism for
key authentication along with a novel secret key generation
technique.

5.4.2 Possibility of Pre-Computation

To avoid the on-line delay due to computation time, the pre-
computation is required. The proposed protocol has multiple
levels of key exchange phase and each level of computation
depends on the data shared in previous levels. Hence, the pre-
computation is not possible in the proposed protocol.

6. CONCLUSION

In this paper, the proposed multi level key exchange and
encryption protocol has been implemented for two standard
NIST prime curves viz P-256 and P-384 and the results are given
correspondingly with sample text data. Therefore, this can be
used as a secured data transfer protocol in application layer of the
network for various security requirements of IoT applications
and other lightweight applications because the usage of ECC
in multilevel key exchange and encryption costs with lesser
communication and computational overhead shields the protocol
from possibilities of leakage of secured data.

Also, a novel random key generation technique and an
authentication scheme are presented in this paper, which
reinforces the algorithm to be even more secured system.
This work can withstand different possible attacks elaborated
in section V and achieves a better overall performance and
security compared to the well-known standardized protocols
in [21], [22], [23] and [24]. Future work includes the
hardware implementation of proposed protocol in real time
applications.
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